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Assessing the vulnerability of complex systems requires effective hypergraph dismantling strategies, yet existing
methods struggle with the dynamic nature of cascading failures and the rugged optimization landscapes of high-order net-
works. In this paper, we propose a novel framework: hypergraph dismantling via evolutionary deep reinforcement learning
(HD-EDR). First, we model a realistic dismantling environment incorporating hyperdegree-based and residual-capacity-
based load redistribution mechanisms. Second, we introduce a hybrid learning architecture that synergizes the global
exploration of evolutionary strategies with the gradient-based exploitation of deep reinforcement learning. A bidirectional
parameter synchronization mechanism is designed to prevent the agent from being trapped in local optima. Furthermore, we
integrate an inductive encoder to capture the evolving high-order dependencies of the residual network in real time. Exten-
sive experiments across nine real-world datasets demonstrate that our framework significantly outperforms state-of-the-art
baselines, providing a highly effective and robust strategy for maximizing structural damage in high-order networks.

Keywords: network dismantling, hypergraph, deep reinforcement learning, evolutionary strategies, combina-
torial optimization
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1. Introduction

Analyzing network robustness is a critical issue in net-
work science. Specifically, the network dismantling (ND)
problem, which is defined as fragmenting a complex system
into disconnected sub-networks by removing key nodes, has
attracted significant attention. This problem is not only vi-
tal for designing robust infrastructure but also provides strate-
gic insights for disrupting malicious networks (e.g., terror-
ist organizations or botnets[1–4]). Early research on ND pri-
marily focused on simple graphs with pairwise interactions.
Classic heuristic metrics, such as degree centrality, between-
ness centrality, and eigenvector centrality, were widely used to
identify critical nodes whose removal causes significant struc-
tural damage.[5–7] However, real-world systems (e.g., collab-
oration networks, biological pathways, and power grids) of-
ten involve high-order interactions that cannot be fully en-
coded by simple graphs. This has led to a surge of interest
in hypergraphs. Initial approaches to hypergraph vulnerabil-
ity extended traditional metrics to the high-order domain. For
instance, hyperdegree and vector centrality were proposed to
measure node importance based on hyperedge incidence.[8–10]

More recently, researchers have applied tensor decomposition
and spectral analysis to quantify hypergraph robustness.[11,12]

Beyond static structural research for ND, the dynam-
ics of cascading failures[13] represent a more critical threat
to system stability. The seminal Motter–Lai model[14] in-
troduced the concept of load-capacity models, demonstrating
how the redistribution of load following a node failure can
trigger a global collapse. While extensive research has mod-
eled these dynamics on simple graphs and interdependent net-
works, recent studies have begun to explore how high-order
hyperedge connections amplify or mitigate these propagation
effects.[15,16] To address complex combinatorial problems on
graphs, deep reinforcement learning (DRL) has emerged as a
powerful paradigm. Frameworks such as S2V-DQN[17] have
successfully combined graph embeddings with Q-learning to
solve classic problems such as minimum vertex cover, while
subsequent works have applied GCNs to influence maximiza-
tion tasks.[18,19]

However, despite its theoretical importance, developing
an optimal dismantling strategy for hypergraphs under cas-
cading failures proves to be computationally intractable (NP-
hard), primarily due to the enormous state space of potential
attack sequences and the highly unpredictable, non-linear dy-
namics of load redistribution. Although DRL has emerged
as a promising paradigm for solving such combinatorial opti-
mization problems by learning heuristics from environmental
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interactions,[18,20] applying standard DRL frameworks (e.g.,
Deep Q-Network, DQN) to this specific domain encounters
substantial impediments. On one hand, the complex topo-
logical structure of hypergraphs creates a rugged optimization
landscape in high-dimensional spaces, causing gradient-based
agents to struggle with the exploration-exploitation dilemma
and frequently become trapped in local optima, thereby miss-
ing the “butterfly effect” nodes essential for maximizing cas-

cading damage.[21] On the other hand, this challenge is exac-
erbated by the need for dynamic structure adaptation; the net-
work topology undergoes drastic transformations during the
dismantling process due to node removals and subsequent fail-
ures, rendering traditional transductive embedding methods
(e.g., HGNN[22] and HyperGCN[23]) ill-suited because they
lack the flexibility to adapt to continuous topological changes
without computationally prohibitive retraining.[24–26]

Fig. 1. First, the HyperSAGE embedding module inductively learns dynamic node and hyperedge to capture evolving topological features.
Second, the evolutionary DRL engine optimizes the dismantling policy by synergizing global evolutionary search with local gradient-based
updates. Finally, the seed selection process executes the learned policy as a Markov decision process, iteratively selecting critical nodes to
maximize cascading failures over n steps.

To address these limitations, a novel hypergraph disman-
tling via evolutionary deep reinforcement learning (HD-EDR)
framework is proposed in this paper. We illustrate the overall
framework in Fig. 1. The main contributions of this paper are
summarized as follows:

(i) Modeling cascading failures in hypergraphs We
construct a realistic hypergraph dismantling environment by
incorporating load redistribution models based on both hyper-
degree and residual capacity. This shifts the focus from static
topological removal to triggering dynamic avalanches, provid-
ing a more accurate evaluation of high-order network vulnera-
bility under real-world cascading threats.

(ii) Integrating evolutionary strategies We propose a
novel hybrid learning architecture, HD-EDR, that synergizes
the global exploration of evolutionary strategies with the
gradient-based exploitation of DRL. The designed bidirec-
tional parameter synchronization mechanism effectively pre-
vents the agent from being trapped in local optima, which
significantly enhances the robustness of the policy search and
ensures highly stable dismantling effectiveness across diverse
network topologies.

(iii) Dynamic state representation Unlike existing
heuristic methods that rely on static initial snapshots, we in-
tegrate an inductive HyperSAGE encoder to adaptively learn
node embeddings from the continuously evolving hypergraph
structure. This forward-looking capability allows our agent to
capture real-time high-order dependencies, consistently induc-
ing the earliest and most abrupt network fragmentation com-
pared to transductive baselines.

(iv) Significant superiority in dismantling perfor-
mance Extensive experiments across nine real-world hyper-
graph datasets demonstrate that HD-EDR achieves state-of-
the-art performance. Quantitatively, our framework consis-
tently records the lowest average accumulated normalized
connectivity (ANC) area under the curve (AUC) under both
load redistribution scenarios. Notably, HD-EDR outperforms
the highly competitive DRL baseline, FINDER, by up to
25.4% in maximizing structural damage (e.g., on the DAWN
dataset), proving its exceptional empirical superiority and gen-
eralization ability.

The rest of this paper is organized as follows. The prob-
lem formulation and preliminary knowledge are introduced in
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Section 2, and the proposed HD-EDR is introduced in Sec-
tion 3. Finally, the effectiveness of the proposed framework is
validated in Section 4, and the paper is summarized along with
potential future works in Section 5.

2. Problem formulation
2.1. Hypergraph

A hypergraph is defined as G = (V,ℰ), where V =

{v1, . . . ,vN} is the node set (N = |V |), and ℰ = {e1, . . . ,eM}
is the hyperedge set (M = |ℰ|). The size of a hyperedge e, de-
noted as |e|, represents the number of nodes it contains. Each
hyperedge is defined as e⊆V and e ̸=∅. Let kvi and kH

vi
denote

the degree and hyperdegree of node vi, respectively, which are
defined as the number of neighbors of vi and the number of
hyperedges containing vi. Similar to the adjacency matrix, a
hypergraph uses an incidence matrix to represent the relation-
ship between nodes and hyperedges. The incidence matrix of
a hypergraph is 𝐴 ∈𝑅N×M , where each element of the inci-
dence matrix 𝐴 is defined as follows:

𝐴(i, j) =

{
1, vi ∈ e j,

0, otherwise.
(1)

The connectivity of a hypergraph is defined as the ratio of
the number of nodes in the giant connected component (GCC)
to the total number of nodes in the hypergraph

σ(G) =
|VGCC|
|VG|

, (2)

where GCC is the connected component with the largest num-
ber of hyperedges in the hypergraph, and |VGCC| and |VG| rep-
resent the numbers of nodes in the GCC and the hypergraph,
respectively. When the connectivity score is lower than 0.01,
the hypergraph has fragmented into many tiny pieces, at which
point the hypergraph is considered completely disintegrated.

2.2. Network dismantling and load redistribution model

When we dismantle a hypergraph, some nodes fail to
work and their loads are redistributed to their functioning
neighbor nodes. If the redistributed load causes a neigh-
bor node to exceed its own capacity, the load will propagate
through the network like an “avalanche” and ultimately result
in a significant portion of nodes or even the entire network
collapsing. This phenomenon is known as cascading failure.

The initial load L(0) of a node in a hypergraph is related
to its hyperdegree, as shown below:

L(0)
vi = α(kH

vi
)β , i = 1,2, . . . ,N, α > 1, β > 1. (3)

Here, α and β are adjustable load parameters. As shown in
Eq. (4), the node capacity C is defined as the limit of the load
that a node can endure, which is proportional to its initial load

Cvi = (1+T )L(0)
vi , T > 0, (4)

where T is the node capacity parameter.
This recursive redistribution triggers chain reactions,

causing cumulative structural damage beyond the initial node
removal. Therefore, an effective dismantling strategy must ex-
plicitly account for these cascading dynamics to maximize net-
work fragmentation. To simulate cascading failures in hyper-
graphs, we introduce two specific load redistribution mecha-
nisms based on the capacity-load model from Ref. [27].

Load redistribution model based on hyperdegree The
initial approach[27] relies on a hyperdegree-dependent strat-
egy. In this framework, the burden from a disabled node is
reallocated to its operational neighbors through a two-phase
mechanism. Initially, the load is partitioned equally among
the hyperedges associated with the failed node. Subsequently,
within each hyperedge, the load is uniformly disseminated to
its surviving constituent nodes. This redistribution cycle prop-
agates until the system reaches a steady state or total fragmen-
tation occurs. The specific formulation is

∆L(t)
vi→v j = L(t)

vi ×
1

kH
vi

× 1
|evi,v j |−1

, (5)

where ∆L(t)
vi→v j represents the load distributed from node vi to

node v j at time t, L(t)
vi represents the load of node vi at time t,

and |evi,v j | represents the size of the hyperedge containing both
node vi and node v j. If there are multiple common hyperedges
between node vi and node v j, the load distributed to node v j is
the sum of the loads distributed to it by each hyperedge. As
the hypergraph dismantling process proceeds, the hyperdegree
of nodes changes accordingly; therefore, kH

vi
represents the hy-

perdegree of node vi at that moment.
Load redistribution model based on node residual ca-

pacity To evaluate the robustness of our cascading failure
algorithm under different scenarios, a second redistribution
model from Ref. [27] is also introduced, which considers node
residual capacity. When a node in the hypergraph fails, its
load is distributed according to the proportion of the residual
capacities of its neighbor nodes; the more residual capacity a
neighbor node has, the more load it receives. Specifically,

∆L(t)
v j =Cv j −L(t)

v j , (6)

∆L(t)
vi→v j = L(t)

vi ×
∆L(t)

v j

∑vm∈𝒩 (vi) ∆L(t)
vm

, (7)

where ∆L(t)
v j represents the residual capacity of node v j at time

t, and 𝒩 (vi) represents the set of neighbor nodes of node vi.
If the sum of the load distributed to a node after a failure

occurs in the hypergraph and its own load exceeds its capacity,
the node fails, as shown below:

L(t+1)
v j = L(t)

v j +∆L(t)
vi→v j >Cv j . (8)
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2.3. The objective function

The primary goal of hypergraph dismantling is to iden-
tify an optimal node removal sequence that maximizes struc-
tural degradation. Unlike static network attacks, the disman-
tling process under cascading failures is inherently dynamic
and sequential. We define the attack strategy as a node re-
moval sequence A = (v1,v2, . . . ,vN), where vt represents the
node targeted at step t. Following each removal, the hyper-
graph undergoes load redistribution and triggers potential cas-
cading failures. Let G0 denote the initial hypergraph and Gt

represent the residual hypergraph after the t-th attack step and
the subsequent stabilization. Mathematically, the problem of
finding the most effective dismantling strategy can be formu-
lated as minimizing the overall robustness of the hypergraph
throughout the attack process. We define the objective func-
tion as the average connectivity of the residual network over
time:

A* = argmin
A

(
1
N

N

∑
t=1

σ(Gt)

σ(G0)

)
, (9)

where σ(Gt) is the connectivity metric (e.g., the size of the
giant component) of the residual hypergraph at step t.

Minimizing Eq. (9) is equivalent to finding a sequence
that triggers the most rapid collapse of the network’s giant
component. This optimization objective necessitates that the
proposed algorithm go beyond simple topological metrics to
deeply mine the underlying dependency relationships between
nodes, thereby maximizing the “damage efficiency” of the at-
tack.

3. The HD-EDR algorithm
We propose HD-EDR (Fig. 1) to tackle the ND problem

in hypergraphs. The essence of this method lies in transform-
ing the original ND task into a continuous weight optimiza-
tion problem for DQNs. To solve this, we devise an EDRL
scheme. The HD-EDR framework is composed of two pri-
mary elements: (1) DQN weight optimization, which serves
as the bridge transforming the hypergraph ND challenge into
a parameter optimization task; and (2) EDRL, a hybrid en-
gine that merges evolutionary algorithms (EAs) with DRL. In
EDRL, the weights of each DQN are viewed as distinct poli-
cies, allowing for the simultaneous optimization of an entire
population. The subsequent subsections will detail the imple-
mentation of these components.

3.1. Modeling the hypergraph dismantling with DQN

Here, we present the conversion of the hypergraph ND
task into a continuous optimization problem regarding DQN
weights. This procedure is executed through a three-step
pipeline: (1) hypergraph feature embedding, which is de-
signed to encode the potential and high-order characteristics of

the graph structure; (2) DQN-based node removal, where the
model evaluates Q-values based on the learned features to se-
lect optimal nodes via a Markov decision process (MDP); and
(3) simulation optimization, which focuses on pruning unnec-
essary calculations related to network connectivity to enhance
efficiency.

3.1.1. Hypergraph feature embedding

Let G(V ∖ S) denote the size of the GCC of the hyper-
graph after removing the node set S. The ND problem aims to
identify an optimal node set S* with a cardinality of |S| = K,
so as to minimize the size of the GCC. This can be equiva-
lently formulated as maximizing the dismantling effect Φ(S),
expressed as follows:

S* = argmax{Φ(S) | S ∈V, |S|= K}, (10)

where Φ(S) = |V |−|G(V ∖S)| represents the number of nodes
that are either removed or disconnected from the GCC.

The hypergraph feature embedding module is designed
to extract low-dimensional representations for nodes and the
global graph state. As shown in Eq. (11), previous works of-
ten utilize NHNE to learn static embeddings 𝐻 . However,
the dismantling problem involves continuous node removal
and structural fracture, meaning the topology changes at ev-
ery step. Static methods such as NHNE are transductive and
cannot handle such dynamic changes efficiently. Therefore,
we adopt an inductive message-passing mechanism. Instead
of retraining embeddings, we update node and hyperedge fea-
tures iteratively based on the current remaining structure. This
process consists of three simplified aggregation steps.

1. Node-to-hyperedge aggregation First, we generate
the feature for each hyperedge e j by aggregating the features
of the nodes contained within it. This captures the local group
information. Let ℎvi denote the feature of node vi. The em-
bedding ℎe j for hyperedge e j is calculated as

ℎe j = φ

(
𝑊1 · ∑

vi∈e j

ℎvi

)
, (11)

where 𝑊1 is a trainable weight parameter and φ is a nonlinear
activation function (e.g., ReLU). The summation aggregates
information from all nodes vi that belong to hyperedge e j.

2. Hyperedge-to-node aggregation Next, we update the
node representations by gathering information from the hy-
peredges they belong to. This allows nodes to sense the high-
order structure. The updated feature ℎ′vi

for node vi is defined
as

ℎ′vi
= φ

(
𝑊2 · ∑

e j∋vi

ℎe j +𝑊self ·ℎvi

)
, (12)

where {e j ∋ vi} represents the set of hyperedges containing
node vi. This step combines the structural context from hyper-
edges with the node’s own previous feature.
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3. Global state representation Finally, to allow the DQN
agent to perceive the overall status of the residual network, we
introduce a virtual global node. This node aggregates features
from all existing hyperedges in the current graph to form a
global state vector 𝑍:

𝑍 = ∑
∀e j∈ℰ ′

ℎe j , (13)

where ℰ ′ is the set of all remaining hyperedges in the current
graph.

Through these steps, we obtain the updated node embed-
dings 𝐻 = [ℎ′1, . . . ,ℎ

′
N ] and the global state 𝑍, which serve as

the dynamic inputs for the subsequent decision-making pro-
cess.

3.1.2. Reinforcement learning based on the Markov de-
cision process

The proposed module (Algorithm 1) is designed to ap-
proximate an optimal node removal sequence under an MDP
framework spanning K discrete intervals. Here, the state vec-
tor 𝑠 is composed of the hypergraph’s topology, structural im-
pact estimations, and the current node status. Action selec-
tion is driven by the state-action function Q(𝑠,a), where the
system greedily selects the node va that yields the highest Q-
value to update the removal set S. Simultaneously, the reward
function measures the dismantling effectiveness, defined as the
decrease in the GCC size triggered by action at . These inter-
actions are stored as 4-tuples (𝑠t ,at ,rt ,𝑠t+1) within the replay
bufferℛ to train the DQN.

State In our inductive learning paradigm, the state at step
t is defined by the current residual hypergraph topology and
its corresponding embeddings, rather than a fixed-size matrix.
We maintain a dynamic candidate set by tracking the node oc-
cupancy vector 𝑂, where oi = 1 indicates node vi has been re-
moved. Instead of feeding the entire variable-sized graph state
into the network, we construct a localized, fixed-dimension
state representation for each valid candidate node to ensure
compatibility with the fixed-structure MLP.

State-action function To evaluate the potential of can-
didate nodes, the DQN leverages a deep neural architecture
to map the node-specific state to a dismantling score. Let
Q(𝑠t ,ai) denote the state-action value function for targeting
node vi. To keep the input dimension strictly consistent re-
gardless of the dynamically shrinking graph scale, the input
feature for action ai is constructed by concatenating the spe-
cific node’s current embedding ℎvi ∈ Rd and the global state
representation 𝑍 ∈ Rd . Thus, the input vector [ℎvi ⊕𝑍] al-
ways has a fixed dimension of 2d. Our network structure is
based on a three-layer multi-layer perceptron (MLP), which
computes the Q-values as

Q(𝑠t ,ai) = DQN([ℎvi ⊕𝑍]) = MLPΘ ([ℎvi ⊕𝑍]), (14)

where Θ represents the learnable weights. During the
decision-making process, nodes with oi = 1 in the occupancy
vector 𝑂 are masked out to prevent invalid actions. The output
Q(𝑠t ,ai) serves as a metric for the quality of choosing node vi

under the current graph state.
Driven by the goal of obtaining high cumulative rewards,

the system adopts a deterministic greedy strategy based on the
learned Q-values. Specifically, the agent consistently picks
the node associated with the highest expected return. This
decision-making process is formulated as

Q(𝑠t ,at) = max
a

Q(𝑠t ,a), (15)

at = argmax
a

Q(𝑠t ,a). (16)

Formally, for any given time t, the system first computes the
peak Q-value via Eq. (15) and subsequently identifies the op-
timal action at via Eq. (16).

Transition Upon the execution of action at , the system
undergoes a state transition from 𝑠t to 𝑠t+1. This evolution is
mathematically formalized through the following steps:

𝑂t+1 =𝑂t ∪{oat ← 1}, (17)

St+1 = {vi : oi = 1, i = 1, . . . ,N}, (18)

𝑍t+1 = ∑
∀e j∈ℰ ′t+1

ℎe j , (19)

𝑠t+1 = [𝐻⊕𝑍t+1⊕𝑂t+1]. (20)

Specifically, Eq. (17) updates the occupancy vector by setting
the index corresponding to the selected action at to 1, thereby
generating the new state vector 𝑂t+1. Consequently, St+1 in
Eq. (18) defines the set of removed nodes, encompassing all
elements where oi = 1 within the sequence 𝑂t+1. Regard-
ing the reward estimation, Eq. (19) updates the global state
𝑍t+1 based on the remaining hyperedges ℰ ′t+1 in the residual
graph after the removal action. Finally, the new state repre-
sentation 𝑠t+1 is synthesized in Eq. (20) by concatenating the
static features 𝐻 with the updated dynamic components 𝑍t+1

and 𝑂t+1.
Reward To evaluate the quality of a decision in the cur-

rent state, we define the reward based on the incremental gain
in the dismantling performance. The calculation is given by

rt = Φ(St+1)−Φ(St), (21)

where Φ(St) represents the structural impact of the removed
node set St on the hypergraph, specifically quantified by the
reduction in the size of the GCC. Through this formulation,
the hypergraph ND task is effectively recast as a parameter
optimization problem within the DQN framework.
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3.1.3. Optimizing the dismantling simulation process

As outlined in Algorithm 1 (line 7), the DQN process re-
quires computing the dismantling reward for each candidate
node, a task that demands simulating the connectivity function
Φ(S) multiple times (K runs). Since a full calculation of the
GCC size is computationally expensive, we propose a method
to optimize the dismantling simulation process. Specifically,
we adopt a recursive approach: upon the removal of node v at
time t + 1, the network status inherits the topology from the
previous timestamp t. This allows Φ(S) to be computed in-
crementally based on the existing component structure rather
than initiating a fresh calculation from the initial graph state.

Algorithm 1 DQN-based Seed Node Selection: SNS()
Input: Weight parameter Θ of DQN, size of removal set K,
feature 𝐻 , and replay bufferℛ.
Output: Removal set S, dismantling score Φ(S), and replay
bufferℛ.

1: Initialize 𝑂 as [0,0, . . . ,0]N .
2: Calculate global state 𝑍1 by Eq. (13).
3: for t = 1 to K do
4: Calculate Q(𝑠t ,a) by Eq. (14).
5: Select the action at with the highest Q value by

Eqs. (15) and (16).
6: Execute action at and update 𝑂t to 𝑂t+1 by Eq. (17).
7: Simulate the process of node removal and calculate re-

ward rt by Eq. (21).
8: Calculate 𝑍t+1 by Eq. (13) based on the residual

graph.
9: Update state 𝑠t to 𝑠t+1 by Eq. (20).

10: Save (𝑠t ,at ,rt ,𝑠t+1) to replay bufferℛ.
11: return removal set S, Φ(S),ℛ.

By significantly reducing the computational latency of fit-
ness evaluation, this efficient simulation approach lays a solid
groundwork for the population-based evolutionary optimiza-
tion framework presented in the following section.

3.2. Evolutionary deep reinforcement learning

We propose HD-EDR to refine DQN weights by lever-
aging the complementary strengths of EA and DRL. This hy-
brid approach aims to harmonize exploration with exploitation
through a dual-process guidance mechanism. Starting with
an initialized DQN population, the method iteratively evolves
candidates using standard EA operators such as mutation and
crossover. Concurrently, DRL is tasked with the fine-tuning
of elite individuals, which are subsequently merged back into
the population. The process concludes with a selection phase
that guarantees the retention of diverse and effective agents for
future generations.

3.2.1. Mutual guidance between EA and DRL

A fundamental limitation of DRL is its susceptibility to
local optima, primarily driven by the fixed directionality of

gradient descent.[25] To mitigate this, HD-EDR implements
a shared experience replay mechanism, archiving interaction
transitions from the entire population rather than a single
agent. This allows the DRL component to leverage the col-
lective historical data of the evolutionary process. Conversely,
the EA component facilitates global exploration within the pa-
rameter space via stochastic operators (i.e., crossover, muta-
tion, and selection), effectively searching for the optimal re-
moval node set. However, in the context of large-scale hyper-
graphs, the solution space for the ND problem is expansive,
making it computationally prohibitive to identify optimal so-
lutions within a limited number of evolutionary iterations. To
overcome this efficiency bottleneck, we integrate an nt -step Q-
learning technique rooted in DRL to expedite both the training
convergence and the evolutionary progression of the DQN.

Algorithm 2 HD-EDR Algorithm Framework.
Input: Maximum number of generations ng, population size
np, crossover probability Pcrossover, and mutation probability
Pmutation.
Output: Best removal set S*.

1: Initialize np DQNs for population pop(0) and an empty
replay bufferℛ.

2: τ,ℛ← Evaluation(pop(0),ℛ).
3: while g < ng do
4: Index [1,np/2] and [np/2 + 1,np] randomly pair to

form tuple Pairs[(T1,L1), . . . ,(Tnp/2,Lnp/2)].
5: for each pair (T,L) in Pairs do
6: if U(0,1)< Pcrossover then
7: Perform crossover (pop(g)[T ], pop(g)[L]),

and the generated individuals are added to pops(g).
8: end if
9: end for

10: for each individual pop(g) in pops(g) do
11: if U(0,1)< Pmutation then
12: Perform mutate operation.
13: end if
14: end for
15: τ,ℛ← Evaluation(pops(g),ℛ).
16: Find the best individual π in pops(g).
17: Randomly sample nb batches {(𝑠t ,at ,rt ,𝑠t+1)}nb

from ℛ, where each batch consists of n− step transition
tuples.

18: Calculate the loss value Lloss according to Eq. (22).
19: Update weight Θ of π using SGD according to total

loss Lloss.
20: Select np/2 individuals with high fitness from
{pop(g)∪ pops(g)∪π} to pop(g+1).

21: Randomly select np/2 solution from pop(g) ∪
pops(g+1) to pop(g+1).

22: g← g+1.
23: end while

During the evaluation phase, the historical transition tu-
ples, denoted as (𝑠t ,at ,rt ,𝑠t+1), are accumulated in the replay
buffer ℛ. After performing n training iterations, HD-EDR
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samples batches of these tuples from ℛ utilizing the nt -step
Q-learning strategy. The objective is to minimize the DQN
loss function Lloss, which is formulated as

Lloss

= Eς∈ℛ

[(
n−1

∑
k=0

γ
krt+k+γ

n max
a′

Q̂(𝑠t+n,a′)−Q(𝑠t ,at)

)2]
,(22)

where γ serves as the discount factor governing the weight of
future rewards and E signifies the expectation operator. The
symbol ℛ represents the experience replay repository storing
the transition data. The loss function calculates the squared
temporal difference (TD) error using an n-step return. The
term ς = (𝑠t ,at ,rt ,𝑠t+1)nb

corresponds to a mini-batch of size
nb retrieved from ℛ for the network update. By minimiz-
ing Lloss, the system computes the gradient ∆Θ and employs
stochastic gradient descent (SGD) to backpropagate errors and
update the DQN weights Θ . The procedural details are out-
lined in Algorithm 2.

Following the optimization phase, the high-performing
individual policy π is reinjected into the continuously evolving
population. This mechanism allows the evolutionary frame-
work to directly benefit from gradient-based search capabili-
ties. Furthermore, the injection of optimized individuals plays
a crucial role in stabilizing the overall learning trajectory.

3.2.2. EA design

The EA mainly consists of the solution representation, ge-
netic operations (i.e., crossover and mutation), and a selection
operation, which tries to evolve a population of solutions for
the ND problem in hypergraphs.

Representation of the ND problem in hypergraphs We
model each individual popi as a DQN, where the network’s
weight parameters Θ correspond to the individual’s gene se-
quence. The fitness or quality of these sequences is assessed
using Algorithm 1. In practice, once an individual is instanti-
ated, the function SNS() is invoked to yield the removal node
set S along with its corresponding dismantling score Φ(S).

Crossover To enhance population diversity while retain-
ing high-quality traits, the crossover phase begins by ranking
the current generation, pop(g), in descending order of their
fitness values, denoted as |𝐹 (S)|. The population is then bi-
sected: the top 50% are categorized as the elite group, while
the remaining bottom 50% constitute the ordinary group. Mat-
ing pairs are formed by randomly selecting one candidate from
the elite group and one from the ordinary group, represented
as the pair (pop(g)[T ], pop(g)[L]).

The crossover procedure is executed with a predefined
probability Pcrossover. Unlike traditional methods, this ap-
proach employs a probabilistic gene exchange mechanism.
For every corresponding gene pair (xt

k,x
l
k) within the selected

parents, a random variable r is drawn from a uniform distribu-
tion 𝑈(0,1). If r > 0.5, the genetic information at position k is
swapped between the two individuals. This process is visually
illustrated in Fig. 2.

Fig. 2. Schematic illustration of crossover and mutation operations.

Mutation To prevent premature convergence and ensure
genetic diversity, the mutation operator is applied to the gene
set w of each individual popi(g). This process involves in-
troducing random perturbations using a function 𝒩 , which is
governed by the standard normal probability density function
e−y2/2/

√
2π . Specifically, this function is utilized to gener-

ate random values constrained within the interval [−1,1]. The
outcome of this stochastic process forms the new population,
denoted as pops(g). A schematic representation of the muta-
tion operator is illustrated in Fig. 2.

Selection To strike a balance between exploitation (main-
taining high-fitness solutions) and exploration (preserving ge-
netic diversity), the selection mechanism constructs the next
generation from a composite pool. This pool includes the par-
ent population pop(g), the offspring pops(g), and a specific
individual π derived from DRL. The integration of π serves as
a conditional heuristic: it accelerates the evolutionary process
if it outperforms existing candidates, yet is naturally discarded
if suboptimal, ensuring robust performance. The formation of
the new population follows a hybrid approach: the top np/2
individuals are strictly selected based on fitness dominance to
ensure effectiveness. Meanwhile, to mitigate premature con-
vergence, the remaining np/2 slots are filled by individuals
chosen from the residual pool. This procedure corresponds to
lines 22 and 23 of Algorithm 2.

3.3. Complexity analysis

To demonstrate the scalability of the proposed HD-EDR
framework, we analyze its time and space complexity. Let
N = |V |,M = |E|,Nnz be the number of non-zero elements in
the incidence matrix 𝐴, and d be the hidden embedding di-
mension.

Time complexity The time consumption per evolution-
ary generation primarily involves hypergraph feature embed-
ding, DQN-based simulation, and parameter updates. The
HyperSAGE message passing and linear transformations take
O(Nnz · d + (N + M)d2) time. For a population of size np,
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selecting K nodes requires O(np · K · N · d2) for DQN for-
ward passes. Thanks to the incremental simulation optimiza-
tion in Subsection 3.1.3, the structural update cost is reduced
to a localized constant O(Cinc) rather than a full recalcula-
tion. Furthermore, the DRL and EA parameter updates take
O(np ·d2+nb ·d2), where nb is the batch size. Overall, the time
complexity is bounded by O(np ·K ·N ·d2 +Nnz ·d). Since d,
K, and np are relatively small constants, the time complexity
scales linearly with the hypergraph size, ensuring computa-
tional feasibility on large networks.

Space complexity The memory footprint is determined
by the graph structure, model parameters, and the replay
buffer ℛ. Storing the sparse incidence matrix 𝐴 and the dy-
namic embeddings (𝐻 and 𝑍) requires O(Nnz + (N +M)d)
space. Maintaining np DQN models with fixed-dimension in-
puts takes O(np ·d2) memory. Finally, storing B transitions in
the replay buffer requires O(B · d) space. Therefore, the total
space complexity is O(Nnz +(N +M)d + np · d2 +B · d). By
leveraging sparse representations and fixed-dimension state
vectors, HD-EDR strictly avoids the O(N2) memory bottle-
neck typical of dense adjacency matrices, making it highly
memory-efficient.

Algorithm 3 Evaluation().
Input: The population pop(g) and replay bufferℛ.
Output: An array τ composed of the removal node set, fitness
of each individual in the population, and replay bufferℛ.

1: for each individual popi(g) in population pop(g) do
2: S,Φ(S),ℛ← SNS(popi(g),ℛ).
3: Put [S,Φ(S)] into τ .
4: end for
5: Sort the population pop(g) in descending order based on

their fitness Φ(S).

4. Experimental results
4.1. Dataset introduction

To verify the effectiveness of the proposed hypergraph
cascading failure disassembly algorithm, nine real-world hy-
pergraph datasets were collected. The hypergraph information
includes the number of nodes N, the number of hyperedges M,
the average hyperdegree size ⟨kH⟩, the average hyperedge size
⟨|e|⟩, as well as the average degree ⟨k⟩, the clustering coeffi-
cient C, and the density of the corresponding ordinary graph
(clique expansion). The basic information of the hypergraphs
is shown in Table 1.

(i) Algebra and Geometry[28] Sourced from MathOver-
flow, this dataset models users as nodes. Hyperedges are de-
fined by the co-participation of users, linking those who an-
swered the same thread.

(ii) Bars-Rev[28] The data originates from the review
website Yelp. Nodes represent Yelp users and hyperedges are

sets of users who reviewed the same bar.
(iii) Congress-bills[29] In this dataset, nodes represent

members of the US Congress and hyperedges are sets formed
by the sponsors of a specific bill.

(iv) DAWN[29] Based on data from a drug abuse surveil-
lance system, this network maps drugs to nodes. The hyper-
edges are constructed by grouping all substances associated
with a specific patient’s visit to the emergency room.

(v) Email-Eu and Email-Enron[29,30] These datasets uti-
lize email exchange records between two institutions. We treat
email addresses as nodes, with hyperedges representing the
group of users (sender plus recipients) involved in each email
transmission.

(vi) Tags-ask-Ubuntu and Tags-math-sx[29] These
datasets were collected from Ask Ubuntu and Stack Exchange
websites, and they model the relationship between tags. Tags
serve as nodes, and a hyperedge is defined as the collection of
tags attached to the same question.

Table 1. The statistical information of the datasets.

Dataset N M ⟨k⟩ ⟨kH⟩ ⟨|e|⟩ M/N C Density

Algebra 423 980 78.9 17.53 7.57 2.32 0.8 0.19
Bars–Rev 1 234 1 188 174.3 9.61 9.98 0.96 0.58 0.14

Congress-bills 1 462 3 819 211.23 29.84 11.42 2.61 0.55 0.14
DAWN 849 5 898 23.52 21.95 3.16 6.95 0.55 0.02

Email–Eu 656 2 384 19.75 10.57 2.91 3.63 0.53 0.03
Email–Enron 143 1 457 25.17 31.43 3.09 10.19 0.59 0.18

Geometry 580 888 164.79 19.9 13 1.53 0.82 0.28
Tags-ask-Ubuntu 757 1 710 9.7 6.58 2.91 2.26 0.55 0.01

Tags-math-sx 494 1 801 11.58 10.08 2.77 3.65 0.59 0.02

4.2. Evaluation metrics

To comprehensively evaluate the dismantling perfor-
mance of the model, we adopt two complementary metrics:
the ANC curve to visualize the dynamic degradation process,
and the AUC to quantify the overall effectiveness.

Given a removal sequence, the ANC after removing nodes
up to step t is defined as

ANC(t) =
σ(Gt)

σ(G0)
, (23)

where σ(Gt) represents the connectivity of the residual hy-
pergraph at step t (and cascades have stabilized). The curve
of ANC(n) versus n/N provides a visual representation of the
speed of the network’s collapse.

Based on Eq. (23), the AUC serves as a global metric re-
flecting the network’s robustness. It is calculated by averaging
the normalized connectivity over all removal steps:

AUC =
1
N

N

∑
t=1

ANC(t). (24)

Note that the AUC metric aligns with our dismantling objec-
tive defined in Eq. (9). A lower AUC value indicates a faster
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collapse of the giant component, signifying a more effective
dismantling strategy.

4.3. Baseline algorithms

To comprehensively verify the performance of HD-EDR,
we compare it with multiple baseline algorithms; they include:

Highest degree adaptive (HDA)[31] This strategy oper-
ates iteratively, targeting and eliminating the node that pos-
sesses the largest degree within the current network topology
at every round.

Highest hyper-degree adaptive (HHDA)[32] Function-
ing as a counterpart to HDA, this method applies the same
adaptive logic but prioritizes the removal of the node exhibit-
ing the maximal hyper-degree in each sequence.

CI[33] The CI value of a node is calculated based on the
node’s degree and the sum of the degrees of its neighbors
within a fixed number of hops, which can reflect the reach-
ability between nodes. Therefore, the node with the maximum
CI value in the hypergraph is removed at each step.

HITTER[34] HITTER maps hypergraph dismantling into
a sequential decision-making problem. It calculates the Q-
value of nodes via graph embedding and DQN and removes
the node with the highest Q-value in the hypergraph at each
step.

FINDER[35] is a state-of-the-art deep reinforcement
learning framework designed for ND. Since FINDER was
originally proposed for simple graphs, we adapt it by apply-
ing it to the clique-expansion of the hypergraphs, allowing the
DRL agent to evaluate node importance based on the approxi-
mated pairwise topology.

4.4. Parameter settings

Environment and training We adopt an inductive learn-
ing paradigm. To ensure the agent learns structural patterns
generalizable to unseen networks, we utilize HyperFF to gen-
erate a diverse set of synthetic hypergraphs for training. The
training set consists of graphs with node counts N ∈ [30,60].
The burning and expansion probabilities are sampled uni-
formly from [0.1,0.5].

Network architecture The HyperSAGE encoder consists
of three layers with a hidden dimension of 64. The Q-network
is an MLP with two hidden layers (128, 64 units).

Hyperparameters The DRL agent is trained for 3000
episodes with a replay buffer size of 500000. We use the Adam
optimizer with a learning rate of 1×10−4 and a discount fac-
tor of γ = 0.99. For the evolutionary strategy, the population
size is K = 10 and the mutation strength is σ = 0.02.

Cascading model Following Ref. [27], the capacity pa-
rameter T is set to 2, and the load parameters α,β are set to 10
and 1, respectively, to simulate a standard load redistribution
scenario.

4.5. Main performance comparison

To evaluate HD-EDR against existing works on network
cascading failures, we quantitatively compare it with five rep-
resentative baselines using the AUC of the ANC. Tables 2 and
3 present the results under the hyperdegree-based and resid-
ual load-based models, respectively (a lower AUC indicates a
faster network collapse).

Overall, HD-EDR significantly outperforms both tradi-
tional heuristics and competitive DRL methods. Compared
to static heuristic methods (e.g., HDA, HHDA, CI), HD-EDR
achieves an average AUC reduction (improvement) ranging
from 9.2% to 11.0% across both cascading models. This quan-
titative gap demonstrates that our evolutionary DRL agent ef-
fectively overcomes the myopia of static structural metrics
during dynamic load redistributions.

Furthermore, compared to recent DRL frameworks (HIT-
TER, FINDER), HD-EDR still exhibits strong quantitative su-
periority, securing the best results on the majority of datasets.
For instance, on the DAWN dataset under the residual load
model (Table 3), HD-EDR (0.0293) outperforms FINDER
(0.0393) by 25.4% and HITTER (0.0396) by 26.0%. Simi-
larly, on the Congress-bills dataset (Table 2), it outperforms
FINDER by 21.2%. The ANC curves in Fig. 3 visually cor-
roborate these quantitative findings, proving that integrating
an inductive HyperSAGE encoder with evolutionary strategies
allows HD-EDR to trigger network fragmentation much faster
and more efficiently than existing baselines.

Table 2. Hypergraph dismantling AUC values for hyperdegree-based
load distribution models.

Dataset HDA HHDA CI HITTER FINDER HD-EDR

Algebra 0.0844 0.0848 0.0844 0.0848 0.0849 0.0788
Bars–Rev 0.2028 0.2100 0.2105 0.2183 0.2028 0.2031

Congress-bills 0.1556 0.1303 0.1556 0.1303 0.1537 0.1211
DAWN 0.0399 0.0425 0.0399 0.0431 0.0353 0.0357

Email–Eu 0.1388 0.1012 0.1083 0.1112 0.1097 0.0903
Email–Enron 0.1751 0.1828 0.1833 0.1753 0.1751 0.1822

Geometry 0.1036 0.0947 0.1036 0.0947 0.0932 0.0923
Tags-ask-Ubuntu 0.0675 0.0604 0.0608 0.0586 0.0580 0.0592

Tags-math-sx 0.0644 0.0613 0.0651 0.0604 0.0621 0.0563
Average 0.1147 0.1076 0.1124 0.1085 0.1083 0.1021

Table 3. Hypergraph dismantling AUC values for load distribution mod-
els based on residual load of nodes.

Dataset HDA HHDA CI HITTER FINDER HD-EDR

Algebra 0.0837 0.0838 0.0837 0.0879 0.0835 0.0827
Bars-Rev 0.2128 0.2242 0.2088 0.2327 0.2099 0.2055

Congress-bills 0.1639 0.1388 0.1639 0.1473 0.1271 0.1271
DAWN 0.0401 0.0394 0.0401 0.0396 0.0393 0.0293

Email-Eu 0.0997 0.1066 0.0954 0.1218 0.0977 0.0971
Email-Enron 0.1586 0.1752 0.1807 0.2195 0.1439 0.1473

Geometry 0.0942 0.0942 0.0942 0.0943 0.0945 0.0943
Tags-ask-Ubuntu 0.0605 0.0562 0.0677 0.0524 0.0521 0.0513

Tags-math-sx 0.0637 0.0607 0.0576 0.0562 0.0566 0.0521
Average 0.1086 0.1088 0.1102 0.1169 0.1005 0.0985
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Fig. 3. Network connectivity (ANC) decline under residual capacity-based load distribution models. Compared with baselines (HDA, CI, HHDA,
HITTER, FINDER), the proposed HD-EDR (black) consistently induces the fastest network collapse in both scenarios.

4.6. Ablation study

To verify the necessity of each component within HD-
EDR, we conducted ablation studies comparing the full frame-
work against three variants: “w/o ES” (gradient learner only),
“w/o DRL” (evolutionary strategy only), and “w/o Bi-Sync”
(both modules without parameter synchronization). Results
(Tables 4 and 5) across nine datasets under both load redistri-
bution models consistently show that the complete HD-EDR
achieves the lowest AUC, outperforming all ablated versions.

Table 4. Ablation study for hyperdegree-based load distribution models.

Dataset HD-EDR w/o Bi–Sync w/o ES w/o DRL

Algebra 0.0788 0.0812 0.0835 0.0841
Bars–Rev 0.2031 0.2085 0.2140 0.2165

Congress-bills 0.1211 0.1265 0.1320 0.1355
DAWN 0.0357 0.0382 0.0415 0.0428

Email–Eu 0.0903 0.0945 0.1020 0.1055
Email–Enron 0.1822 0.1860 0.1915 0.1940

Geometry 0.0923 0.0960 0.0998 0.1012
Tags-ask-Ubuntu 0.0592 0.0625 0.0660 0.0672

Tags-math-sx 0.0563 0.0590 0.0635 0.0648
Average 0.1021 0.1058 0.1104 0.1124

The “w/o DRL” variant generally yields the poorest per-
formance (e.g., 0.1355 AUC on Congress-bills), indicating
that evolutionary search alone lacks the precise guidance re-
quired for efficient convergence. Similarly, the “w/o ES” vari-
ant suffers from premature convergence to local optima, evi-
denced by increased AUC values such as the rise from 0.0357
to 0.0415 on the DAWN dataset. Furthermore, the “w/o Bi-
Sync” variant, despite utilizing both algorithms, fails to match
the full model’s efficacy. Its intermediate performance con-

firms that simply stacking algorithms is insufficient; the bidi-
rectional synchronization mechanism is critical for enabling
the gradient learner to escape local optima via “Elite Reflow”
and the evolutionary population to accelerate via “Gradient In-
jection.” Thus, the superior robustness of HD-EDR relies on
the synergistic integration of global exploration and local ex-
ploitation.

Table 5. Ablation study for load distribution models based on residual
load of nodes.

Dataset HD-EDR w/o Bi–Sync w/o ES w/o DRL

Algebra 0.0827 0.0855 0.0882 0.0895
Bars–Rev 0.2055 0.2110 0.2185 0.2210

Congress-bills 0.1271 0.1330 0.1395 0.1420
DAWN 0.0293 0.0325 0.0368 0.0380

Email–Eu 0.0971 0.1025 0.1090 0.1125
Email–Enron 0.1473 0.1520 0.1595 0.1630

Geometry 0.0943 0.0980 0.1025 0.1040
Tags-ask-Ubuntu 0.0513 0.0545 0.0590 0.0605

Tags-math-sx 0.0521 0.0558 0.0612 0.0625
Average 0.0985 0.1027 0.1082 0.1103

4.7. Parameter sensitivity analysis

Figures 4 and 5 present the parameter sensitivity analy-
sis of HD-EDR, evaluated from both external network attack
settings (Figs. 4(a)–4(c)) and internal evolutionary hyperpa-
rameters (Figs. 5(a)–5(c)).

Impact of network and attack parameters Fig-
ures 4(a)–4(c) compare HD-EDR against five baselines, in-
cluding the newly added FINDER. As the number of removed
nodes K increases (Fig. 4(a)), HD-EDR consistently achieves
the lowest average network controllability (ANC), progres-
sively widening the performance gap against strong baselines
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such as HITTER and FINDER. For the tolerance parameter
σ (Fig. 4(b)), our method shows significant dominance under
strict capacity constraints (σ < 0.6). Under varying synchro-
nization strengths Isync (Fig. 4(c)), HD-EDR demonstrates the
most stable dismantling effectiveness and the lowest variance,
proving its robustness in complex coupled networks.

Impact of evolutionary hyperparameters Figures 5(a)–
5(c) evaluate the internal sensitivity of the Evolutionary Strat-
egy (ES) module. Increasing the population size (Fig. 5(a))

enhances global exploration and sharply lowers ANC, though
marginal returns diminish beyond a size of 40. Both crossover
and mutation rates display distinct U-shaped performance
curves. The optimal crossover rate lies between 0.6 and 0.7
(Fig. 5(b)), effectively balancing elite genetic exchange. Con-
versely, the mutation rate (Fig. 5(c)) is highly sensitive; opti-
mal performance peaks around 0.02 to 0.03. Higher mutation
rates (> 0.05) severely disrupt the learned network weights,
leading to a rapid degradation in performance.

(a) Impact of parameter K (b) Impact of tolerance σ (c) Impact of Isync
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A
N

C
 (

L
o
w

e
r 

is
 b

e
tt

e
r)

Population size

(a) Impact of population size (b) Impact of crossover rate (c) Impact of mutation rate

0.450

0.425

0.400

0.375

0.350

0.325

0.300

10 20 30 40 50 60

Crossover rate Mutation rate
0.2 0.4 0.6 0.8 0.02 0.04 0.06 0.08

0.40

0.38

0.36

0.34

0.32

0.50

0.45

0.40

0.35

0.30

Fig. 5. Parameter sensitivity analysis of average network controllability (ANC). (a) Impact of population size. (b) Impact of crossover rate.
(c) Impact of mutation rate. The shaded areas represent the standard deviation.

4.8. Visualization analysis of attacks on real-world hyper-
graphs

To intuitively verify the efficacy of the HD-EDR algo-
rithm, we conducted a visualization experiment using the clas-
sic Les Miserables character co-occurrence network. This
dataset comprises 77 nodes representing characters, with hy-
peredges constructed based on simultaneous appearances in
the same scene, reflecting high-order social interactions. The
attack budget was set to remove five nodes (approximately
6.5% of the total).

As shown in the left panel of Fig. 6, the HD-EDR al-
gorithm successfully identified five structurally critical nodes:

Valjean, Javert, Marius, Gavroche, and Thenardier. These
characters serve as vital hubs connecting distinct social com-
munities, demonstrating the algorithm’s ability to locate key
“structural supports” within the hypergraph.

The right panel illustrates the network state post-attack.
Upon removing these five nodes, the giant component size
plummeted from 100% to 62.3%. Visually, the dense core of
the network was effectively hollowed out, causing peripheral
nodes and sub-communities to detach and fragment. This sig-
nificant structural collapse confirms that HD-EDR can trigger
a rapid decline in connectivity with minimal cost, validating
its superior performance in identifying vulnerabilities within
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real-world hypergraph networks.

Fig. 6. Impact of the HD-EDR attack on the Les Miserables network.
Removing the five structurally critical nodes identified by the algorithm
(left, in red) results in significant network fragmentation and a reduction
of the giant component to 62.3% (right).

5. Conclusion
In this paper, we propose HD-EDR, a novel evolution-

ary deep reinforcement learning framework for hypergraph
dismantling under cascading failures. Unlike static metrics,
our approach explicitly models dynamic load redistribution
based on hyperdegree and residual capacity. By synergizing
the global exploration of evolutionary strategies with the local
exploitation of DRL through a bidirectional parameter syn-
chronization mechanism, HD-EDR effectively adapts to the
rugged, evolving optimization landscape. Extensive exper-
iments demonstrate that our framework significantly outper-
forms state-of-the-art baselines, successfully identifying criti-
cal nodes that trigger catastrophic system-wide collapse.

Future work will focus on three key directions: extend-
ing the attack space from nodes to hyperedges to uncover di-
verse vulnerability patterns; incorporating probabilistic fail-
ure dynamics to enhance applicability in stochastic environ-
ments such as epidemic propagation; and improving scalabil-
ity through distributed learning techniques to facilitate robust-
ness analysis on billion-scale real-world hypergraphs.
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