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With the advancement of telemedicine technology, the security of digital medical images has become increasingly
important. To address this issue, this paper proposes a visually meaningful color medical image encryption algorithm.
First, a high-dimensional chaotic sequence is generated using a memristive Hopfield neural network. Subsequently, multi-
channel pixel permutation is performed based on a chaos-driven pseudo-random strategy, followed by the implementation
of a double-layer diffusion mechanism integrating cellular automata and dynamic deoxyribonucleic acid (DNA) coding.
Finally, a chaos-driven cross-channel least significant bit (LSB) embedding approach is adopted. Simulation experiments
and security analyses demonstrate that the proposed algorithm achieves excellent encryption performance, a large key
space, and strong robustness against noise and data-loss attacks, thereby effectively ensuring the secure transmission of

digital medical images.
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1. Introduction

Nowadays, with the emergence of big data and the rapid
advancement of cloud computing, modern networks gener-
ate, transmit, process, and store vast amounts of data. Com-
pared with text information, digital images possess the ad-
vantages of intuitive representation and large information ca-
pacity. As a result, digital images are increasingly utilized
as a major form of data transmission over modern networks,
making them an important carrier for network information
exchange.[!! The development of fifth-generation (5G) com-
munication technology has further facilitated the realization
of numerous telemedicine applications. Through telemedicine
technology, doctors are able to provide medical services re-
motely and utilize the Internet to transmit relevant medical
images, thereby extending high-quality medical services to
a wider population.'>* However, unlike general multimedia
data, medical images usually have high resolution, large data
volume, rich grayscale information, and strong spatial correla-
tion, while simultaneously containing highly sensitive patient
privacy information. As a result, medical images are directly
associated with patient diagnosis and treatment decisions. Any
unauthorized disclosure, tampering, or loss of medical im-
ages may lead to serious privacy breaches and even medi-
cal misjudgments. Therefore, developing secure and efficient
medical image encryption schemes suitable for telemedicine
and cloud-based healthcare environments has become an ur-
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gent and indispensable research topic. The image encryp-
tion method proposed in this work is designed to satisfy the
stringent security requirements of medical image protection in
telemedicine and cloud-based healthcare environments.
Cryptography, as an information protection technology,
aims to provide effective solutions for secure information pro-
tection. For example, information encryption refers to the
process of transforming sensitive information into an unin-
telligible form,! thereby preventing unauthorized users from
accessing the original information unless proper decryption
is performed.!%1% Specifically, in the field of digital image
information protection, the fundamental idea is to transform
meaningful image information into noise-like information
through encryption techniques, thereby preventing unautho-
rized interpretation of digital image contents.[!"!?! Due to the
large data volume, high redundancy, and strong pixel correla-
tion of digital images, conventional text-oriented encryption
algorithms, such as the data encryption standard (DES),[!3]
advanced encryption standard (AES),!'*! and Rivest—Shamir—
Adleman (RSA) algorithm, !> encounter limitations when di-
rectly applied to image encryption tasks. Conventional cryp-
tographic algorithms are not specifically designed for the in-
trinsic characteristics of digital images, such as large data
volume, high pixel redundancy, and strong spatial correla-
tion. As a result, directly applying these algorithms to med-
ical image encryption often leads to low computational effi-
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ciency, insufficient diffusion capability, and vulnerability to
statistical and differential attacks, making them unsuitable for
real-time and large-scale medical image protection. Conse-
quently, these algorithms are not well suited for digital im-
age encryption. With the advancement of cryptography re-
search and the increasing security demands of digital im-
age data, scholars have integrated technologies from various

16,171 deoxyribonucleic acid

fields, including neural networks,!
(DNA) coding technology,!'8! cellular automata,'”! gyrator
transform, 2’ compressive sensing,!?!! and discrete chaotic
maps,*?! to develop numerous image encryption schemes.

In cryptography, chaotic systems are considered ideal
pseudo-random generators due to their high sensitivity to ini-
tial states, pseudo-randomness, ergodicity, and aperiodicity.
Chaotic systems exhibit characteristics such as extreme sensi-
tivity to initial conditions, irregular and unpredictable dynamic
trajectories, and iteratively generated sequences with pseudo-
random, noise-like, and aperiodic properties.>*! The applica-
tion of chaotic mapping in cryptography can be traced back
to 1989,12*1 where the work of Matthews marked an impor-
tant milestone in this field. Fridrich>>! was the first to apply
chaotic systems to image cryptography in 1997, after which
many researchers became interested in related technologies
to maximize the application of chaotic systems in cryptogra-
phy. For example, classical low-dimensional chaotic systems
possess drawbacks such as short orbital periods, which re-
duce the complexity and unpredictability of generated pseudo-
random sequences.?®! To overcome these limitations, Liu et
al.?") presented a spatiotemporal chaotic system with a rel-
atively simple structure but increased parameters, complex-
ity, and unpredictability. Moreover, Ding et al.!*8! proposed
a three-dimensional chaotic map with an adjustable Lyapunov
exponent, thereby achieving a wider chaotic regime and higher
1.1 proposed a
novel n-dimensional nondegenerate discrete hyperchaotic map

system complexity. In this direction, Zhou et a

in which the Lyapunov exponents can be adjusted indepen-
dently, providing a powerful tool for enhancing the security
and robustness of encryption schemes. Recently, Wang et
al.BY introduced a novel chaotification approach applicable
to discrete memristors, resulting in a significant enlargement
of the chaotic region and enhanced dynamical complexity of
discrete systems, with promising pseudo-random properties
for cryptographic applications. Recent studies further suggest
that not all mathematical function models suitable for crypto-
graphic purposes possess meaningful physical interpretations
of energy, and that cryptographic functions should be devel-
oped based on systems with provable energy conservation or
dissipation characteristics to ensure enhanced control of at-
tractor dynamics and system stability.[3!! For example, Zhou
et al.3?) introduced a novel hyperchaotic system and imple-
mented it into an effective audio encryption scheme, demon-
strating the feasibility of similar systems in secure commu-

nication applications. Furthermore, in addition to advances
in chaotic systems, recent studies have explored hybrid im-
age encryption models that combine chaotic systems with effi-
cient signal processing methods, achieving improved encryp-
tion performance. For example, Liu ez al. 33! proposed an im-
age encryption system combining block compressive sensing
with a chaotic laser system, demonstrating enhanced security
and reduced computational complexity for large-scale and In-
ternet of Things image processing applications. Despite these
advances, many existing chaotic image encryption schemes
still rely on low-dimensional or independently driven chaotic
maps, which may suffer from limited key space, weak resis-
tance to parameter estimation attacks, and insufficient inter-
channel coupling when applied to color images. Moreover,
some chaotic systems lack a clear physical basis, making their
dynamic behaviors difficult to control and potentially affect-
ing encryption stability and security. In parallel, with the
continuous advancement of neural network research and the
rapid development of emerging technologies such as mechani-

cal optimization design, *¥] 351

secure synchronization control,
crack segmentation,*®! and brain-like functions,*”) the per-
formance of neural networks in chaotic sequence generation
has been significantly improved. Building upon the physical
framework of memristive neural circuits, 38! discrete memris-
tive neural network models with clear dynamical properties
and hardware feasibility have been extensively investigated.
For example, He et al.*”1 developed a discrete memristive
neural network with stable and controllable dynamics, demon-
strating its effectiveness in practical intelligent applications
and providing a solid foundation for secure information pro-
cessing systems. Many researchers have also successfully ap-
plied the chaotic characteristics of memristive Hopfield neu-
ral networks to image encryption and related fields, achiev-
ing excellent security performance and practical application
results, [4041]

To satisfy the increasing demand for more secure and
efficient encryption mechanisms, researchers have begun ex-
ploring hybrid methods that combine chaotic systems with
DNA coding technology to enhance the complexity and unpre-
dictability of encryption algorithms. DNA coding technology
is based on DNA pseudo-algorithms that conceal and encrypt
information, representing a new interdisciplinary branch in-
tegrating molecular biotechnology and computer technology.
DNA molecules are composed of four types of nucleotides:
adenine (A), thymine (T), cytosine (C), and guanine (G). Var-
ious combinations and permutations of these nucleotides can
be utilized to encode information. In DNA computing, data are
converted into nucleotide sequences, while operations such as
addition, subtraction, and XOR are performed according to bi-
nary rules defined over nucleotide sequences to ensure the ac-

42,43

curacy and reliability of the data.[*>*3] Furthermore, integrat-

ing chaotic systems with DNA coding technology significantly
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enhances the security of image encryption schemes by utiliz-
ing dynamic nonlinearity and biological encoding principles

[44] Nevertheless, most existing

to resist cryptographic attacks.
chaos—-DNA-based image encryption schemes still adopt fixed
DNA coding rules or process RGB channels independently,
thereby limiting encryption complexity and inter-channel dif-
fusion capability. In addition, visually meaningful encryption
schemes often face challenges in balancing visual quality and
security because regular embedding patterns may expose sta-
tistical vulnerabilities. These unresolved issues motivate the
development of more adaptive, strongly coupled, and visu-
ally secure medical image encryption mechanisms. Therefore,
to address the limitations of existing color image encryption
schemes, this paper proposes a visually meaningful medical
image encryption scheme based on image steganography and
memristive Hopfield neural networks.

The main contributions of this paper can be summarized
as follows:

(i) A multi-channel color image pixel permutation algo-
rithm driven by chaotic sequences is developed. Unlike con-
ventional schemes that process RGB channels independently,
the proposed algorithm adopts a dynamically key-controlled
pseudo-random permutation strategy to perform joint cross-
channel pixel permutation among RGB channels, thereby en-
hancing inter-channel coupling and confusion capability.

(ii) A double-layer diffusion mechanism integrating cel-
lular automata and dynamic DNA coding is constructed. In-
stead of treating these techniques as independent diffusion
modules, chaotic sequences are employed to dynamically con-
trol the evolution of cellular automaton states for generating

Original image

| Key-K |4—|SHA—256

pseudo-random diffusion matrices, which are then adaptively
combined with dynamic DNA coding rules to diffuse pixel val-
ues.

(iii)) A dynamic multi-channel pseudo-random least sig-
nificant bit (LSB) embedding algorithm based on chaotic se-
quences is proposed. Unlike traditional LSB substitution
methods, the proposed algorithm employs a cross-channel em-
bedding and exchange strategy that enables pseudo-random
interaction of cipher information among different color chan-
nels, such as RGB channels.

(iv) Comprehensive performance evaluations and statis-
tical analyses demonstrate that the proposed encryption al-
gorithm achieves high security performance and strong resis-
tance against various cryptanalytic attacks.

The rest of this paper is organized as follows: Section 2
describes the preliminary work of the encryption algorithm.
Section 3 details the encryption procedure. Section 4 presents
numerical experiments to verify the security and feasibility of
the proposed encryption algorithm. Finally, Section 5 summa-
rizes the conclusions of this work.

2. Preliminary works

Figure 1 presents the flow framework of the proposed en-
cryption algorithm. The proposed encryption algorithm can be
roughly divided into two parts. One part generates the chaotic
sequence S using the key K, while the other performs image
encryption based on the algorithm and the original image. In
this section, the methods for generating the key K and chaotic
sequence S are described.

Carrier image

~————y

Final encrypted image

i

Memristive TT—umy
hopfield neural o
network
v v
N Multi-channel color Multi-channel image least T ‘-M -
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Fig. 1. Flowchart of the proposed algorithm.

2.1. Secure hash algorithm

A hash function is a type of function that maps input data
to a fixed-length hash value. Due to the avalanche effect, even
a slight change in the input data will result in a completely

different hash value. In image encryption applications, the im-

age is used as the input of the hash function, and the gener-
ated hash value serves as the encryption key for the image.
By utilizing this property of hash functions, a unique key cor-
responding to a specific image can be generated, thereby en-
abling an encryption scheme based on the principle of “one
image, one key”.
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To ensure the secure transmission and storage of the
image-specific key, the following approaches are adopted. For
secure key transmission, the key is encrypted using an asym-
metric encryption algorithm. The encrypted key is then trans-
mitted together with the encrypted image, and the receiver
uses the corresponding private key to decrypt the key. For se-
cure storage, the key is stored using a trusted platform module
(TPM). Specifically, the key can either be securely stored in-
side the TPM or encrypted and stored in a secure database.

Among the various hash algorithms, the SHA-2 family
possesses high security, flexibility, efficiency, and strong colli-
sion resistance. Therefore, it has been widely applied in cryp-
tography and information security. In this paper, the SHA-
256 function from the SHA-2 family is first employed to gen-
erate the initial key of the image encryption algorithm. The
pseudo-code for the key generation process is presented in Al-
gorithm 1.

Algorithm 1 Obtain key process.
Input: Plain image /.
Output: Initial key K.
1: Hy < SHA-256(1);
2: for (i = 1:8:256) do
3 HETB binddec(H (i:i+7));
end for
for (i = 1:4:32) do
HE+HE T b 2 gl
256 ’

k(i+3)/4 —
end for
K= [kl,kz,...,kg];

e A

The algorithm described above utilizes the SHA-256 hash
function to process the plaintext image and generate a 256-bit
hash value. Subsequently, the 256-bit hash value is divided
into 32 groups, and each group is converted into its corre-
sponding decimal value. These 32 decimal values are then
aggregated in groups of four, and each sum is divided by 256
to obtain the keys k;. Finally, the initial key K is constructed
by combining kj—kg.

2.2. Memristive hopfield neural network

The Hopfield neural network (HNN), introduced by
Hopfield*! in 1982, is an artificial neural network model that
describes the coupling behavior among neurons. Subsequent
studies incorporated advances in neuromorphic computing by
integrating memristors, which possess nonlinear circuit char-
acteristics and self-memory effects, into the synaptic connec-
tivity matrices of HNNs. This development led to the emer-
gence of memristive Hopfield neural networks (MHNNSs).
Owing to their inherent multistability, nonlinear dynamical be-
havior, and strong adjustability, MHNNS are capable of gener-
ating chaotic sequences with higher randomness and stronger
instability, thereby enriching and diversifying chaotic dynam-
ics. Therefore, MHNNs have been widely utilized in image

encryption applications for generating complex chaotic behav-
ior. In this paper, the MHNN model proposed in Ref. [16]
is adopted. Compared with conventional chaotic maps, this
system exhibits superior dynamical characteristics, making it
more suitable for image encryption applications. The sys-
tem demonstrates hyperchaotic behavior with multiple posi-
tive Lyapunov exponents, thereby ensuring higher complex-
ity and greater sensitivity than low-dimensional chaotic sys-
tems. Furthermore, the introduction of memristive autapses
enables the system to generate uncountably infinite coexisting
attractors determined by the initial internal parameters (z1,22).
The MHNN model used for chaotic sequence generation is ex-
pressed as follows:

X1 = —x1 +tanh(x) +0.5tanh(x;) — 2 tanh(x3)
—tanh(xy),
Xp = —x + 2.3tanh(x;) + 3tanh(x3),

X3 = —0.7x3 + po Gy tanh(x; ) — 3 tanh(x,)
+ tanh(x3) — tanh(xy4), (1)

X4 = —x4+ p1 G tanh(x;) + 3tanh(x2)
+ tanh(x3) + 0.3 tanh(x4),

21 = 3cos(z; ) tanh(z1) — tanh(xy),

22 = 3cos(z) tanh(zz) — tanh(xy),

where x;—x4 denote the membrane potentials of neurons Nj—
Ny, reflecting the dynamic behaviors of the neurons. The vari-
ables z; and z, represent the internal states of the memristive
synapses and are used to control the conductances G| and
G»>. The introduction of the memristor-based state variables
z1 and 25 is essential for achieving adaptive synaptic coupling,
thereby enabling infinite equilibrium points and hyperchaotic
behavior. The expressions for Gy, G, p1, and p, are given as
follows:

Gy =500z; +0.4cos(z1),

G, =500z + 0.4 cos(z2),

p1 = mod (ky + k3 + ks + k7,2.6) +0.003,
p> = mod (ky + kg + kg + ks, 0.064) +0.001.

@

To demonstrate the suitability of the MHNN for crypto-
graphic applications, the dynamical properties of the system
with respect to the parameter p; are analyzed in this paper.
Figure 2(a) presents the bifurcation diagram of the state vari-
able x;. It can be observed that when p; > 0, the system enters
a dense chaotic state, resulting in complex non-periodic behav-
ior that is suitable for random sequence generation. This phe-
nomenon is further confirmed by the Lyapunov exponent (LE)
spectrum shown in Fig. 2(b). Specifically, when p; > 0, the
largest Lyapunov exponent (LE;, represented by the yellow
curve) remains positive, confirming the chaotic nature of the
system. These results indicate that the system exhibits hyper-
chaotic behavior, which provides higher sequence complexity
than conventional chaotic systems.
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Fig. 3. The 2D phase portraits projected onto the x;—x3 and x,—x3 planes.

To further verify the suitability of the MHNN for encryp-
tion and random sequence generation, the phase-space trajec-
tories of the system are analyzed. Figure 3 illustrates the two-
dimensional phase portraits of the MHNN under different pa-
rameter settings determined by the key generation mechanism.
Specifically, in Figs. 3(a) and 3(c), the parameters are set to
p1 = 1.2 and p, = 0.05, while in Figs. 3(b) and 3(d), the pa-
rameters are set to p; = 1.9 and p, = 0.05. In both cases, the
system exhibits strong ergodicity, indicating robust chaotic be-
havior characterized by dense, bounded, and aperiodic phase-
space trajectories. These trajectories densely cover the phase
space, thereby enabling the generation of highly random se-
quences for effective image pixel scrambling.

Using the MHNN model described above, the key K is
employed as the system parameter input, and the resulting out-
puts X1, X2, X3, and X4 are utilized as chaotic sequences S1, S2,
S3, and Sy, respectively.

3. Encryption scheme

In this section, the permutation, diffusion, and steganog-
raphy algorithms used for color medical image encryption are
introduced. It should be noted that the image decryption pro-
cess is essentially the inverse of the encryption operation.

3.1. Image permutation process

Random pixel permutation is an image encryption tech-
nique used to enhance image security by introducing random-
ness into pixel positions, thereby concealing the spatial infor-
mation of the image. Traditional methods usually perform
repetitive permutation operations independently on the three
channels of a color image using key-dependent sorting se-
quences, resulting in limited correlation with the image con-
tent and relatively low efficiency. In contrast, the proposed
method designs a multi-channel color image pixel permutation
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algorithm based on chaotic-sequence-driven pseudo-random
permutation and dynamically generated keys. The proposed
algorithm effectively conceals the spatial relationships among
image pixels, thereby improving the security of the encryption
process. The pseudo-code for the image permutation process

is presented in Algorithm 2.

Algorithm 2 Permutation process.

Input: Plain image /, Initial key K, Chaotic sequence Sy, S»,
S3.
Output: Permuted image /.
1: [m,n] < size(I);
2: [R1,Gy,B)] « imsplit(]);
3: for (k =3001:1:m x n+ 3000) do
4: P + mod (floor(abs(S¥) x 107), 3) +1;
5: P, < mod (floor(abs(S5) x 107), 3) +1;
6:  P; <« mod (floor(abs(S5) x 107), 3) +1;
7: end for
8: key, < round(abs(k; x ka x k3));
9: key, < round(abs(k4 X ks X k¢));
10: key; < round(abs(k7 X kg));
11: seed < mod (key;);
12: rand_index < reshape(randperm(m x n),m,n);
13: for (i = 1:1:m) do
14: for (j = 1:1:n) do
15: (h,g) < (floor((rand-index (i, j) — 1)/n) + 1, mod
(rand_index (i, j) — 1,n) +1);
16: end for
17: end for
18: if (P1(i,j) == 1) then
19: Ri(i,j) < Ri(h,g);
20: else if (P (i, j) == 2) then
21: Rl(l j)(—>G1(hg
22: else if (P (i, j) == 3) then
23: Ri(i,J) > Bi(h,g);
24: end if
25: seed <— mod(key,);
26: rand-index < reshape(randperm(m X n),m,n);
27: for (i = 1:1:m) do
28: for (j =1:1:n) do
29: (h,g) < (floor((rand_index (i, j) — 1) /n) + 1, mod
(rand_index (i, j) — 1,n) + 1);
30: end for
31: end for
32: if (P2(i, j) == 1) then
33: Gy (i,j) Gy (h,g);
34: else if (P»(i, j) == 2) then
35: G](i,j)HBl(h,g);
36: else if (P, (i, j) == 3) then
37: Gl(i,j) <—>R1(h,g);
38: end if
39: seed <— mod(key;);
40: rand_index < reshape(randperm(m x n),m,n);

Algorithm 2 Continued.

41: for (i = 1:1:m) do

42 for (j =1:1:n) do

43: (h,g) « (floor((rand_index (i, j) — 1) /n) + 1, mod
(rand_index(i, j) — 1,n) + 1);

44: end for

45: end for

46: if (P3(i,j) == 1) then

47: Bi(i,j) <> Bi(h,g);

48: else if (P3(i, j) == 2) then

49: B (i,j) <> Ri(h,g);

50: else if (P3(i, j) == 3) then

51: B1(i,j) <> Gi(h,g);

52: end if

53: I} + Cat[Rl,Gl,Bl];

In the proposed algorithm, to ensure precise control of
channel switching between pixels, a subsequence with a length
of m x n is extracted starting from the 3000th iteration. This
strategy is adopted to eliminate the transient effects of the
chaotic system during the initial stage, thereby ensuring that
the obtained subsequence possesses desirable randomness and
stability. Based on this subsequence, the randperm function
is employed to generate a non-repetitive random integer per-
mutation sequence. By performing integer division and mod-
ulo operations on each element of the sequence with respect
to a positive integer n, the sequence can be transformed into
a set of two-dimensional coordinates. Owing to the character-
istics of the randperm function, all coordinates within the
space can be visited randomly and uniquely in a single round.
The key K is used as the seed for generating the pseudo-
random sequence through the randpe rm function. This strat-
egy not only guarantees the reproducibility of pseudo-random
sequence generation but also ensures that a unique pseudo-
random sequence is generated for each image, thereby enhanc-
ing the security and uniqueness of the encryption system.

3.2. Image diffusion process

Before introducing the pixel diffusion mechanism de-
signed for color images, a brief overview of the underlying
cellular automaton algorithm is first provided to clarify its fun-
damental operating principles.

3.2.1. Cellular automaton

Cellular automaton (CA) is a discrete dynamical system
model composed of cells, neighborhoods, and state transition
rules. It operates in discrete time and discrete space, where
the evolution of each cell is determined according to a set of
fixed rules and interactions with neighboring cells. Despite its
simple structure, CA can generate highly complex dynamical
behaviors. Owing to this property, CA has been widely applied
in image encryption schemes. In this paper, a two-dimensional
Moore-type cellular automaton is adopted, in which cells are

arranged in a grid structure and interact with their eight nearest
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neighbors. This property is particularly important for image
encryption because it significantly enhances the randomness
and security of the encryption scheme. The pseudo-code for
the cellular automaton process is presented in Algorithm 3.

Algorithm 3 Cellular automaton process.
Input: Chaotic sequence Sy.
Output: Cell matrix Cj.
1: for (k =3001:1:m x n+3000) do
2: 01 + mod(floor(abs(S¥) x 1000),2);
3: end for
4: 01 < reshape(O1,m,n);
5: for (i=1:1:m) do

6: for (j =1:1:n) do

7: Ni + neighbor(0; (i, j));

8: for (a =1:1:3) do

9: for (b =1:1:3) do

10: if (@ # 2 and b # 2) then

11 Ni(a,b) + transition(N );
12: N, < strcat(Ny, num2str(N, (a,b)));
13: end if

14: end for

15: end for

16 0, + restore(N) );

17: Ci(i, j) < bin2dec(M,);

18: end for

19: end for

In this algorithm, the cell set P; is generated using the
chaotic sequence S4, where the state value of each cell is re-
stricted to either O or 1. Subsequently, the neighbor function
is applied to obtain the values of cells within a 3 x 3 neigh-
borhood matrix surrounding the target cell. When the target
cell is located near the matrix boundary, the corresponding
values from the opposite boundary are employed to complete
the neighborhood range. For example, when the target cell is
located in the first column of the matrix, the neighboring cell
values from the last column in the corresponding row positions
are utilized for padding, thereby enabling the construction of
a complete 3 x 3 neighborhood matrix.

Afterward, a transition function is employed to update the
states of the eight neighboring cells within the 3 x 3 neighbor-
hood matrix while excluding the central cell. The update pro-
cess traverses the neighboring cells in a circular order, where
the XOR operation of the subsequent four neighboring cells is
performed to determine the updated state of the current cell.
After processing all eight neighboring cells, a new 3 x 3 cell
matrix N; is obtained. The restore function is then applied
to write the elements of V| back into the corresponding posi-
tions of Pj, thereby completing the state update of the cell set.
Finally, the eight neighboring elements surrounding the center
cell in N; are extracted and serialized to form an 8-bit binary
string N. The decimal representation of N, is subsequently
used to construct the matrix Cy, which serves as the mapping
matrix for the subsequent diffusion process.

3.2.2. Diffusion algorithm

During the diffusion phase of image encryption, this pa-
per proposes a novel algorithm that combines DNA coding
DNA coding technol-
ogy utilizes the complementary base-pairing characteristics of

technology with cellular automata.

DNA molecules to encode image pixel values into DNA se-
quences. Information transformation is then performed ac-
cording to DNA operation rules and a mapping matrix, after
which the transformed data are decoded to restore the image
information, thereby achieving image diffusion. This mecha-
nism not only enhances the complexity of the encryption sys-
tem but also improves its resistance against potential attacks.
The pseudocode for the diffusion process is presented in Al-

gorithm 4.

Algorithm 4 Diffusion process.
Input: Permuted image I;, Cell matrix Cy, Chaotic sequence
S1, 82, S3.
Output: Diffusion image /.
[Rz, GQ,BQ] — imsplit(h );
for (k =3001:1:m x n+3000) do
D) + mod(floor(abs(S¥) x 1000),8) + 1,
D; + mod(ﬂoor(abs(Sk) % 1000),8) +1;
D5 <+ mod(floor(abs(S%) x 1000),4) + 1;
. end for
. Dy < reshape(D;,m,n);
: Dy < reshape(Dy,m,n);
: D3 < reshape(D3,m,n);
. E + dec2bin(Cy);
: Introducing DNA encoding and decoding rule T1;

R A A R ol s

—_ —
- o

12: Introducing DNA operation rule T2;

13: Ry < dec2bin(Ry);

14: for (i = 1:1:m) do

15: for (j=1:1:n) do

16: DNA;| + T, (D] (l,]) Rz(l ]))

17: DNA; < T1 (D1 (i, j),E(i, J));

18: DNAj; < T>(Ds(i, j),DNA|,DNA,);
19: Rz(l,]) — Tl( 2( 1] ) DNAg),

20: end for

21: end for

N
0o

. Ry + bin2dec(R,);

: Replace R, with G, or B», repeat step 13 to 22 to get new
G2, By

b+ Cat[Rz,Gz,Bz];

33
(9%

)
=

Table 1. DNA coding rules.

. Rule 2 3 4 5 6 71 8
Binary

00 A A T T C G C G

01 cC G C G A A T T

10 G C G C T T A A

11 T T A A G C G C

In the proposed algorithm, three chaotic sequences,
namely S;, S, and S3, are employed to generate the corre-
sponding driving sequences D, D,, and D3. These driving

sequences dynamically control the DNA encoding, decoding,
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and operational procedures, thereby significantly improving
the complexity and security of the algorithm. The DNA cod-
ing rules are listed in Table 1, which contains eight encoding
cases. Table 2 presents the corresponding DNA operation rules
under Rule 1. Furthermore, the target image is converted into
two DNA sequences, namely DNA| and DNA,, under the con-
trol of the driving sequence D; according to the DNA encod-

ing rule 77. Subsequently, driven by the sequence D3, DNA|
and DNA, are processed according to the DNA operation rule
T, to generate a new DNA sequence, denoted as DNA3. Fi-
nally, under the control of the driving sequence D,, DNA3 is
decoded according to the encoding rule 77 to obtain the final
diffused image. This process significantly enhances the non-

linearity and security of image encryption.

Table 2. The corresponding DNA operation rules in the case of rule 1.

Oporio— " (AA) (AT (AO) (AG) (TA) (KD (TO) (IG) €A) €D (€O (€O (GA) GI) GO ©O)
+ A T C G T G C A C A G T G C T A
- A T C G C A G T T G C A G C T A
S A T C G T A G C C G A T G C T A
O] T A G C A T C G G C T A C G A T

3.3. Image steganography process

Image steganography can be employed to embed en-
crypted images into carrier images, thereby generating visu-
ally meaningful images instead of images exhibiting obvi-
ous noise-like patterns. This process effectively conceals en-
crypted information and reduces the probability of detection.
One of the most commonly used image steganography meth-
ods is LSB embedding, in which secret information is hidden
within the least significant bits of image pixels. This tech-
nique offers advantages such as high imperceptibility, ease of
implementation, and robustness against certain image process-
ing operations. By replacing the least significant bits of the
original image with secret information, the visual quality and
natural appearance of the image can be preserved while invis-
ibly embedding confidential data.

In this paper, a novel dynamic multi-channel pseudo-
random LSB embedding method is proposed. The proposed
approach adopts a cross-channel embedding strategy in which
chaotic sequences are utilized to drive pseudo-random chan-
nel exchange operations. This mechanism effectively reduces
repetitive embedding patterns that may occur during the em-
bedding process, thereby preserving the visual naturalness and
originality of the image. The pseudo-code for the least signif-
icant bit embedding process is presented in Algorithm 5.

In the proposed algorithm, the driving sequence L; is gen-
erated from the chaotic sequence S4. To facilitate a clearer un-
derstanding of the proposed method, the following points are
clarified. First, to ensure that all information from the target
image can be completely embedded, the width and height of
the carrier image Q are required to satisfy M = 2m and N = 2n,
respectively, where M and N denote the width and height of the
carrier image, while m and n denote those of the target image.

Second, during the LSB substitution process, the se-
quences F,, Fg, and Fyg are utilized for processing H,. Simi-
larly, for Hz and Hy, the corresponding sequences are F3, F7,
and Fy1, as well as Fy, Fg, and Fi,, respectively. Finally, when

Algorithm 5 Least significant bit process.

Input: Diffusion image I, Carrier image Q, Chaotic se-
quence Sj.

Output: Embedded image /3.

1: [M,N] « size(Q);
2: [R3,G3,B3] — imsplit(lg);
3: [R3,G3,B3] — dec2bin([R3,G3,Bg]);
4: [R4,Gua,Bs] < imsplit(Q);
5: [R4,G4,Bys) < dec2bin([R4,G4,B4]);
6: for (k =3001:1:m x n+ 3000) do
7. Ly + mod(floor(abs(SX) x 107), 3) +1;
8: end for
9: Split the eight-bit binary number from R3 equally into four
two-bit binary arrays, resulting in F1—Fj.
10: Repeat the above operation on Gz and Bj3 to obtain Fs5—Fg,
F9—F]2.
11: F] < R3(1:2);F5+ G3(1:2);Fy < B3(1:2);
122 B> <—R3(3 : 4);F6 < G3(3 : 4);F10 — B3(3 : 4);
13: F3 <—R3(5 : 6);F7 — G3(5 : 6);F11 — B3(5 : 6);
14: Fy <—R3(7 : 8);Fg +— G3(7: 8);F12 < B3(7:8);
15: Decompose R4 into four two-dimensional binary arrays
H\, H>, H3, Hy of size m X n;
16: Replace the last two binary digits of H; with those from
Fy or Fs or Fo;
17: for (i = 1:1:m x n) do
18: if (L1 (i) = 1) then
19: H(7:8) « Fy;
20: else if (L, (i) = 2) then
21: H1(7:8)<—F5;
22: else(L; (i) = 3)
23: H1(728) < Fo;
24: end if
25: end for
26: Repeat step 17 to 25 to obtain new H,, Hz, and Ha;
27: Rq +— strcat([H17H2,H37H4});
28: R4 < bin2dec(Ry);
29: Repeat step 15 to 28 to obtain new G4 and By;
30: I3+ cat([R4,G4,B4]);

processing G4 and By, the mapping relationship corresponding

to L; must be appropriately transformed to ensure that all in-
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formation from the target image can be completely concealed.
The specific mapping rules are listed in Table 3. This transfor-
mation strategy further enhances the flexibility and security of
the proposed algorithm.

Table 3. L; mapping rules.

Ry Gy By
Li=1 F-Fy F-F Kh
Li=2 F-F3 F-Fp F-F
Li=3 FK-Fo» FR-F F-RK

4. Experiment result and analysis
4.1. Experimental environment

The experiments in this paper were conducted on a lap-
top computer running Windows 11, equipped with a 13th Gen
Intel® Core™ i9-13900HX processor, 16 GB RAM, and a

954 GB solid-state drive (SSD). The proposed algorithm was
implemented and tested using MATLAB R2016a. In the ex-
periments, the tested color medical images were selected from

t146] and the Kumar Tu-

the Eye Disease Deep Learning Datase
mor Dataset.[*”] Four RGB images were used for the experi-
ments, including Eye disease (size 512 x 512 x 3), Pepper (size
512 x 512 x 3), Baboon (size 512 x 512 x 3), and Kumar tu-

mor (size 768 x 768 x 3).

4.2. Simulation results

The secret key was initialized as K. Figures 4(a)-4(d)
present the original images of Eye disease, Pepper, Baboon,
and Kumar tumor. Figures 4(e)-4(h) show the correspond-
ing encrypted images. It can be clearly observed that all en-
crypted images exhibit noise-like characteristics, are visually
unrecognizable, and reveal no meaningful image features. Fig-
ures 4(i)—4(1) present the corresponding decrypted images.

(d) il

(h)

(1)

Fig. 4. Encryption and Decryption Process test. (a)-(d) Original images; (e)—(h) Encrypted images; (i)—(1) Decrypted images.

4.3. Key space and sensitivity analysis

The key space refers to the set of all possible keys in an
encryption system. In cryptography, a sufficiently large key
space is essential for resisting brute-force attacks. Generally,
a secure encryption algorithm should possess a key space no
smaller than 2'%0 48] thereby providing effective protection
against exhaustive brute-force attacks. In this paper, the key
consists of a 256-bit hash value and four system parameters,
namely Gi, G2, p1, and p>. Each system parameter is defined
over a continuous interval with a computational precision of
107°. Under this precision, each parameter can take approxi-
mately 10° distinct effective values, resulting in a key space of
10” for each parameter. Therefore, the total key space of the

proposed encryption algorithm is calculated as

256 Ix4 . ~376
2 094 2 2376,

x 1
which is significantly larger than 2!%°. Consequently, the pro-
posed encryption algorithm possesses a sufficiently large key
space to effectively resist brute-force attacks.

In secure encryption systems, key sensitivity is another
critical property. For a highly secure cryptosystem, even a
slight variation in the key should produce encryption and de-
cryption results that differ significantly from those generated
using the original key. Taking the Baboon image as an exam-
ple, when the initial key parameters Gi, G2, p;, and p; are
perturbed within the computational precision of 10~°, respec-

068702-9



Chin. Phys. B 35, 068702 (2026)

tively, the image cannot be correctly decrypted, as illustrated
in Fig. 5. These results demonstrate that the proposed algo-

rithm exhibits high key sensitivity and can effectively resist
brute-force attacks.

(O

Fig. 5. Key sensitivity test. (a) Correctly decrypted image; (b) Decrypted image with G; + 1 x 10~%; (c) Decrypted image with G, +1 x 107%;
(d) Decrypted image with p; 4 1 x 10~%; () Decrypted image with py +1 x 1072,

4.4. Histogram analysis

The histogram of an image is an important statistical char-
acteristic that represents the frequency distribution of pixel
values. Generally, the more uniform the histogram distribution
is, the less statistical information about the plaintext image
can be inferred by attackers. Figures 6(a)-6(d) show the his-
tograms of the plaintext images Eye disease, Pepper, Baboon,
and Kumar tumor for the R, G, and B color channels. Fig-
ures 6(e)—6(h) present the corresponding histograms of the en-

5000
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3000
2000
1000
0 50

8 0

crypted images for the R, G, and B color channels. As shown
in Fig. 6, the histogram distributions of the R, G, and B color
channels in the plaintext images are uneven, with noticeable
gaps among pixel values. In contrast, the histogram distribu-
tions of the encrypted images are relatively uniform, and the
pixel values are distributed more evenly. These results indicate
that the proposed algorithm effectively conceals the statistical
characteristics of image pixels and demonstrates strong resis-
tance against statistical analysis attacks.
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Fig. 6. Histogram analysis test. (a)—(d) The histograms of plaintext images: Eye disease, Pepper, Baboon, and Kumar tumor, respectively.

(e)—(h) The histograms corresponding to the ciphertext images.

4.5. Pixel correlation analysis

Pixel correlation refers to the similarity between adjacent
pixels in an image. In general, adjacent pixels in a plaintext
image exhibit strong correlation. Therefore, to enhance the se-
curity of cipher images, encryption algorithms are expected to
effectively destroy the strong correlation among adjacent pix-
els. Moreover, the closer the correlation coefficient of adjacent
pixels in the encrypted image is to zero, the more difficult it is
for attackers to extract information about the original image.
This results in improved security and stronger encryption per-
formance.

To compare the correlation between adjacent pixels be-
fore and after encryption, 10,000 pairs of adjacent pixels are
randomly selected in this paper. The correlation coefficients in
the horizontal, vertical, and diagonal directions are then calcu-

lated for both plaintext and ciphertext images. The correlation
coefficient is defined as follows:

cov(a,b)

b = /Dla) /D)

cov(a,b) = LN (ai — E(a)) (bi— E(b)),
D(a) = § XN, (ai —E(a))?,

E(a)= 4+ Y a;,

where a and b represent the grayscale values of two adjacent
pixels. E(a) and D(a) denote the mathematical expectation
and variance of a, respectively. Cov(a,b) denotes the covari-

3

ance between a and b. Figure 7 illustrates the distribution of
adjacent pixels in the original images (Eye disease, Pepper,
Baboon, and Kumar tumor) and their corresponding encrypted
images. It is evident that the distribution of adjacent pixels in
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plaintext images is highly concentrated along a straight line,
indicating strong correlation. In contrast, the distribution of
adjacent pixels in encrypted images appears randomly scat-
tered, indicating a significant reduction in correlation.

Table 4 also presents the detailed statistical results. It can
be observed that plaintext images exhibit high correlation co-
efficients in the horizontal, vertical, and diagonal directions

across all RGB channels, with values close to 1. In contrast,
the corresponding correlation coefficients of the encrypted im-
ages are close to 0, indicating a substantial reduction in pixel
correlation. These results demonstrate that the proposed en-
cryption scheme effectively destroys the correlation among ad-
jacent pixels in the original images and provides strong resis-
tance against statistical attacks.

300
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Fig. 7. Pixel correlation analysis test. (a)-(d) The correlation distributions of plaintext images Eye disease, Pepper, Baboon, and Kumar tumor,

respectively. (e)—(h) The corresponding correlation distributions of the ciphertext images.

Table 4. The results of correlation analysis of Baboon image.

Image Original image Encrypted image
R G B R G B

Horizontal ~ 0.997177  0.998847  0.998693  —0.001985  —0.002465 —0.000095

Eye disease Vertical 0.996314  0.998344  0.998626  —0.001240  —0.000552 0.000145

Diagonal 0.994215  0.997328  0.997593  —0.000840  —0.000380 0.002795

Horizontal ~ 0.985433  0.989475  0.979427  —0.000063 0.000620 0.007157

Pepper Vertical 0.983527  0.985579  0.973569  —0.001012 0.002809 0.000298

Diagonal 0.972208  0.977686  0.953453  —0.002239  —0.002355 0.002723

Horizontal ~ 0.897780  0.846742  0.908830  —0.002111 —0.000122 0.000452

Baboon Vertical 0.937716  0.908670  0.941133  —0.008649  —0.002025 0.003240
Diagonal 0.873070  0.814266  0.883681  0.000468 0.008631 —0.003715

Horizontal ~ 0.950059  0.939657  0.928132  0.000291 0.001160 0.001961

Kumar tumor Vertical 0.929798  0.918054  0.902228  0.000437 —0.001204 0.000389

Diagonal 0.889079  0.874506  0.845184  —0.003142  —0.000692 0.000146

4.6. Information entropy analysis

Information entropy is widely used to measure the uncer-
tainty inherent in data. In general, higher uncertainty corre-
sponds to higher information entropy. In image encryption,
information entropy is an important metric for evaluating the
randomness of encrypted images. The theoretical maximum
value of information entropy is 8. Typically, if the pixel distri-
bution of an image is more uniform, the information entropy

Table 5. Information entropy of test images.

Table 6. Comparative analysis of information entropy of Baboon image.

Algorithm Information entropy

R G B Average
Proposed  7.9993  7.9993  7.9994  7.9993
Ref. [49] 7.9993  7.9993  7.9993 7.9993
Ref. [50] 7.9993  7.9992  7.9993 7.9993
Ref. [51] 7.9992 7.9993  7.9991 7.9992
Ref. [52] 7.9993  7.9993 7.9992  7.9993
Ref. [53] 7.9994  7.9991  7.9992  7.9992

Image

Original image

R

G

B

Encrypted image

R

G

B

Eye
Pepper
Baboon
Tumor

6.3239
7.3486
7.7419
7.3179

7.3527
7.4895
7.4631
7.1238

7.3036
7.0356
7.7495
7.0153

7.9971
7.9929
7.9993
7.9996

7.9971
7.9929
7.9993
7.9996

7.9973
7.9931
7.9994
7.9996

will be higher and closer to the ideal value of 8. This indicates
greater complexity in the image, making it more difficult for
a potential attacker to decrypt it. The formula for information
entropy is given as follows:

256 1

H(s) =) P(si)log; 5~

L Ps)’ “
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where P(s;) denotes the probability of occurrence of pixel
value s;. Table 5 shows that the information entropy of the
ciphertext produced by the proposed encryption algorithm is
close to 8. In addition, Table 6 presents a comparison with
other algorithms. The results indicate that the proposed al-
gorithm achieves the highest average information entropy for
the ciphertext image Baboon. Therefore, the proposed method
demonstrates strong cryptographic strength and can effectively
resist entropy-based attacks.

4.7. Occlusion attack analysis

Ciphertext images may be subjected to various attacks
during transmission, which can lead to partial data loss. Crop-
ping attacks and noise attacks are commonly used to evaluate

the robustness of image encryption algorithms. In a cropping
attack, a portion of the ciphertext image is removed to simu-
late data loss during transmission. In a noise attack, random
noise is added to the ciphertext image to test the robustness of
the encryption scheme.

Figures 8(a)-8(d) illustrate cropping attacks with rates of
1/16 and 1/4, as well as salt-and-pepper noise with densities of
0.01 and 0.1 applied to the ciphertext image of Baboon. Fig-
ures 8(e)—8(h) show the corresponding decrypted results. As
shown in Fig. 8, although some blurring occurs, the decrypted
images remain recognizable. This indicates that the proposed
algorithm can effectively mitigate the effects of data loss to a
certain extent. Therefore, the proposed scheme demonstrates
strong robustness against occlusion attacks.

(h)§

Fig. 8. Occlusion and noise attack analysis. (a) Cropping rate of 1/16. (b) Cropping rate of 1/4. (c) Noise density of 0.01. (d) Noise density of

0.1. (e)—(h) Corresponding decrypted images.

4.8. Sensitivity analysis

Differential attack analysis is a method used to evaluate
image encryption systems by introducing slight modifications
to one or more pixel values in the plaintext image and observ-
ing the resulting changes in the ciphertext image, with the aim
of inferring the encryption key or compromising the security
of the encryption system. Therefore, an effective image en-
cryption scheme should ensure that even a minor change in
the plaintext image results in a completely different ciphertext
image. To evaluate the resistance of encryption algorithms
against differential attacks, two metrics, namely the unified
average changing intensity (UACI) and the number of pixels
change rate (NPCR), are commonly used. The formulas for
UACI and NPCR are given as follows:

Y X DG, j)

NPCR = =1L 100%,
(5)
Z?i1):N:1 |P1(la]) _P2(laj)|
ACI = J 1
UAC 255 x M x N x 100%,

where

L P, j) # B0, j)-

Here, P; denotes the encrypted image corresponding to the

D(i, j) = {0’ Pi(i,j) = P2(i, j),

original plaintext image, and P> denotes the encrypted image

obtained after randomly modifying the value of a single pixel
in the plaintext image. The theoretical values of UACI and
NPCR are NPCRt = 99.6094% and UACIt = 33.4635%, re-
spectively.

Table 7 lists the NPCR and UACI values for the Eye dis-
ease, Pepper, Baboon, and Kumar tumor images across the
three color channels. The experimental results show that these
values are close to the theoretical expectations, indicating that
even a single-pixel change in the plaintext image leads to sig-
nificant differences in the ciphertext image. To further evalu-
ate the sensitivity of the proposed encryption scheme to plain-
text variations, 50 experiments are conducted by randomly se-
lecting a pixel in the plaintext image and modifying its value
each time. The resulting NPCR and UACI values are shown in
Fig. 9. The results indicate that both NPCR and UACI closely
match their theoretical values, demonstrating that the proposed
scheme has strong sensitivity to plaintext changes and is effec-
tive against differential attacks. Table 8 compares the NPCR
and UACI values of different encryption schemes. The results
show that the proposed method is closer to the theoretical val-
ues, further demonstrating its superiority in resisting differ-
ential attacks. Therefore, the proposed encryption scheme ex-
hibits strong robustness and high security against such attacks.
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Table 7. The results of NPCR and UACI.

Algorithm NPCR (%) UACI (%)
R G B Average R G B Average
Eye disease 99.6231 99.5930  99.6056 99.6072 33.5236 33.4094  33.4098 33.4476
Pepper 99.5960  99.6361 99.6014 99.6112 33.3564  33.5295 33.5152 33.4670
Baboon 99.6132  99.6140  99.6098 99.6132 33.5256 33.4092 33.4678 33.4675
Kumar tumor ~ 99.6062  99.6001 99.6077 99.6047 33.3920  33.4148 33.4340 33.4136
Table 8. Comparative analysis for NPCR and UACI of Baboon image.
Algorithm NPCR (%) UACI (%)
R G B Average R G B Average
Proposed 99.6132 99.6140 99.6098 99.6132 33.5256 33.4092 33.4678 33.4675
Ref. [49] 99.6143 99.6246 99.6250 99.6213 33.4566 33.4591 33.4248 33.4468
Ref. [50] 99.6088 99.6115 99.6102 99.6102 33.4705 33.4690 33.4609 33.4668
Ref. [51] 99.6299 99.6037 99.6090 99.6142 33.4236 33.4326 33.4886 33.4483
Ref. [52] - - - 99.6095 - - - 33.4564
Ref. [53] 99.6082 99.6078 99.6094 99.6085 33.0672 33.5796 33.6274 33.4247
99.80 34.0
(a) (b)
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33.7
. 99.65 5 33.6
© 99.60 3 = 335
Z =)
99.55/ 33.4
33.3
99.50
33.2
99.45 33.1
99.40 33.0 ‘ ‘ ‘ A ‘
0 5 10 15 20 25 30 35 40 45 50 0 5 10 15 20 25 30 35 40 45 50

t

t

Fig. 9. Randomness test results. (a) NPCR of the Baboon image. (b) UACI of the Baboon image.

4.9. PSNR and MSSIM analysis

In evaluating image encryption performance, the peak
signal-to-noise ratio (PSNR) and the mean structural similarity
index measure (MSSIM) are widely used as important metrics
for assessing the quality and structural similarity between en-
crypted and original images. PSNR measures the pixel-level
differences between the original and encrypted images, while
MSSIM evaluates similarity in terms of luminance, contrast,
and structural information. A joint evaluation of these two
metrics enables both objective and perceptual assessment of
the encryption results.

PSNR is commonly used to quantify the degradation
in image quality introduced during the encryption process.
A higher PSNR indicates greater similarity between the en-
crypted and original images, implying lower distortion and
better visual quality. In contrast, MSSIM focuses on struc-
tural similarity rather than pixel-wise differences. It better
reflects human visual perception by jointly considering lumi-
nance, contrast, and structural similarity. The MSSIM value
ranges from O to 1, where values closer to 1 indicate higher
structural similarity. The formulas for PSNR and MSSIM are

given as follows:

MAX?
I i entiyr . .. ’
%Zi:()lz]‘:(g[l(lvj)_K(la.])]z
(2pety +c1) (203 +¢2)
(W2 +u2+ci)(02+02+c2)’

where MAX; denotes the maximum possible pixel value of

PSNR = 10-log,
(6)

MSSIM(x,y) =

the image, and m and n denote the height and width of the im-
age, respectively. I(i, j) and K (i, j) represent the pixel values
at position (i, j) in the original and encrypted images, respec-
tively. The term ﬁzl’f’:{)] Zf};& [1(i,j) — K(i, j)]* corresponds
to the mean squared error (MSE) between the two images. In
the MSSIM formula, y, and y, denote the mean luminance
values of the two images, ze and (73 represent their variances,
O,y denotes their covariance, and ¢ and ¢, are small constants
used to ensure numerical stability. PSNR is measured in deci-
bels (dB); generally, values above 30 dB indicate acceptable
visual quality. The MSSIM value ranges from O to 1, and val-
ues closer to 1 indicate better structural similarity.

Figure 10 presents the carrier images Plane, Flowers,
Sailboat, and Cablecar and their corresponding stego-images.
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Notably, in all cases, the embedded content corresponds to the
cipher-image obtained from encrypting the Baboon image. As
shown in Table 9, the encrypted images generated by the pro-
posed method achieve high PSNR and MSSIM values, indi-
cating that the embedding process introduces only slight vi-
sual distortion while preserving structural information effec-
tively. These results demonstrate that the proposed method

maintains both high visual quality and structural consistency,

highlighting its effectiveness in practical image encryption and
steganography applications.

Table 9. PSNR and MSSIM results for different cover images.

Cover-image  Stego-image  PSNR (dB) MSSIM
Plane Fig. 10(e) 44.16 0.9987
Flowers Fig. 10(f) 44.14 0.9994
Sailboat Fig. 10(g) 44.15 0.9994
Cablecar Fig. 10(h) 44.15 0.9992

Fig. 10. Image steganography test results. (a)—(d) Carrier images and (e)—(h) stego-images.

4.10. Time complexity analysis

This section analyzes the time complexity of the proposed
algorithm by examining each stage of the encryption process.
The analysis considers a medical image of size M x N. First,
in the key generation stage, the SHA-256 hash algorithm pro-
cesses the entire input image of size M x N, resulting in a time
complexity of O(MN).

During the pixel scrambling stage, each pixel is accessed
once, and its position and channel information are permuted
based on chaotic sequences and random indices. Since all
operations on each pixel are performed in constant time, the
scrambling stage also has a time complexity of O(MN).

Subsequently, in the cellular automaton evolution stage,
the state matrix of size M x N is traversed cell by cell, and each
cell is updated using a fixed-size neighborhood with constant-
time operations, resulting in a time complexity of O(MN).

In the diffusion stage, DNA encoding, decoding, and log-
ical operations are applied to fixed-length data for each pixel;
therefore, the diffusion stage also requires O(MN) time. Fi-
nally, in the LSB embedding stage, pixel-wise binary conver-
sion and LSB substitution are performed on both the carrier
image and the embedded image. When the embedded image
size is 2M x 2N, the complexity remains O(MN) in asymptotic
terms.

Therefore, the overall time complexity of the proposed
encryption algorithm is O(MN), indicating that the algorithm
scales linearly with the image size.

5. Conclusion

This study presents a comprehensive and visually mean-
ingful color medical image encryption scheme by integrat-
ing three core components: chaotic sequence-driven multi-
channel pixel permutation, cellular automaton-based dy-
namic DNA coding with double-layer diffusion, and chaotic
sequence-driven multi-channel LSB embedding, all enhanced
by memristive Hopfield neural networks. Extensive experi-
mental results demonstrate that the proposed scheme achieves
a sufficiently large key space, high key sensitivity, and strong
security performance, as evidenced by low inter-pixel corre-
lation, information entropy close to the theoretical optimum,
and NPCR and UACI values near their ideal thresholds. Fur-
thermore, the scheme exhibits strong robustness against noise
and data loss attacks, thereby effectively ensuring the confi-
dentiality and integrity of medical image data.

Future work can focus on two directions: first, improv-
ing computational efficiency to meet real-time transmission re-
quirements in telemedicine applications; second, exploring the
integration of the proposed framework with lightweight cryp-
tographic protocols to enhance its applicability in resource-
constrained medical devices.
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