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SPECIAL TOPIC — Quantum communication and quantum network
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Measurement-device-independent quantum key distribution (MDI QKD) provides inherent immunity against attacks
targeting practical measurement devices. Existing MDI QKD protocols all rely on Bell-state measurements (BSM) to
establish correlations between the users. However, the success probability of linear-optics BSM is limited to 50%, which
severely restricts the achievable key rate of MDI QKD. We propose a high-capacity MDI QKD protocol with entanglement-
assisted linear-optical BSM. This protocol has three advantages. First, compared with the original MDI QKD, at least a
25% increase in the key rate can be achieved. Second, simulation results show that this protocol can effectively increase
the maximum photon transmission distance of MDI QKD from 262 km to 272 km. Third, this protocol is feasible in a fully
linear-optical system under current experimental conditions. Our protocol provides a potential approach for improving the
performance of future quantum communication networks.

Keywords: measurement-device-independent quantum key distribution, linear-optical Bell state measurement,
entanglement assistance

PACS: 03.67.–a, 03.67.Ac, 03.67.Hk, 03.67.Mn
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1. Introduction
Quantum information technology is a new type of tech-

nology that uses the principles of quantum mechanics for in-
formation processing, including quantum computing,[1] quan-
tum sensing,[2] quantum communication,[3] and so on. Quan-
tum communication also encompasses numerous research
branches such as quantum key distribution (QKD),[4–24] quan-
tum secure direct communication (QSDC),[25–29] quantum se-
cret sharing (QSS),[30–33] quantum conference key agreement
(QCKA),[34] and quantum signature (QS).[35,36] QKD is the
closest to practical application among the branches of quan-
tum communication. It was first introduced by Bennett et al.
in 1984,[4] which allows two remote parties to share random
keys with unconditional security in theory. Unfortunately, im-
perfect devices in practical experimental conditions introduce
security loopholes in QKD systems, which can be exploited
by the eavesdropper (Eve) to launch attacks.[37–46] Among all
possible attacks, those targeting imperfect measurement de-
vices (detectors) have the most severe consequences.[41–45] To
eliminate security vulnerabilities from measurement devices,
Lo et al.[47] and Braunstein et al.[48] independently proposed

the measurement-device-independent (MDI) QKD protocols
in 2012. By delegating all measurement operations to an un-
trusted third party, MDI QKD is immune to all attacks from
measurement devices and can thus significantly enhance the
security of practical QKD systems. Currently, MDI QKD has
been extensively studied.[49–64] Beyond QKD, the MDI frame-
work has also been extended to other quantum communication
branches, such as QSDC[25–29] and QSS.[30–33]

Bell state measurement (BSM) plays a vital role in MDI
QKD,[47–55] while also serving as a critical component in
other quantum communication protocols, such as quantum
teleportation[65,66] and quantum dense coding.[67,68] However,
the performance of many quantum communication protocols
is limited by BSM, as the success probability of BSM in lin-
ear optics is only 50%.[69,70] Therefore, it is crucial to in-
crease the success probability of BSM. Barreiro et al.[71] and
Hu et al.[72] utilized hyperentanglement and high-dimensional
entanglement, respectively, to assist BSM and broke through
the channel capacity limit of ultra-dense coding by increas-
ing the success probability of BSM. In 2011, Grice proposed
a theoretical model for linear-optical BSM that could achieve

†Corresponding author. E-mail: may@boseq.com
‡Corresponding author. E-mail: shengyb@njupt.edu.cn
© 2026 Chinese Physical Society and IOP Publishing Ltd. All rights, including for text and data mining, AI training, and similar technologies, are reserved.

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn

040310-1

https://doi.org/10.1088/1674-1056/ae3605
https://cstr.cn/32038.14.CPB.ae3605
mailto:may@boseq.com
mailto:shengyb@njupt.edu.cn
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn


Chin. Phys. B 35, 040310 (2026)

a maximum identification efficiency of 1−1/2N using 2N −2
auxiliary photons.[73] In 2014, Ewert et al. proposed a theo-
retical linear-optical BSM scheme based on two single-photon
sources and six 50:50 beam splitters (BSs), which can real-
ize a success probability of 75%.[74] In 2023, Bayerbach et
al. proposed and experimentally demonstrated a linear-optical
BSM scheme employing a pair of auxiliary entangled pho-
tons and two BSs, which can achieve a success probability of
62.5%.[75]

In this paper, we propose an MDI QKD protocol with
entanglement-assisted linear-optical BSM.[75] Although the
BSM scheme proposed in Ref. [74] theoretically achieves a
higher success rate, it would greatly increase the complexity
of the system and present greater challenges for experimental
implementation. The BSM scheme in Ref. [75] has a much
simpler structure and has already been experimentally demon-
strated. Therefore, we adopt the BSM scheme in Ref. [75]
in our MDI QKD protocol. We numerically analyze the per-
formance of our MDI QKD protocol under practical experi-
mental conditions. Our protocol achieves a maximum pho-
ton transmission distance of 272 km, surpassing the maximum
transmission distance of 262 km of the original MDI QKD
with non-assisted linear-optical BSM[47] under identical con-
ditions. Our MDI QKD protocol reaches a 25% higher key rate
than the original MDI QKD protocol within the photon trans-
mission distance range of 210 km, while this advantage further
increases beyond 210 km. Our protocol is the first to conduct
an in-depth discussion on the effect of entanglement-assisted
linear-optical BSM on MDI QKD and provides theoretical re-
sults, which explore a potential development direction of MDI
QKD. Our MDI QKD protocol with entanglement-assisted
linear-optical BSM has reference value for improving the per-
formance of quantum communication networks.

The paper is organized as follows. In Section 2, we in-
troduce our MDI QKD protocol with entanglement-assisted
linear-optical BSM. In Section 3, we establish a numerical
simulation model to estimate the secure key rate of our pro-
tocol. Finally, we draw a conclusion in Section 4.

2. The MDI QKD protocol with entanglement-
assisted linear-optical BSM
The basic principle of the MDI QKD protocol with

entanglement-assisted linear-optical BSM is shown in Fig. 1.
The protocol operates through the following six steps.

Step 1 Alice and Bob each employ a single-photon source
to generate single-photon states.

Step 2 After the single photon is prepared, both par-
ties randomly encode the single photons in the Z basis (Z =

{|H〉, |V 〉}) or the X basis (X = {|+〉= 1√
2
(|H〉+ |V 〉), |−〉=

1√
2
(|H〉− |V 〉)}) using polarization modulators (PMs). Here,

|H〉 and |V 〉 represent the horizontal and vertical polarization

states, respectively. The key encoding rule can be described as
follows: |H〉 and |+〉 represent the classical key bit 0, while
|V 〉 and |−〉 represent the classical key bit 1.

Step 3 Alice and Bob send the encoded photons to the un-
trusted measurement party Charlie for entanglement-assisted
linear-optical BSM.

Step 4 The measurement party consists of an entangled
photon source and a BSM module, which is shown in Fig. 1.
The entangled photon source generates identical entangled
photon pairs in |φ+〉 = 1√

2
(|HH〉+ |VV 〉). The measure-

ment module consists of two cascaded BSs, three polarizing
beam splitters (PBSs), and six photon-number-resolving de-
tectors. The photons from Alice and Bob enter the BSM
module through the ports a1 and b1, respectively. The lo-
cally generated auxiliary entangled photon pair is injected
through port b2. After the four-photon interference process,
the specific detector responses corresponding to the four Bell
states and their probabilities are detailed in Table 1. Note
that only the bold response combinations are exclusive de-
tector responses that can be discriminated. Specifically, this
entanglement-assisted linear-optical BSM protocol can real-
ize 100% identification of |ψ+〉 = 1√

2
(|HV 〉 + |V H〉) and

|ψ−〉 = 1√
2
(|HV 〉− |V H〉), while 25% identification of |φ+〉

and |φ−〉= 1√
2
(|HH〉− |VV 〉). In this way, the entanglement-

assisted linear-optical BSM increases the identification prob-
ability to 62.5%. After the measurement, Charlie announces
the BSM results.

Charlie

DH

DH

DH

DV

DV

DV

PBS2

PBS1

BS2

BS1

PBS3
d2

d1

c2

c1

a2

a1

b2

b1 Entanglement

     source

Fiber Fiber

Alice Bob

Single photon

     source

Single photon

    source
PM PM

Fig. 1. Schematic diagram of the MDI QKD protocol with entanglement-
assisted linear-optical BSM. The single-photon source prepares single
photons, and the entanglement source prepares auxiliary Bell states.[75]

The PBS transmits photons with horizontal polarization (|H〉) and re-
flects photons with vertical polarization (|V 〉). The 50:50 beam splitter
(BS) splits light equally into two paths. The polarization modulator (PM)
encodes photons in the polarization degree of freedom. D1H , D1V , D2H ,
D2V , D3H , and D3V denote six photon-number-resolving detectors.
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Table 1. Detector response combinations corresponding to the four Bell states in the entanglement-assisted BSM protocol. The superscript of
each item indicates the number of photons detected by the corresponding detector. Only the bold response combinations are exclusive detector
responses that can be discriminated.

|φ−〉 |φ+〉 |ψ−〉 |ψ+〉
Result Probability Result Probability Result Probability Result Probability
D4

2H
3
64 D4

2H
3
64 D1𝐻D3

2𝑉
3

32 D3
2𝐻D2𝑉

3
64

D4
2V

3
64 D4

2V
3
64 D1𝐻D3

3𝑉
3

32 D2𝐻D3
2𝑉

3
64

D4
3H

3
64 D4

3H
3
64 D1𝐻D2𝑉 D2

3𝐻
1

32 D3
3𝐻D3𝑉

3
64

D4
3V

3
64 D4

3V
3
64 D1𝐻D2𝑉 D2

3𝑉
1

32 D3𝐻D3
3𝑉

3
64

D2
2H D2

3H
1
32 D2

2H D2
3H

1
32 D1𝐻D2

2𝐻D2𝑉
1

32 D3
2𝑉 D3𝐻

3
64

D2
2V D2

3V
1
32 D2

2V D2
3V

1
32 D1𝐻D2

2𝐻D3𝑉
1

32 D2𝑉 D3
3𝐻

3
64

D2
2𝐻D2𝑉 D3𝑉

1
16 D2

3𝐻D2
3𝑉

1
32 D1𝐻D2

2𝑉 D3𝑉
1

32 D3
2𝐻D3𝑉

3
64

D2𝑉 D2
3𝐻D3𝑉

1
16 D2

2𝐻D2
2𝑉

1
32 D1𝐻D2

3𝐻D3𝑉
1

32 D2𝐻D3
3𝑉

3
64

D2𝐻D2
2𝑉 D3𝐻

1
16 D2

2𝐻D2
3𝑉

1
32 D1𝐻D2𝐻D2𝑉 D3𝐻

1
16 D2𝐻D2

2𝑉 D3𝑉
1

64

D2𝐻D3𝐻D2
3𝑉

1
16 D2

2𝑉 D2
3𝐻

1
32 D1𝐻D2𝐻D3𝐻D3𝑉

1
16 D2

2𝐻D2𝑉 D3𝐻
1

64

D2
1H D2

2H
1
32 D2

1H D2
2H

1
32 D1𝑉 D3

2𝐻
3

32 D2𝑉 D3𝐻D2
3𝑉

1
64

D2
1H D2

3H
1
32 D2

1H D2
3H

1
32 D1𝑉 D3

3𝐻
3

32 D2𝐻D2
3𝐻D3𝑉

1
64

D2
1H D2

2V
1
32 D2

1H D2
2V

1
32 D1𝑉 D2𝐻D2

2𝑉
1

32 D2
2𝑉 D3𝐻D3𝑉

1
64

D2
1H D2

3V
1
32 D2

1H D2
3V

1
32 D1𝑉 D3𝐻D2

3𝑉
1

32 D2𝐻D2𝑉 D2
3𝐻

1
64

D2
1H D2V D3V

1
16 D2

1H D2V D3V
1
16 D1𝑉 D2𝐻D2

3𝑉
1

32 D2𝐻D2𝑉 D2
3𝑉

1
64

D2
1H D2H D3H

1
16 D2

1H D2H D3H
1
16 D1𝑉 D2𝐻D2

3𝐻
1

32 D2
2𝐻D3𝐻D3𝑉

1
64

D2
1V D2

2H
1
32 D2

1V D2
2H

1
32 D1𝑉 D2

2𝐻D3𝐻
1

32 D1𝐻D1𝑉 D2
2𝐻

1
16

D2
1V D2

3H
1
32 D2

1V D2
3H

1
32 D1𝑉 D2

2𝑉 D3𝐻
1

32 D1𝐻D1𝑉 D2
2𝑉

1
16

D2
1V D2

2V
1
32 D2

1V D2
2V

1
32 D1𝑉 D2𝐻D2𝑉 D3𝑉

1
16 D1𝐻D1𝑉 D2

3𝐻
1

16

D2
1V D2

3V
1
32 D2

1V D2
3V

1
32 D1𝑉 D2𝑉 D3𝐻D3𝑉

1
16 D1𝐻D1𝑉 D2

3𝑉
1

16

D2
1V D2H D3H

1
16 D2

1V D2H D3H
1
16 – – D1𝐻D1𝑉 D2𝐻D3𝐻

1
8

D2
1V D2V D3V

1
16 D2

1V D2V D3V
1
16 – – D1𝐻D1𝑉 D2𝑉 D3𝑉

1
8

– – D2𝐻D2𝑉 D3𝐻D3𝑉
1
8 – – – –

Table 2. The quantum states from two parties and the post-selection op-
eration corresponding to Charlie’s measurement results.

Alice & Bob Charlie

|φ+〉 |φ−〉 |ψ+〉 |ψ−〉
|HH〉ab/|VV 〉ab no bit flip no bit flip – –
|HV 〉ab/|V H〉ab – – bit flip bit flip

Step 5 Alice and Bob publicly announce their encoding
bases for all photons and reveal the encoded states of the pho-
tons prepared in the X basis. If both photons are encoded in the
Z basis, their encoded bits are used to generate the raw keys.
From Table 2, when both photons are encoded in the Z basis,
if the BSM result is |φ±〉, the users obtain kA = kB, where both
Alice and Bob retain their encoded bits as the raw key. If the
BSM result is |ψ±〉, the users obtain kA = kB⊕1, where Alice
keeps the original encoded bit while Bob flips his encoded bit
to form the raw key. If both photons are encoded in the X ba-
sis, their encoded bits are used for security checking. In detail,
the state |++〉 or |−−〉 corresponds to the Bell state |φ+〉 or
|ψ+〉, while the state |+−〉 or |−+〉 corresponds to the Bell
states |φ−〉 or |ψ−〉. After security checking, Alice and Bob
estimate the total quantum bit error rate (QBER) based on the
test results. If the QBER is below a predefined threshold, they
continue to the next step. Otherwise, they discard all raw keys
and recheck the quantum channels. Alice and Bob repeat the
above steps until they obtain a sufficient amount of raw keys.

Step 6 Alice and Bob perform error correction and pri-
vacy amplification on the raw keys to generate the final secure
keys.

3. Key rate estimation of the MDI QKD with
entanglement-assisted linear-optical BSM

3.1. Key rate estimation model

We now establish a numerical model to estimate the key
rate of our MDI QKD protocol with entanglement-assisted
linear-optical BSM under the condition of ideal single-photon
sources. In the asymptotic limit (neglecting finite-size effects),
the secure key rate is given by Ref. [76]

R≥ Y Z
11
[
1−H(eX

11)− f H(eZ
11)
]
, (1)

where Y Z
11 is the single-photon yield, eZ

11 (eX
11) is the bit er-

ror rate for single-photon emission in the Z (X) basis, f is
the error-correction efficiency factor, and H(x) =−x log2(x)−
(1− x) log2(1− x) is the binary entropy function.

We define the single-photon yields of correct and erro-
neous measurement outcomes as Y C

11 and Y E
11, respectively.

Given the use of photon-number-resolving detectors at the
measurement station, we assume

(i) negligible loss in the local entanglement source;
(ii) the detector response rate is 100%;
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(iii) the situation where a detector has two or more dark
counts simultaneously is ignored.

Under the condition of an ideal single-photon source,
there are three photon-distribution situations at the measure-
ment end: (I) both photons arrive, (II) only one photon arrives,
and (III) neither photon arrives. We now discuss the measure-
ment outcomes in these three cases, respectively.

(I) Both photons arrive at the BSM devices In this case,
the relationship between the BSM results and the encoded
photons is shown in Table 3. In detail, when the state of the
two photons is |HH〉ab or |VV 〉ab, the theoretical BSM result
is 1/
√

2(|φ+〉+ |φ−〉). For example, by combining the mea-
surement probabilities of each BSM result shown in Table 1,
we obtain the probabilities

Pφ+

HH =
1

16
(1− pd)

4 +
1

16
(1− pd)

2, Pφ−

HH =
1
8
(1− pd)

3,

Pψ+

HH = 0, Pψ−

HH = 0. (2)

When the state of the two photons is |HV 〉ab or |V H〉ab,
the theoretical BSM result is 1/

√
2(|ψ+〉+ |ψ−〉). For exam-

ple, by combining the measurement probabilities of each BSM
result in Table 1, we obtain

Pφ+

HV = 0, Pφ−

HV = 0,

Pψ−

HV =
3
16

(1− pd)
4 +

3
16

(1− pd)
3 +

1
8
(1− pd)

2,

Pψ+

HV =
3
16

(1− pd)
4 +

3
16

(1− pd)
3 +

1
8
(1− pd)

2. (3)

When the state of the two photons is |++〉ab or |−−〉ab,
the theoretical BSM result is 1/

√
2(|φ+〉+ |ψ+〉). We take

|++〉ab as an example and obtain

Pφ+

++ =
1
16

(1− pd)
4 +

1
16

(1− pd)
2, Pφ−

++ = 0,

Pψ+

++ =
3
16

(1− pd)
4 +

3
16

(1− pd)
3 +

1
8
(1− pd)

2,

Pψ−

++ = 0. (4)

When the state of the two photons is |+−〉ab or |−+〉ab,
the theoretical BSM result is 1/

√
2(|φ−〉+ |ψ−〉). Consider-

ing |+−〉ab, we obtain

Pφ+

+− = 0, Pφ−

+− =
1
8
(1− pd)

3, Pψ+

+− = 0,

Pψ−

+− =
3

16
(1− pd)

4 +
3

16
(1− pd)

3 +
1
8
(1− pd)

2. (5)

Here, pd is the dark-counting rate, and PΦ
AB (AB ∈

{HH,HV,++,+−} and Φ ∈ {φ+,φ−,ψ+,ψ−}) represents
the probability of obtaining the BSM result |Φ〉 when Charlie
receives two photons in the |AB〉ab state. The states |VV 〉ab,
|V H〉ab, | − −〉ab, and | − +〉ab yield the same results as
|HH〉ab, |HV 〉ab, |++〉ab, and |+−〉ab, respectively.

(II) Only one photon arrives at the BSM devices In this
case, dark counting must occur for a successful response. Due
to the randomness of dark counting, each of the four BSM re-
sults has a probability of occurring. The probability of obtain-
ing each BSM result is calculated by combining Table 1 with
the probability of dark-count occurrence. It should be particu-
larly noted that dark counting can only occur on detectors that
did not register a photon click, and thus it can only increase
the photon number by one. Therefore, in the case of photon
loss, response results corresponding to two or more photons
detected by a single detector cannot occur.

For example, when the input photon state is |H〉a|0〉b,
|V 〉a|0〉b, |0〉a|H〉b, or |0〉a|V 〉b, we obtain

Pφ+

V 0 = Pφ+

0V = Pφ+

0H = Pφ+

H0 =
1

16
(1− pd)

2 pd×2,

Pφ−

V 0 = Pφ−

0V = Pφ−

0H = Pφ−

H0 =
1

32
(1− pd)

3 pd×4,

Pψ+

V 0 = Pψ+

0V = Pψ+

0H = Pψ+

H0 =
1
8
(1− pd)

2 pd×2

+
1
16

(1− pd)
3 pd×4

+
1
32

(1− pd)
3 pd×8

+
3
32

(1− pd)
4 pd×4,

Pψ−

V 0 = Pψ−

0V = Pψ−

0H = Pψ−

H0 =
1

16
(1− pd)

3 pd×6

+
1
8
(1− pd)

2 pd +
1

32
(1− pd)

3 pd×6

+
3
32

(1− pd)
4 pd×2+

1
16

(1− pd)
2 pd×2. (6)

When the incoming photon state is |+〉a|0〉b, |−〉a|0〉b,
|0〉a|+〉b, or |0〉a|−〉b, we obtain

Pφ+

−0 = Pφ+

0− = Pφ+

0+ = Pφ+

+0 =
1
2

Pφ+

H0 +
1
2

Pφ+

V 0 ,

Pφ−

−0 = Pφ−

0− = Pφ−

0+ = Pφ−

+0 =
1
2

Pφ−

H0 +
1
2

Pφ−

V 0 ,

Pψ+

−0 = Pψ+

0− = Pψ+

0+ = Pψ+

+0 =
1
2

Pψ+

H0 +
1
2

Pψ+

V 0 ,

Pψ−

−0 = Pψ−

0− = Pψ−

0+ = Pψ−

+0 =
1
2

Pψ−

H0 +
1
2

Pψ−

V 0 . (7)

Here, PΦ
AB (AB ∈ {H0,V 0,0H,0V,+0,−0,0+,0−} and

Φ ∈ {φ+,φ−,ψ+,ψ−}) represents the probability of obtain-
ing the BSM result |Φ〉 when Charlie receives one photon
from Alice or Bob.

(III) Neither photon arrives at the BSM devices When
both input photons are lost, the successful response is com-
pletely randomly triggered by the dark counting. In this way,
all the four BSM results may occur, and the number of detector
responses in Table 1 that cannot be obtained further increases.

In this case, the input state is |0〉a|0〉b, and we can obtain

Pφ+

00 =
1
4
× (1− pd)

2 p2
d×2,
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Pφ−

00 =
1
8
× (1− pd)

3 p2
d×4,

Pψ+

00 =
1
8
× (1− pd)

3 p2
d×12+

1
4
× (1− pd)

2 p2
d×2,

Pψ−

00 =
1
8
× (1− pd)

3 p2
d×12+

1
4
× (1− pd)

2 p2
d×4. (8)

When the photon transmission loss occurs, based
on Refs. [47,77], the correct yield YC

AB and error yield
Y E

AB for each possible photon state combination (AB ∈
{HH,VV,HV,V H,++,−−,+−,−+}) according to Table 3
are given by

YC
VV = YC

HH = ηaηb× (Pφ+

HH +Pφ−

HH)+ηa(1−ηb)× (Pφ+

H0 +Pφ−

H0 )

+ηb(1−ηa)× (Pφ+

0H +Pφ−

0H )+(1−ηa)(1−ηb)× (Pφ+

00 +Pφ−

00 ),

Y E
VV = Y E

HH = ηaηb× (Pψ+

HH +Pψ−

HH )+ηa(1−ηb)× (Pψ+

H0 +Pψ−

H0 )

+ηb(1−ηa)× (Pψ+

0H +Pψ−

0H )+(1−ηa)(1−ηb)× (Pψ+

00 +Pψ−

00 ),

YC
V H = YC

HV = ηaηb× (Pψ+

HV +Pψ−

HV )+ηa(1−ηb)× (Pψ+

H0 +Pψ−

H0 )

+ηb(1−ηa)× (Pψ+

0V +Pψ−

0V )+(1−ηa)(1−ηb)× (Pψ+

00 +Pψ−

00 ),

Y E
V H = Y E

HV = ηaηb× (Pφ+

HV +Pφ−

HV )+ηa(1−ηb)× (Pφ+

H0 +Pφ−

H0 )

+ηb(1−ηa)× (Pφ+

0V +Pφ−

0V )+(1−ηa)(1−ηb)× (Pφ+

00 +Pφ−

00 ),

YC
−− = YC

++ = ηaηb× (Pφ+

+++Pψ+

++)+ηa(1−ηb)× (Pφ+

+0 +Pψ+

+0 )

+ηb(1−ηa)× (Pφ+

0+ +Pψ+

0+ )+(1−ηa)(1−ηb)× (Pφ+

00 +Pψ+

00 ),

Y E
−− = Y E

++ = ηaηb× (Pφ−

+++Pψ−

++)+ηa(1−ηb)× (Pφ−

+0 +Pψ−

+0 )

+ηb(1−ηa)× (Pφ−

0+ +Pψ−

0+ )+(1−ηa)(1−ηb)× (Pφ−

00 +Pψ−

00 ),

YC
−+ = YC

+− = ηaηb× (Pφ−

+−+Pψ−

+−)+ηa(1−ηb)× (Pφ−

+0 +Pψ−

+0 )

+ηb(1−ηa)× (Pφ−

0− +Pψ−

0− )+(1−ηa)(1−ηb)× (Pφ−

00 +Pψ−

00 ),

Y E
−+ = Y E

+− = ηaηb× (Pφ+

+−+Pψ+

+−)+ηa(1−ηb)× (Pφ+

+0 +Pψ+

+0 )

+ηb(1−ηa)× (Pφ+

0− +Pψ+

0− )+(1−ηa)(1−ηb)× (Pφ+

00 +Pψ+

00 ). (9)

Table 3. The Bell state measurement results corresponding to the input
single photon states.

Input single photon state Results of BSM
Alice Bob |φ+〉 |φ−〉 |ψ+〉 |ψ−〉

|H〉 |H〉 1/2 1/2 0 0
|V 〉 |V 〉 1/2 1/2 0 0
|H〉 |V 〉 0 0 1/2 1/2
|V 〉 |H〉 0 0 1/2 1/2
|+〉 |+〉 1/2 0 1/2 0
|−〉 |−〉 1/2 0 1/2 0
|+〉 |−〉 0 1/2 0 1/2
|−〉 |+〉 0 1/2 0 1/2

Here ηa = 10−αLac/10 and ηb = 10−αLbc/10 represent the
transmission efficiency of photons emitted by Alice and Bob
through the optical fiber channel, respectively. α represents
the fiber attenuation coefficient and Lac (Lbc) represents the
channel distance from Alice (Bob) to Charlie. We assume
Lac = Lbc = L, and thus ηa = ηb = 10−αL/10.

Then, the total yield Y Z(X)
11 in the Z(X) basis is given by

Y Z
11 = Y ZC

11 +Y ZE
11 , Y X

11 = Y XC
11 +Y XE

11 , (10)

where

Y ZC
11 =

1
4
(
YC

HH +YC
VV +YC

HV +YC
V H
)
,

Y ZE
11 =

1
4
(
Y E

HH +Y E
VV +Y E

HV +Y E
V H
)
,

Y XC
11 =

1
4
(
YC
+++YC

−−+YC
+−+YC

−+
)
,

Y XE
11 =

1
4
(
Y E
+++Y E

−−+Y E
+−+Y E

−+
)
. (11)

Accounting for the basis misalignment probability eZ(X)
d ,

the QBER eZ(X)
11 becomes

eZ
11 =

eZ
dY ZC

11 +(1− eZ
d )Y

ZE
11

Y Z
11

,

eX
11 =

eX
d Y XC

11 +(1− eX
d )Y

XE
11

Y X
11

. (12)

By substituting Eqs. (10) and (12) into Eq. (1), the lower
bound of the secure key rate R can be obtained.

3.2. Analysis of simulation results

The key rate is numerically simulated using the parame-
ters listed in Table 4. We provide the secure key rates of our
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MDI QKD protocol with entanglement-assisted linear-optical
BSM and the original MDI QKD protocol[47] versus the pho-
ton transmission distance L between Charlie and Alice (or
Bob) in Fig. 2.

It is found that the maximal photon transmission distance
of our MDI QKD protocol is about 272 km, which is longer
than that of the original MDI QKD protocol (about 262 km).
The key rate curves demonstrate consistent parallelism, and
the key rate of our MDI QKD protocol is always about 25%
higher than that of the original MDI QKD protocol. When
the photon transmission distance exceeds 210 km, the attenu-
ation rate of the key rate of the original MDI QKD protocol
increases significantly. Therefore, the key rate advantage of
our MDI QKD protocol is more pronounced at long distances.

Table 4. Simulation parameters. Here, pd is the dark count rate of detec-
tors; eZ(X)

d denotes the misalignment probability of Z(X) basis; f is the
error correction inefficiency; α is the standard fiber loss coefficient.

pd eZ
d eX

d f α

10−7 1.5% 1.5% 1.16 0.2 dB/km
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Fig. 2. Secure key rates of our MDI QKD protocol with entanglement-
assisted linear-optical BSM and the original MDI QKD protocol[47] ver-
sus the photon transmission distance L.

We also compare eZ
11 and Y Z

11 of our MDI QKD protocol
with the original MDI QKD protocol in Figs. 3(a) and 3(b),
respectively.

It can be seen from Fig. 3(a) that eZ
11 of the two MDI

QKD protocols remains at about 1.5% when L < 160 km,
and the difference between the two curves is negligible. After
L > 160 km, the difference in eZ

11 between the two protocols
increases. When L > 200 km, eZ

11 of the original protocol be-
comes significantly higher than that of our protocol.

It can also be observed in Fig. 3(b) that Y Z
11 of both MDI

QKD protocols maintains a relatively stable trend within the
range of 270 km. Within 230 km, Y Z

11 of our protocol is about
25% higher than that of the original MDI QKD protocol. This
explains why the key rate of our MDI QKD protocol is 25%
higher than that of the original protocol for photon transmis-
sion distances up to 210 km in Fig. 2.

Based on the above discussion, the reason why the two
MDI QKD protocols maintain a stable key rate difference of
25% when L < 200 km is that their eZ

11 values are very close
within this range, so the key rate curves are mainly determined
by Y Z

11. When L > 200 km, the difference in key rates between
the two MDI QKD protocols gradually increases, although the
difference in Y Z

11 remains small. Therefore, the key rate curve
is mainly affected by eZ

11. The increase in eZ
11 for our MDI

QKD protocol is much slower than that of the original proto-
col, resulting in a longer maximum photon transmission dis-
tance. This occurs because photon loss becomes significant
at long distances, and the contribution of dark counts to er-
ror responses dominates. Due to the use of photon-number-
resolving detectors, some responses cannot be triggered by
dark counts in our protocol, so the proportion of error re-
sponses is smaller than that of the original protocol.
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o
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Fig. 3. Simulation results of our MDI QKD protocol with entanglement-
assisted linear-optical BSM and the original MDI QKD protocol.
(a) Single-photon QBER eZ

11 of our MDI QKD protocol and the origi-
nal MDI QKD protocol as a function of the photon transmission distance
L. (b) Single-photon yield Y Z

11 of our MDI QKD protocol and the original
MDI QKD protocol.

4. Conclusion
In summary, we propose an MDI QKD protocol with

entanglement-assisted linear-optical BSM. The entanglement-
assisted linear-optical BSM can achieve 100% identification
of |ψ±〉 and 25% identification of |φ±〉, resulting in a total
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identification probability of 62.5%. Moreover, this scheme
has already been experimentally validated.[75] We develop a
numerical model to estimate the key rate of our MDI QKD
protocol and compare it with the original MDI QKD proto-
col using non-assisted linear-optical BSM under ideal single-
photon source conditions. Simulation results show that the
adoption of entanglement-assisted linear-optical BSM effec-
tively increases the maximum photon transmission distance
of the MDI QKD protocol from 262 km to 272 km. The
key generation rate improves at different photon transmis-
sion distances; within 210 km, the key generation rate of our
MDI QKD protocol is 25% higher than that of the original
MDI QKD protocol.[47] This 25% improvement is due to the
success probability of 62.5% achieved by the entanglement-
assisted linear-optical BSM, compared to 50% for the non-
assisted version.

Our protocol is the first to provide an in-depth discus-
sion on the effect of entanglement-assisted linear BSM on
MDI QKD and to offer theoretical results, exploring a poten-
tial development direction for MDI QKD. The entanglement-
assisted method could also be applied to GHZ-state mea-
surements, potentially improving the performance of MDI
QSS.[30] Despite the inevitable reduction in key rate when

using practical single-photon and entangled photon sources,
the entanglement-assisted linear-optical BSM maintains a
success probability of 57.9% under realistic experimental
conditions,[75] enabling the protocol to achieve a higher
key rate even with non-ideal sources. Over the past few
years, research on single-photon sources has achieved sig-
nificant progress; contemporary quantum-dot-based single-
photon sources offer near-perfect multi-photon suppression,
effectively approximating the performance of an ideal single-
photon source for our protocol.[78,79] Based on these features,
our MDI QKD protocol with entanglement-assisted linear-
optical BSM holds potential for improving the performance
of future quantum communication networks.

Appendix A: The principle derivation of
entanglement-assisted linear BSM

In this section, we will elaborate on the process of BSM
assisted by a pair of entangled photons, with the entangled
state being |φ+〉= 1√

2
(|HH〉+ |VV 〉). First, we derive the in-

terference process of two-photon states from Alice and Bob at
BS1 and BS2 (for the convenience of calculation, we use the
form of creation operators for derivation)

|φ+〉a1b1 =
1√
2

(
a†

1Hb†
1H +a†

1V b†
1V

)
|vac〉 BS1−−→ 1

2
√

2

(
c†2

1H + c†2
1V −d†2

1H −d†2
1V

)
|vac〉

BS2−−→
[

1
4
√

2

(
c†2

2H + c†2
2V +d†2

2H +d†2
2V +2c†

2Hd†
2H +2c†

2V d†
2V

)
− 1

2
√

2

(
d†2

1H +d†2
1V

)]
|vac〉, (A1)

|φ−〉a1b1 =
1√
2

(
a†

1Hb†
1H −a†

1V b†
1V

)
|vac〉 BS1−−→ 1

2
√

2

(
c†2

1H − c†2
1V −d†2

1H +d†2
1V

)
|vac〉

BS2−−→
[

1
4
√

2

(
c†2

2H − c†2
2V +d†2

2H −d†2
2V +2c†

2Hd†
2H −2c†

2V d†
2V

)
− 1

2
√

2

(
d†2

1H −d†2
1V

)]
|vac〉, (A2)

|ψ+〉a1b1 =
1√
2

(
a†

1Hb†
1V +a†

1V b†
1H

)
|vac〉 BS1−−→ 1√

2

(
c†

1Hc†
1V −d†

1Hd†
1V

)
|vac〉

BS2−−→
[

1
2
√

2

(
c†

2Hc†
2V +d†

2Hd†
2V + c†

2Hd†
2V + c†

2V d†
2H

)
− 1√

2

(
d†

1Hd†
1V

)]
|vac〉, (A3)

|ψ−〉a1b1 =
1√
2

(
a†

1Hb†
1V −a†

1V b†
1H

)
|vac〉 BS1−−→ 1√

2

(
c†

1V d†
1H − c†

1Hd†
1V

)
|vac〉

BS2−−→ 1
2

[(
c†

2V +d†
2V

)
d†

1H −
(

c†
2H +d†

2H

)
d†

1V

]
|vac〉. (A4)

Then we derive the interference process of the auxiliary photons at BS2

|Aux〉b2b2 =
1
2

(
b†2

2H +b†2
2V

)
|vac〉 BS2−−→ 1

4

(
c†2

2H + c†2
2V +d†2

2H +d†2
2V −2c†

2Hd†
2H −2c†

2V d†
2V

)
|vac〉. (A5)

By combining the above two processes, we can obtain the final output state

|φ+〉a1b1 ⊗|Aux〉b2b2 →
1

8
√

2

(
c†2

2Hc†2
2V +d†2

2Hd†2
2V + c†2

2Hd†2
2V + c†2

2V d†2
2H −4c†

2Hc†
2V d†

2Hd†
2V

)
|vac〉

+

[
1

16
√

2

(
c†4

2H + c†4
2V +d†4

2H +d†4
2V −2c†2

2Hd†2
2H −2c†2

2V d†2
2V

)
− 1

8
√

2

(
d†2

1Hc†2
2H +d†2

1Hc†2
2V +d†2

1Hd†2
2H +d†2

1Hd†2
2V −2d†2

1Hc†
2Hd†

2H −2d†2
1Hc†

2V d†
2V
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−d†2
1V c†2

2H +d†2
1V c†2

2V +d†2
1V d†2

2H +d†2
1V d†2

2V −2d†2
1V c†

2Hd†
2H −2d†2

1V c†
2V d†

2V

)]
|vac〉, (A6)

|φ−〉a1b1 ⊗|Aux〉b2b2 →
1

4
√

2

(
c†2

2Hc†
2V d†

2V − c†
2Hc†2

2V d†
2H + c†

2Hd†
2Hd†2

2V − c†
2V d†2

2Hd†
2V

)
|vac〉

+

[
1

16
√

2

(
c†4

2H + c†4
2V +d†4

2H +d†4
2V −2c†2

2Hd†2
2H −2c†2

2V d†2
2V

)
− 1

8
√

2

(
d†2

1Hc†2
2H +d†2

1Hc†2
2V +d†2

1Hd†2
2H +d†2

1Hd†2
2V −2d†2

1Hc†
2Hd†

2H −2d†2
1Hc†

2V d†
2V

−d†2
1V c†2

2H +d†2
1V c†2

2V +d†2
1V d†2

2H +d†2
1V d†2

2V −2d†2
1V c†

2Hd†
2H −2d†2

1V c†
2V d†

2V

)]
|vac〉, (A7)

|ψ+〉a1b1 ⊗|Aux〉b2b2 →
[

1
8
√

2

(
c†3

2Hc†
2V + c†

2Hc†3
2V + c†3

2V d†
2H + c†

2V d†3
2H + c†3

2Hd†
2V + c†

2Hd†3
2V +d†3

2Hd†
2V

+d†
2Hd†3

2V − c†2
2Hc†

2V d†
2H − c†

2Hc†2
2V d†

2V − c†
2Hd†2

2Hd†
2V − c†

2V d†
2Hd†2

2V − c†2
2Hd†

2Hd†
2V

−c†
2Hc†

2V d†2
2V − c†

2Hc†
2V d†2

2H − c†2
2V d†

2Hd†
2V

)
− 1

4
√

2

(
d†

1Hd†
1V c†2

2H +d†
1Hd†

1V c†2
2V

+d†
1Hd†

1V d†2
2H +d†

1Hd†
1V d†2

2V −2d†
1Hd†

1V c†
2Hd†

2H −2d†
1Hd†

1V c†
2V d†

2V

)]
|vac〉, (A8)

|ψ−〉a1b1 ⊗|Aux〉b2b2 →
1
8

(
d†

1Hc†3
2V +d†

1Hd†3
2V +d†

1Hc†
2V d†2

2H +d†
1Hc†2

2Hc†
2V +d†

1Hc†2
2Hd†

2V −d†
1Hc†2

2V d†
2V

+d†
1Hd†2

2Hd†
2V −d†

1Hc†
2V d†2

2V −2d†
1Hc†

2Hd†
2Hd†

2V −2d†
1Hc†

2Hc†
2V d†

2H −d†
1V c†3

2H

−d†
1V d†3

2H +d†
1V c†

2Hd†2
2H −d†

1V c†
2Hd†2

2V +d†
1V c†2

2Hd†
2H −d†

1V c†2
2V d†

2H −d†
1V c†

2Hc†2
2V

−d†
1V d†

2Hd†2
2V +2d†

1V c†
2Hc†

2V d†
2V +2d†

1V c†
2V d†

2Hd†
2V

)
|vac〉. (A9)

From the above results, it can be seen that among the out-
put states corresponding to |φ±〉a1b1 , only the first term on the
right side of the equation can be recognized, while all the out-
put states corresponding to |ψ±〉a1b1 can be recognized. The
probabilities of all output results, after calculation, are shown
in Table 1.
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[65] Bennett C H, Brassard G, Crépeau C, Jozsa R, Peres A and Wootters
W K 1993 Phys. Rev. Lett. 70 1895

[66] Bouwmeester D, Pan J W, Mattle K, Eibl M, Weinfurter H and
Zeilinger A 1997 Nature 390 575

[67] Bennett C H and Wiesner S J 1992 Phys. Rev. Lett. 69 2881
[68] Mattle K, Weinfurter H, Kwiat P G and Zeilinger A 1996 Phys. Rev.

Lett. 76 4656
[69] Braunstein S L and Mann A 1995 Phys. Rev. A 51 R1727
[70] Calsamiglia J and Lütkenhaus N 2001 Appl. Phys. B 72 67
[71] Barreiro J T, Wei T C and Kwiat P G 2008 Nat. Phys. 4 282
[72] Hu X M, Guo Y, Liu B H, Huang Y F, Li C F and Guo G C 2018 Sci.

Adv. 4 eaat9304
[73] Grice W P 2011 Phys. Rev. A 84 042331
[74] Ewert F and van Loock P 2014 Phys. Rev. Lett. 113 140403
[75] Bayerbach M J, D’Aurelio S E, van Loock P and Barz S 2023 Sci. Adv.

9 eadf4080
[76] Gottesman N L D, Lo H K and Preskill J 2004 Quantum Inf. Comput.

4 325
[77] Ma X F and Razavi M 2012 Phys. Rev. A 86 062319
[78] Wang H, He Y M, Chung T H, Hu H, Yu Y, Chen S, Ding X, Chen M

C, Qin J, Yang X, Liu R Z, Duan Z C, Li J P, Gerhardt S, Winkler K,
Jurkat J, Wang L J, Gregersen N, Huo Y H, Dai Q, Yu S, Höfling S, Lu
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