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An efficient semi-quantum private comparison protocol is proposed with d-dimensional Bell states to assist two clas-
sical parties in comparing the size relation of their secret information. With the assistance of a third party (TP), Alice and
Bob do not need to measure qubits or prepare new qubits, reducing the consumption of quantum resources. The presented
protocol has a higher qubit efficiency than other similar protocols, since the legal participants can compare two bits of pri-
vacy (i.e., secret information unknown to others) each time with one qubit. Moreover, the proposed scheme offers a greater
advantage when comparing larger private numbers, with the correctness of its outputs verified through analytical methods.
Simulation experiments further verified the correctness of the proposed protocol, and security analyses demonstrated its
robustness against external and internal attacks. Furthermore, the proposed semi-quantum private comparison protocol can
be converted into an efficient semi-quantum key distribution protocol.

Keywords: quantum cryptography, semi-quantum private comparison, size relation, recycle of quantum re-
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1. Introduction

Since Bennett and Brassard invented the first quantum
cryptographic protocol, i.e., the BB84 protocol,!!) numerous
quantum cryptographic protocols have been proposed to pro-
vide various levels of security, such as quantum key dis-
tribution (QKD), 2! quantum secret sharing (QSS),*! and
quantum private comparison (QPC).[*® As a crucial com-
ponent of quantum secure multiparty computing (QSMC),
QPC focuses on comparing participants’ privacies without di-
vulging any relevant information. In 1982, Yao introduced
the well-known millionaire problem, whose purpose is to as-
certain who is richer without exposing the actual wealth of
two millionaires.!”) For example, quantum protocols can be
employed in banking and finance to protect customer trans-
action records and account information from disclosure. To
address this challenge, Yang et al. initially put forward the
QPC protocol based on Bell states to settle the puzzle raised by
Yao.[!% From then on, QPC has garnered significant interest
and a variety of QPC protocols have been presented for vari-
ous purposes. To save time and quantum resources, an efficient
QPC scheme was designed based on the triplet GHZ state and
single-particle measurement.!!!l To withstand the intercept-
measure attack in Ref. [12], Liu et al.!"3 and Tseng et al. [14]
presented two QPC protocols employing single photons and
EPR pairs, respectively. Wang et al. implemented a QPC pro-
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tocol based on one-direction quantum walks by introducing a
semi-honest third-party marker to determine the comparison
result with improved qubit efficiency.!!>] Kou et al. designed
a QPC protocol that achieves 100% qubit efficiency, employ-
ing homomorphic rotation encryption and circular transmis-
sion mode. 6!

Based on the unique characteristics of Bell states, Hou et
al. presented a novel and secure QPC protocol.['” Afterwards,
various QPC protocols have been put forward to judge the size
relationship of participants’ privacies under ideal conditions.

In the above-mentioned QPC schemes, each user is ob-
ligated to possess full quantum abilities. Nevertheless, it is
extremely challenging for us to equip expensive quantum de-
vices under the current technological conditions. To allevi-
ate the costs and lower the difficulty in implementing quan-
tum protocols, Boyer ef al. initially introduced the idea of
“semi-quantum” and designed the earliest semi-quantum key
distribution protocol in 2007.1'8 The semi-quantum environ-
ment comprises two user types: the quantum users and the
classical ones. Specifically, the quantum users possess full
quantum ability, whereas the classical ones only possess re-
stricted quantum abilities. Since then, an increasing num-
ber of semi-quantum schemes have been introduced by ap-
plying the semi-quantum concept to other quantum cryptog-
raphy applications, such as semi-quantum key distribution
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(SQKD), 19291 semi-quantum secret sharing (SQSS),!?1-23
semi-quantum secret direct communication (SQSDC),[24:23]
semi-quantum private comparison (SQPC),?028 etc. In 2016,
the first semi-quantum private comparison (SQPC) protocol
was proposed by Chou et al. based on entanglement swapping
of Bell states.!*”! Ye et al. successfully devised a measure-
resend SQPC protocol to improve the performance of previ-
ous protocols.*Y! Absorbing the conception of semi-quantum,
Lang converted Sun et al.’s QPC schemes into the correspond-
ing SQPC ones.*!1 However, Lin e al. indicated that the pro-
tocols in Ref. [30,31] may be vulnerable, subsequently they
dwelt on a secure and efficient SQPC protocol.*?! To counter-
act the collective noises, Gong et al. designed two SQPC pro-
tocols with the decoherence-free states.!**! Utilizing a method
of combining two classes of W states and identifying the
provenance of quantum states, Li ef al. pioneered an efficient
SQPC protocol.?* Besides, Tian et al. put forward a more ef-
ficient and secure SQPC protocol based on W state.>! Most
prior SQPC protocols only support equality comparison be-
tween two classical users. Thus, to determine the size rela-
tion of the participants’ privacies, Zhou et al. came up with
an SQPC protocol based on the d-level Bell states.*%! Subse-
quently, to enhance the qubit efficiency, Gong et al. put for-
ward an SQPC protocol to judge the size of secrets with d-
level GHZ states.[?”] Recently, two SQPC protocols of size
relationship were raised by considering d-dimensional sin-
gle particles as quantum resource.*8) Wang et al. introduced
a new SQPC protocol to compare the participants’ privacies
by leveraging two-dimensional Bell states.*®! Hu er al. intro-
duced three efficient multi-party SQPC schemes that address
collective dephasing, rotation and amplitude damping noise,
respectively.[*’] Kong et al. innovatively presented a multi-
party SQPC protocol, which can be further enhanced by in-
tegrating machine learning for noise recognition to strengthen
security verification. [*!]

However, the quantum resources in the aforementioned
SQPC protocols are single-use, leading to significant resource
depletion. Inspired by this, an efficient SQPC protocol is de-
signed based on the d-dimensional Bell states. With the aid of
a semi-honest TP, the proposed protocol could determine the
size relationship of classical participants’ privacies. Further,
after completing the comparison task, these d-dimensional
Bell states still can be reused as initial quantum states in other
SQPC protocols.

The remainder of this paper is structured as follows. Sec-
tion 2 presents crucial preliminaries, and Section 3 details the
whole procedure of the presented SQPC scheme. In Section 4,
an efficient SQKD protocol is designed by extending the pre-
sented SQPC protocol.
output result is verified, and several examples are offered. The

In Section 5, the correctness of the

security of the devised scheme against both outside and inside

attacks is analyzed in Section 6. The comparisons between
the designed protocol and other similar schemes are given in
Section 7. Finally, a brief conclusion is provided in Section 8.

2. Preliminary theory

The quantum resource utilized in the proposed SQPC

is the d-dimensional Bell states. In a d-dimensional Hilbert

space, they can be denoted as!3®]

27!:1]14

|0u) = fZe [7)ali® V), e
where u,v € {0,1,...,d — 1}, and @& denotes the addition mod-
ulo d. In addition, in a d-dimensional quantum system, Z-basis
and X-basis can be defined, respectively, as

Z={|k)|k=0,1,...,d—1}, 2
X={FK)|k=0,1,....d—1}, 3)

— 2mijk
where F|k>:\Fk>— ):e a|j), j=0,1,....d —1;

F represents quantum Fourler transform. Using the semi-
quantum environment shown in Ref. [42], classical partici-
pants are restricted to executing the following two operations
on the received particles in the presented scheme:

(a) CTRL operation: letting the particle go back without
any disturbance;

(b) Uy, operation: randomly performing a unitary opera-
tion on the received qubit.

The unitary operation executed by classical participants
could be expressed as

oL

If Alice (Bob) executes unitary operation Uy, on one particle
of the d-dimensional Bell state |¢,,), the Bell state will be
transformed into

2711/n

(j+m)modd|, n=0,1,....d—1. (4

d-1 2mirn
Unm|¢u.v> = Z e d
r=0

| {(r+m) mod d|

27!:1]14

7 g

‘] AB ]+V)m0dd‘

m\

27171] u+n)

ag{(j+v—m)modd|

- L

= |¢u+n,v+m> . 5)

Besides, when both classical users select to perform unitary
operations on the received particles, the d-dimensional Bell
state |¢,,,) will be evolved into

(Uk/? ® Ul?l’) ‘¢M7V>

=1 onin
- { [Z e @ |(r+1)modd), (r|

r=0
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d=1 Hniy
@Y e @ |(r+I') modd), <r|1 }

=0
1 d—1 27riju|.> <(+ ) dd|
X— ) e d V) mo
\/;1]':0 JIaB\\J
1A omie L
==L 7 |(j+1) mod d), g {(j+!") modd|
j=0
Comii(erk) 1 4=l amim(ktr)
= e d e e d
\/Er:O
x|r)ap ((r+v+1"—1) modd|
= M |Quiiin yii—r) (6)
where M = exp[—%’m} is a complete phase of

| @usk/-rip-rr—1) Without any physical effects. Therefore, one
could conclude that

(Ulg ® Ul?l/) |¢M-V>AB = |¢u+k/+k,v+l/fl>AB . @)

3. Proposed semi-quantum private comparison
scheme

Suppose that two classical users Alice and Bob intend to
compare the size relationship of their secrets under the aid
of a semi-honest third party. The “semi-honest” means al-
though TP can comply with the process of the protocol hon-
estly, he can also perform any possible attack to obtain the
secrets of other participants except colluding with any partic-
ipant. Suppose that the confidential secrets of Alice and Bob
are X and Y, respectively, where X = (xo,x1,...,xny—1), ¥ =
(yo,)1,---,yv—1), Here x;,y; € {00,01,...,(h—1)(h—1)},
i=0,1,...,N—1,h= % (d+1). To prevent information leak-
age, classical participants need to pre-share a key sequence
kap = (kgb, k;b, e ,kZ;l) with a secure SQKD protocol, where
ki, €{00,01,...,(h—1)(h—1)}. As given in Fig. 1, the de-
tailed steps of the designed SQPC scheme are outlined as fol-
lows.

Step 1: TP prepares 4N d-dimensional Bell states in
|§..v). Subsequently, the first particles of these Bell states are
selected by TP to form sequence Sa, whereas the second par-
ticles are utilized to construct sequence Sg. Subsequently, TP
sends sequence Sa (Sp) to Alice (Bob).

Step 2: When receiving the particles in Sa (Sg) from TP,
Alice and Bob independently and randomly choose to apply
either the CTRL operation or Uj} (Ug,) operation. Note that
once Alice (Bob) decides to execute U,ﬁ (U,?l,) on the received
particles, she (he) needs to record the value of R, (R;) based
on the label kI (K'I'), where R, = {r} ), [j =0,1,... 2N — 1}
(Rp = {r{)‘1 rf;z |j=0,1,...,2N — 1 }). The specific assignment

rule is RS = ri,rly = (d — k)1 (R} = r] v}, = K'T'). After per-

forming the above-mentioned operations on all particles in Sa

(SB), Alice (Bob) obtains and returns a fresh sequence S, (S)
to TP.

Step 3: When TP confirms that each qubit in S, (Sp) has
been received, he will request classical users to announce their
selections in Step 2. According to the announced information,
TP then carries out the respective functions as delineated in
Table 1.

1. Generate 4N MJ) and devide them ito S, and S,
5, Perform d-dimensional Bell measurement on ;" and S, to check eavesdropping

8. Caleulate 1 = ¢, © ¢, @ ¢; and publish the comparison result

Alice Bob

~

4L»
3.Random CTRL or U,

6. Announcement

<
<

v

3. Random CTRL or U,

7. Calculate ¢, =x, ®R, ®k), 7.Calculate ¢, = y, @R/ @k,
Fig. 1. Framework of the proposed SQPC scheme.

Table 1. Three cases based on participants’ operations.

Case Alice’s operation Bob’s operation TP’s operation Function
Case 1 CTRL CTRL d-dimensional Checking.
Bell measurement eavesdropping
Checki
Case2 UA(CTRL)  CTRL (UB,) eerine
eavesdropping
Case 3 U,ﬁ U, 51, Comparison

Case 1: If both Alice and Bob select to perform CTRL
operation on the received particles at the same positions, TP
will measure Sy and Si with d-dimensional Bell basis to de-
tect eavesdropping, since the presence of an eavesdropper can
be determined by TP according to the measurement outcomes
and the original Bell states. Once the error rate surpasses the
predetermined threshold, the protocol should be terminated.

Case 2: If Alice (Bob) selects to execute CTRL opera-
tion and Bob (Alice) chooses to perform UB (U,?l,) operation
on particles at the same position, TP will measure S, and S}
with the d-dimensional Bell basis and require Bob (Alice) to
promulgate Uk’? (Ulgl,) for eavesdroppers. In this scenario, the
Bell measurement results and the corresponding Uk‘? (Ulg‘l,) op-
eration executed by Alice (Bob) should conform to Eq. (5).
Otherwise, it means the transferred particles may be disturbed
by an eavesdropper. For instance, suppose that the generated
d-dimensional Bell state is in |@p ) and the unitary operation
implemented by Bob (Alice) is Us >, the corresponding mea-
surement result should be |¢, ) according to Eq. (5). Once
the error rate is higher than the predetermined threshold, the
protocol should be suspended.

080304-3
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Case 3: If Alice and Bob select to operate UQ and U,?l,
on the received particles at the same positions, respectively, TP
will measure S’ and Sp with the d-dimensional Bell basis and
send a “‘comparison” message containing these particles’ cur-
rent positions to Alice and Bob. Meanwhile, TP establishes
a new variable ¢, = (k' +k) (' — 1), whose value is obtained
without any difficulty in comparing the initial Bell state |¢,,,)
with the obtained measurement outcome |¢u+k/+k7v+l/, ,>.

Step 4:
from TP, Alice (Bob) extracts the corresponding val-

Upon receiving the ‘“comparison” message

ues from R, (R,) based on the provided particle po-
sition indices. Then Alice (Bob) will rerecord these
extracted values as R}, = {r} riL [i=0,1,...,.N—1}(R, =
{rﬁl r’biz li=0,1,...,N—1}) and compute ¢/, = x; BRI Bk,
(e =y oRDK,)

i, (c}) to TP via the established authenticated classical chan-

Subsequently, Alice (Bob) delivers
c
nel.

Step 5: After obtaining ¢! and c;;, TP calculates 1 =
¢, © ¢} @ ch and then establishes another variable ci, where
r={rir},rir3,...,r\"'r)"1} and © represents the subtrac-
tion modulo d. The relationship between c; and r} 7, could be
denoted as

—1, (h=1)(h—1) <riry < (2h—2)(2h—2);
ci =<0, r’i ré =00; ®)
1, 00<rirh<(h—1)(h—1).
TP will publish i to Alice (Bob), and the size relation
S (xi,y;) of their privacies could be deduced by Alice (Bob)
with .
X <yi, ch=—1;
Xi=yi, ¢, =0; 9)
Xi > Vi, ci =1.

f(xiyi) =

4. Semi-quantum key distribution protocol

Semi-quantum key distribution (SQKD) provides a se-
cure way to transmit keys between two classical participants
with limited quantum abilities. Building upon this concept, the
constructed SQPC protocol can be converted into an efficient
SQKD protocol by modifying certain participants’ operations,
with the detailed steps outlined as follows.

Step 1* and Step 2*: The two steps are same as those of
the above SQPC scheme, respectively.

Step 3*: After receiving the particles sent by Alice and
Bob, TP will perform the d-dimensional Bell measurement on
particles S, and Sj, then publish the corresponding measure-
ment results. According to these results, Alice and Bob could
detect eavesdroppers or obtain a raw key.

Case 1*: In the case that both Alice and Bob choose the
CTRL operation, the Bell measurement results should be iden-

tical to the initial Bell states. Once the number of errors ex-
ceeds the threshold they preset, both Alice and Bob will abort
this protocol.

Case 2%: If either of the two users performs CTRL op-
eration and the rest performs unitary operation, the Bell mea-
surement result and the corresponding operation U,ﬁ w 131’) ex-
ecuted by Alice (Bob) should conform to Eq. (5). The protocol
will be terminated by both parties if the error rate exceeds the
predefined threshold.

Case 3*: If both Alice and Bob apply unitary operations,
each can deduce the other’s operation by comparing the initial
Bell states with the final measurement results, thereby easily
obtaining the value of k'’ (k). Eventually, Alice and Bob will
obtain a raw key according to the encoding rules illustrated in
Table 2.

Step 4*: Alice and Bob implement secret information
amplification on the raw key bits to derive the final secret key.

Table 2. Encoding rule.

Comparison of kand ¥ Comparison of / and// Code
k=K = 00
k=K 141 01
k#K 1= 10
k#K 1#1 1

4.1. Correctness

From Eq. (7), RIEGRi @ dp = (d—kl okl &
(K'+k)(I'—1) = 00 could be easily obtained by TP. Conse-
quently, if TP has received c;, and ¢, from the participants, r'
can be calculated as

i NP N
r c,Oc,dcr

(i ©RG D ki) © (vi B R, Dhyy) B

=RISR ok DX Oy
= X Oy (10)

Namely, .r’i'ré = x’ixé o y’i y’2 ‘ o

If vir;, = 00, then x{x5 = y}»5, ie, x; =y;. If 00 <
rirh < (h— 1)(h— 1‘), then xixi > yiyh, ie., Xi > Yio If
(h—1)(h—1) < riry < (2h—2)(2h—2), then xjx5 < yi»5,
i.e., x; < y;. Based on the above analysis, it is clear that Egs. (8)
and (9) are correct. Thus, the output result of the proposed
protocol is accurate.

4.2. Examples

Several examples will be provided to further verify its
correctness illustrated in Subsection 5.1. Assume that the ini-
tial d-dimensional Bell state generated by TP is |¢o o) and
d = 13. The secret integers of Alice and Bob are 30 and
20, respectively, i.e., x; = 30 and y; = 20. Additionally, Alice
and Bob have prearranged a confidential key 12, that is to say,
kfl » = 12. After Alice and Bob perform operations Uys and Usg,
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respectively, R = 95 and R’bi = 56 will be obtained. Mean-
while, according to the initial Bell states and the corresponding
measurement outcomes, ciT =91 could be easily determined.
In Step 4, Alice (Bob) can calculate cg =30095®12 =07
(¢}, =20 56® 12 =88) and deliver ¢, (c}) to TP. Finally,
based on Egs. (8) and (9), ¥ =07©88@91 = 10, ¢. = 1, and
x; > y; can be drawn. To further illustrate the comparison pro-
cess, Table 2 displays the values of essential parameters.

Table 3. Relationship of parameters for several examples.

Initial Measurement

state 4 xi i U,ﬁ UE’ r RZ RZ' result CiT : ci F i)
132523 45 56 95 56 |gi04) 91 02 X >yi
|$13) 13 25 25 44 55 94 56 |pio4) 91 00 0 xi=y
13 2529 66 86 76 86 |$23) 10 09 -1 x<y;
133532 73 76 63 76 |fug) 1303 1 x>y
|$3s) 133535 77 77 671 77 |gus) 10 00 0 xi=y
133539 76 29 66 29  [png) 93 09 —1 x <y
153532 73 8 83 8  |¢35) 0303 1 xi>y
[#35) 15 35 35 88 89 78 89  |¢ys) 11 00 —1 xi=y
153592 76 19 86 19  |¢115) 83 93 —1 x<y

5. Simulation on IBM quantum cloud platform

The IBM Quantum Cloud Platform provides an online,
ideal simulation environment remotely accessible to IBM’s
prototype quantum processors. Next, under idealized condi-
tions, some operations involved in the presented scheme will
be verified by simulating on the IBM Quantum Cloud Plat-
form. Suppose that the initial quantum state prepared by TP is
a four-dimensional Bell state, in other words, d = 4, it can be
expressed as

13, niju

|¢uv> = EZ e ? |]>|]EBV>

Jj=0

Y

As indicated by Eq. (11), there are 16 possible Bell states in a
four-dimensional Hilbert space. For the convenience of simu-
lation, the four-dimensional quantum states need to be trans-
formed into two-dimensional quantum states with the follow-
ing corresponding conversion:

00) — |0000), |01) — [0001), [02) — [0010),

03) — |0011), |10) — [0100), |11) — |0101),

21

— 1001, [22) — [1010), [23) — |1011),

) ). 01) ), 102) )

) ). [10) ). I11) )

12) = (0110, [13) — [0111), [20) — [1000),

) ), 122) ), 123) )

30) — [1100), [31) — |1101), [|32) — [1110),
) )

133) — [1111). 12)
Therefore, one can obtain

|90,0) = % (|0000) + |0101) 4 [1010) 4 |1111)).  (13)
Assume that the generated four-dimensional Bell state is |9 o)

in Step 1, the corresponding quantum circuit can be designed
as shown in Fig. 2.

o T
(o4

(@l

a4 HS‘I‘Z\O

Fig. 2. Quantum circuit of quantum state for |¢00>

Cc

(a) (b) R 100%
a il — —H—— ’
. 80%
qi (A~ iy
= 60%
- o
X ]
q2 OO i 2 0%
qs e O—— R 20w
4 2 u 3 1 0%
£ o000

Computational basis states

Fig. 3. Quantum circuit and measurement outcome. (a) Quantum circuit for both CTRL operations, (b) measurement outcome.

(a():i‘0 —. o . ._(7(_ (b) _— 100%
a I—Jb ;—I & o
= 60%
qe -n o0 el E 40%
g3 -n & &—— ﬂ% 20%
i 2 ﬂi 1 0%

[1100)
Computational basis states

Fig. 4. Quantum circuit and measurement outcome. (a) Quantum circuit executing CTRL and U3 by Alice and Bob, respectively, (b) measurement outcome.
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(a)

a1

qz

‘i
it

qs

'

(®) 100% -
A=
80%
)
= 60%
=
o
S 40%
2
A 20%
0%
= |o100)

Computational basis states

Fig. 5. Quantum circuit and measurement outcome. (a) Quantum circuit performing U3y and Uy by Alice and Bob, respectively, (b) measurement outcome.

Similarly, the four-dimensional Bell measurement can be
represented as well, and the specific process is

§0,0) — 0000}, [@o,1) — |0001), |¢o2) — (0010},
|¢o3) — [0011), [@1,0) — [0100), |¢1,1) — [0101),

) ) ) ) )

) ) ) ) )

|§1,2) — [0110), [¢13) = [0111), |¢2,0) — [1000),

) ) ) ) )

|¢3,0) — [1100), [¢31) — [1101), |¢32) — [1110),
)

)
)
|¢21) — [1001), [@22) — [1010), |¢23) — [1011),
)
)

|§33) — [1111). (14)

Provided that the original Bell state generated by TP is |¢).
three different cases are simulated. In Case 1, if both Alice
and Bob select CTRL operation on the received particles, the
quantum circuit and the homologous measurement outcome
are displayed in Fig. 3. Under conditions free from eavesdrop-
ping, the obtained measurement result was |0000), indicating
that the outcome of Bell measurement was |¢ o), as shown in
Eq. (14). If one of the two users performs CTRL operation and
the other executes Uz operation in Case 2, the corresponding
quantum circuit and the measurement outcome are depicted
in Fig. 4. The final measurement result obtained by TP was
|1100) (i.e., |¢30)) and is consistent with Eq. (5). In case the
two unitary operations implemented by the participants are
Uso and U, respectively, the quantum circuit was designed
in Fig. 5(a) and the corresponding measurement outcome was
|0100) (i.e., |¢12)), as depicted in Fig. 5(b). Based on the
measurement outcome and Eq. (7), Alice (Bob) can obtain ci
(ct) while TP can acquire ¢, which enables TP to achieve the
comparison of their secrets.

6. Security analyses
6.1. External attack

Suppose Eve is an external eavesdropper motivated by the
desire to steal Alice’s and Bob’s private information without
being detected. To this end, Eve may launch three possible at-
tacks on the transmitted qubits: the intercept-measure-resend
attack, the entangle-measure attack, and the modification at-
tack.

6.1.1. Intercept-measure-resend attack

In the intercept-measure-resend attack, Eve could inter-
cept and measure each particle transmitted from TP in Step 1.
Subsequently, she generates fresh particles in states identical
to her measurement results and forwards these to Alice (Bob).
When Alice (Bob) returns the particles to TP in Step 2, Eve
endeavors to intercept and measure them once again to obtain
valuable information. However, the state of the particles will
change due to Eve’s measurement operation. Hence, Eve’s
illegal behavior could be perceived by TP in Step 3. Con-
sequently, our protocol achieves a higher detection rate com-
pared to prior schemes. When Alice and Bob select to perform
operations CTRL and Uy, (Uy,, and CTRL), respectively, TP
could discover Eve with a probability of 1 — 1/d2. When both
classical users select CTRL operation directly, the probability
of discovering Eve is 1 — 1/d”. Therefore, it can be inferred
that the probability of evading participants’ detection is

1 1 1 d*+3
=gt X = G

In other words, when one qubit is attacked, the probabil-
ity of introducing error by Eve is 1 — (d2 + 3) /4d?* sub-
stantially. Thus, the total rate that Eve would be detected
is 1 — [(d2 +3)/4d2]t, if ¢ particles are attacked. As illus-
trated in Fig. 6, the probability p of detecting Eve increases as

s)

both the total number of particles and the dimension of Bell
states increase. Besides, Fig. 6 also reveals that the probability

0.5

30
20

N
:r’ie;,slb 10
2,
%

20

g
. o @aﬂ“\ .

Fig. 6. Eavesdropping detection probability.
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of detecting Eve approaches 1 when both ¢ and d increase to
4. Therefore, it can be concluded that the suggested protocol
could resist the intercept-measure-resend attack.

6.1.2. Entangle-measure attack

When the particles are sent from TP, Eve could attach an
auxiliary particle |E) to the particles sent by TP and then ex-
ecute unitary operation Ug on each particle. Then Eve will
strive to acquire available information by measuring the aux-
iliary particle. When Eve performs unitary operation Ug, she
can derive

Ug k) &) = a|0) |&o) + a1 |1) |€x1) +
+aga-1ld—1)|&a1)

d—1
= Z Ak |t) €k

UE|Fk> |€> = UEF|k >

- (wdi ""’)

(16)

d—1

- J2 Lo W)
1<

- L (Salilen)

d—

W 8 )

1 d—

Kl
= i Z ot |Fe) &), (17
1,j,6=0
where ): lag|* =1 fork=0,1,....d—1, F, = f Z o |1

and |£l ,> is the pure auxiliary state. Whether Alice (Bob) exe-
cutes operation CTRL or U,,,, she (he) does not need to mea-
sure the particle sent by TP, which means that the entangle-
ment of the entangled particle pairs in Eqgs. (16) and (17) is
not destroyed. Thus, to prevent these states from causing error
rates, Eve is compelled to set a;; = 0, where [ # j. In other
words, Egs. (16) and (17) can be reformulated as

Uk k) &) = a k) |€c) (18)

-1
Y 0/ My |F) le) -
Jm=0

Ue|Fi)le) = (19)

Similarly, Eve must set |Fj) =
detected, that is to say,

|F) to avoid her actions being

-1
Y o/ ag e
=0

=0, k#m. (20)

Meanwhile, when Eve executes unitary operation Ur on the
first particle of a d-dimensional Bell state, the whole quantum

system will evolve into
1 d—1

Uk o) |€) Va & ZUEIJ (j+V) mod d) )

1dl

= fZaJJ|SJJ>|J (j+Vv) modd). (21)

Recalling Egs. (18)—(21), one can obtain

aoo |€0) = arn|en) = = ag-14-1|€a-1a-1). (22)

In accordance with Eq. (22), Eve cannot distinguish the auxil-
iary states |€no),|€11), |8d lLd— 1> That is to say, Eve can-
not gain any useful 1nf0rmat10n from the ancillary states. Con-
sequently, one can assert that the presented protocol is able to

withstand this entangle-measure attack.

6.1.3. Modification attack

In the modification attack, Eve seeks to manipulate the
state of the traveling particles to deceive the participants into
accepting false comparison outcomes without being detected.
By performing unitary operation U, ., on the transmitting par-
ticles, Eve can attain her goal of tampering with secret infor-
mation. However, once Eve executes operation Ue1e2 on one
particle in d-dimensional Bell state |¢, ), the Bell state will
be transformed into

d-1

2mire|

Ueiey [$up) = Y, €@ |r)|(r+e2) mod d)
r=0
1 a1 27[1314
Ze “d |5y Al (s+v) mod d)g
1 d—1 2mij u+e1) .
= fZe /) al(j+Vv+e2) mod d)g
= |¢u+e|,v+e2> . (23)

Obviously, in Cases 1 and 2, TP will discover that the mea-
surement outcomes deviate from the expected outcomes. For
instance, suppose that both Alice and Bob select to perform
CTRL operation on the received particles, and Eve launches
the modification attack on the particles; TP’s measurement re-
sult will be |@y-re, v1e,) instead of |@,.,) as expected. There-
fore, the existence of Eve can be easily detected by partici-
pants. In other words, the devised protocol can thwart this

modification attack.

6.1.4. Double-CNOT attack

Eve performs the first controlled CNOT operation on the
particles sent by TP to Alice or Bob. While Alice or Bob re-
turns particles to TP, Eve performs the CNOT operation again.
Since the execution of two CNOT operations leaves the parti-
cles and the encrypted message unchanged, Eve’s attack will
not be detected in this case. However, Eve cannot get any in-
formation or change the secrets of the participants by perform-
ing the double-CNOT attack. Therefore, the double-CNOT at-
tack is ineffective against the protocol.
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6.2. Internal attack

In general, the internal attack is more menacing than the
external attack. In the inside attack, two types of participant
attacks are considered: one is from dishonest Alice or Bob,
and the other is from dishonest TP.

6.2.1. Attack from Alice (Bob)

Without loss of generality, assume that Bob is a dishon-
est participant who strives to acquire the personal message of
Alice. To achieve the purpose, Bob just needs to know R’ to
figure out Alice’s privacy from c!. Hence, Bob could launch
any possible attack strategy to derive R. Nevertheless, once
Bob attempts to obtain 7/, by performing an outside attack in
Step 1, he will be treated as an outside attacker and his illegal
behavior will result in an error rate approaching 100% in Sub-
section 6.1. In conclusion, no matter what kind of attacks Bob
launched, he is unable to access Alice’s privacy without being
detected. Similarly, it can be concluded that Alice could not
dope out Bob’s privacy either.

6.2.2. Attack from TP

Compared with other attacks, the semi-honest TP has a
higher probability of obtaining confidential information due
to his dual role as both the sender and the receiver of parti-
cles. Assume that the semi-honest TP is dishonest and tries to
disclose the privacy of Alice and Bob. Except for colluding
with other participants, TP could employ any possible attack
strategy. In the devised protocol, the values of ¢, and CZ are
delivered to TP; besides, he could also obtain the information
from Sa (Sg) and S, (Sp). However, TP is still unable to ex-
tract the private information of Alice and Bob from ¢/, and
since the pre-shared key kéb is out of his reach. Thus, TP can
only conclude the size relation of x; and y; but cannot derive
their precise values.

7. Comparison

The detailed comparisons among the presented protocol
and those similar works in Refs. [32,36-38,43,44] are listed
in Table 4. The designed scheme, similar to the protocols in
Refs. [36-38], also could judge the size relation of two clas-
sical users’ privacies. On the contrary, the SQPC protocol in
Ref. [32] is only capable of determining the equality of the par-
ticipants’ privacies. Besides, it is well known that the qubit ef-
ficiency of SQPC protocols is denoted as 11 = ¢/¢, where ¢ de-
notes the number of compared privacies, while g is the overall
number of particles prepared by participants. In the presented
scheme, to compare 2n-bit privacies, TP should prepare eight
d-dimensional Bell states, i.e., sixteen particles, while classi-
cal users are not required to generate any qubit. Therefore,
the qubit efficiency of the suggested protocol is /8, which
could be up to 1/2 when n = 4. By contrast, in Refs. [36-38],

the comparison process requires each participant to produce
qubits, leading to a significant decrease in qubit efficiency.

9

8

>

= 9= Proposed protocol | |
— %= Refs.[36-38)

I

Compared privacy/bit
=

2 4 6 8 10 12 14 16 18 20
d-dimension

Fig. 7. Relationship between dimension and compared privacy.
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The maximum number of privacy
Q
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e s e =
R« A bt i
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d-dimension

Fig. 8. Relationship between dimension and maximal privacy.

The proposed SQPC protocol exhibits a higher qubit ef-
ficiency than Refs. [32,36-38], as shown in Table 4. Further-
more, the proposed protocol and those in Refs. [36-38] em-
ploy high-dimensional quantum states to compare the size re-
lation of privacies. However, when considering the same di-
mension, the number of compared bits varies for each parti-
cle. The proposed scheme could compare 2log, d-bit priva-
cies with one qubit, whereas Refs. [36-38] only could com-
pare log, d-bit privacies with one qubit. As the dimension
increases, the number of compared bits in the protocol in-
creases faster than those in other schemes, as illustrated in
Fig. 7. Similarly, our protocol scales to compare much larger
private numbers than those in Refs. [36-38] as the dimension
increases, as shown in Fig. 8. Consequently, if the partici-
pants intend to compare relatively larger private numbers, the
proposed protocol has more significant advantages. Moreover,
in Refs. [32,36,37], classical users need to possess the ability
of measuring and preparing quantum states. In Ref. [37], al-
though the classical users do not need to measure the qubits,
they still should generate qubits. By contrast, the proposed
protocol does not require classical users to prepare or measure
any particles, which greatly reduces the difficulty of protocol
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implementation. In Refs. [43,44], multiple participants can
compare the size relationship of secret information by execut-
ing the protocol once. However, the protocols in Refs. [43,44]
require the classical parties to measure and prepare new qubits,
and the involvement of two semi-honest third-party TPs. In
addition, their qubit efficiency is very low.

To guarantee protocol security, all the protocols listed in
Table 4 need pre-shared secret keys between the classical par-
ticipants. In the presented protocol, each participant refrains
from disclosing any information about the particles, including
the positions and the values. This approach effectively mini-
mizes the risk of potential information leakage.

Table 4. Comparison among the designed protocol and the other typical SQPC ones. Here, d-D (d-dimensional), QR (quantum resource),
CSQPC (category of SQPC), NMQCU (need of measuring qubits for classical users), NPQCU (need of preparing qubits for classical users), QE

(qubit efficiency).
Protocols [32] [36] [37] Protocol 1138 Protocol 2138 [43] [44] Proposed protocol
QR Single photon d-D Bell state d-D GHZ state d-D single photon d-D single photon d-D single state d-D Bell state d-D Bell state
CSQPC Equality Size Size Size Size Size Size Size
NMQCU Yes Yes Yes No No Yes Yes No
NPQCU Yes Yes Yes Yes Yes Yes Yes No
QE 1/48 1/24 n/16 n/24 n/12 1/32 1/24 n/8
Secure Yes Yes Yes Yes Yes Yes Yes Yes

8. Conclusion

An efficient semi-quantum private comparison protocol is
devised with d-dimensional Bell states, which could compare
the size relation of two classical participants’ privacies under
the control of a semi-honest TP. It is not necessary for the
classical parties to invoke measuring and preparing quantum
states, thereby minimizing the waste of quantum resources
and reducing the demands on quantum hardware. Besides,
compared with existing protocols, the designed protocol has
a distinct advantage in terms of qubit efficiency. By extending
the devised SQPC scheme, an efficient semi-quantum key dis-
tribution scheme is designed. Furthermore, security analysis
indicates that our protocol can resist various kinds of attacks,
including outside attacks from attacker Eve and inside attacks
launched by the participants.
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