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As a newly emerging pillar industry in the medical field, telemedicine relies on the Internet and other transmission
networks to complete the transmission of patient information and obtain the consultation results of telemedicine experts,
which greatly improves the guarantee of patients’ lives. At the same time, the secure transmission of medical data is also
one of the important standards of telemedicine, because any attack or theft caused by the loss of small details, changes,
or information leakage will affect the direction of treatment, resulting in serious consequences. Therefore, a new digital
watermarking scheme for medical images is proposed in this paper, which combines image encryption and watermarking
protection techniques. In the watermarking aspect, the Canny operator is used to obtain the self-embedding watermark
image that is highly related to the plaintext, and the watermark embedding is realized by non-subsampled contourlet trans-
form, discrete wavelet transform, Fourier transform, and other operations. An efficient S-box is constructed by using the
generated chaotic sequence and the improved Z-transform, which fully disrupts the arrangement position of image pixels,
and uses two-way diffusion to complete the distribution of plaintext information in ciphertext to realize image encryption.
Simulation results and related tests show that the algorithm can successfully encrypt color and grayscale medical images
and has good robustness and ability to resist various external attacks.

Keywords: medical image encryption, S-box, self-embedding watermark, canny operator, NSCT transform
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1. Introduction
The revolution and innovation in the field of communi-

cation have driven the rapid development of a large number
of industries. Multimedia applications and digital image com-
munication have been deeply cultivated in more fields, and ser-
vices such as telemedicine, e-commerce, and e-banking have
emerged one after another.[1] As an important reference ma-
terial to assist doctors in the treatment of patients, medical
images provide reference treatment direction by giving doc-
tors feedback on the shape, size, location, and other infor-
mation of various organs in the patient’s body.[2–5] Around
the world, there are many medical institutions that collect and
record pathological information of different patients, and grad-
ually improve treatment methods and plans by accumulating
information.[6] For these medical images with important ther-
apeutic applications, it is important to ensure that they are pro-
tected from various external attacks on the Internet or the hos-
pital’s internal network and achieve secure transmission.[7–11]

Cryptography,[12,13] information steganography,[14]

watermarking,[15] and computer technology are some of the
main forces to protect information and can provide good se-
curity for image information transmission. As a nonlinear
system that meets the requirements of cryptography, chaos
theory has a series of advantages, such as initial value sen-
sitivity, unpredictability, randomness, etc.[16–19] Many image

encryption schemes have been proposed based on its rich
cryptographic characteristics.[20–24] For example, Xian et al.
proposed a fractal sorting moment to complete image encryp-
tion by combining this matrix with a global diffusion method
based on two chaotic sequences.[25] Lin et al. studied and
proposed a brain-like initial enhancement coexisting hyper-
chaos based on coupled neural networks and an encryption
scheme for biomedical images.[26] Zhang et al. proposed a
scheme based on improved large-scale interval chaotic map-
ping and dynamic DNA coding, which is competitive in terms
of security.[27]

As an important structural component of the AES cryp-
tosystem, the S-box provides the source of the nonlinear part
of the system, and people gradually realize the important role
of the AES encryption algorithm.[28–32] At the same time,
as a representative in the field of symmetric cryptographic
keys, building an S-box with high encryption performance
to protect image information is also a frontier research field.
Academics have been working to come up with more effi-
cient solutions.[33–36] For example, Khan proposed a multi-
S-box algorithm based on chaos theory.[37] Zheng et al. used
a dynamic S-box encryption algorithm dependent on double
chaotic mapping.[38] Hussian et al. used a multi-S-box en-
cryption algorithm dependent on Chebyshev mapping.[39] Fi-
nally, Liu et al. used three-dimensional chaotic mapping to
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construct a dynamic S-box image encryption algorithm.[40]

For most application S-box schemes, building multi-S-
box and dynamic S-box has always been the first choice of de-
sign schemes, which requires a lot of time and cost, and can-
not give absolute assurance of security performance. More-
over, numerous continuous-time systems are referenced in the
S-box design, which undoubtedly increases the time cost of
the algorithm. Compared with a continuous system, a discrete
chaotic system has faster iteration efficiency and complexity,
and can provide better security support.[41] In addition, it is
also considered that the single S-box structure has some short-
comings in image encryption. For example, image pixels can-
not be correctly hidden for images with strong correlation and
some binary images, and the histogram does not change sig-
nificantly before and after encryption. To this end, the selected
discrete chaotic system is used to construct the double S-box
structure, and it is applied in the image encryption scheme.

As a general technology to solve copyright disputes
and protect information security, digital watermarking can
be classified into spatial watermarking[42,43] and frequency
watermarking.[44] The former is easier to achieve, but it lacks
robustness and resistance to attacks. As the first choice of
watermarking technology, frequency domain watermarking
mainly focuses on discrete cosine transform, discrete wavelet
transform (DWT), singular value decomposition, and other op-
erations, and realizes information protection by embedding
a watermark on the decomposition coefficient of the carrier
image.[45–47] In this paper, non-subsampled contourlet trans-
form (NSCT), DWT, and Fourier transform are used to im-
plement zero-watermark embedding in medical images. The
algorithm’s contributions are as follows:

1. An S-box with good performance is obtained by
combining discrete chaotic sequences and an improved Z-
transform design.

2. A self-embedding watermark related to the encrypted
medical image through the Canny operator is obtained.

3. The scheme exhibits excellent reconstruction quality
and low distortion in watermark restoration, and the PSNR test
results are outstanding.

4. Simulation outcomes and performance evaluation indi-
cate that the proposed algorithm can effectively complete im-

age encryption and has good robustness and ability to resist
various external attacks.

The rest of this paper is structured as follows. Section 2
describes the theory related to the algorithm. Section 3 de-
scribes the construction process of the S-box and the process
of digital watermark encryption. In Section 4, the simula-
tion outcomes and performance evaluation of the algorithm are
given. Section 5 is the conclusion of the paper.

2. Correlation theory
2.1. Discrete hyperchaotic mapping

Considering that discrete mapping can provide better time
efficiency and complexity compared with continuous map-
ping, and the hyperchaotic system has better performance in
randomness and complexity compared with the chaotic sys-
tem, and can provide more secure and effective support for im-
age encryption, this system is selected. The equation of state
of the system is as follows, and the relevant dynamic char-
acteristics are verified from the aspects of the phase diagram,
LES index, bifurcation diagram, etc.[48]

xn+1 = xn +asin(yn)− k tanh(zn
2)xn,

yn+1 = bxn + c,
zn+1 = zn +dxn.

(1)

Parameters a and b in the equation are used to verify
the characteristics of the system’s dynamics. For parameter
a, with k = 1, b = 1.25, c = 1, d = 1 and the initial condi-
tions being (x0,y0,z0) = (1,1,1), the parameter range [1, 3.5]
is selected. The bifurcation diagram of parameter a and the
test results of LES are presented in Fig. 1. Moreover, from
the obtained results, it can be observed that the transformation
trends of the bifurcation diagram and LES within the interval
are consistent, and as the value of a increases, period-doubling
bifurcation and chaotic states successively appear. In a specific
interval, the system achieves a super-chaotic state, and the at-
tractor of the super-chaotic state is also presented in Fig. 1.
For parameter b, given a = 3, k = 0.7, c = 1, d = 1, the initial
values are (x0,y0,z0) = (1,1,1), and the value range is [1, 3].
The bifurcation diagram and LES of the parameters are shown
in Fig. 2.

0

-1

-2

-3
-3.0 -2.0 -1.0 1.0 1.5 2.0 2.5 3.0 3.5 1.0 1.5 2.0 2.5 3.0 3.5-2.5 -1.5

4

2

-2

-4

0

0.5

-0.5

-1.0

-1.5

0

x a a

y

y
↼n
↽

L
E
S

(a) (b) (c)

Fig. 1. Verification of dynamic characteristics of parameter a. (a) Phase diagram, (b) bifurcation diagram, (c) LES.

090505-2



Chin. Phys. B 35, 090505 (2026)

x

y

4

2

2

-2

-2
-4
-4

0

0

y
↼n
↽

(b)

1.0 1.5 2.0 2.5 3.0
b

1.0

1.0

1.5 2.0 2.5 3.0
b

0.5

-0.5

0

L
E
S

15

10

5

-5

-10

-15

0

(a) (c)

Fig. 2. Verification of dynamic characteristics of parameter b. (a) Phase diagram, (b) bifurcation diagram, (c) LES.

Through the systematic dynamic analysis of parameters
a and b, it can be observed that the selected system exhibits
rich dynamic characteristics and is suitable for the research of
medical image encryption.

2.2. Image edge detection

Image edge detection, as an effective means to extract im-
age feature information, can realize the feedback of the infor-
mation to be transmitted with less data to a certain extent, and
save the transmission time. In the medical field, doctors often
scan human organs by laser and other means, and treat pa-
tients by obtaining contour, position, and other information,

and there is a common relationship between the two. The
Canny operator, as the best step edge detection operator, has
some advantages, such as high recognition precision, accurate
real location, and good anti-noise performance. Through edge
detection and extraction of the encrypted medical image, the
self-embedding watermark image highly related to the origi-
nal image is obtained, which effectively enhances the robust-
ness and saves the amount of transmitted data compared with
embedding the patient’s signature and personal textual infor-
mation into the watermark. The results of a comparison of
extraction with other operators are shown in Fig. 3.

Plaintext image Canny operator Prewitt operator Sobel operator

(a) (b) (c) (d)

Fig. 3. Comparison of edge feature information extraction results of different operators. (a) Plaintext image, (b) Canny operator, (c) Prewitt
operator, (d) Sobel operator.

2.3. NSCT transformation

NSCT transform is a kind of contour wave transform
with superior performance, which consists of a nonsubsam-
pled pyramid (NSP) filter and a nonsubsampled directional fil-
ter bank (NSDFB). Compared with wavelet transform and CT
transform, it can capture the singular information in the image

more effectively, and obtain abundant directional information

images and multi-scale information images, with good trans-

lation invariance. The image is transformed by NSCT, and the

low-pass sub-image and band-pass sub-image are decomposed

by NSP at first. Further decomposition is implemented on the

low-pass sub-image, while the high-frequency components in
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different directions can be obtained by NSDFB decomposition
of the band-pass sub-image, and more accurate direction infor-
mation can be obtained. It is worth noting that considering the
incompleteness of multi-scale decomposition, the background
image obtained in the low-frequency part will contain some
details of the original image, especially in the case of fewer de-

composition layers. Therefore, when embedding the obtained
watermark image, the plaintext is decomposed at three levels
to reduce the display of more specific details. At the same
time, DWT transform and Fourier transform are combined to
achieve frequency domain watermark embedding. An exam-
ple of the breakdown is shown in Fig. 4.

Lowpass
sub-band

(b)(a)

(−π,−π)

(π,π)

Plaintext
image NSP

NSP

NSDFB

Bandpass
sub-band

NSDFB

Bandpass
sub-band

Fig. 4. (a) Decomposition structure diagram, (b) frequency domain decomposition structure diagram.

3. Encryption scheme
3.1. S-box building

This section gives the specific S-box generation process,
combined with the generated random number sequence and Z-

transformation to obtain the final required S-box. The S-box is

applied to the proposed encryption algorithm, and the details

of the generation are given. Relevant examples are given in

Table 1.

Table 1. S-box generation example.

S-box 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

1 60 242 192 71 127 81 201 202 162 79 11 54 245 17 187 85
2 251 227 83 45 247 160 254 174 234 183 105 171 94 219 23 175
3 196 106 252 113 122 53 116 230 115 72 223 182 146 156 241 181
4 184 173 138 21 109 13 197 108 3 135 253 91 33 112 111 250
5 82 25 7 78 133 56 149 76 100 168 39 235 233 163 218 62
6 129 19 232 155 154 203 9 57 186 41 191 59 208 52 120 69
7 134 128 228 151 157 222 90 178 169 12 255 30 220 2 166 27
8 121 42 114 110 75 32 92 172 10 142 14 0 67 51 80 249
9 188 244 118 50 215 214 200 236 22 29 147 176 40 136 66 131

10 64 224 4 43 164 5 237 207 95 209 240 210 117 35 65 130
11 226 88 204 77 229 55 87 177 239 58 185 205 61 217 49 246
12 101 159 70 199 216 167 180 103 221 63 132 107 145 8 193 24
13 194 126 248 139 143 28 195 37 165 231 99 73 125 211 104 213
14 68 119 34 47 153 20 170 98 150 225 190 38 124 36 96 212
15 123 86 141 152 140 16 158 1 189 148 238 97 206 31 44 48
16 137 243 198 144 26 84 179 161 18 46 6 89 74 15 93 102

(a) (b)

Fig. 5. Taking a 3×3 matrix as an example, the zig-zag transformation
is completed. (a) Original matrix. (b) Transformed matrix.

Step 1: By entering the desired conditions of the system,
three different chaotic sequences of X , Y , and Z are obtained.

Step 2: For the generated random numbers of the three

sequences, keep four decimal places, multiply by 104 and per-
form modular operations on 256 to obtain the random number
sequences X1, Y1, and Z1 between [0,255].

Step 3: Select the subsequences of length 128 in the se-
quences X1 and Y1 to form matrix Q.

Step 4: Check whether the elements of the matrix are re-
peated, remove the repeated elements, and obtain the next digit
in the corresponding sequence to ensure that the elements in
the generated matrix Q appear only once.

Step 5: Record the four diagonal positions of matrix Q
as A, B, C, and D. Averaging the random numbers in the se-
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quence Z1 and modulo 4, the result is the specific position
where the Z transformation begins (0–A, 1–B, 2–C, 3–D).

Step 6: The matrix obtained through the operation of
Step 5 is denoted as Q1, which is the generated S-box.

3.2. S-box performance analysis

In order to better reflect the strong cryptography of the
designed S-box, and prove that it can be applied in the field of

image encryption, a comparison of the S-box’s strong crypto-

graphic features is indicated in Table 2. The nonlinear crite-

rion, strict avalanche criterion (SAC), bit independence crite-

rion (BIC), and differential approximate probability (DAP) are

selected for evaluation. By comparative analysis, it seems that

the designed S-box has good cryptographic characteristics and

can be used in image encryption.

Table 2. A performance comparison of the designed S-box.

S-box
Nonlinearity

BIC–SAC BIC-nonlinearity
SAC

DAP
Min Ave Max Min Max

Proposed 105 107.1 110 0.503 103.4 0.4688 0.5941 12
Ref. [49] 100 105 108 0.5038 103.00 0.3906 0.6719 12
Ref. [50] 102 104.75 106 0.5017 103.00 0.3906 0.5938 12
Ref. [51] 102 104.25 108 0.5045 103.07 0.4219 0.6016 12
Ref. [52] 96 103.25 106 0.4864 103.07 0.3906 0.6719 44
Ref. [53] 104 106 108 0.4976 103.85 0.3906 0.5937 12
Ref. [54] 102 104 106 0.5019 103.5 0.4825 0.5175 10
Ref. [55] 84 100 106 0.4962 101.9 0.3712 0.6256 16

3.3. Digital watermarking encryption scheme

In order to ensure the safe transmission of medical im-
ages in modern communication networks such as the Internet,
this paper proposes a new digital image watermarking encryp-
tion scheme for mixed encryption of color medical images and
gray medical images. By embedding watermark information

into carrier medical images, it can effectively avoid informa-
tion copyright disputes, theft, and other problems. The S-box
structure with strong cryptographic characteristics and two-
way diffusion technology is used to encrypt and protect the
transmitted medical images to the greatest extent to protect
the safety of the patients. The specific operation details and
solution flow chart follow.

Watemark
embedding Watemark

embedding

Embedded
watermarking

Watermark
system

Watermark
system

Discrete
hyperchaotic

system

Chaotic sequence
X↪Y↪Z

 S-BOX
Improved
S-BOX

Improved Z
transform Bidirectional

diffusion

Ciphertext
image

Ciphertext
image

Fig. 6. Flowchart of the watermarking encryption scheme.
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3.3.1. Digital watermark embedding

As a kind of watermarking with good robustness and anti-
attack performance, frequency domain watermarking has been
favored. In this paper, we first apply the image edge feature
extraction method to obtain the self-embedding watermark.
Combining NSCT, DWT, and Fourier transform, the water-
mark embedding in the frequency domain is realized. It is
proven that a combination of the above methods can effec-
tively ensure the invisibility and robustness of the watermark,
and the effect is good. The specific implementation is as fol-
lows:

Step 1: Read the carrier medical image, denoted as P. P
can be color or grayscale.

Step 2: The edge features of the carrier medical image P
are extracted by the Canny operator, and the self-embedding
watermark image highly related to P is obtained, denoted as
W .

Step 3: The three-level NSCT transformation is carried
out on image P, so that the obtained low-pass image compo-
nent has fewer texture details, which is denoted as Q3.

Step 4: The low-pass component Q3 is transformed by
DWT. The decomposed low-frequency component and the
three high-frequency components are denoted as WW1, WW2,
WW3, and WW4, respectively.

Step 5: The low-frequency component WW1 is selected
for Fourier decomposition transformation, and the obtained
amplitude and phase are denoted as A and B, respectively.

Step 6: For the obtained self-embedding watermark im-
age W , repeat the above operations, and the obtained ampli-
tude and phase are denoted as A1 and B1.

Step 7: The phase B1 of the watermark image multiplied
by the embedding coefficient is added to the phase B of the
original image. The construction of the embedding coefficient
is realized by a random sequence generated by a chaotic se-
quence, which improves randomness.

Step 8: The new phase and the original amplitude are
transformed by Fourier inversion to get the restored image.
DWT inverse transformation and NSCT inverse transforma-

tion are continued to obtain the final watermark medical im-
age, denoted as P1.

3.3.2. S-box pixel scrambling

Using scrambling to change the position of pixels in med-
ical images embedded with watermarks can not only hide the
transmitted information but also improve the security level.
The dual S-box structure is used to process the position of
pixels, which effectively disrupts the distribution of original
pixels. A detailed description of the implementation follows.

Step 1: Using the random number sequence X obtained
by the iterative chaotic system, the index matrix is constructed,
and the medical image with embedded watermark is scrambled
for the first time, and the result P2 is obtained.

Step 2: Convert the position coordinates of each pixel in
P2 to an 8-bit binary number and set (m, n).

Step 3: Set the first four digits of the 8-bit binary corre-
sponding to m as m1 and the last four digits as m2, and set the
first four digits of n as n1 and the last four digits as n2. Pixel x
is searched in the first S-box according to the new coordinates
(m1, n1). Pixel y is searched in the second S-box according to
(m2, n2).

Step 4: Replace the positions of elements corresponding
to (m,n) and (x,y) in P2.

Step 5: Repeat the above calculation until all pixels in P2

have been replaced and the scrambled result P3 is obtained.
Taking a 4×4 size matrix as an example, an S-box is used

to realize the change of pixel position. A 2-bit binary conver-
sion is performed on the position coordinate (0, 0) of the first
pixel value of 6 in the matrix, resulting in a new coordinate of
(00, 00). Combine the first digit of x and y to get the coordi-
nate (0, 0), in which case the corresponding position element
3 is obtained in S-box1. Combine the second digit of x and the
second digit of y to get the coordinate (0, 0), and obtain the
corresponding position element 2 in S-box2. By searching in
the two S-boxes, the coordinate of the exchange pixel point is
obtained as (3, 2), namely, pixel point 23. Repeat the above
operations until all pixels have been processed.

S-box 1

S-box 2

Fig. 7. Using the S-box structure to scramble image pixel positions.
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3.3.3. Bilateral diffusion

Diffusion operation can hide the small changes of plain-
text in the ciphertext image and can realize effective resis-
tance to external attacks. The bidirectional diffusion method
is used to further process the scrambled image. Compared
with the unidirectional diffusion method, the connection be-
tween the front and back of adjacent pixels is enhanced, so
that the changes caused by plaintext changes are more diffi-
cult to crack, and good performance test results are obtained.

The implementation process is given, and the size of the image
is denoted as M×N.

Step 1: Reading scrambled image P3. At the same time,
the obtained chaotic sequence is subjected to normalization
processing, resulting in the values rand1, rand2, and rand3.

rand1 = X(2999 : end),
rand2 = Y (2999 : end),
rand3 = Z(2999 : end),

(2)


rand1 = round((rand1−min(rand1))/(max(rand1)−min(rand1))×255),
rand2 = round((rand2−min(rand2))/(max(rand2)−min(rand2))×255),
rand3 = round((rand3−min(rand3))/(max(rand3)−min(rand3))×255).

(3)

Step 2: A zero matrix E of the same size is constructed,
and the pixel at position (1, 1) in P3 is brought into the formula
for calculation, and the new pixel value obtained is stored in
the corresponding position of matrix E.

E(1,1) = mod((P(1,1)+(rand3(1)+ rand1(1))),256). (4)

Step 3: The other elements of the first row except (1, 1)
are substituted into formula (2) to obtain the new element val-
ues and place them in the corresponding positions of the ma-
trix E.

E(i,1) = mod((P(i−1,1)+E(i−1,1)+(rand3((i−1)×N

+ rand1((i−1)×N))),256). (5)

Step 4: The elements divided by (1,1) in the first column
are brought into formula 3 for calculation, and the resulting
new element value is placed in the corresponding position of
the matrix E.

E(1, j) = mod((P(1, j−1)+E(1, j−1)

+(rand3( j−1)+ rand1( j−1))),256). (6)

Step 5: The remaining pixels in the image are brought
into formula 4, and the new pixels obtained are placed in the
corresponding positions of matrix E. At this time, all pixels in
P3 have completed the diffusion operation.

E(i, j) = mod((P(i−1, j−1)+E(i−1, j−1)

+(rand3((i−1)×N + j−1)

+ rand1((i−1)×N + j−1))),256). (7)

4. Simulation results and performance testing

To more intuitively reflect the practicability of the de-
signed algorithm in medical image encryption and private
information copyright protection, two kinds of color and gray
medical images are watermarked and encrypted. The obtained

(a) (b) (c) (e) (f)

Fig. 8. Encryption results of color and grayscale medical images. (a) Carrier medical image, (b) self-embedding watermarking image, (c)
watermarking image, (d) ciphertext image, (e) decryption image.
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simulation results and related embedded watermarks are
shown in the Fig. 8. It seems that the proposed algorithm
can intuitively and effectively complete information encryp-
tion and copyright protection. Furthermore, in order to better
demonstrate the generalizability of the algorithm design, the
encryption and decryption effects are tested again for medical
images of different sizes (i.e., 1018× 1001, 180× 180, and
583× 1107). The results of the new test are shown in Fig. 9.
It can be seen that for medical images of different sizes, the
designed algorithm still has good encryption and decryption
effects and the watermark is invisible.

Fig. 9. Encryption and decryption results of medical images of different
sizes.

4.1. Time efficiency

The encryption time represents the efficiency of the al-
gorithm in practical application, and the faster the time, the
higher the efficiency, and the greater the image value informa-
tion transmitted. For medical images with practical therapeu-
tic application value, the earlier the doctor obtains the relevant
information about the patient, the more effectively the safety
of the patient will be guaranteed. Further comparative analysis
of time results is shown in Table 3. From the comparison re-
sults, it seems that the algorithm has high time efficiency and

practical value in medical image transmission.

Table 3. Results of transmission time comparison.

Proposed Ref. [56] Ref. [57] Ref. [58] Ref. [59]
0.5241 3.3021 3.5781 0.823 1.256

4.2. Watermark extraction and reconstruction

Watermarking is the core method to maintain the copy-
right of information. The quality and distortion of the water-
mark extracted and reconstructed after a series of operations
are important criteria to judge the quality of the embedded
watermarking method. After the medical image is embedded
and the encryption and decryption operations are completed,
the embedded watermark is reconstructed and restored, and its
specific PSNR value is calculated. Through visual observation
and testing of the data support of PSNR value, the quality of
the embedding method is proved. The obtained PSNR values
are compared and shown in Table 4.

(a) (b) (c)

Fig. 10. (a) Embedding watermark, (b) watermark encryption, (c) wa-
termark reconstruction.

Table 4. Testing the PSNR value.

Scheme Proposed Ref. [60] Ref. [61] Ref. [62] Ref. [63]
PSNR(dB) 54.4 35.31 38.6088 49.0054 45.934
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Fig. 11. Histogram test results obtained before and after encryption. (a) Plain image, (b) watermark image, (c) encrypted image.
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Fig. 12. Correlation comparison between adjacent pixels before and after encryption. (a) Horizontal direction, (b) vertical direction, (c) diagonal direction.

4.3. Histogram check

Histogram testing is one of the criteria to evaluate the
resistance of algorithms to statistical attacks. By observing
whether the distribution of each intensity pixel of plaintext be-
fore and after encryption is uniform, the performance of the al-
gorithm is further reflected. The histograms obtained by effec-
tive encryption algorithms are highly smooth and consistent.
The histogram results of the algorithm are shown in Fig. 11,
which meet the relevant standards and can well resist statisti-
cal attacks.

4.4. Correlation text

Strong correlation is one of the characteristics of image
information itself, and external attackers often use it as a start-
ing point to crack the plaintext information. No matter what
type of transmitted images, the harm caused by information
disclosure is inestimable, especially for medical images. The
loss and tampering of a patient’s information will directly af-
fect their treatment and recovery. Therefore, the proposed wa-
termarking encryption algorithm should reduce the strong cor-
relation between pixels to the greatest extent, so that the pixels
are evenly distributed in the interval and cannot be destroyed
by attackers. Color medical images are selected for verifica-
tion, and the distribution of pixels before and after encryption
is obtained, as shown in Fig. 12, which shows that the algo-
rithm effectively realizes the low correlation between pixels.

4.5. Key space and key sensitivity testing

Exhaustive attack is a common method of password
breaking: the password combination is cracked by conduct-
ing a lot of tests on the password. This means of attack has
a great success rate for algorithms with small key space, so
the proposed algorithm must have a large enough key space
to avoid plaintext information breaking through exhaustive at-
tacks. This paper selects a kind of three-dimensional discrete
hyperchaos system as the carrier, with a, b, c, d, k and five
parameters x0, y0, z0 three initial values, respectively, to get

their sensitivity to the test, the sensitivities of the 10−16, 10−16,
10−15, 10−16, 10−15, 10−15, 10−15, 10−15, the calculated total
key space is about 2408, which is much higher than the rel-
evant standard requirements, so it can well resist brute force
attacks such as exhaustive attacks. At the same time, after
decrypting and restoring the disturbed ciphertext, the image
obtained is still a noise-like image, indicating that the small-
est disturbance cannot accurately decrypt the ciphertext image,
showing the relevant excellent characteristics of the algorithm.
Table 5 presents a comparison of relevant literature. Figure 13
presents the decryption results after perturbation of different
parameters.

Table 5. Key space comparison with relevant references.

Scheme Proposed Ref. [64] Ref. [65] Ref. [66]
Total 2408 2318 2302 2408

↼b↽ b⇁-16 ↼c↽ c⇁-15 ↼d↽ y0⇁-15↼a↽ a⇁-16

↼f↽ b⇁-16 ↼g↽ c⇁-15 ↼h↽ y0⇁-15↼e↽ a⇁-16

Fig. 13. Key sensitivity test for color medical images and grayscale medi-
cal images. The decryption results of the image under the perturbations of
(a) a+10−16, (b) b+10−16, (c) c+10−16, (d) y0 +10−15.

4.6. NPCR and UACI analysis

A differential attack makes small changes to the plaintext
and observes the change of ciphertext to break the cipher struc-
ture. Generally, the test results of NPCR and UACI are used to
check the anti-differential attack capability of the algorithm.
Both reflect the amount of pixel change and the average inten-
sity of the overall image change, respectively. Table 6 presents
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the test standards of both at the 0.05 confidence level and the
test results obtained in this paper.

Table 6. NPCR and UACI test results.

NPCR0.05 (%) U0.05−,U0.05+ (%) NPCR (%) UACI (%)

99.5893 (33.3730, 33.5541) 99.6014 33.4562

4.7. Information entropy

Information entropy provides a criterion for evaluating
the uncertainty and invisibility of image information, which
represents the expected probability of each pixel value in the

image. Theoretically, the maximum value of information en-
tropy is 8. The closer the result obtained after the algorithm
test is to 8, the better the plaintext information can be hidden
by the proposed algorithm. Table 7 compares the data with
the literature. It can be seen that the algorithm test result is
superior.

Table 7. Comparison of information entropy test results.

Proposed Ref. [67] Ref. [68] Ref. [69] Ref. [70]
7.9992 7.9979 7.9993 7.99740 7.909

(a) SPN, 0.008 (b) SPN, 0.03 (c) SPN, 0.06 (d) SPN, 0.08 (e) GN, 1T10-7

Fig. 14. Different levels of salt-and-pepper noise and Gaussian noise attacks: (a) SPN: 0.008, (b) SPN: 0.03, (c) SPN: 0.06, (d) SPN: 0.08, (e) GN: 10−7.

(a) 10% (b) 20% (c) 25% (d) 30% (e) 35%

Fig. 15. Resistance to reduction of shear attacks of different degrees: (a) 10%, (b) 20%, (c) 25%, (d) 30%, (e) 35%.

5. Conclusion
Medical images provide effective auxiliary materials for

patient treatment, and cross-border medical treatment has be-
come more sophisticated. As the importance of image in-
formation with special therapeutic significance has grown, it
has become important to ensure its security in the transmis-
sion network. In this paper, a new self-embedding watermark-

ing algorithm for color and grayscale medical images is pro-

posed, which realizes the secure transmission of information

by means of encryption and watermarking. In the aspect of

watermarking, the self-embedding watermark, which is highly

related to the encrypted medical image, is obtained by edge

feature extraction. By combining NSCT transform, DWT de-

composition, Fourier transform, and other technologies, wa-
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termark embedding in the frequency domain is realized. In
terms of encryption, the S-box structure with strong crypto-
graphic characteristics is designed to realize the disturbance
of pixel position, the plaintext information is further hidden
by two-way diffusion technology to complete the diffusion op-
eration, and the noise-like image after encryption is obtained.
Simulation results show that the algorithm can achieve a good
encryption effect for both color and gray medical images. The
nonlinear criterion and strict avalanche criterion are tested to
prove the strong cryptographic properties of the S-box. Large
enough key space and high sensitivity to key changes prove
that the algorithm has good resistance to external attacks, such
as exhaustive attacks. The high efficiency of the transmission
time ensures the reliability of the algorithm in real-time im-
age transmission and reflects the high value of the algorithm
in practical applications. The flat histogram, the low correla-
tion of adjacent pixels, and the information entropy close to the
theoretical value demonstrate the strong resistance of the algo-
rithm to statistical attacks. The excellent results of NPCR and
UACI demonstrate the superiority of the algorithm against dif-
ferential attacks. In terms of robustness, the different degrees
of resistance to shear and noise attacks, the extraction and re-
construction of the embedded watermark, and the PSNR test
prove the feasibility of the embedded watermark method and
the strong robustness of the algorithm. In summary, the pro-
posed scheme has very high practical value and can provide
theoretical support for research in related fields.
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