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This paper proposes a novel modular-bias-sin chaotification method (MBSC) to address the limitations of existing
discrete memristor (DM)-based chaotic maps. By applying MBSC to several fundamental discrete memristors, the en-
hanced chaotic variants are constructed. Comprehensive dynamical analyses, including attractor phase diagrams, Lyapunov
exponents, bifurcation diagrams, Shannon entropy (SE) complexity, and chaotic region scale (CRS), demonstrate that the
MBSC-enhanced maps outperform the original DM maps and existing modified models. Specifically, they exhibit wider
chaotic parameter ranges, larger Lyapunov exponents, higher SE complexity, and robust hyperchaotic behavior. To validate
practical applicability, a pseudo-random number generator (PRNG) based on the enhanced chaotic maps is implemented,
which passes all NIST SP 800-22 statistical tests, confirming its high randomness and suitability for security-sensitive

applications.
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1. Introduction

Professor Leon Chua predicted the memristor as the
fourth fundamental electronic component following resis-
tors, capacitors, and inductors in 1971, with its first re-
alization achieved in 2008.[>) The memristor enables pre-
cise control over its characteristics via charge and magnetic
flux. Endowed with inherent nonlinear memristive proper-
ties, non-volatile storage capabilities, and synaptic plastic-
ity, it has been applied in various fields such as non-volatile
memory, >4 artificial intelligence,>®! nervous system,!’"]

10-12] and secure communication. 3] Com-

chaotic dynamics,[
pared with continuous memristors, discrete memristors fea-
ture a simplified system architecture, a more straightforward
structure, ease of implementation, enhanced digital compat-
ibility, and lower implementation costs on digital platforms.
In 2020, Peng et al.

it to the Hénon map.!'#! Since then, a growing number of

developed a DM model and applied

DM-based chaotic maps have been proposed, including frac-
tional memristive discrete maps,!'>! quadratic discrete mem-
ristors (Q-DM), sinusoidal discrete memristors (S-DM), expo-
nential discrete memristors (E-DM), and absolute value dis-
crete memristors (A-DM).[1®1 As a result, they have shown
potential in digital systems,[!'”l image encryption,[!8-201 se-

k,[22.23]1 and resource-

cure communication,?!! neuron networ
constrained application scenarios,>*! prompting extensive re-

search by scholars in the field.
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Discrete memristors exhibit unique nonlinear character-
istics due to their internal state variables, which distinguish
them from traditional nonlinear devices and also facilitate the
construction of chaotic maps. To enhance the dynamical per-
formance of systems, researchers often combine DMs with
existing chaotic maps or systems to improve their dynamical
properties. In 2021, Bao et al. applied Q-DM to the logistic
map and introduced cosine discrete memristors into different
maps, both of which effectively enhanced the chaotic perfor-
mance and created new maps with higher complexity.[?>-6]
Ma et al. proposed a locally active DM and applied it to a
two-dimensional chaotic map.>”) In 2022, Liang et al. devel-
oped a discrete memristive chaotic map exhibiting line fixed
points, multistability, and enhanced chaotification. (281 1 2023,
Fu et al. developed a divergence-free memristive Hénon map
using state variable difference, demonstrating rich dynamics
and physical realizability through circuit implementation.?”]
In 2024, Wang et al.

tive Hénon map with wider chaotic range and order-dependent

proposed a fractional-order memris-

dynamics, and successfully implemented it on an FPGA
platform.3% In 2025, Wu et al. proposed a non-autonomous
DM-based hyperchaotic map with “initial-boosted attractors”
and “attractor size control”, confirming its potential in enhanc-
ing chaotic complexity.3!)

In recent studies, researchers have leveraged the intrin-
sic nonlinearity of memristors to develop novel chaotic maps

through self-feedback approaches. Bao ef al. established a
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generalized DM model and derived four hyperchaotic maps
exhibiting initial-sensitive characteristics in 2021.['® Build-
ing upon it, subsequent advancements, including their devel-
opment of quadratic DM cascade and parallel architectures,
comprehensively characterized parameter-dependent dynam-
ical behaviors.3>33] Further progress was achieved by Yuan
et al. through innovative DM operational methodologies in-
volving cascade, parallel, and composite configurations in
2023.1341 In 2022, Deng et al. implemented a simplified DM
map for reservoir computing applications.*>! Yu et al. pro-
posed a novel cosine hyperchaotic map with multiple ampli-
tude control modes and boosting-free regions in 2024.13¢! No-
tably, Zhu et al. introduced a modular arithmetic approach for
DM chaotic enhancement, significantly improving dynamical
performance.*’! Despite these advancements, critical chal-
lenges persist regarding constrained chaotic domains, limited
Lyapunov exponents and inadequate complexity factors con-
tributing to predictable parameter sensitivity and instability
under perturbations. 3849 This limitation underscores the fun-
damental trade-off between performance and complexity in
the design of chaotic systems. As a result, current research
efforts concentrate on developing robust chaotic maps that bal-
ance these conflicting requirements while preserving enhanced
dynamical characteristics.

This paper presents a novel modular-bias-sin chaotifica-
tion method (MBSC) that significantly enhances the chaotic
characteristics of conventional memristor maps through the
synergistic integration of self-feedback mechanisms, modu-
lar arithmetic operations, and trigonometric (sine) transfor-
mations. The proposed MBSC approach is systematically ap-
plied to four fundamental memristor maps, successfully gen-
erating four distinct chaotic variants with markedly improved
nonlinear dynamics. Comprehensive dynamical analyses and
comparative studies with existing methods demonstrate that
the novel maps exhibit superior chaotic performance across
multiple metrics, including wider parameter ranges for chaotic
behavior, significantly larger Lyapunov exponents, enhanced
SE complexity, and expanded chaotic parameter scales. These
quantitative improvements collectively validate the effective-
ness of the MBSC method in substantially augmenting the
chaotic properties of memristor-based maps while maintain-
ing implementation feasibility, offering promising potential
for applications requiring robust chaotic behavior.

The remainder of this paper is organized as follows. Sec-
tion 2 provides a comprehensive review of discrete memris-
tors and introduces the proposed MBSC methodology in de-
tail. In Section 3, we conduct a thorough analysis of the
chaotic dynamical characteristics of the enhanced maps and
perform comparative studies with existing approaches. Sec-
tion 4 presents a pseudo-random number generator (PRNG)
based on the enhanced chaotic maps, and validates the ran-

domness quality using the NIST statistical test. Its practi-
cality is verified through space complexity, time complexity,
and throughput tests. Finally, Section 5 concludes the paper
by summarizing key findings and discussing potential applica-

tions.

2. Chaotification method for discrete memris-
tors

2.1. Discrete memristors

A memristor, as the fourth fundamental circuit element
following resistors, capacitors, and inductors, exhibits intrin-
sic nonlinear characteristics. The mathematical model of a

continuous memristor is expressed as follows:

{V(I)ZM(Q)Z'(I),
dg(t) _

o = i), M

where v(¢) and i(¢) denote voltage and current respectively, ¢
represents the charge, and M(q) stands for the memristance, a
state-dependent function determined by the charge g. Through
the application of the forward Euler difference method, the
continuous memristor can be discretized to derive the discrete
memristor, whose mathematical expression is given by

vp =M (qy,) i,
Lo 2ot g
where v,, i,, g, and M(q,) represent the voltage, current,
charge and memristance at the n-th iteration, respectively.
M(g,) has many types and is expressed in different mathe-
matical expressions. € is a scaling factor, but for simplicity, its
value will be set to 1 in the subsequent analysis. Four com-
monly used discrete memristor models are listed in Table 1,
including Q-DM, A-DM, S-DM, and E-DM. Usually, these
memristors can form a memristor chaotic map through self-
feedback operation.!'%! It is noteworthy that the maps tend to
diverge easily under signal stimulation and exhibit only lim-
ited chaotic behavior. In this study, a novel chaotification
method is proposed to enhance their chaotic performance.

2.2. Design of the modular chaotification method

To address these issues, we propose a novel chaotification
approach, namely, the modular-bias-sin chaotification method
(MBSC). In order to distinguish it from variables that origi-
nally had a practical physical concept, we replace v with x.
The mathematical expression of the MBSC chaotic map is as
follows:

{ Xnt1 = |aM (g,) x, + b] mod m, 3)

qn+1 = ksin (xn +Cln) )
where a denotes the scaling factor from the original discrete
memristive map. Its function is to adjust the amplitude of the
output of the memristor. b is the bias parameter. m represents
the modulus, and & is the scaling factor for the introduced sin
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function. x, and g, correspond to the sequence values at the n-
th iteration. The method constructs new chaotic maps through
three key modifications: modular arithmetic constrains the
variable range to prevent numerical overflow, a bias param-
eter fine-tunes the system state to eliminate stable points, and
the sin function introduces additional nonlinearity to enhance
chaotic complexity. The structure of the MBSC is illustrated
more clearly in Fig. 1. By inputting only the initial values
Xo (iterative sequence initial value) and gy (memristor initial
state), the system automatically performs iterative computa-
tion and outputs two sequences x,+ and g,+1. In addition, D
in Fig. 1 represents a delay unit of the iterative map. That is,

after a delay time, x,,1| replaces x,, for the next iteration calcu-

lation. In order to demonstrate the generality of the proposed
method and facilitate comparative analysis, this paper contin-
ues to use the four discrete memristors from Refs. [16,37], as
shown in Table 1.

Fig. 1. The structure of the MBSC method.

Table 1. Mathematical expression of the four DMs and corresponding MBSC.

DM Mathematical expression MBSC Mathematical expression
Q-DM Xntl =a (q% - 1)x,, Q-MBSC Xn+1 = [a(.‘Iﬁ — 1)x, +b] mod m
qn+1 =qn+Xn qn+1 = ksm(x,, +qn)
A-DM X1 = a(|gn| = 1) xn A-MBSC Xn+1 = [a(.‘qll‘_l)xn""b] mod m
qn+1 =qn+Xn qn+1 = ksm(x,, +qn)
S-DM Xnt1 = asin (7qy) X, S-MBSC Xnt1 = |a ?in (7 qn) Xn +b] mod m
qn+1 =qn+Xn qn+1 = ksm(x,, +Qn)
EDM Xnp1 = a(ecos(mm) _ 1), E-MBSC Xl = [a(.e’c"s(”q") —1)x, +b] mod m
qn+1 =qn+Xn qn+1 :ksm(xn""‘h)

3. Dynamical characteristics analysis
3.1. Attractor phase diagram

An attractor refers to the long-term stable trajectory of a
chaotic system in the phase space, reflecting the intrinsic laws
of the system. Phase diagram analysis provides an intuitive
means to preliminarily determine whether a system is in a
chaotic state. Figure 2 illustrates the phase diagram of the Q-
MBSC attractor under the following Parameter configurations:
a =3, b =1, initial values xyp = 0.1 and g9 = 0.1, along with
two distinct parameter pairs: k=2, m=5and k=5, m = 2.
These phase diagram illustrate that m controls the range of
x,€(0,m) in the phase space, while k governs the range of
gn€(—k,k). In Fig. 2(a), when k = 5 and m = 2, the range of
qn is (=5, 5), and the range of x; is (0, 2). In Fig. 2(b), when
k =2 and m =5, the range of g, is (—2, 2), and the range of
x, 1s (0, 5). Additionally, the state points of the chaotic system

5.0 2
(a) (b)
2.5 1
& 0 s 0
—2.5 —1
—5.0 -2
0 0.5 1.0 1.5 2.0 0 1 2 3 4 5
T Tn

Fig. 2. The phase diagram of the Q-MBSC attractor: (a) k =5, m =2,
(b)k=2,m=5.

are observed to be uniformly distributed across the attractor
domain in two phase diagrams, indicating that the system ex-
hibits excellent ergodicity. Considering the control effects of k
and m in Eq. (3), the attractors of the x,—g, plane for the four
MBSC maps in Table 1 should be similar to Fig. 2. This has
also been confirmed through simulation, so the attractors for
the other three MBSC maps are not shown in the paper.

3.2. Lyapunov exponents and bifurcation diagrams

In this section, we sequentially analyze the Lyapunov
exponents and bifurcation diagrams of the chaotic maps un-
der different parameter conditions, with comparisons to previ-
ous research findings. We begin with parameter a. Figure 3
presents the Lyapunov exponents and bifurcation diagrams of
MBSC maps under the parameter settings: b=1,k=5,m=2,
initial values xo = 0.1 and go = 0.1, and a € [0, 6]. For compar-
ison, Fig. 4 shows the analysis results of previous studies under
the same parameter conditions. Q-MBC, A-MBC, S-MBC,
and E-MBC represent the chaotic maps obtained by applying
the chaotification method from Ref. [37] to the four fundamen-
tal memristors, respectively. For comparison purposes, we re-
plot the figures from the aforementioned reference here. As
observed from Fig. 3, the Lyapunov exponents increase grad-
ually with the growth of parameter a, and their values are con-
sistently larger than those shown in Fig. 4. For comparative
analysis, we examine the Q-MBSC and Q-MBC cases. As
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shown in the figure, when a = 6, the Lyapunov exponent of
MBSC approaches 4, whereas that of MBC remains around
only 2. In contrast, Fig. 4 reveals that as a increases, distinct
periodic windows emerge, and the bifurcation diagram shows
transitions from chaotic to periodic states, whereas the MBSC
maps exhibit only periodic behavior near a = 0 as shown in
Fig. 3. For most of the parameter range, the MBSC maps
maintain chaotic or hyperchaotic states.

GME}}’/// (b)2fLEI =
0 4

Fig. 3. The Lyapunov exponents and bifurcation diagrams of MBSC
maps withb =1, k=5, m=2, xp=0.1 and go = 0.1: (a) Q-MBSC
map, (b) A-MBSC map, (c) S-MBSC map, (d) E-MBSC map.

(2) 2R (b) 2[TEL

3
a

Fig. 4. The Lyapunov exponents and bifurcation diagrams of MBC
maps with b =1, m =2, xo = 0.1 and g9 = 0.1: (a) Q-MBC map,
(b) A-MBC map, (c) S-MBC map, (d) E-MBC map.

Next, we turn to parameter b, which functions as the bias
parameter in Eq. (3). Its primary role is to eliminate stable
points in the original system and enhance the system’s chaotic
characteristics. Figure 5 presents the Lyapunov exponents and
bifurcation diagrams of MBSC maps under the parameter con-
figuration: a = 3, k =5, m = 2, initial values x9 = 0.1 and
go = 0.1, with b € [-5,5]. As observed from the figures,
throughout the variation of b, the system exhibits significant
chaotic behavior: both Lyapunov exponents remain consis-
tently positive with minimal fluctuations, indicating that the

map maintains a hyperchaotic state. Figure 6 displays the Lya-
punov exponents and bifurcation diagram of the MBC maps
under identical parameter conditions. It can be observed that
periodic windows emerge in the MBC maps, leading to a tran-
sition from chaotic to non-chaotic states. In comparison with
the results in Fig. 6, the MBSC demonstrates higher Lyapunov
exponents across the entire range of b, with periodic win-
dows completely absent. This confirms stronger stability in its
chaotic behavior, further validating the superiority of MBSC
in enhancing chaotic characteristics.

(a) 4T ()2

2 4 LE1

B 2 LE2 —__ 51 7
0 0 LE2

-5 0 5 -5 0 5

>
e
o

LEs
LEs

0 5 0 5
b b

Fig. 5. The Lyapunov exponents and bifurcation diagrams of MBSC
maps witha =3, k=5, m=2, xg =0.1 and go = 0.1: (a) Q-MBSC
map, (b) A-MBSC map, (c) S-MBSC map, (d) E-MBSC map.

-5 0 5 -5 0 5
b b

Fig. 6. The Lyapunov exponents and bifurcation diagrams of MBC
maps with a =3, m =2, xo = 0.1 and gop = 0.1: (a) Q-MBC map,
(b) A-MBC map, (c) S-MBC map, (d) E-MBC map.

Subsequently, we examine parameter m, which corre-
sponds to the modulus in the proposed method. This parame-
ter restricts the range of the attractor domain and influences the
system’s dynamical behavior. Figure 7 presents the Lyapunov
exponents and bifurcation diagrams of MBSC maps under the
parameter settings: a =3, b =1, k =5, initial values xog = 0.1
and go = 0.1, with m € [0, 10]. It can be observed that the max-
imum Lyapunov exponent (MLE) of the Q-MBSC, A-MBSC,
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and E-MBSC remains consistently positive, while the second
Lyapunov exponent (LE2) exhibits a gradual upward trend, in-
dicating that these systems maintain chaotic or hyperchaotic
states throughout the parameter range. For the S-MBSC, tran-
sient periodic windows appear only near m = 0 and m = 1,
with chaotic behavior preserved in all other ranges. Figure 8
shows the Lyapunov exponents and the bifurcation diagrams
of the MBC maps under identical parameter conditions. How-
ever, the chaotic characteristics under this configuration are
unsatisfactory, particularly when m is small, where the system
exhibits a relatively low Lyapunov exponent accompanied by
pronounced unstable oscillations. In comparison with Fig. 8§,
the Lyapunov exponents of the MBSC are significantly en-
hanced. This is particularly evident in the A-MBC: in Fig. 8,
the Lyapunov exponent decreases gradually with increasing m
and even becomes negative, whereas the A-MBSC map main-
tains a high Lyapunov exponent and retains a hyperchaotic
state across the entire range, demonstrating stronger stability
in its chaotic behavior. It should be additionally noted that in
the four bifurcation diagrams in Fig. 7, when m € [0, 10], the
amplitude of the maximum value of the sequence x,, linearly
increases from 0 to 10. The maximum value of x, is equal
to m. This is exactly consistent with the conclusion in Sub-
section 3.1 that m controls the range of x,€(0,m) in the phase

space.
(a) 4 (b) 2

= P
w 2t LE1— a1 LE1
5 o I = 0 Vol
9 LE2 -1 LE2

Fig. 7. The Lyapunov exponents and bifurcation diagrams of MBSC
maps witha=3,k=5,b=1, xp=0.1 and g9 = 0.1: (a) Q-MBSC
map, (b) A-MBSC map, (c) S-MBSC map, (d) E-MBSC map.

Comparing Figs. 3 and 4, Figs. 5 and 6, as well as Figs. 7
and 8 obtained from numerical simulations, there are some
points where chaotic performance has decreased. But over-
all, the majority of Lyapunov exponents have improved, with
many areas being in a hyperchaotic state and the chaotic range
significantly increasing, especially eliminating all the periodic
windows in Fig. 6. So, the introduction of the variables has
improved the overall chaotic performance of the map.

(a) 4 (b) 2
& =
=0 = 0
) [~ LE2 1 LE2 —~
) 2 4 6 8 10 0 2 4 6 8 10
10 10
8 5 8 5
0 0
0 2 4 6 8 10 0 2 4 6 8 10
m m
() 2 ET= > (d) 2 LW
5 0 i LﬂA 17</~//~/~/*““~"
— / =
-2 / 0
i LE2 IR
0 2 1 6 8 10 0 2 4 6 8 10
10 10,
85 % 5
0 A 0
0 2 4 6 8 1 0 2 4 6 8 10
m m

Fig. 8. The Lyapunov exponents and bifurcation diagrams of MBC
maps witha=3,b=1,xp=0.1 and go =0.1: (a) Q-MBC map, (b) A-
MBC map, (¢) S-MBC map, (d) E-MBC map.

a) 4 b) 2
(G Q: ( >0\LE1‘W¢§:
@ o 0 \% Y |
3] r m_2 i
-2 = 4 LE2
:461 LE2 :6
0 1 2 3 4 5 6 0 12 3 4 5 6
2 2
TR {
! t
8 1 % § 8 1 i f y:
0 0
0 1 2 3 4 5 6 0 1 2 3 4 5 6
k k

T 2 3 4 5 o 1 2 3 4 5 6
2{‘ 2 4
[ e - e
s 1P g & 1t =
0 @ : 0 i
o 1 2 3 4 5 6 o 1 2 3 4 5 6
k k

Fig. 9. The Lyapunov exponents and bifurcation diagrams of MBSC
maps witha=3,b=1,m=2, xp =0.1 and go = 0.1: (a) Q-MBSC
map, (b) A-MBSC map, (c) S-MBSC map, (d) E-MBSC map.

Moving on to parameter k, which acts as a control param-
eter in the MBSC method to regulate the system’s dynamic
equilibrium, we further analyze its influence. Figure 9 presents
the Lyapunov exponents and bifurcation diagrams of MBSC
maps under the parameter configuration: a =3, b=1,m =2,
initial values xo = 0.1 and go = 0.1, with k € [1,10]. The re-
sults indicate that as k increases, the system’s Lyapunov ex-
ponents exhibit a gradual upward trend, reflecting a contin-
uous enhancement of chaotic characteristics. However, tran-
sient periodic windows are observed, for instance, in the A-
MBSC, these windows are primarily concentrated near k = 1
and k = 3, with chaotic behavior maintained throughout the
remaining range. In Fig. 9, which shows the Lyapunov ex-
ponents and bifurcation diagrams of MBSC maps, multiple
periodic windows appear as k changes. Performance degra-
dations occur. This is mainly due to the characteristics of dif-
ferent discrete memristors. In order to maintain good chaotic
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characteristics of the system in applications, it is necessary to
comprehensively consider the selection of parameters.
Finally, we investigate the effects of variations in initial
values xg and go to determine whether the system can maintain
a stable chaotic state under such changes. Figure 10 presents
the Lyapunov exponents of MBSC maps under the parame-
ter settings: a =3, b =1, m =2, k =5, with xo € [-3,3]
and go € [—2,2]. As observed, the Lyapunov exponents of
the MBSC remain consistently high with minimal fluctuations
across all variations of xp and g, indicating strong robustness
Additionally, both Lya-
punov exponents remain positive throughout the entire range,

against initial value perturbations.

confirming that the system maintains a stable hyperchaotic
state under different initial conditions. In contrast, the Lya-
punov exponents shown in Ref. [37] are smaller, and for the
A-MBC in particular, the second Lyapunov exponent becomes
negative, failing to sustain a hyperchaotic state. These results
further validate the superiority of the proposed method under
initial value perturbations, ensuring the system’s stability and
reliability across diverse initial conditions.

LE1 LE1
(a) == [E2 (b) = [E2
3 U 2o 0
.2 15
& = 1.0
— 1 )
0.5
0 0y
2
3
0 o 3 0
q0 _5—3 oo q0 5 —3 %o
LE1 LE1
(c) - [ E2 (d) -2
2.0 0 20
1.5 1.5
= 1.0 d1.0
L
0.5 0.5
0 0,
2 3 3
0 5 0 0
do -2 =3 g do -2 -3 g

Fig. 10. The Lyapunov exponents of MBSC maps witha =3, b =1,
m=2,k=>5: (a) Q-MBSC map, (b) A-MBSC map, (c) S-MBSC map,
(d) E-MBSC map.

3.3. SE complexity

SE complexity is an indicator used to measure the ran-
domness of output sequences of the system: the closer its value
is to 1, the more random the sequence, and the more difficult
it is to be cracked or predicted. Below is a detailed analysis
of SE complexity for MBSC maps under different parameter
conditions.

When the parameters are setasa=3,b=1,k=5m=2,
with xo € [—3,3] and gg € [—2,2], the SE complexity of differ-
ent maps is shown in Fig. 11. As observed, the SE complexity
of the proposed model remains consistently above 0.94 across
all variations of initial values xp and ¢qg, indicating extremely
high randomness and anti-prediction capability.

Figure 12 presents the heatmap of the system’s SE com-
plexity under the parameter settings: k =5, m = 2, xo = 0.1,
go=0.1, with a € [0,10] and b € [0, 10]. From Fig. 12, it can
be seen that the system exhibits low SE complexity only un-
der a few parameter combinations, and in most regions, the
SE complexity remains above 0.9. This demonstrates that the
system maintains high randomness and strong anti-prediction
capability over a wide range of parameters, further confirming
the superiority and applicability of the proposed model.

SE
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(a)
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Fig. 11. The SE complexity of MBSC maps witha=3,b=1,m =2,
k =15: (a) Q-MBSC map, (b) A-MBSC map, (c) S-MBSC map, (d) E-

MBSC map.
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Fig. 12. SE complexity of MBSC maps with k =5, m = 2, xo = 0.1,
qo = 0.1: (a) Q-MBSC map, (b) A-MBSC map, (c¢) S-MBSC map,
(d) E-MBSC map.
Furthermore, in Table 2, the maximum Lyapunov expo-
nent and SE complexity of the DM map!'®! and the MBC

map, 37!

as well as the MBSC map proposed in this paper, are
listed under identical parameters. The parameter k of the DM
map is equivalent to the parameter a of the MBC and MBSC
maps. Comparison shows that under identical parameters, the
Lyapunov exponent and SE complexity of the MBSC map are
higher than those of the DM and MBC maps. The results indi-

cate that the MBSC map has better chaotic performance.
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Table 2. The structure of the MBSC method.

DM-based maps  Parameters setting MLE SE

Q-DM map!'®! k=1.78 0.2741  0.8688
A-DM map!!6! k=23 0.2561  0.7450
S-DM map!1°! k=184 0.2582  0.8736
E-DM map!'¢] k=2.66 0.2513  0.8637
Q-MBC mapP”l  b=1,m=4,a=1.78 1.7185  0.9255
A-MBC map®”!  b=1,m=4,a=2.3 1.1508  0.9324
S-MBC mapPl  b=1,m=4,a=1.84 0.9616  0.9248
E-MBC mapB”!  b=1,m=4,a=2.66 1.1849  0.9261
Q-MBSC map b=1,m=4,a=178k=5 26896 0.9605
A-MBSC map b=1,m=4,a=23k=5 17341 0.9606
S-MBSC map b=1,m=4,a=184k=5 15138 09581
E-MBSC map b=1,m=4,a=266,k=5 17738 0.9600

3.4. Chaotic region scale (CRS)

The CRS is a quantitative index designed to evaluate the
chaotic range of chaotic systems.*!] It enables a quantitative
analysis to determine the extent of the chaotic range, rather
than merely making a qualitative judgment on whether the
chaotic range is wider or narrower. The mathematical expres-
sion of CRS is as follows:

1~

(ai*j —aj)/Ap
CRS = =

- % 100%
(aj—ao)/Ap
(aj; —ajp)
==L X100%. )
(aj—ao)

e~

Here, ag and a; represent the starting and cutoff parameters of
the total parameter range, respectively. aj, and a;‘j are the start-
ing and cutoff parameters of different chaotic parameter re-
gions. [ denotes the number of chaotic regions within the total
parameter range, and Ap is the step accuracy. When conduct-
ing comparisons, reference should be made to the chaotic pa-
rameter region of the original system. Additionally, the com-
pared systems must adopt the same step accuracy and param-

eter range.
100 100
(a) (b)
80 80
¥ 60 X 60
n n
240 &2 40
O O
20 20
0 0
0 1 2 3 4 5 0 I 2 3 4 5
a a
100 100
(c) (d)
80 80
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Fig. 13. The CRSs related to a: (a) Q-MBSC map and Q-MBC map, (b) A-
MBSC map and A-MBC map, (c) S-MBSC map and S-MBC map, (d) E-
MBSC map and DMP-MBC map (red: MBSC map, blue: MBC map).

We perform a comparative analysis of the CRS between
MBSC maps and the maps from previous studies, with pa-
rameter a as the variable. The parameters are set as follows:
ap =0, a; =5, and step size Ap = 0.01. The comparison of
CRS indices between the two types of models is presented in
Fig. 13. As observed from the figure, the CRS index of the
improved model is significantly higher than that of the MBC
across the entire chaotic region, indicating that the MBSC ef-
fectively enhances the chaos range of the maps within the pa-
rameter domain.

4. PRNG design and test
4.1. PRNG design

PRNGs play a fundamental role in modern cryptographic
systems by providing statistically random sequences from
The PRNG based on the MBSC
map adopts a three-stage processing architecture to convert

deterministic algorithms.

chaotic sequences into cryptographically secure random num-
bers. The specific implementation steps are as follows.

Step 1: The system implements the MBSC map with
identical parameters. After performing 1000 warm-up itera-
tions to eliminate transient effects, it generates two distinct
chaotic sequences: x, and g,. The co-generated sequences
provide complementary nonlinear characteristics for enhanced
randomness in subsequent processing stages.

Step 2: The chaotic sequences undergo standardized nu-
merical processing to ensure cryptographic-quality random-
ness. First, each 32-bit floating-point value x,, g, is converted
to 32-bit IEEE 754 binary. The system then performs uniform
bit extraction across all sequences using

M, = (bits(x,)& 0x000FF000) > 12, )
M, = (bits(g,)& 0x0000FF0) > 4,

where >> and < denote right and left bit shifts, respectively.
This extracts 8-bit segments from bits 12—19 of x,, and 4-11 of
qn- The extracted values are combined via an XOR operation

M, =M, ®&M,. (©6)

Step 3: To maximize randomness, the extracted 8-bit val-
ues undergo a two-layer diffusion process. First, intra-value
diffusion is applied through cyclic bit operations

Mgt = My @ (Mg > 3) © (M, < 2). (7

This operation creates nonlinear dependencies between
adjacent bits. The diffused values are then grouped into 32-
bit blocks and processed with a lightweight permutation

Rout = (Mg ® M) + 0x9E3779B9. (8)
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4.2. NIST test for the PRNG

The NIST SP 800-22 test suite,[*?! a widely recognized
standard in the United States, provides a comprehensive set
of statistical tests designed to evaluate the randomness qual-
ity of PRNGs. It verifies their resistance against various sta-
tistical attacks and ensures cryptographic-grade unpredictabil-
ity. The evaluation metrics include both p-values and pass
rates, which collectively determine whether a sequence meets

the stringent randomness requirements. For Q-MBSC and E-
MBSC, weseta=3,b=1,m =4, k=15 and initial conditions
x0 = 0.1, go = 0.1. Our experimental results demonstrate that
both Q-MBSC- and E-MBSC-based PRNGs successfully pass
NIST tests, confirming their strong randomness properties and
practical applicability for security-sensitive applications. The
complete test results are presented in Table 3 for detailed com-

parison.

Table 3. Test results of NIST SP800-22.

. Q-MBSC map E-MBSC map
Test index

Poalve Pass rate Result Poatve Pass rate Result
Frequency 0.4573 0.99 Passed 0.5372 0.98 Passed
Block frequency 0.8561 0.98 Passed 0.2248 0.99 Passed
Runs 0.3367 1 Passed 0.8915 1 Passed
Longest run 0.6423 0.97 Passed 0.3567 0.97 Passed
Binary matrix rank 0.4565 0.99 Passed 0.1029 0.99 Passed
FFT 0.9410 0.96 Passed 0.6783 0.96 Passed
Non-overlapping template 0.3264 0.98 Passed 0.0145 0.98 Passed
Overlapping template 0.9146 0.97 Passed 0.4321 0.97 Passed
Linear complexity 0.4184 0.99 Passed 0.7654 0.99 Passed
Serial (1st) 0.1679 0.98 Passed 0.2983 0.98 Passed
Serial (2nd) 0.0479 1 Passed 0.9237 1 Passed
Approximate entropy 0.3465 1 Passed 0.5548 1 Passed
Cumulative sums forward 0.5677 0.97 Passed 0.1876 0.97 Passed
Cumulative sums reverse 0.9648 1 Passed 0.6412 0.96 Passed
Random excursions 0.5579 0.99 Passed 0.4098 1 Passed
Random excursions variant 0.8697 1 Passed 0.6475 1 Passed

4.3. Performance analysis of PRNG

To verify the practicality of the proposed PRNG in
engineering applications, its computational complexity and
throughput are evaluated. The PRNG operates in three se-
quential stages: warm-up iteration, bit extraction, and diffu-
sion processing. Its time and space complexities are analyzed
as follows.

4.3.1. Time complexity

Assume that the length of the generated random sequence
is N. Warm-up iteration: A fixed number of 1000 iterations is
executed to eliminate transient effects, which is independent of
N. Thus, the time complexity is O(1). Bit extraction: For each
of the N groups of state variables (x,, g, ), operations including
32-bit IEEE 754 floating-point format conversion, bit masking
extraction, and XOR combination are performed. Each opera-
tion takes constant time, leading to an overall time complexity
of O(N). Diffusion processing: Two sub-steps are involved.
intra-value diffusion performs 3 cyclic shifts and XOR opera-
tions on each 8-bit M,, with constant time per operation. 32-
bit block permutation operates independently of block length.
The total time complexity for this stage is O(N).

Combining all stages, the total time complexity of the
PRNG is O(N), indicating linear time efficiency, which is suit-
able for large-scale random sequence generation.

4.3.2. Space complexity

The PRNG only requires storing a constant number of
fixed-size variables, including state variables: x, and g, (32-
bit floating-point each), intermediate variables: M,, M,, M,,
Mgige (8-bit each), and a 32-bit block cache, control parame-
ters: a, b, m, k (32-bit each). It is independent of the sequence
length N. The total storage requirement is approximately 240
bits (< 30 bytes), resulting in a space complexity of O(1). This
ultra-low memory footprint makes the PRNG highly suitable
for resource-constrained hardware implementations.

4.3.3. Throughput tests

To verify the engineering feasibility of the proposed
PRNG, throughput tests were conducted under software sim-
ulation, where the PRNG was implemented in Python 3.9 and
run on an Intel Core 15-12400 CPU (3.7 GHz). The through-
put was evaluated by measuring the time required to generate
a 1 GB random sequence. The result shows that the PRNG
completed the generation in 27.8 seconds, corresponding to
a throughput of 294 Mbps. This performance level demon-
strates strong adaptability to practical application scenarios. It
can provide sufficient redundancy for low-rate tasks, such as
sensor data encryption (which typically requires 1-10 Mbps),
and fully meets the bandwidth demands of medium-rate appli-
cations including image encryption (10—100 Mbps) and secure
communication (50-500 Mbps). It ensures real-time sequence
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generation without latency accumulation, confirming that the
proposed PRNG balances efficiency and reliability in software
implementation for a wide range of chaotic cryptography and
secure communication scenarios.

5. Conclusions

In this paper, we propose a novel modular-bias-sin chao-
tification method to address the limitations of existing DM-
based chaotic maps, such as constrained chaotic domains,
small Lyapunov exponents, and insufficient complexity. By
applying it to four fundamental DMs, we successfully con-
struct the enhanced chaotic maps. The comprehensive dy-
namical analyses demonstrate that the MBSC-enhanced maps
exhibit significant improvements, including wider chaotic pa-
rameter ranges, stronger chaotic intensity, higher complexity,
and robustness to perturbations. Additionally, a PRNG based
on the Q-MBSC and E-MBSC maps is implemented, which
employs a three-stage processing architecture and passes all
NIST SP 800-22 tests. Thus, the MBSC method effectively
enhances the chaotic performance of DM-based maps while
maintaining structural simplicity and implementation feasibil-
ity, showing promise for applications like image encryption
and secure communication, with future work focusing on opti-
mizing parameters, exploring hardware implementations, and
extending the method to other chaotic systems.
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