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Quantum designated verifier signature (QDVS) schemes can be applied in many scenarios, such as e-voting and
electronic bidding. In this paper, we propose a novel QDVS scheme based on Lagrange interpolation. By avoiding the
preparation of entangled states and the operation of comparing quantum states, our scheme effectively reduces the com-
plexity of the signature scheme. In the process of identity authentication our scheme assigns a unique identity identifier to
the signer Alice and the verifier Bob to ensure non-repudiation of the signature. Security analysis shows that the scheme
can effectively resist common threats such as forgery attacks and interception attacks. In addition, the qubit efficiency of
our scheme reaches 100%. Compared with existing QDVS schemes, the proposed scheme shows significant advantages in
terms of resource consumption, computational complexity and practical application feasibility.
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1. Introduction
Digital signatures were originally proposed by Diffie and

Hellman in 1976.[1] As an application based on asymmetric
cryptography, the core of a digital signature lies in encrypt-
ing message digests through a private key to generate digital
signatures that are widely used in a variety of fields such as e-
commerce, digital certificates, file transfers and network com-
munications. In the traditional digital signature system, the
signer first uses a one-way hash function to digest the original
message, generating a fixed-length digest. Subsequently, the
signer encrypts the digest using his private key to generate a
digital signature. This signature is transmitted along with the
original message to the receiver. The security of traditional
digital signature schemes relies on computational complexity,
such as decomposing large numbers and solving discrete loga-
rithmic problems. However, with the advent of quantum com-
puting, these schemes may face serious challenges. In con-
trast, quantum signatures based on the quantum no-cloning
theorem and the quantum uncertainty principle are more re-
silient to attacks brought about by increased computing power.

The quantum signature concept was first proposed
by Gottesman and Chuang based on quantum one-way
functions.[2] Subsequently, Li et al. proposed an arbitrated
quantum signature scheme.[3] In their scheme, a trusted third
party, which acts as an arbitrator, determines the validity of
the signature. In 2015, a new quantum blind signature scheme
based on Bell states was proposed.[4] Then many quantum

blind signatures were proposed.[5–9] In 2024, a secure quan-
tum group signature scheme based on three-qubit entangled
states was proposed.[10] This scheme has unforgeability and
non-repudiation, and is mainly applied to scenarios where
group members’ signatures and privacy protection are re-
quired. In addition, scholars have also put forward many quan-
tum secret sharing protocols. For example, Bai et al.[42] sug-
gested a verifiable quantum secret sharing protocol that adopts
d-dimensional product states and Lagrange interpolation tech-
nology. Their scheme demonstrates both effectiveness and
superiority in achieving secure and verifiable quantum secret
sharing.

Quantum signature schemes have a wide range of applica-
tions. For example, in electronic bidding, bidders may utilize
quantum signatures to authenticate their proposals, guarantee-
ing that only designated tenderers can validate bid authenticity.
This feature protects the bidder’s privacy.[11–16] In e-voting,
voters can use quantum signatures to encrypt their ballot infor-
mation, ensuring that only designated vote-counting agencies
can verify the validity of the ballots.[17–23]

QDVS allows signers to designate one or more verifiers,
and the validity of the signature can only be verified by desig-
nated verifiers. The QDVS scheme should possess the follow-
ing security properties.[24–26]

(1) Correctness: If the signer uses the signature algorithm
correctly and the signature is verified by the signature algo-
rithm, then all designated verifiers should accept the validity
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of the signature.

(2) Non-transferability: Even if the verifier is convinced
of the signature’s authenticity, he cannot prove to any third
party that the signature comes from the signer Alice or him-
self.

(3) Hiding the source: A third party cannot determine
whether the signature comes from Alice or Bob; this feature
protects the signers’ privacy.

(4) Unforgeability: It is impossible to create a valid signa-
ture without the private keys of the signer and the designated
verifier.

Due to the wide applicability of QDVS, many QDVS
schemes have been proposed in recent years. Based on quan-
tum one-way functions and Greenberger–Horne–Zeilinger
(GHZ) states, Shi et al.[25] proposed a QDVS scheme in which
the verifier, Bob, can generate the same signature as the signer,
Alice, and the validity of the signature can only be verified
by Bob. After analyzing Shi’s scheme, Xin et al.[27] pro-
posed a QDVS scheme based on Bell states. This new scheme
overcame the shortcomings of Shi’s scheme. Notably, Shi’s
scheme does not require any quantum one-way functions or
quantum state comparison algorithms, achieving higher quan-
tum bit efficiency. In terms of security, this scheme can resist
forgery attacks, retransmission attacks and impersonation at-
tacks. Then, Zhang et al.[28] proposed a QDVS scheme with-
out a third party based on Bell states. The security of this
scheme relies on the fundamental principles of quantum me-
chanics. The scheme does not require any quantum key distri-
bution protocol (QKDP), quantum one-way functions or state
swapping test operations, improving the efficiency of quantum
signatures. However, the preparation of Bell states and GHZ
states requires a lot of resources.

In this paper, we construct a QDVS scheme based on
Lagrangian interpolation. Our scheme does not use entan-
gled states, thereby avoiding the complications associated with
their preparation. Additionally, it does not require the op-
eration of quantum state comparison. These features signifi-
cantly simplify the operational process and enhance the feasi-
bility and practicality of our scheme. In addition, our scheme
does not need to use quantum one-way functions, which im-
proves the efficiency of the signature. Compared with existing
schemes, our scheme achieves 100% qubit efficiency. There-
fore, our scheme has better security and efficiency.

The paper is organised as follows. In Section 2, we intro-
duce the necessary preliminary knowledge about this scheme.
In Section 3, our QDVS scheme based on Lagrange interpo-
lation is described in detail. In Section 4, the security of the
scheme is analysed. A brief conclusion is given in Section 5.

2. Preliminaries
To facilitate understanding of our scheme, in this section

we will briefly summarize the relevant preliminary knowledge.
Assume we have two random number sequences x =

(x1,x2,x3, . . . ,xn) and y = (y1,y2,y3, . . . ,yn), where xi 6= x j

when i 6= j for j = 1,2,3, . . . ,n and i = 1,2,3, . . . ,n. We will
construct the polynomial L(x) from the sequences x and y us-
ing the Lagrange interpolation. L(x) is the unique (n− 1)-
degree polynomial formed by the sequences x and y

li(x) =
n

∏
j=1, j 6=i

x− x j

xi− x j
. (1)

The Lagrange interpolation polynomial can be expressed
as

L(x) =
n

∑
i=1

yili(x). (2)

To better understand this, we take a simple example. As-
sume the random number sequences x = (1,2,4) and y =

(1,4,16). Now we need to calculate the interpolation re-
sult at x = 3. The corresponding Lagrange basis polynomials
l1(x), l2(x), l3(x) are

l1(x) =
(x− x2)(x− x3)

(x1− x2)(x1− x3)
=

(x−2)(x−4)
(1−2)(1−4)

=
1
3
(x−2)(x−4), (3)

l2(x) =
(x− x1)(x− x3)

(x2− x1)(x2− x3)
=

(x−1)(x−4)
(2−1)(2−4)

= −1
2
(x−1)(x−4), (4)

l3(x) =
(x− x1)(x− x2)

(x3− x1)(x3− x2)
=

(x−1)(x−2)
(4−1)(4−2)

=
1
6
(x−1)(x−2). (5)

So, we can obtain the Lagrange interpolation polynomial

L(x) = y1l1(x)+ y2l2(x)+ y3l3(x)

= 1× 1
3
(x−2)(x−4)−4× 1

2
(x−1)(x−4)

+16× 1
6
(x−1)(x−2)

= x2. (6)

We calculate the interpolation result at x = 3 and obtain
L(3) = 9.

3. Our QDVS scheme
Our QDVS scheme includes four phases: initialization

phase, key generation phase, signature phase and verification
phase. In our scheme, Alice represents the signer, Bob repre-
sents the verifier and Trent represents the trusted third party.
The main steps of the QDVS scheme are shown in Fig. 1.
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Alice

TrentBob
(4) L↼s↽

(1) x↪ s↪ c↪ KAB

(2) |A>′↪ B>′↪ M

(3) KAT↪ L′↼s↽

Fig. 1. Schematic of the QDVS scheme. (1) Alice shares random se-
quences numbers x, c, random number s and KAB with Bob. (2) Alice
calculates |A〉 , |B〉, then adds decoy particles to |A〉 and |B〉 to obtain
|A〉′ and |B〉′. She sends |A〉′ , |B〉′ and M to Bob. Bob receives |A〉′ , |B〉′
and calculates L′(s). (3) Alice shares KAT with Trent. Alice calculates
L′(s) and sends it to Trent. (4) Trent publishes the value of L(s) on the
public board. Bob compares L′(s) with L(s).

3.1. Initialization phase

Let Y = |0〉〈1|− |1〉〈0|, Y− = |1〉〈0|− |0〉〈1| and YY− =

(Y−)Y = I =
[

1 0
0 1

]
. X = |1〉〈0|+ |0〉〈1| and XX = I. F is a

function that converts a binary number to a decimal number.
The symbol “⊕” is the XOR operation.

Alice and Bob each have their own identity identifiers,
and these two identifiers are public between them. Assume
that Alice’s identity is IDA = (IDA1 , IDA2 , . . . , IDAi , . . . , IDAn)

and Bob’s identity is IDB = (IDB1 , IDB2 , . . . , IDBi , . . . , IDBn),
where IDA ∈ {0,1}n and IDB ∈ {0,1}n for i = 1,2,3, . . . ,n.
All the symbols and their descriptions are provided in Table 1.

Table 1. Notation table.

Symbol Description
Y , Y−, X unitary operations
⊕ XOR operation
F binary conversion function
H Hadamard operator

IDA, IDB identification of identities
KAB, KAT private keys

M the message to be signed
h decoy particle

3.2. Key generation phase

Alice shares the n-bit private key KAB =

(KAB1 ,KAB2 , . . . ,KABn) ∈ {0,1}
n, the n-bit random number

c = (c1,c2,c3, . . . ,cn) ∈ {0,1}n, x = (x1,x2,x3, . . . ,xn) and
the decimal random number s (s ∈ n) with Bob through
QKDP,[29–31] where xi 6= x j when i 6= j for j = 1,2,3, . . . ,n
and i = 1,2,3, . . . ,n.

Trent shares the n-bit private key KAT =

(KAT1 ,KAT2 , . . . ,KATn) ∈ {0,1}
n with Alice through QKDP.

3.3. Signature phase

Let M = (m1,m2,m3, . . . ,mn) is a 2n-bit message that
needs to be signed, where mi ∈ {00,01,10,11} for i =
1,2,3, . . . ,n.

Step 1: Alice forms an n-bit string a =

(a1,a2,a3, . . . ,an) ∈ {0,1}n and b = (b1,b2,b3, . . . ,bn) ∈

{0,1}n with M, where ai is the first bit of mi and bi is the
second bit of mi for i = 1,2,3, . . . ,n.

Alice uses function F to convert the binary number mi

into the decimal number yi, where y = (y1,y2,y3, . . . ,yn) for
yi ∈ {0,1,2,3} and i = 1,2,3, . . . ,n. The conversion process is
shown in Table 2.

Table 2. Conversion table.

Signed message Value after conversion
mi = 00 (ai = 0,bi = 0) yi = 0
mi = 01 (ai = 0,bi = 1) yi = 1
mi = 10 (ai = 1,bi = 0) yi = 2
mi = 11 (ai = 1,bi = 1) yi = 3

Step 2: Alice calculates the Lagrangian interpolation
polynomial L(x) according to the sequences x and y. The cal-
culation method is shown in the preliminaries.

When Alice completes the calculation, she will obtain a
polynomial L(x) of degree (n− 1) in terms of x. Then Alice
calculates the value of L(x) at x = s and obtains L(s), where
L(s) is a decimal number. Then she encrypts L(s) using the
key KAT and sends it to Trent.

Step 3: (1) Alice converts the classical sequences
a = (a1,a2,a3, . . . ,an) ∈ {0,1}n and b = (b1,b2,b3, . . . ,bn) ∈
{0,1}n into quantum sequences |a〉 and |b〉, respectively.

|a〉= {|a1〉 , |a2〉 , . . . , |an〉} , |ai〉 ∈ {|0〉 , |1〉} , (7)

|b〉= {|b1〉 , |b2〉 , . . . , |bn〉} , |bi〉 ∈ {|0〉 , |1〉} . (8)

(2) Alice performs the operation Y ci⊕IDBi HKABi⊕IDAi on
each |ai〉 to obtain

|Ai〉= Y ci⊕IDBi HKABi⊕IDAi |ai〉 , i = 1,2,3, . . . ,n. (9)

Alice performs the operation Xci⊕IDBi HKABi⊕IDAi on each
|bi〉 to obtain

|Bi〉= Xci⊕IDBi HKABi⊕IDAi |bi〉 , i = 1,2,3, . . . ,n. (10)

(3) Then Alice obtains the quantum sequences |A〉 =
(|A1〉 , |A2〉 , . . . , |An〉) and |B〉 = (|B1〉 , |B2〉 , . . . , |Bn〉), where
|Ai〉 ∈ {|0〉, |1〉, |+〉, |−〉} and |Bi〉 ∈ {|0〉, |1〉, |+〉, |−〉} for i =
1, 2, . . . , n.

Step 4: To detect eavesdropping, Alice generates 2h de-
coy particles, each of which is randomly in one of the four
states {|0〉 , |1〉 , |+〉 , |−〉}, where |+〉 = 1√

2
(|0〉 + |1〉) and

|−〉 = 1√
2
(|0〉 − |1〉). She adds 2h decoy particles at ran-

dom to the quantum sequences |A〉 = {|A1〉 , |A2〉 , . . . , |An〉}
and |B〉 = {|B1〉 , |B2〉 , . . . , |Bn〉}. Then she obtains the quan-
tum sequences |A〉′ and |B〉′.

Then Alice sends the quantum sequences |A〉′, |B〉′ and
message M to Bob.

3.4. Verification phase

Step 1: After Bob has received the quantum sequences
|A〉′, |B〉′ and message M, Alice publishes the positions and
the initial states of all the decoy particles mixed in the quan-
tum sequences |A〉′ and |B〉′. Bob measures the decoy particles
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with the corresponding measurement bases and compares the
measurement results with the initial decoy particles published
by Alice. If there is no error, Bob gets the quantum sequences
|A〉 and |B〉; otherwise, he restarts the protocol.

Step 2: Bob performs HKABi⊕IDAi (Y−)ci⊕IDBi opera-
tion on |Ai〉 and HKABi⊕IDAi Xci⊕IDBi on |Bi〉, where i =
1,2,3, . . . ,n, ∣∣a′i〉= HKABi⊕IDAi (Y−)ci⊕IDBi |Ai〉 , (11)∣∣b′i〉= HKABi⊕IDAi Xci⊕IDBi |Bi〉 . (12)

Then Bob can obtain the quantum sequences |a′〉 and
|b′〉. Bob measures each |a′i〉 with the basis of {|0〉 , |1〉}.
If the measurement result is 0, Bob sets a′i = 0; otherwise,
a′i = 1. Similar to this, Bob measures each |b′i〉 with the basis
of {|0〉 , |1〉}. If the measurement result is 0, Bob sets b′i = 0;
otherwise, b′i = 1. Then he obtains the classical sequences
a′ = (a′1,a

′
2,a
′
3, . . . ,a

′
n)∈ {0,1}

n and b′ = (b′1,b
′
2,b
′
3, . . . ,b

′
n)∈

{0,1}n. According to the values of sequences a′ and b′, Bob
can obtain the sequence y′ = (y′1,y

′
2,y
′
3, . . . ,y

′
n) by using the

function F , where y′i ∈ {0,1,2,3} for i = 1,2,3, . . . ,n.
Step 3: Bob calculates the polynomial L′(x) according to

x and y′. He obtains a polynomial L′(x) of degree (n− 1) in
terms of x. Then he lets x = s to obtain the value of L′(s).

After Bob completes the calculation, he sends a notice to
Trent. After receiving the notice, Trent publishes the value of
L(s) on the public board. Then Bob compares L(s) with L′(s).
If L(s) = L′(s), he accepts the signature; otherwise, he rejects
the signature.

4. Correctness
In this section, we verify the correctness of the signature

scheme. According to Eqs. (9)–(12), we can obtain

|ai〉= HKABi⊕IDAi (Y−)ci⊕IDBiY ci⊕IDBi HKABi⊕IDAi |ai〉 , (13)

|bi〉= HKABi⊕IDAi Xci⊕IDBi Xci⊕IDBi HKABi⊕IDAi |bi〉 , (14)

where i= 1,2,3, . . . ,n. So Bob can calculate the same classical
sequences a and b as Alice. Then he can obtain the sequence y
and calculate the value of L′(s). Therefore, the whole process
of the signature scheme is correct.

To verify the correctness of the protocol, we simulate the
operations of Alice and Bob using the Origin Quantum Com-
puting Platform.

In the experiment, we employed two qubits, both initial-
ized in the state |0〉, and conducted the experiment 1000 times
using the Monte Carlo method for simulation. The operations
performed by Alice on the quantum states are illustrated in
Fig. 2. From Fig. 2, we can see that Alice first applies the
H operation to the first |0〉 state followed by the Y operation.
For the second |0〉 state, she first applies the H operation fol-
lowed by the X operation. The quantum states that may appear

after Alice’s operation, and the probability of each quantum
state occurring, are shown in Fig. 3. From Figs. 2 and 3, it
can be observed that the original quantum state undergoes col-
lapse after Alice performs HY and HX operations on the initial
quantum state |0〉.

|0>

|0>

q[]

q[]

H

H X

Y

Fig. 2. The quantum circuit diagram of Alice.

.

.

.


                                 

Fig. 3. The experimental results of signer Alice.

Subsequently, Bob performs the operations on the quan-
tum states as shown in Fig. 4, which can be regarded as a
continuation of Alice’s operations. Specifically, Bob first per-
forms the HY operation on the first |0〉 state followed by the
Y H operation. For the second |0〉 state, he first performs the
HX operation followed by the XH operation. The final quan-
tum states after Bob’s operations are depicted in Fig. 5. There-
fore, through the experiment, we have verified the correctness
of Eqs. (13) and (14).

|0>

|0>

q[]

q[]

H

H

H

HX

Y

X

Y

Fig. 4. The quantum circuit diagram of Bob.



1.0

0.8

0.6

0.4

0.2

0

Fig. 5. The experimental results of verifier Bob.

The above arguments demonstrate the validity of our
QDVS scheme.

5. Security analysis
5.1. Entanglement measurement attack

In this section, we analyze entanglement measurement
attacks. In our QDVS scheme, Alice randomly selects de-
coy particles from the set {|0〉 , |1〉 , |+〉 , |−〉} and adds them
to the quantum sequences |A〉 and |B〉, resulting in quantum
sequences |A〉′ and |B〉′, and then sends them to Bob.

Assume there is an attacker, Eve, who attempts to inter-
cept these sequences during transmission and perform some
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operations. Eve performs a collective operation U and an aux-
iliary system |η〉 on each particle of the quantum sequences
|A〉′ and |B〉′. Eve’s attack process is as follows:

U(|0〉 |η〉) = α |0〉 |η1〉+β |1〉 |η2〉 ,
U(|1〉 |η〉) = α

′ |0〉
∣∣η ′1〉+β

′ |1〉
∣∣η ′2〉 ; (15)

U(|+〉 |η〉) =
1√
2

(
α |0〉 |η1〉+β |1〉 |η2〉

+α
′ |0〉

∣∣η ′1〉+β
′ |1〉

∣∣η ′2〉)
=

1
2
{
|+〉

(
α |η1〉+β |η2〉+α

′ ∣∣η ′1〉+β
′ ∣∣η ′2〉)}

+
1
2
{
|−〉(α |η1〉−β |η2〉

+α
′ ∣∣η ′1〉−β

′ ∣∣η ′2〉)}, (16)

U(|−〉|η〉) =
1√
2

(
α |0〉 |η1〉+β |1〉 |η2〉

−α
′ |0〉

∣∣η ′1〉−β
′ |1〉

∣∣η ′2〉)
=

1
2
{
|+〉(α |η1〉+β |η2〉−α

′ ∣∣η ′1〉−β
′ ∣∣η ′2〉)}

+
1
2
{
|−〉(α |η1〉−β |η2〉

−α
′ ∣∣η ′1〉+β

′ ∣∣η ′2〉)}, (17)

where U holds U†U = I. So, we can get

|α|2 〈η1 | η1〉+ |β |2 〈η2 | η2〉= 1,∣∣α ′∣∣2 〈η
′
1 | η ′1

〉
+
∣∣β ′∣∣2 〈η

′
2 | η ′2

〉
= 1. (18)

To avoid being detected during the eavesdropping, Eve
needs to ensure that the particles {|0〉 , |1〉} in the quantum se-
quences |A〉′ and |B〉′ remain in their original states after the
entanglement measurement attack. If the particles {|0〉 , |1〉}
are disturbed after the entanglement measurement attack, then
Eve’s attack behavior will be detected.[32–34] To ensure that the
attacking behavior is not detected, Eve’s operation U needs to
satisfy the conditions α = β ′ = 1, α ′ = β = 0. Therefore, we
obtain

U(|0〉 |η〉) = |0〉 |η1〉 ,
U(|1〉 |η〉) = |1〉

∣∣η ′2〉 . (19)

From to Eq. (19), we can get

U(|+〉|η〉) =
1√
2

U ((|0〉+ |1〉)|η〉)

=
1√
2
[U(|0〉|η〉)+U(|1〉|η〉)]

=
1√
2

[
|0〉 |η1〉+ |1〉

∣∣η ′2〉]
=

1
2
[
|+〉

(
|η1〉+

∣∣η ′2〉)+ |−〉(|η1〉−
∣∣η ′2〉)] , (20)

U(|−〉|η〉) =
1√
2

U ((|0〉− |1〉)|η〉)

=
1√
2
[U(|0〉|η〉)−U(|1〉|η〉)]

=
1√
2

[
|0〉 |η1〉− |1〉

∣∣η ′2〉]
=

1
2
[
|+〉

(
|η1〉−

∣∣η ′2〉)+ |−〉(|η1〉+
∣∣η ′2〉)] . (21)

Similarly, in order to eavesdrop on the quantum chan-
nel without being detected, after the entanglement measure-
ment attack the original states {|+〉 , |−〉} in the quantum se-
quences |A〉′ and |B〉′ should also remain unaffected. There-
fore, Eqs. (16) and (17) should satisfy

U(|+〉|η〉) = 1
2
|+〉

(
|η1〉+

∣∣η ′2〉) ,
U(|−〉|η〉) = 1

2
|−〉

(
|η1〉+

∣∣η ′2〉) . (22)

Therefore, in our scheme, although the attacker Eve may
attempt to obtain information about the quantum sequence
through entanglement measurement attacks, according to the
conclusion of Eq. (22), the auxiliary particles remain in their
initial state even after the entanglement measurement attack.
This ensures that the attacker Eve cannot extract any informa-
tion about the quantum sequence from the auxiliary system
|η〉. Thus, our QDVS scheme can resist Eve’s attacks.

5.2. Designated verifcation property

In this scheme, Alice and Bob share the key KAB through
the unconditionally secure BB84 protocol,[25,35,36] which en-
sures the security of the key. Thus, it eliminates the possibility
of other parties using the key to obtain signature-related infor-
mation. In the message transmission phase, all information is
encrypted with the keys to ensure the security of the transmit-
ted information.

In addition, the validity verification of the signature relies
on comparing the values of L(s) and L′(s). The value of L(s) is
published by Trent, and remains confidential before Bob pro-
vides feedback to Trent. So third parties are unable to gain
knowledge of the secret. Therefore, the validity of the signa-
ture can only be verified by Bob.

5.3. Non-transferability

Non-transferability is one of the properties of the QDVS.
The designated verifiers cannot prove to any third party that
the signature was generated by the signer or themselves.

In our QDVS scheme, the signer Alice and the verifier
Bob share the key KAB and a set of random number sequences.
During the encryption phase, Alice constructs the Lagrange
interpolation polynomial L(x) using the random number se-
quence x shared with Bob and the sequence y derived from the
signature information. She then computes the value of L(s)
using the shared random number s, and sends it to Trent. After
Bob finishes the calculation and obtains the value of L′(s), he
notifies Trent, who then makes the value of L(s) public. Bob
then determines the validity of the signature by comparing the
values of L′(s) and L(s). Thus, it can be seen that Bob can
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generate the same signature as Alice but he cannot prove the
true source of the signature to a third party. Even if the keys
of Alice and Bob are made public, a third party cannot deter-
mine whether the signature was generated by the signer Alice
or simulated by the verifier Bob.

Therefore, our scheme has non-transferability, which en-
sures that the true source of the signature will not be disclosed,
thus protecting the privacy of the signer. In addition, Bob can-
not prove to a third party whether the signature was forged by
him, which also prevents the signature from being misused or
abused.

5.4. Unforgeability

In our QDVS scheme, both Alice and Bob can generate
the same signature, but Bob cannot prove the true source of
the signature to a third party. Therefore, Bob cannot forge a
valid signature.

Assume that Eve is an external attacker who wants to
forge the signature information M. However, according to
the BB84 protocol the private key KAB is shared between Al-
ice and Bob, which ensures unconditional security of KAB.
Therefore, Eve cannot forge the signature by stealing the
key. Therefore she can only obtain information about M by

eavesdropping on quantum sequences |A〉 and |B〉. During
the transmission process, we randomly add decoy particles
{|0〉 , |1〉 , |+〉 , |−〉} to quantum sequences |A〉 and |B〉. As de-
scribed in Refs. [38–41], Eve’s eavesdropping behavior during
the sequence transmission process will inevitably be detected
by the signer Alice or the verifier Bob.

Thus, Eve is unable to forge the signature, demonstrating
that our scheme achieves unforgeability.

5.5. Hidden source

The proposed QDVS scheme has the property of infor-
mation hiding, which can effectively protect the signer’s pri-
vacy. In some special circumstances, when the signer wishes
to conceal the signed information, source hiding can play a
critical role. In our scheme, the signer Alice and the verifier
Bob can generate the same signing information. No third party
can prove who actually signed the information, even if the pri-
vate keys of Alice and Bob are publicly disclosed.

6. Comparisons with other schemes
In this section, we mainly analyze the aspects of security

and efficiency, and compare our scheme with similar QDVS
schemes. The results of the comparison are shown in Table 3.

Table 3. Comparisons with other schemes.

schemes Designated verifier Quantum one-way function Entangled state Efficiency
Ref. [24] single No No 100%
Ref. [25] single Yes Yes 50%
Ref. [26] single Yes No 33.3%
Ref. [27] single No Yes 66.7%

Our scheme single No No 100%

First, we analyze the efficiency of the protocol. The qubit
efficiency ηq is defined as ηq = δ1/δ2, where δ1 represents
the number of classical bits transmitted during quantum trans-
mission and δ2 represents the total number of quantum bits
transmitted by the quantum channel (the quantum bits used
to detect eavesdropping attacks, as well as the keys and ran-
dom numbers transmitted and shared during the quantum key
distribution phase are ignored). In this scheme, Alice sends
the quantum bit sequences |A′〉 and |B′〉 to Bob. So, the total
number of transmitted qubits δ2 = 2n. During the verification
stage, Bob decodes the quantum bit sequences |A′〉 and |B′〉
to obtain n-bit classical information a′ and b′, Thus, the total
number of transmitted classical bits is δ1 = 2n. By calculation,
the quantum bit efficiency is given by ηq = δ1/δ2 = 2n/2n =

100%.
Second, many existing QDVS schemes rely on the prepa-

ration of entangled states such as Bell states and GHZ
states.[27,29] However, the preparation process of these entan-
gled states not only has high technical requirements but also
consumes significant resources, which is an important limiting

factor in practical applications. In contrast, our scheme avoids
the preparation of entangled states, thereby significantly re-
ducing resource consumption and improving the feasibility
and practicality of the scheme.

In addition, our scheme employs the Lagrange interpo-
lation. In this approach, the validity of the signature is deter-
mined by comparing the values of L(s) and L′(s). This process
completely eliminates the operation of comparing quantum
states, not only simplifying the verification process but also
significantly improving the efficiency of the signature. In this
way, our scheme greatly enhances execution efficiency while
maintaining a high level of security.

7. Conclusion
Most existing QDVS schemes rely on the preparation of

entangled states and a comparison of quantum states, which
not only increase the complexity of the signing process but
also limit their practical applicability. To address these issues,
we propose a QDVS scheme based on Lagrange interpolation,
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which significantly enhances the efficiency of signature verifi-
cation.

Our scheme does not require the preparation of entangled
states, quantum state comparison operations or quantum one-
way functions, thereby reducing the complexity of the signa-
ture. Through rigorous theoretical analysis and simulation ex-
periments, it has been demonstrated that this scheme possesses
various security features, including resistance to eavesdrop-
ping attacks, non-repudiation and source hiding. Furthermore,
the scheme is also capable of resisting forgery, interception
and impersonation attacks. Additionally, the qubit efficiency
of our scheme reaches 100%. Therefore, our scheme is practi-
cal, secure and efficient.
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