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The dynamics of chaotic memristor-based systems offer promising potential for secure communication. However,
existing solutions frequently suffer from drawbacks such as slow synchronization, low key diversity, and poor noise resis-
tance. To overcome these issues, a novel fractional-order chaotic system incorporating a memristor emulator derived from
the Shinriki oscillator is proposed. The main contribution lies in the enhanced dynamic complexity and flexibility of the
proposed architecture, making it suitable for cryptographic applications. Furthermore, the feasibility of synchronization to
ensure secure data transmission is demonstrated through the validation of two strategies: an active control method ensuring
asymptotic convergence, and a finite-time control method enabling faster stabilization. The robustness of the scheme is
confirmed by simulation results on a color image: χ2 = 253/237/267 (R/G/B); entropy ≈ 7.993; correlations between
adjacent pixels in all directions are close to zero (e.g., −0.0318 vertically); and high number of pixel change rate and
unified average changing intensity (e.g., 33.40% and 99.61%, respectively). Peak signal-to-noise ratio analysis shows that
resilience to noise and external disturbances is maintained. It is shown that multiple fractional orders further enrich the
chaotic behavior, increasing the systems suitability for secure communication in embedded environments. These findings
highlight the relevance of fractional-order chaotic memristive systems for lightweight secure transmission applications.

Keywords: memristor, fractional-order chaotic system, synchronization, finite-time control, active control,
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1. Introduction

In 1971, Professor Chua introduced the concept of the
memristor, recognized as the fourth element of a two-terminal
circuit. He pointed out a serious shortcoming in the theoretical
aspects: the absence of a relationship between electric charge
and magnetic flux.[1] This transformative innovation paved the
way for a device with immense potential: extreme miniaturiza-
tion with reliable operation without leakage current, high in-
tegration density with processing speeds comparable to those
of dynamic random-access memory. Until the prototype was
built in Hewlett-Packard’s labs in 2008, memristors had re-
mained theoretical.[2,3] A key feature of the memristor is its
ability to adapt its resistance to the current flowing through
it and maintain that resistance even when the circuit is de-
energized.

The memristor is a nanoscale device characterized by pe-
culiar properties such as a pinched hysteresis loop in voltage-
current characteristics, sensitivity to signal amplitude and fre-

quency, and the ability to maintain states in the absence
of power. With all of these characteristics, the memris-
tor is poised to become a highly revolutionary device for
improving circuit functionality and is used in a number of
fields, including high-speed and secure image encryption us-
ing hyper-chaotic systems,[5] as well as the design of advanced
encryption-oriented neural architectures, such as fractional-
order memristive Hopfield networks implemented on field-
programmable gate array platforms,[6] and in the development
of efficient analog hardware accelerators for solving complex
nonlinear equations, such as Riccati matrix equations, through
neurodynamics-inspired architectures leveraging the parallel
processing capabilities of memristive arrays.[7] These devices
have also been used for accelerating computer vision tasks,
notably through memristor-based parallel schemes for fast and
rotation-invariant corner detection in the ORB (oriented FAST
and rotated BRIEF) algorithm.[8] However, due to the difficul-
ties of fabricating real memristors, researchers have turned to
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memristor emulators. Memristor emulators are real systems
designed to mimic the electrical behavior of a memristor us-
ing standard electronic components so that they can be used
for experimental investigations and to provide flexible means
of evaluating new circuit designs.[9–14]

Chaotic systems, characterized by their sensitivity to ini-
tial conditions, ergodicity, and complex dynamical behavior,
are increasingly being explored in diverse domains, includ-
ing secure communications[15–19] and cryptography.[4–6,20–22]

They also are important because they generate signals that
are like noise, but good for encrypting images on safe so-
cial media platforms.[23] A recent study introduced a robust
image encryption algorithm (IEASP) based on a 2D simpli-
fied quadratic polynomial map (2D-SQPM) and a pixel fusion
strategy to achieve high encryption speed and strong security
performance.[24] Another study presented a multi-image en-
cryption algorithm that combines a fractional-order 3D Lorenz
chaotic system with a 2D sinusoidally constrained polynomial
hyperchaotic map (2D-SCPM). It can withstand statistical at-
tacks quite effectively and is highly random.[25] Additionally,
recent 1D chaotic systems like improved logistic maps, poly-
exponential hybrid maps, or spiral-transformed hybrid sys-
tems, have manifested structural simplicity while enhancing
levels of security.[26–28] However, most of them are still unable
to escape the confines of limited key space and are suscepti-
ble to statistical attacks. Higher dimensional chaotic systems
have been proposed as solutions to this problem given that they
provide a higher measure of dynamic complexity and increase
their resistance to attacks.[29–31]

In recent years, the integration of memristors into chaotic
systems has been increasingly examined due to their inher-
ent nonlinearity, which is believed to enhance chaotic dynam-
ics. The replacement of conventional nonlinear resistors has
been achieved, paving the way for the use of memristors as
prime elements in the design of chaotic circuits,[33–37] through
which better performance and increased design freedom for
parameterization have been enabled. The unique properties
of memristors, such as memory and adaptability, together
with the specific features of chaotic systems, are exploited in
memristor-based chaotic systems (MCSs). This combination
serves to increase not only the complexity but also the safety,
making memristor-based chaotic systems a viable considera-
tion for future applications. For example, it has been demon-
strated in recent studies that MCSs can be applied to the design
of robust image encryption algorithms.[29,38] In addition, the
synchronization of these systems, which is considered essen-
tial for secure communication applications, has been explored
using innovative approaches such as adaptive control[39] and
fuzzy modeling,[40,41] as well as through more advanced
methods including cluster synchronization in multiple nonlin-
early coupled dynamical subnetworks of complex networks

with nonidentical nodes,[42] cluster synchronization of two-
layer nonlinearly coupled multiplex networks with multi-links
and time-delays,[43] and fixed/predefined-time synchroniza-
tion of coupled memristor-based neural networks subjected
to stochastic disturbances.[44] Recent findings have also con-
tributed to the research background, such as a chaotic se-
cure communication scheme and networks based on synchro-
nization of double-layered and multiple complex networks,[45]

fixed-time control for interlayer synchronism under double-
delay memristor-based neural networks and its application in
secure communication,[46] and a robust synchronization-based
chaotic secure communication scheme with double-layered
and multiple hybrid networks.[47]

Two synchronization techniques were used in our study.
The first, active control, refers to a synchronization method in
which a control input is deliberately designed and applied to
the slave system based on the error between master and slave
states. The slave system is actively guided by this control
signal to follow the master’s dynamics, thus ensuring conver-
gence and synchronization. The second technique is finite-
time synchronization: a process in which the synchronization
error between the states of the master and slave systems tends
exactly towards zero in a finite time, rather than converging
asymptotically towards zero. Unlike conventional methods, in
which synchronization is only achieved asymptotically and in
infinite time, this approach ensures that synchronization is at-
tained within a bounded time interval, regardless of the initial
conditions. This makes it particularly interesting for applica-
tions requiring fast, precise response times.

Fractional-order chaotic systems represent a significant
advance in chaos theory. Unlike integer-order systems,
fractional-order systems offer greater flexibility in the genera-
tion of pseudorandom sequences, with the ability to generate
more diverse and less predictable trajectories.[48–54] This prop-
erty makes them particularly suitable for applications in the
field of encryption, where complexity and security are neces-
sary conditions. However, fractional systems are still under-
utilized in color image encryption, where most research has
focused on grayscale images.

Nevertheless, memristive and fractional-order chaotic
systems offer many advantages in terms of dynamic complex-
ity and security. Some challenges remain. Low-dimensional
chaotic systems, while simple in construction, raise the issues
of key space and resistance to cyber-exploitation. The memris-
tive systems, meanwhile, will require emulators to be practi-
cal, which also imposes constraints on design and performance
testing. Finally, fractional-order systems, while more useful,
are fraught with parameter optimization and computational re-
sources issues.

At the same time, the strength of encryption schemes
should be evaluated using both theoretical metrics and mod-
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ern cryptanalysis. Several recent studies have demonstrated
that certain algorithms, though not trivial, are vulnerable to
specific types of attacks. For example, in a recent study, the
authors of Ref. [55] examined the authenticity of a medical
privacy protection scheme (MPPS) based on chaos and de-
oxyribonucleic acid (DNA) coding. The MPPS was originally
developed to encrypt color digital imaging and communica-
tions in medicine (DICOM) images. While the original au-
thors claimed that the MPPS could withstand chosen-plaintext
attacks, this study proves this claim to be false. The authors
present an efficient chosen-plaintext attack capable of recov-
ering the secret key using only two pairs of plain and cipher
images. Finally, they question the scheme’s other marketed
attributes as they relate to current sound cryptographic prin-
ciples. In their article, the authors of Ref. [56] perform a
detailed analysis of an image encryption scheme that uses a
Feistel network and dynamic DNA encoding. They identify
several vulnerabilities, primarily in the design of the secret
key and the encryption process itself. They also propose a
viable chosen-plaintext attack and amendments to enhance the
original scheme’s security. In their paper,[57] Feng et al. thor-
oughly analyze an image encryption scheme based on the 2D
logistic-adjusted sine map, identifying various security and de-
sign flaws. The authors propose enhancements to the scheme
in conjunction with a chosen-plaintext attack algorithm that
can completely recover the original image without knowledge
of the secret key.

Additionally, in their study,[58] Zhao et al. examine a
chaotic DNA-coding-based image encryption scheme that de-
pends on the key for plaintext. They demonstrate a vulnerabil-
ity in the scheme that can be exploited via a chosen-plaintext
attack and propose a cryptanalysis method to recover the plain-
text message and an improved chaotic map to enhance the
security of the scheme. In Ref. [59], the authors cryptana-
lyze a chaotic image encryption method based on various dis-
crete dynamical maps and conclude that security in the system
is compromised with one round of encryption and a classic
permutation-diffusion structure.

Our work attempts to address some of the aforementioned
gaps by presenting a novel fractional-order chaotic memristive
system applied to secure color image encryption. The method
is implemented using multiple cryptographic keys while the
properties of fractional systems are exploited to improve the
security and efficiency of the overall encryption process.

Our contribution to this work can be summarized as fol-
lows:

(i) A novel fractional-order chaotic memristor system is
designed and analyzed based on the Shinriki oscillator. The
proposed chaotic oscillator incorporating a memristor is de-
veloped by substituting the nonlinear positive conductance el-
ement of the original Shinriki circuit with a memristor emu-

lator. More dynamic complexity and nonlinear behavior are
introduced into the system through the inclusion of a memris-
tor emulator.

(ii) Two synchronization methods are used to the
fractional-order chaotic system: (a) active control to achieve
synchronization and (b) finite-time control synchronization.
The second synchronization approach has specifically been
applied to our newly developed fractional-order memristor-
based chaotic system, designed to ensure secure transmission
of a color image.

(iii) The application of the proposed system to secure
communication is demonstrated by encrypting a color image.
Multiple cryptographic keys are integrated into our approach,
which significantly enhances the security and robustness of the
system against attacks.

(iv) Enhancing chaotic behavior via the multiple frac-
tional orders of the fractional order memristive chaotic sys-
tem: It is shown that the use of multiple fractional orders in
the system further enriches its chaotic behavior, making it very
suitable for applications in secure communication.

The rest of this paper is organized as follows. Section 2
deals with the description of the fractional-order memristive
chaotic system under study. Section 3 presents the studied
synchronization approaches, including finite-time control and
active control, along with their numerical results. The imple-
mentation of this proposed system into a secure communica-
tion scheme is explored in two subparts of Section 4, devoted
to the encryption and decryption processes. In Section 5, we
conduct a comprehensive statistical evaluation of the encryp-
tion security, examining it through perturbation analysis, key
space assessment, and noise robustness analysis based on peak
signal-to-noise ratio (PSNR). Finally, Section 6 concludes the
paper and outlines further research perspectives.

2. Description of the studied fractional-order
system
The present work starts from the theory of the Shinriki

oscillator[60] and proposes a new chaotic system. The system
is derived by replacing the nonlinear positive conductance of
the Shinriki circuit with a memristor emulator, as described in
Ref. [61], while varying some relevant parameters. The sys-
tem exhibits very complex dynamics and a very high degree of
nonlinearity, it also provides multiple parameters, increasing
the secret key space and enhancing security in cryptographic
uses. The system produces very high-quality chaotic signals
and very rich strange attractors, making it particularly useful
for secure communication and transmission applications.

This system is extended to a fractional-order model where
the results show its extended potential with respect to more dy-
namic complexity and chaotic applications.

120509-3



Chin. Phys. B 34, 120509 (2025)

The fractional-order system can be expressed as follows:

dk1y1

dtk1
= l1y1 +(l2 + l3y2

4 + l4y4
4)(y2− y1),

dk2y2

dtk2
=−y3− l5y2− (l6 + l7y2

4 + l8y4
4)(y2− y1),

dk3y3

dtk3
= y2,

dk4y4

dtk4
= l9 + l10y2

4 + l11y4
4 + l12(y2− y1)+ l13y4(y2− y1).

(1)
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Fig. 1. The 3D representation shows the unpredictable nature of the be-
havior of the four states of the fractional-order chaotic memristive sys-
tem which are described by the system (1) with the initial conditions
(y(0) = [0.1,0.2,0.3,0.04]T).

Table 1. The ln parameters of system (1).

ln Values

l1 1.5

l2 0.3

l3 9

l4 330

l5 0.07

l6 0.3

l7 2.1

l8 2.6

l9 10−7

l10 0.00003

l11 0.008

l12 0.5

l13 0.3

The behavior analysis of this fractional-order sys-
tem shows that the four states are unpredictable, as
indicated in Fig. 1 with the initial conditions are
[y1(0);y2(0);y3(0);y4(0)] = [0.1,0.2,0.3,0.04]T. Given that

the fractional orders kn satisfy (0 < kn < 1), their respec-
tive values are as follows: k1 = 0.97, k2 = 0.98, k3 = 0.99,
k4 = 0.96. Moreover, the values of ln are given in Table 1.

3. Synchronization approaches: Finite-time
control and active control

Synchronization between master and slave systems essen-
tially consists in aligning their dynamic states, which is done
through a specific coupling or control strategy. In other words,

∀ Si(0);Mi(0) : lim
t→∞
‖Si−Mi‖= 0, (2)

with Mi as the master system and Si as the slave system.
In this paper, we will adopt two different methods us-

ing the previously defined fractional-order system for synchro-
nization: finite-time control and active control. The following
are the specifications of the master and slave systems involved
in the synchronization effort: These systems are respectively
described by

Dk1
t M1 = l1M1 +(l2 + l3M2

4 + l4M4
4)(M2−M1),

Dk2
t M2 =−M3− l5M2− (l6 + l7M2

4 + l8M4
4)(M2−M1),

Dk3
t M3 = M2,

Dk4
t M4 = l9 + l10M2

4 + l11M4
4 + l12(M2−M1)

+ l13M4(M2−M1),

(3)



Dk1
t S1 = l1S1 +(l2 + l3S2

4 + l4S4
4)(S2−S1)+V1,

Dk2
t S2 =−S3− l5S2− (l6 + l7S2

4 + l8S4
4)(S2−S1)+V2,

Dk3
t S3 = S2 +V3,

Dk4
t S4 = l9 + l10S2

4 + l11S4
4 + l12(S2−S1)

+ l13S4(S2−S1)+V4.

(4)

Here Vi (i = 1, . . . ,4) is the control input applied to achieve
synchronization.

From the equations of the master (transmitter) and slave
(receiver), we derive the following error system, based on the
principle of Eq. (2). This system serves as the foundation
for analyzing the synchronization process, capturing the dif-
ferences between the states of the master and slave systems.
Based on Eq. (2), the error system is formulated as follows:


Dk1

t e1 = Dk1
t S1−Dk1

t M1,

Dk2
t e2 = Dk2

t S2−Dk2
t M2,

Dk3
t e3 = Dk3

t S3−Dk3
t M3,

Dk4
t e4 = Dk4

t S4−Dk4
t M4.

(5)

By replacing Eqs. (3) and (4) and simplifying, we obtain
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the error system

Dk1
t e1 = (l1− l2)e1 + l2e2

+ l3
[
S2

4(S2−S1)−M2
4(M2−M1)

]
+ l4

[
S4

4(S2−S1)−M4
4(M2−M1)

]
+V1,

Dk2
t e2 =−e3− (l5 + l6)e2 + l6e1

− l7
[
S2

4(S2−S1)−M2
4(M2−M1)

]
− l8

[
S4

4(S2−S1)−M4
4(M2−M1)

]
+V2,

Dk3
t e3 = e2 +V3,

Dk4
t e4 = l10(S2

4−M2
4)+ l11(S4

4−M4
4)

+ l12e2− l12e1

+ l13 [S4(S2−S1)−M4(M2−M1)]+V4.

(6)

3.1. Finite-time synchronization

This refers to a synchronization process where the states
of a slave system converge to those of the master system within
a finite time,[62] after which the synchronization error becomes
zero and remains stable.

Next, several important definitions and lemmas are given,
which will be used for further theoretical development.

Definition 1[63,64] Systems (3) and (4) are said to achieve
finite-time synchronization if there exists a constant tF > 0
such that the limit of the error ei = Si−Mi as t approaches
tF equals zero, that is, limt→tF |ei| = 0, and |ei| = 0 for t ≥ tF,
i = 1,2,3,4.

This means that after a certain time tsync = tF, the errors
ei converge to zero and remain zero for all t ≥ tF.

Lemma 1[65] With Dt
p = [Dk

t ,D
k
t , . . . ,D

k
t ], 0 < k ≤ 1,

the trivial solution of the general chaotic system
Dα

t X(t) = F(X(t)), where F : Rn→ Rn, is asymptotically
stable if there exists a positive definite Lyapunov function
V (x1,x2, . . . ,xn) such that for all t > 0, Dk

t V (X(t))< 0.
Lemma 2[66] For any X(t) ∈ Rn and k ∈]0,1], for all

t > 0,

1
2 Dk

t
(
XT(t)X(t)

)
≤ XT(t)Dk

t (X(t)).

In this section, we will consider Vi to be defined as fol-
lows:

V1 =−β1e1−β2sgn(e1)|e1|λ

− l3
[
S2

4(S2−S1)−M2
4(M2−M1)

]
− l4

[
S4

4(S2−S1)−M4
4(M2−M1)

]
+ l12e4,

V2 =−β1e2−β2sgn(e2)|e2|λ

+ l7
[
S2

4(S2−S1)−M2
4(M2−M1)

]
+ l8

[
S4

4(S2−S1)−M4
4(M2−M1)

]
− (l2 + l6)e1,

V3 =−β1e3−β2sgn(e3)|e3|λ ,
V4 =−β1e4−β2sgn(e4)|e4|λ − l10(S2

4−M2
4)

− l11(S4
4−M4

4)− l12e2− l13S2e4− l13M4e2

+ l13S4e1 + l13M1e4,

(7)

where β1 and β2 are positive constants, 0 < λ < 1. Their re-
spective values are β1 = 1, β2 = 4, λ = 0.9. sgn(·) represents
the sign function. Their respective values are β1 = 1, β2 = 4,
λ = 0.9.

Proof Let the Lyapunov function be defined as

V =
1
2

4

∑
i=1

e2
i , (8)

V =
1
2
(e2

1 + e2
2 + e2

3 + e2
4). (9)

As stated in Lemma 2, we obtain

DV =
1
2
(De2

1 +De2
2 +De2

3 +De2
4). (10)

After substituting Vi into system (6), the simplified error sys-
tem obtained is as follows:

Dk1
t e1 = (l1− l2)e1 + l2e2 + l12e4

−β1e1−β2sgn(e1)|e1|λ ,
Dk2

t e2 =−e3− (l5 + l6)e2− l2e1

−β1e2−β2sgn(e2)|e2|λ ,
Dk3

t e3 = e2−β1e3−β2sgn(e3)|e3|λ ,
Dk4

t e4 =−l12e1−β1e4−β2sgn(e4)|e4|λ .

(11)

By evaluating this function along the trajectories of equa-
tions (11), we obtain the expression for its time derivative

V̇ = e1ė1 + e2ė2 + e3ė3 + e4ė4

= e1

[
(l1− l2)e1 + l2e2

+ l3
[
S2

4(S2−S1)−M2
4(M2−M1)

]
+ l4

[
S4

4(S2−S1)−M4
4(M2−M1)

]
+V1

]
+e2

[
− e3− (l5 + l6)e2 + l6e1

− l7
[
S2

4(S2−S1)−M2
4(M2−M1)

]
− l8

[
S4

4(S2−S1)−M4
4(M2−M1)

]
+V2

]
+e3

[
e2 +V3

]
+e4

[
l10(S2

4−M2
4)+ l11(S4

4−M4
4)

+ l12e2− l12e1

+ l13 [S4(S2−S1)−M4(M2−M1)]+V4

]
. (12)

After substituting Vi into system (12) and simplifying, the final
expression is obtained as follows:

V̇ = (l1− l2)e2
1− (l5 + l6)e2

2

−β1e2
1−β2sgn(e1)|e1|λ

−β1e2
2−β2sgn(e2)|e2|λ

−β1e2
3−β2sgn(e3)|e3|λ

−β1e2
4−β2sgn(e4)|e4|λ , (13)

which according to Lemma 2 leads to

V̇ = (l1− l2)e2
1− (l5 + l6)e2

2
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−β1e2
1−β2|e1|λ+1−β1e2

2−β2|e2|λ+1

−β1e2
3−β2|e3|λ+1−β1e2

4−β2|e4|λ+1

= −(β1− l1 + l2)e2
1− (β1l5 + l6)e2

2−β1e2
3−β1e2

4

−β2

(
|e1|λ+1 + |e2|λ+1 + |e3|λ+1 + |e4|λ+1

)
≤ −β2

(
|e1|λ+1 + |e2|λ+1 + |e3|λ+1 + |e4|λ+1

)
. (14)

Based on Lemma 1, our system is asymptotically stable.

3.2. Numerical results

In this section, numerical simulations are presented to
validate the finite-time synchronization results. The ln param-
eters for the master system (3) are specified in Table 1, with
initial conditions set as follows: M1(0) = 0.1, M2(0) = 0.2,
M3(0) = 0.3, and M4(0) = 0.04. For the response system (4),
the parameters are identical to those of the master system,
with the exception of the response system-specific parame-
ters β1, β2, and λ , which are set to 1, 4, and 0.9, respec-
tively. The initial conditions of the response system are speci-
fied as follows: S1(0) = 0.01, S2(0) = 0.24, S3(0) = 0.02, and
S4(0) = 0.4. The two systems reach a state of synchronization
at tsync = 0.84.

The synchronization of the transmitter and receiver sys-
tems is shown in Fig. 2, demonstrating the performance of
the synchronization. Figure 3 shows the time evolution of the
error system with a gradual decrease of the error over time,
confirming the stability of the system and confirming the effi-
ciency of the synchronization scheme.

For a better view of the finite-time synchronization pro-
cess, the oblique line used as a reference for convergence is
drawn in Fig. 4. The line illustrates a fast alignment of the
system states, which validates the finite-time convergence and
shows the strong nature of the adopted synchronization ap-
proach.
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Fig. 2. Synchronized behavior between master and slave systems using
the finite-time synchronization method.
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Fig. 3. Time evolution of error system.
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Fig. 4. Oblique line representing the evolution of synchronization: M1
as a function of S1.

3.3. Synchronization using active control

In this section, the error system remains identical to the
one described in system (6). However, an adjustment is intro-
duced in this method regarding the definition of Vi, which is
now specified with system (15):

V1 =−l3
[
S2

4(S2−S1)−M2
4(M2−M1)

]
− l4

[
S4

4(S2−S1)−M4
4(M2−M1)

]
+ l12e4 +(l2− l1−α

2)e1,

V2 = l7
[
S2

4(S2−S1)−M2
4(M2−M1)

]
+ l8

[
S4

4(S2−S1)−M4
4(M2−M1)

]
− (l2 + l6)e1,

V3 =−e3,

V4 =−l10(S2
4−M2

4)− l11(S4
4−M4

4)

− l12e2− l13S2e4

− l13M4e2 + l13S4e1 + l13M1e4.

(15)

Our error system (6) thus becomes

Dk1
t e1 =−α

2e1 + l2e2 + l12e4,

Dk2
t e2 =−e3− (l5 + l6)e2− l2e1,

Dk3
t e3 = e2− e3,

Dk4
t e4 =−l12e1− e4.

(16)
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3.4. Numerical results

In this section, numerical simulations are also presented
to validate the synchronization results using the active control
method. The parameters ln of the drive system (3) and the ini-
tial conditions are the same as those used in the finite-time syn-
chronization method. In addition, for the response system (4),
the parameters are identical to those of the drive system with
the α parameter set to 3. The initial conditions for the re-
sponse system are set as follows: S1(0) = 0.25, S2(0) = 0.18,
S3(0) = 0.22, and S4(0) = 0.05. The synchronized behavior
of the drive and response systems is shown under the active
control method, having highlighted their dynamic alignment,
as shown in Fig. 5. Figure 6 shows the time evolution of the
error system, which shows a gradual and consistent decrease,
thus confirming the stability and effectiveness of the active
control strategy.

0 10
Time (s)

-1.2

-1.0

-0.8

-0.6

-0.4

-0.2

0

0.2

0.4

0.6

-0.2

-0.1

0

0.1

0.2

0.3

0 10 15 20
Time (s)

-0.4

-0.3

-0.2

-0.1

0

0.1

0.2

0.3

0.4

-0.4

-0.3

-0.2

-0.1

0

0.1

0.2

0.3

0.4

0.5

5 0 10 15 20
Time (s)

5

0 10 15 20
Time (s)

52 4 6 8

M2↼t↽
S2↼t↽

M3↼t↽
S3↼t↽

M4↼t↽
S4↼t↽

Fig. 5. Synchronized behavior between master and slave systems using
the active control synchronization method.
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Fig. 6. Temporal evolution of system’s error ei(t) using active control,
showcasing error reduction and validating the stability and synchroniza-
tion effectiveness.

In addition, in Fig. 7, the oblique line denotes the syn-
chronization obtained by the active control approach. The ef-
ficient approximation of the system trajectories to the defined
synchronization line provides a clear visual confirmation that

underpins the reliability and effectiveness of the active control
approach in maintaining synchronization.
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Fig. 7. Oblique line illustrating the dynamics of synchronization using
active control: M1 as a function of S1.

The discussion in this paper covers two synchronization
methods, called active control synchronization and finite time
control synchronization. The results show that each of these
synchronization techniques would serve to synchronize the un-
controlled chaotic system in question. However, of the two
techniques, finite-time control synchronization is more advan-
tageous because it allows shorter synchronization times, al-
though it is obviously more complicated due to its multiple
keys, and thus increases the security of the system. Therefore,
for the purposes of the rest of this paper, this technique is cho-
sen as the method to be used to secure communication.

4. Cryptographic system design: Encryption
and decryption
As a specific cryptographic case study, we used the pro-

posed fractional-order memristive chaotic system to demon-
strate its potential application in secure communication (i.e.,
the encryption and decryption of a color image). The en-
cryption and decryption procedures were performed entirely in
MATLAB, taking advantage of the dynamic properties of the
proposed system. In this way, increased security is achieved
by using keys generated from the complex and unpredictable
chaotic behavior of the system.

4.1. Cryptographic approach

Masterslave structures with finite-time control mecha-
nisms have been used for the encryption process. This ap-
proach was chosen because of its ability to generate rich, com-
plex keys, surpassing those obtained with the active control
method. Due to this richness, the level of security in the en-
cryption process is extremely increased, making the successful
execution of cryptographic attacks more difficult. Such fea-
tures are crucial to strengthening the security of the system
against cryptanalytic attacks, including brute-force and differ-
ential attacks.
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Moreover, reliably synchronizing the chaotic sequences
to be used as encryption keys ensures that both the master and
slave systems can faithfully reproduce the encryption keys on
the receiver side. This improves decryption reliability and cre-
ates stronger properties that protect the encryption plan against
cryptanalyst attacks.

To illustrate the design logic and justification of each en-
cryption step, the complete process is described below.

4.1.1. Step 1: Image loading and channel separation

The first step is to load the original color image and sep-
arate it into red, green, and blue (RGB) channels. These chan-
nels can be independently manipulated, which can both en-
hance the diffusion and confusion properties of the algorithm.
This step guarantees that the image data is properly structured
before entering the encryption pipeline. Each channel will
be subjected to a separate chaotic transformation. However,
the RGB channels will be independently manipulated yet syn-
chronously.

4.1.2. Step 2: Preprocessing and initial pixel permu-
tation

This stage is designed to disrupt the spatial and spectral
correlations commonly present in natural images. It includes:
(i) A geometric tilting transformation that will help disrupt
standard spatial regularity. (ii) Permutations of the RGB chan-
nels that promote confusion across channels. (iii) A global
pixel permutation using a random index to erratically repre-
sent visual information. (iv) A transformation of the image
into a 1D vector with zero-padding for size alignment. (v) A
conversion into an 8-bit binary representation that allows for
bitwise operations.

These operations will collectively increase the entropy
and decrease the statistical predictability of the image. Both
of these properties are helpful in resisting histogram and cor-
relation attacks.

4.1.3. Step 3: Generation of chaotic sequences from
the fractional-order memristive chaotic system
at the transmitter level

The chaotic transmitter (master) generates two additional
independent sequences based on the dynamics of the proposed
memristor-based model. These sequences are highly sensitive
to the initial conditions and system parameters and normalized
within a set range and quantized into 8-bit values.

This step guarantees that the keystreams have excellent
randomness and non-repeatability, both of which are neces-
sary for cryptographic strength and key sensitivity.

4.1.4. Step 4: Dual chaotic XOR-based encryption

The binary image vector is encrypted through a two-stage
XOR process. The first XOR step takes the image and mixes
it with one chaotic sequence. The second XOR step mixesd

(a) (b)

Fig. 8. (a) The image in its original form. (b) The image after encryption.
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Fig. 9. Synoptic diagram outlining the encryption steps.
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the resulting image with a second chaotic sequence, yielding
deeper diffusion.

This two-layer structure of the encryption algorithm facil-
itates increased confusion and diffusion, resulting in an algo-
rithm that is resilient to both differential and chosen-plaintext
attacks.

4.1.5. Step 5: Image reconstruction and spatial trans-
formation

After the encryption step, the binary data is converted
back into decimal numbers. These values are then reshaped
into a 3D matrix that restores the structure of the image. Fi-
nally, a spatial symmetry operation, such as a horizontal or
vertical flip, is performed to further obscure residual spatial
correlations, thereby enhancing security and completing the
encryption procedure.

4.1.6. Step 6: Final masking with a random matrix

To augment the encryption process, a final masking layer
is introduced. A random matrix of the same size as the en-
crypted image is created using a fixed seed (an example using
the randi function in MATLAB is included). The last XOR op-
eration between the image and the mask will add an additional
layer of confusion to the encryption process so that unautho-
rized decryption is nearly impossible without knowledge of
the masking key.

Figure 8 below shows the original and encrypted im-
ages, demonstrating the effectiveness of the proposed en-
cryption process. With an encryption time of approximately
0.583539 s, showing the whole proposed scheme produced a
good level of security with efficiency.

In Fig. 9, we present a synoptic diagram summarizing the
above-mentioned steps.

4.2. Decryptographic approach

In order to decrypt, it is necessary to employ the receiver
equations in reverse order of the encryption procedure to re-
cover the original image. To properly recover the original im-
age, decryption must be executed in reverse order using syn-
chronized chaotic sequences and secret keys in relation to the
encryption. It is important to highlight that a coherent decryp-
tion has been designed for every correspondence to the en-
cryption step so that the decryption is the correct inverse of
the encryption, to allow for data recovery, confidentiality, and
computational efficiency.

The following describes the complete decrypting frame-
work including a further description of the objectives and pur-
pose of each step.

4.2.1. Step 1: Initial reverse masking and data reorga-
nization

The decryption process begins by removing the final en-
cryption layer applied during masking. A fresh random matrix

is recreated using the same fixed seed as the last encryption
mask. Then, the original encrypted image and the recreated
mask are combined using the XOR function to reverse the fi-
nal encryption layer.

Next, a backward pixel scan is performed horizontally
and vertically, simulating the reversal of the spatial scrambling
introduced by the encryption process. Next, a second XOR
operation is performed using the first secret key to remove the
first layer of masking.

To restore the image’s structural integrity, a double reflec-
tion transformation is applied, first in the vertical orientation
and then in the horizontal orientation, to align the spatial lay-
out of the image. The new image is then converted to a 1D
vector with zero-padding added to the prefix so that the lin-
earized output aligns with the spatial layout of the original im-
age. Lastly, the image is converted to standard 8-bit binary,
which allows for bit-oriented decryption in subsequent stages.

4.2.2. Step 2: Receiver’s chaotic sequence generation
and binary conversion

At this stage, the receiver uses a system similar to the
transmitter to generate its own chaotic sequences. This way,
synchronization has been achieved as well as consistency.

These sequences are produced by iterating nonlinear
equations initialized with shared secret parameters. These pa-
rameters are scaled, quantized, and converted into 8-bit binary
sequences. These sequences serve as decryption keys that al-
low for the exact undoing of the diffusion operations that took
place during encryption.

4.2.3. Step 3: Dual XOR-based bitwise decryption

With the binary image vector and synchronized chaotic
sequences, the decryption process uses a two-phase XOR op-
eration: First, the binary image data undergoes a XOR opera-
tion with the first chaotic binary sequence. Second, the binary
image data is subjected to a XOR with the second chaotic bi-
nary sequence.

The XOR duality cancels out two layers of confusion gen-
erated during the encryption process. The final result is a bi-
nary vector data that is identical to the original pre-encrypted
image data.

4.2.4. Step 4: Image reconstruction and channel re-
alignment

The decrypted binary vector is converted to decimal val-
ues, and the padding introduced during encryption is removed.
Then, the vector is returned to its original form as a 2D array.

Then, a reverse permutation is applied to reverse the pixel
order. The RGB channels are then reordered and inverse geo-
metric transformations are applied to realign the image to its
previous orientation.

The resulting image is a fully decrypted image that is
visually and structurally identical to the original input. The
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recovered image is shown in Fig. 10. Decryption took only
9.682926 s, which clearly demonstrates the method’s effi-
ciency and the practicality of secure image transmission.

Figure 11 illustrates a synoptic diagram that summarizes
the steps previously detailed.

(a) (b)

Fig. 10. (a) The encrypted image. (b) The clear image.

Encrypted
image

Random second
secret key

Exclusive OR
decryption

Inverse pixel
scanning Random key

XOR with the
first secret key

Inverse fefleetion for 
image restoraton

Generation of the
receiver's

chaotic sequences

Binary conversion

Double XOR

Binary conversion

Original image

Final imege reconstruction

Fig. 11. Synoptic diagram summarizing the decryption steps.

5. Evaluation and analysis of encryption robust-
ness
Cryptanalysis significantly impacts the evaluation of the

scalability and overall security of cryptographic functions

against malicious attacks. In an increasingly hostile digital
world, the ability to evaluate encryption algorithms is impor-
tant for determining the level of resistance to unauthorized de-
cryption of data. The purpose is not only to verify a system’s
ability to prevent unauthorized data removal but also to protect
the secrecy and integrity of conveyed information.

We strongly support all cryptographic indicators, namely,
entropy, number of pixel change rate (NPCR), unified aver-
age changing intensity (UACI), key space, etc. with sound
theoretical or experimental justification, as suggested in re-
cent literature.[24,25] This makes the credibility of the proposed
method more apparent and easier to replicate.

In considering the above, we will examine additional im-
portant evaluation parameters to help us assess the efficacy,
stability, and strength of the proposed encryption scheme.

5.1. Statistical analysis

Statistical analysis of image encryption evaluates the ef-
fectiveness of algorithms using histogram, entropy, pixels cor-
relation and χ2 test. These tools allow us to measure data dis-
tribution, uncertainty and pixel relationships, ensuring that the
encrypted image is difficult to analyze, and thus guaranteeing
its security.

5.1.1. Histogram analysis with the χ2 test

Histogram analysis involves observing the amounts of
gray levels of the pixels in the images before and after encryp-
tion. As suggested in recent studies,[67] histogram uniformity
is a widely accepted indicator of good encryption, revealing
the algorithm’s capacity to hide statistical features of the orig-
inal image. Secure encryption would produce a histogram that
is random and uniform, with no visible patterns. A compari-
son between the histograms of the original image and the en-
crypted image confirms the correctness of the encryption and
detects possible weaknesses.

Figure 12 shows a histogram of the encrypted image.
When compared to that of the original image, represented in
Fig. 13, it is noticeable that the histogram of the encrypted im-
age is nearly uniform and completely distinct from that of the
original image, thus ensuring the effectiveness of the encryp-
tion applied to the image. Furthermore, Fig. 14 illustrates the
histogram of the recovered image, which closely matches that
of the original image, demonstrating the successful decryption
process and the ability to restore the original image without
significant distortion.

The χ2 test is a statistical method for measuring the dif-
ference between an observed distribution and an expected (the-
oretical) distribution. It is an essential tool for determining
whether differences between these two distributions are due to
chance or whether they are significant. Furthermore, to con-
firm the effectiveness of our encryption, a χ2 test was inte-
grated into the histogram analysis to assess the randomness
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of the pixel distribution in the encrypted image. This test
compares the histogram of the encrypted image with an ideal
uniform distribution, where each pixel value should have an
equal probability of occurring. As shown in recent work by
Setiadi et al., the χ2 test is widely employed alongside his-
togram uniformity to assess encryption randomness and resis-
tance against statistical attacks.[68]
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Fig. 12. (a) Original image. (b) Histogram of the original image.
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Fig. 13. (a) Encrypted image. (b) Histogram of the encrypted image.
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Fig. 14. (a) Recovered image. (b) Histogram of the recovered image.

The χ2 statistic is defined as

χ
2 =

n

∑
i=1

(Oi−Ei)
2

Ei
, (17)

where Oi is the observed frequency of pixel value i in the en-
crypted image, Ei is the expected frequency assuming a uni-
form distribution of all possible pixel intensities, calculated as
Ei = N/n, where N is the total number of pixels and n is the
number of possible pixel values.

The χ2 values for each color channel (red, green, blue) of
the encrypted image were calculated and compared with the
expected values for a uniform distribution. The obtained re-
sults are presented below: red channel: χ2 value of 253.0586;
green channel: χ2 value of 237.4902; blue channel: χ2 value
of 267.3613. The histogram for each channel (red, green, blue)
is illustrated in Fig. 15.
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Fig. 15. Histograms of the encrypted image for each color channel (red,
green, blue).
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These values, approaching 256, indicate an almost uni-
form distribution of gray levels in the encrypted image, thus
indicating the effectiveness of the encryption in terms of the
statistical distribution of pixels.

Table 2 presents the χ2 test values calculated for differ-
ent image sizes and channels of encrypted images, allowing
the evaluation of their conformity to a perfectly random pixel
distribution.

The χ2 values are all below the critical value, confirming
that the distribution of encrypted pixels is statistically uniform
and close to random noise, thereby strengthening resistance to
statistical attacks.

Table 2. Values of χ2 for different image sizes.

Size Name Channel χ2

256×256
4.1.04 Red 231.4766
4.1.04 Green 237.2031
4.1.04 Blue 280.7656

512×512
2.1.02 Red 274.9551
2.1.02 Green 215.3809
2.1.02 Blue 271.7344

1024×1024
2.2.01 Red 273.4267
2.2.01 Green 235.9356
2.2.01 Blue 265.4887

5.1.2. Entropy analysis

Entropy, as measured by Shannon’s index,[69] quantifies
the level of randomness in an image, a key indicator of the se-
curity of encryption. An entropy value close to 8 bits per pixel
indicates a random and uniform distribution of pixels, which
strengthens the encryption’s resistance to statistical attacks.
As also suggested in recent studies,[67] a high entropy close
to 8 is essential to prevent statistical inference in encrypted
images.

The formula for entropy is as follows:

H =−
255

∑
i=0

pi log2(pi), (18)

where pi is the probability of the occurrence of grayscale level
i in the image.

In our study, we calculated the entropy for each color
channel (red, green, blue) of the original and encrypted images
using MATLAB. The results are shown below. Red channel:
entropy of 7.9993 for the encrypted image vs. 7.5728 for the
original image. Green channel: entropy of 7.9993 for the en-
crypted image vs. 7.2531 for the original image. Blue channel:
entropy of 7.9992 for the encrypted image vs. 7.5652 for the
original image.

These results show that the entropy of the encrypted im-
age is close to the ideal value of 8 bits per pixel, indicating
strong pixel randomization in each color channel. In contrast,
the original image has significantly lower entropy, suggesting
a more exploitable and less secure structure. These obser-
vations, obtained using MATLAB, confirm the effectiveness

of the applied encryption, ensuring better protection of visual
data.

Information entropy utilizing the plaintext and cipher-
text images of different size and color channels is shown
in Table 3. This demonstrates the proposed fractional-order
memristor-based system produces ciphertexts of overall en-
tropy approaching the theoretical upper limit of 8 (for all sizes
or types of images).

Table 3. Statistical information entropy results for different image
sizes.

Image size Image name Channel Plaintex Ciphertext

256×256
4.1.04 Red 7.2549 7.9974
4.1.04 Green 7.2704 7.9974
4.1.04 Blue 6.7825 7.9969

512×512
2.1.02 Red 7.4061 7.9992
2.1.02 Green 7.4188 7.9994
2.1.02 Blue 6.5931 7.9993

1024×1024
2.2.01 Red 7.7575 7.9998
2.2.01 Green 7.3387 7.9998
2.2.01 Blue 6.9561 7.9998

Table 4 presents a detailed comparison of the entropy val-
ues obtained with our approach and those derived from other
algorithms. This analysis enables us to assess the ability of
our method to generate an intensity distribution close to ran-
domness, an essential criterion for secure image encryption.
By comparing these results, we highlight the performance and
potential improvements of our algorithm compared with exist-
ing solutions.

Table 4. Comparison of entropy results between our algorithm and
other methods.

Method Red channel Green channel Blue channel
Our algorithm 7.9993 7.9993 7.9992

[70] 7.9881 7.9882 7.9875
[71] 7.9992 7.9993 7.9993
[72] 7.9800 7.9800 7.9800
[73] 7.9993 7.9993 7.9993
[74] 7.9994 7.9992 7.9992
[75] 7.9994 7.9994 7.994

5.1.3. Pixel correlation analysis

The study of adjacent pixel correlation is very important
when evaluating an encryption algorithm for hiding the visual
structure of an image. Adjacent unencrypted pixels of an im-
age typically exhibit a strong form of correlation due to con-
tinuity in patterns and textures. However, effective encryp-
tion schemes need to break such relationships, thus producing
a distribution that approximates a random pixel distribution
where the correlation is approximately 0 in all directions (hor-
izontal, vertical, and diagonal).[53]

The formula for the correlation between two sets of pixels
X and Y is given by

r =
E[(X−E(X))(Y −E(Y ))]

σX σY
, (19)

where E(X) and E(Y ) are the means of the pixel sets
X and Y . σX and σY are their standard deviations.
E[(X−E(X))(Y −E(Y ))] is the covariance between X and Y .
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Table 5. Correlation coefficients of adjacent pixels in the original and
encrypted images.

Image Direction Red Green Blue

Original image
Horizontal 0.9947 0.9917 0.9944

Vertical 0.9946 0.9904 0.9953
Diagonal 0.9898 0.9824 0.9899

Encrypted image
Horizontal 0.0384 –0.0073 –0.0167

Vertical –0.0159 –0.0126 –0.0318
Diagonal 0.0097 –0.0099 –0.0298
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Fig. 16. Adjacent pixels correlation of (a) the original image and (b) the
encrypted image.

In our study, we computed the correlation of adjacent pix-
els in these three directions for both the original and encrypted
images. The results obtained using MATLAB are summarized
in Table 5. Figure 16 shows the correlation distribution of pix-

els horizontally, vertically, and diagonally in the original im-
age and in the encrypted image of the three channels.

The computed values indicate that the original image
showed a strong correlation between adjacent pixels, which is
consistent with natural structures in visual data. However, af-
ter exclusive encryption, the correlation drops drastically and
approaches 0, suggesting that the correlation between adjacent
pixels has been canceled and proving that the encryption pro-
cess was successful. The very low correlation prevents any
attempt to extract information from the image’s redundancies,
providing higher security against statistical attacks.

Tables 6 and 7 compare the correlation coefficients of ad-
jacent pixels in encrypted images, comparing the performance
of our algorithm with that of previous studies.

The correlation results show that our algorithm effec-
tively reduces the correlations between adjacent pixels in en-
crypted images. Compared to Refs. [71,72,74,75], our method
achieves correlation coefficients close to zero or even negative,
indicating better pixel diffusion after encryption.

Table 6. Comparison of correlation coefficients (part 1).

Direction Channel Our algorithm [71]

Horizontal Red 0.0122 0.0023
Green 0.0243 –0.0022
Blue 0.0143 0.0086

Vertical Red –0.0602 0.0068
Green 0.0089 0.0023
Blue 0.0143 –0.0013

Diagonal Red –0.0105 0.0012
Green 0.0364 0.0018
Blue 0.0202 0.0042

Table 7. Comparison of correlation coefficients (part 2).

Direction Channel [72] [74] [75] (avrg)

Horizontal Red 0.0016 –0.0016
Green 0.0021 0.0000 0.0013
Blue 0.0542 0.0002

Vertical Red 0.0063 –0.0011
Green –0.0024 0.0020 0.0025
Blue 0.0063 0.0000

Diagonal Red –0.0044 –0.0024
Green –0.0065 –0.0012 0.0010
Blue –0.0044 0.0004

Table 8. Correlation coefficients between adjacent pixels for plaintext and ciphertext images of different sizes.

Image size Image name Channel
Plaintext Ciphertext

Horizontal Vertical Diagonal Horizontal Vertical Diagonal
256×256 4.1.04 Red 0.9808 0.9904 0.9666 –0.0003 –0.0344 –0.0069

4.1.04 Green 0.9644 0.9853 0.9484 –0.0134 –0.0010 –0.0201
4.1.04 Blue 0.9577 0.9784 0.9295 –0.0228 0.0028 0.0412

512×512 2.1.02 Red 0.8304 0.8446 0.7579 0.0010 –0.0193 –0.0210
2.1.02 Green 0.7920 0.7447 0.6739 –0.0474 –0.0446 –0.0069
2.1.02 Blue 0.7297 0.7154 0.6486 –0.0124 –0.0120 0.0020

1024×1024 2.2.01 Red 0.9243 0.9295 0.9031 0.0035 –0.0012 0.0042
2.2.01 Green 0.9142 0.9169 0.8987 –0.0125 0.0024 0.0330
2.2.01 Blue 0.9035 0.9112 0.8865 0.0134 –0.0006 0.0056
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Our approach differs significantly from others in the ver-
tical and diagonal dimensions because we tend to have lower
coefficients. The most pertinent example is the red channel in
the vertical direction; −0.0602 is the value of our algorithm,
while others are closer to zero. This reflects that our approach
actually creates a large perturbation in the configuration of ad-
jacent pixels, and thus has greater resistance to statistical at-
tacks.

To demonstrate the adaptability of our system to differ-
ent image sizes, Table 8 presents the horizontal, vertical, and
diagonal correlation coefficients of adjacent pixels, calculated
for each color channel before and after encryption.

In conclusion, these results confirm the effectiveness of
our encryption scheme in reducing the correlation between
neighboring pixels, making the encrypted text more secure
against statistical analysis attacks.

5.2. Perturbation analysis

Undoubtedly, perturbation analysis is an obvious tool
for evaluating the resilience of image encryption algorithms
against attacks that rely on small changes in the input data.
The number of pixel change rate (NPCR) and UACI are two
of the most widely used measures. They represent the per-
centage of pixels affected by a small change and the average
intensity of the induced changes, respectively. These measures
are important to ensure that the slightest change in the origi-
nal image causes a very pronounced change in the encrypted
image, thwarting any differential attack attempt.

In this study, we carried out an experimental evaluation of
the cryptosystem’s sensitivity by introducing a minimal modi-
fication to the source image. Specifically, we modified a single
pixel in the original image — the value of the pixel located at
position (49,123) in the third channel was 101 before alter-
ation, and increased to 153 after modification. Following this
alteration, we applied the encryption algorithm to both images
— the original and the modified — generating two distinct en-
crypted versions.

To know how much this change affects the encryption
process, we calculated NPCR and UACI values on the ob-
tained encrypted images. NPCR and UACI are used to assess
the sensitivity and diffusion of an encryption algorithm. High
values indicate that the algorithm is resistant to differential at-
tacks. The experimental results obtained confirm the ability of
the system to produce statistically independent images, even
with a minimal variation of the input image to the system, fur-
ther increasing its robustness against differential attacks.

5.2.1. Analysis of NPCR

The NPCR is an important metric that measures how sen-
sitive an encryption scheme is to minor changes in the original
image. In this sense, the NPCR is the percentage of pixels that

change when two encrypted images are generated from source
images with only one pixel differing between them. A robust
encryption scheme should produce an NPCR between 99.5%
and 99.8% for color images, demonstrating strong diffusion
properties and a high level of protection against differential
attacks.[79]

The NPCR is defined by the following formula:

NPCR =
∑i, j D(i, j)

M×N
×100%, (20)

where M and N are the dimensions of the image. D(i, j) is
defined as

D(i, j) =

{
1, if C1(i, j) 6=C2(i, j),
0, if C1(i, j) =C2(i, j),

where C1 and C2 represent the two encrypted images obtained
from slightly different original images.

The evaluation of our encryption algorithm provided the
results in Table 9 for each color channel.

Table 9. NPCR values for each color channel.

Channel Obtained NPCR Ideal value
Red (R) 99.61% ∼ 99.5%–99.8%

Green (G) 99.59% ∼ 99.5%–99.8%
Blue (B) 99.62% ∼ 99.5%–99.8%

These results demonstrate that our encryption method en-
sures high sensitivity to input image variations. Even a min-
imal change results in an almost total transformation in the
encrypted image, making any differential attack attempt inef-
fective.

5.2.2. Analysis of UACI

The UACI is a metric that indicates how sensitive an en-
cryption scheme is to tiny variations in the original image. It
measures the average difference in intensity between two en-
crypted images that differ by only one pixel in the plaintext im-
age. For an encryption algorithm, it must have a UACI value
close to 33.33% for maximum diffusion and strong resistance
to differential attacks.[79] The UACI is defined as follows:

UACI =
1

M×N ∑
i, j

|C1(i, j)−C2(i, j)|
255

×100%, (21)

where M and N are the dimensions of the image, C1(i, j) and
C2(i, j) are the pixel values at coordinates (i, j) in two en-
crypted images derived from slightly different plaintext im-
ages.

The UACI values obtained from our experiments are pre-
sented in Table 10.

Table 10. UACI results for each color channel.

Channel Obtained UACI Ideal value
Red (R) 33.40% ∼ 33.33%

Green (G) 33.40% ∼ 33.33%
Blue (B) 33.51% ∼ 33.33%
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These values, computed using MATLAB, demonstrate
that our encryption method ensures excellent diffusion of ini-
tial variations. The obtained results are very close to the ideal
33.33% value, confirming the robustness of the encryption
against differential attacks.

Table 11 presents a comparative analysis of resistance to
differential attack between our method and those presented in
other studies.

Table 12 presents the NPCR values obtained for images
of various resolutions, allowing a comparative evaluation be-
tween our algorithm and recent state-of-the-art methods. It

should be noted that the 256× 256 test image corresponding

to reference datasets could not be found in the cited works, and

is therefore only reported for our method.

As shown in Table 12, all NPCR values for the three color

channels and different image sizes exceed 99.6%, confirming

the strong sensitivity and robustness of the proposed method

against differential attacks.

Table 13 presents the UACI values obtained for different

image sizes, allowing a comparative evaluation between the

proposed algorithm and several existing methods.

Table 11. Comparison of NPCR and UACI values for different encryption algorithms.

Metric Channel Our algorithm [70] [71] [74] [75]
NPCR (%) Red 99.6143 99.6550 99.6080 99.6060 99.6140

Green 99.5994 99.6723 99.6140 99.6144 99.6073
Blue 99.6273 99.6747 99.6095 99.6085 99.6292

UACI (%) Red 33.4067 33.3987 33.4450 33.4317 33.4843
Green 33.4025 33.3903 33.5354 33.5394 33.4690
Blue 33.5116 33.3644 33.4520 33.4437 33.4965

Table 12. Comparison of NPCR results for images of different sizes between our algorithm and other methods.

Image size Image name Channel Our algorithm [25] [76] [77] [78]

256×256
4.1.04 Red 99.6203 / / / /
4.1.04 Green 99.6123 / / / /
4.1.04 Blue 99.6312 / / / /

512×512
2.1.02 Red 99.6252 99.5887 99.6201 99.6246 99.6100
2.1.02 Green 99.6201 99.6116 99.6506 99.5899 99.6054
2.1.02 Blue 99.6133 99.6139 99.6414 99.5987 99.6057

1024×1024
2.2.01 Red 99.6207 99.6112 99.6277 99.6099 99.6166
2.2.01 Green 99.6022 99.6144 99.5575 99.6076 99.6164
2.2.01 Blue 99.6301 99.6146 99.6490 99.6110 99.6141

Table 13. Comparison of UACI results for images of different sizes between our algorithm and other methods.

Image size Image name Channel Our algorithm [25] [76] [77] [78]

256×256
4.1.04 Red 33.5509 / / / /
4.1.04 Green 33.3212 / / / /
4.1.04 Blue 33.5123 / / / /

512×512
2.1.02 Red 33.5138 33.4623 33.5137 33.4399 33.4839
2.1.02 Green 33.4801 33.4349 33.4412 33.4847 33.4263
2.1.02 Blue 33.4276 33.4619 33.3946 33.4360 33.4408

1024×1024
2.2.01 Red 33.4301 33.4941 33.4753 33.5109 33.5007
2.2.01 Green 33.5120 33.4700 33.4831 33.4686 33.4449
2.2.01 Blue 33.4566 33.4736 33.5122 33.4622 33.4479

The UACI results show that the proposed encryption
scheme produces values close to the theoretical ideal of
33.33% for all tested image sizes and color channels. These
values indicate that even minor changes result in significant
differences, reflecting high sensitivity to initial conditions.
These results confirm the robustness of the algorithm against
differential attacks.

5.3. Key space analysis

When evaluating the strength of an encryption system, it
is crucial to examine the size and distribution of its key space.
A large, well-designed key space makes brute-force attacks

nearly impossible and provides a higher level of protection. As
a general rule, the key space should be sufficiently large that
launching multiple decryption attempts, known as a trial-and-
error process, becomes impractical. The recommended size
for a key space in modern systems is 128 bits or more. Cur-
rently, it is commonly believed that the key space of a secure
cryptosystem must be greater than 2128 to resist brute-force
attacks.[80]

The system we described earlier is based on chaotic dy-
namics and characterized by a large, unpredictable key space.
This guarantees a large diversity of keys, providing enhanced
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overall resilience to attacks.
To achieve this, we consider a copy of the master sys-

tem (4), characterized by the parameters l20, l21, l22, l23, l24,
l25, l26, l27, l28, l29, l210, l211, and l212. We also take into ac-
count the fractional derivative orders k1, k2, k3, and k4 to gen-
erate a secret key for the transmission mechanism. However,
the constraint imposed by the system dynamics excludes the
order λ , and the parameters β1 and β2. We then determine the
key space size ∆ , which represents the finite set of all possible
keys.

The key space estimation follows from a sensitivity anal-
ysis of the parameters involved.[80] In each step, we vary
one parameter while keeping all others fixed and estimate
the UACI and NPCR for encrypted images obtained from the
sender and its copy. Through such an estimation, we assess the
sensitivity of each parameter, and thus compute the key space
with accuracy.

As illustrated in Table 14, and in the context of double-
precision floats, an accuracy of the order of 10−16 can be
achieved in general. To evaluate the key space, we speak of
a precision of at least 10−15, which corresponds to the thresh-
old often considered as the relevant reference frame.

Based on the results illustrated in Table 14, we can de-
termine the dimension of the key space associated with our
scheme as follows:

∆ =
13

∏
i=1

10(14×9+13×3+12) = 10177≈ 2589� 2128.

The key space thus determined is extremely vast, with an es-
timated size of 10177 ≈ 2589, well in excess of 2128.[80] This
scale gives the scheme significant resistance to brute-force at-
tacks, making exhaustive exploration unfeasible with current
computing capacities.

Table 14. Sensitivity to parameter variations.

Parameters li Sensitivity εi No. of possibilities
l21 = 1.5 ε1 = 10−15 ∆1 = 1014 (≈ 246)

l22 = 0.3 ε2 = 10−15 ∆2 = 1014 (≈ 246)

l23 = 9 ε3 = 10−15 ∆3 = 1014 (≈ 246)

l24 = 330 ε4 = 10−14 ∆4 = 1013 (≈ 243)

l25 = 0.07 ε5 = 10−15 ∆5 = 1014 (≈ 246)

l26 = 0.3 ε6 = 10−15 ∆6 = 1014 (≈ 246)

l27 = 2.1 ε7 = 10−14 ∆7 = 1013 (≈ 243)

l28 = 2.6 ε8 = 10−13 ∆8 = 1012 (≈ 240)

l29 = 10−7 ε9 = 10−15 ∆9 = 1014 (≈ 246)

l210 = 0.00003 ε10 = 10−15 ∆10 = 1014 (≈ 246)

l211 = 0.008 ε11 = 10−14 ∆11 = 1013 (≈ 243)

l212 = 0.5 ε12 = 10−15 ∆12 = 1014 (≈ 246)

l213 = 0.3 ε13 = 10−15 ∆13 = 1014 (≈ 246)

To illustrate this point, the high sensitivity of each key
remains a major advantage when it comes to security. Any
infinitesimal variation in any system parameter will produce
large changes in the generation of encryption sequences. This

increases the unpredictability and strength of the encryption
mechanism against reconstruction attempts by an attacker.

Table 15 below provides a comparison of the key space,
showing how the proposed scheme performs compared to
other currently available encryption techniques.

Table 15. Comparison of key space size between different encryption
schemes.

Reference Key space size
Our method 10182

[70] 10112

[71] 10120

[72] 1072

[74] 1056

[75] 1064

5.4. Robustness to noise in image cryptography: A PSNR-
based study

Mean squared error (MSE) and PSNR are essential mea-
sures for evaluating the quality of images after encryption and
decryption, particularly with regard to the impact of noise.[81]

The MSE quantifies the error between the original image and
the decrypted image by calculating the sum of the squares of
the differences between the corresponding pixels and then nor-
malizing it by the total number of pixels, according to the fol-
lowing formula:

MSE =
1

M×N

M

∑
i=1

N

∑
j=1

[I(i, j)−K(i, j)]2 , (22)

where I(i, j) and K(i, j) represent the pixel values in the orig-
inal and decrypted image, respectively, and M and N are the
image dimensions.

PSNR measures the ratio of maximum signal power to
noise power, and is calculated using the following formula:

PSNR = 10× log10

(
MAX2

MSE

)
, (23)

where MAX is the maximum possible value of a pixel, typi-
cally 255 for an 8-bit grayscale image.

In the following, we will evaluate the robustness of our
algorithm to noise attacks. For each variation in density, we
will illustrate the impact of noise on the restored image. The
results are shown in Fig. 17. Table 16 shows the results for
PSNR and MSE as a function of salt-and-pepper noise density
variation. Table 16 highlights the increasing impact of salt-
and-pepper noise on the quality of the restored image, with
the MSE rising from 309.9962 to 1282.3665 and the PSNR
decreasing from 19.43 dB to 13.41 dB. These results demon-
strate that the higher the noise density, the more pronounced
the degradation, confirming the effectiveness of our algorithm
against perturbations.
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(a) Encrypted image+noise (b) Final decrypted image

(c) Encrypted image+noise (d) Final decrypted image

(e) Encrypted image+noise (f) Final decrypted image

(g) Encrypted image+noise (h) Final decrypted image

Fig. 17. The left column shows the encrypted images with noise, while
the right column presents the decrypted images after the addition of
salt-and-pepper noise: (a) and (b) salt-and-pepper noise density 0.05,
(c) and (d) salt-and-pepper noise density 0.1, (e) and (f) salt-and-pepper
noise density 0.17, (g) and (h) salt-and-pepper noise density 0.24.

Table 16. Results of PSNR and MSE for varying salt-and-paper noise
densities.

(a), (b) (c), (d) (e), (f) (g), (h)
Salt-pepper noise density 0.05 0.1 0.17 0.24

MSE 309.9962 594.3394 967.9154 1282.3665
PSNR(dB) 19.43 16.65 14.60 13.41

6. Conclusion
This paper proposes a new fractional-order chaotic sys-

tem that incorporates a memristor emulator. With increasing

demands for secure and lightweight cryptographic schemes,
such architectures that combine the high complexity of frac-
tional dynamics and the intrinsic nonlinearity of memris-
tive devices are being actively explored. The proposed sys-
tem takes advantage of memristors’ non-volatility, ultra-low
power, and small geometry for advanced encryption applica-
tions.

The following summarizes the main contributions and
results of this work: (i) Design and analysis of a novel
memristor-based fractional-order chaotic system. (ii) Imple-
mentation of two complementary synchronization approaches
to guarantee that signals will align securely. (iii) Development
of an image encryption framework based on the proposed sys-
tem, where multiple cryptographic keys were used and frac-
tional dynamics added. (iv) Validation of the systems security
performance through entropy evaluation (≈ 7.993), correla-
tion tests, NPCR/UACI metrics (e.g., 33.40% and 99.61% re-
spectively), and noise-resilience analysis for different images
and different image sizes.

Nevertheless, this work has certain limitations. Due to
the large amount of data to be processed, the execution time
is particularly long for high-resolution images. Moreover, the
algorithm requires substantial memory, making it difficult to
use on resource-limited systems.

Future research will focus on hardware implementation,
paving the way for the system’s use in real-world conditions.
Subsequent work will complement these implementations by
integrating the system into compact or embedded devices (i.e.,
IoT devices). Research will also focus on optimizing real-
time performance for encryption. Additionally, entropy values
close to 7.999 and an NPCR of 99.6% will serve as relevant
indicators of the effectiveness and robustness of the adopted
encryption approach. Overall, this work establishes a founda-
tion for a new approach to secure, low-power cryptographic
architectures based on chaotic, fractional-order memristor dy-
namics.
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