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The advantage distillation (AD) technology has been proven to effectively improve the secret key rate and the com-
munication distance of quantum key distribution (QKD). The mode-pairing quantum key distribution (MP-QKD) protocol
can overcome a fundamental physical limit, known as the Pirandola—Laurenza—Ottaviani-Banchi bound, without requiring
global phase-locking. In this work, we propose a method based on multi-step AD to further enhance the performance
of MP-QKD. The simulation results show that, compared to one-step AD, multi-step AD achieves better performance in
long-distance scenarios and can tolerate a higher quantum bit error rate. Specifically, when the difference between the
communication distances from Alice and Bob to Charlie is 25 km, 50 km and 75 km, and the corresponding transmission
distance exceeds 523 km, 512 km and 496 km, respectively, the secret key rate achieved by multi-step AD surpasses that
of one-step AD. Our findings indicate that the proposed method can effectively promote the application of MP-QKD in

scenarios with high loss and high error rate.

Keywords: mode-pairing quantum key distribution, multi-step advantage distillation, secret key rate
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1. Introduction

Quantum computing poses a significant threat to the se-
curity of traditional public key encryption based on com-
putational complexity.l'! Quantum key distribution (QKD),
grounded in the principles of quantum mechanics, en-
ables two communicating parties to share random keys with
information-theoretic security, which has attracted great at-
tention in research.!”’l Since the first QKD protocol was
proposed, ! substantial advancements have been achieved for

g, [4-8 O-121 minjature

higher secret key rate ! longer distances,
setups,!!3~151 and more scalable network deployment.[16-1°]
Following the remarkable progress in QKD, the proposal
of measurement-device-independent (MDI) QKD!?°! repre-
sents a significant advancement, as it eliminates all security
vulnerabilities associated with the detection side. However,
the performance of most QKD protocols remains constrained
by the fundamental limit known as the Pirandola—Laurenza—
Ottaviani—-Banchi (PLOB) bound,?!! which states that the
maximum secret key rates achievable over a quantum channel
cannot surpass the fundamental rate—distance limit of O(n),
where 7 denotes the transmittance of the quantum channel.
Twin-field (TF) QKD!??! is based on first-order optical
interference and achieves a rate—distance scaling of O(,/7),
surpassing the PLOB bound and enabling a considerable

key rate over long distances. Subsequently, numerous vari-
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ants of the TF-QKD protocol have been proposed!?>2°! and
experimentally demonstrated.[*!1-3034 However, TF-QKD
requires precise frequency-locking and phase-locking tech-
niques to achieve stable interference between two coher-
ent states. [>!1-33-37] These requirements significantly increase
system complexity and implementation difficulty, thereby lim-
iting its practicality in real-world applications.

To address the global phase-locking challenge, two re-

cent works, namely, mode-pairing (MP) QKD!38]

and asyn-
chronous MDI (AMDI),*! were proposed almost simultane-
ously. These two protocols utilize the inherent stability during
the pairing time, thereby overcoming the PLOB bound without
requiring global phase stabilization. At present, these MDI-
type QKD protocols have achieved a communication distance

sl401 and

of up to 508 km,['” with experimental demonstration
field tests.[*!142] Moreover, numerous efforts have been made
to enhance their practical implementation,!*>~* and the strat-
egy of asynchronous pairing has also been applied to other
fields. 3011

Improving transmission distance and secret key rates has
garnered significant attention in the field of QKD.[>-6:11:52-34]
Advantage distillation (AD), proposed by Maurer, > is a clas-
sical two-way communication protocol used to enhance the
error tolerance.’®81 The core step of the AD method is to
divide the raw keys into several blocks and extract the highly

correlated keys from the weakly correlated keys, thereby en-
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hancing the correlation between the raw keys. The AD method
has been applied to various QKD protocols**-%°! to extend
transmission distances and improve tolerance to background
Recently, Hao er al. proposed a multi-step advan-
tage distillation (MSAD) method to further improve the per-

noise.

formance of the QKD protocol.[°®! However, the impact of the
MSAD method on the performance of the MP-QKD protocol
remains to be thoroughly investigated.

This study improves the MP-QKD protocol by incorpo-
rating a MSAD method, extending the one-step advantage dis-
tillation (OSAD) approach. This scheme modifies the post-
processing steps without changing the hardware of the ac-
tual MP-QKD system. In practical applications, MSAD can
be integrated into the classical post-processing steps of MP-
QKD by modifying the processing logic of the FPGA. The
OSAD method divides the raw key into blocks to distinguish
strongly correlated keys from weakly correlated ones. The
MSAD method further refines this process by subdividing the
blocks into smaller partitions. The simulation results show
that MSAD can enhance the long-distance performance of the
MP-QKD protocol. In particular, considering both symmet-
ric and asymmetric channel scenarios, MSAD can contribute
to improving the secret key rate and increasing the maximum
tolerated quantum bit error rate (QBER) of the system.

The structure of this paper is as follows: Section 2
provides an overview of the MP-QKD protocol with OSAD
method. Section 3 introduces MP-QKD protocol with the
MSAD method. In Section 3, numerical simulation results are
presented. Finally, we offer conclusions in Section 4.

2. MP-QKD with one-step advantage distillation

Here, we first review the MP-QKD protocol with the
OSAD method.[**1' A schematic of this scheme is presented
in Fig. 1 and its specific steps are as follows.

Alice
AAAAA A A
| . . [ I [ .
T R O S R O Charlie
VAV Dy,
0 0 fa Ha  Ha M2 0 Ha
Vacuum X Discard zZ
Bob
N A A I\
A y/ | [\ ] [
A A L
A O \ | [\
L\ L\ Dgr
0 0 Mo Mo Mo pHb o b 0
Vacuum X Discard Z

Fig. 1. Schematic of the MP-QKD protocol. Alice and Bob send coherent
pulses to an untrusted relay, Charlie. Z-basis key generation is based on time-
bin pairs where one pulse is vacuum (0) and the other has a nonzero intensity.
The X-basis uses intensity pairs of (U, Up), while (0,0) denotes a vacuum
state. If data is missing for either party in a time bin, the corresponding data is
discarded and the search continues to the next. Dy, /Dg represent the detectors.

Step 1.
weak coherent pulses |eie§ \/)T/f;)(|e191ig AL)), where each
pulse has intensity A{ € {ts,0} (A5 € {i,0}) and phase
0, (0z) € [0,2m). The index i denotes the time bin, with
ie{l,2,...,N}.

State preparation Alice (Bob) generates n

Step 2. Measurement and announcement Alice and
Bob send weak coherent pulses to an untrusted intermediary,
Charlie.
ing signals and records whether detector Dy, and/or Dy re-

At each time bin i, Charlie interferes the incom-

spond. Charlie then broadcasts the detection status and the
corresponding detection result.

Step 3. Mode pairing Steps 1 and 2 are repeated N times
by Alice and Bob. For each valid detection, only rounds with
a single click from either detector Dy, or Dr are kept. These
rounds are paired to determine the basis. The corresponding
phase and intensity values from both rounds form a data pair.
The resulting bases are compared and retained if they meet the
sifting rules; otherwise, the pair is discarded.

Step 4. Basis sifting For each pair of time bins i and
J, data are kept as a Z-basis event if one intensity is nonzero
and the other is zero. If the intensities are (U, lp), the data
are considered for the X-basis; otherwise, such as (0,0), they
are discarded. Alice and Bob then disclose their basis choices
and the total intensity for the pair. If the announced bases
match and the data are not flagged for discarding, the pair is
preserved.

Step 5. Key mapping For each Z-basis pair at time
bins i and j, Alice assigns k4 = O if the intensity pair is
(Ua,0), and x4 = 1 for (0, up). For each X-basis, the key bit
is derived from the relative phase difference (0} — 6/{ ), ex-
pressed as @4 + wKy, where K4 = {[(Bf( —6})/n] mod 2} and
¢a = (6] — 6}) mod 7. Bob follows the same method to com-
pute kg and ¢p. Both parties then announce ¢4 and ¢p. If
¢4 = ¢p, the pairing is kept; otherwise, it is discarded.

Step 6. Parameter estimation Alice and Bob use the re-
77

X X ] . o (Ma,ktp)
is estimated from the Z-basis where the intensities are (U, Uy ).

tained Z-basis to extract the raw key. The bit error rate E

By analyzing different intensity combinations, they estimate
the gain of single-photon events g1 from the Z-basis data, and
obtain the single-photon phase error rate ez(l’fl) using the X-
basis.

Step 7. Postprocessing This step involves several sub-
tasks carried out in order:

e Alice and Bob determine the optimal block size b via
numerical optimization.

e They divide their respective raw key sequences into
blocks of size b, where the optimal block size b can be se-
lected to improve the secret key rate, and denote the resulting
sequences as X = {xj,x2,...,xpt and Y = {y;,v2,...,ys}.

o For each block X, Alice selects a random bit ¢ € {0, 1},
computes C = {x; ®c,x, Dc,...,x Bc}, and sends C to Bob.

e Upon receiving C, Bob calculates C' = CoY. If
C' ={0,...,0} or {1,...,1}, he replies with “Accept”; oth-
erwise, with “Reject”.

e If accepted, Alice and Bob retain x; and y; as key bits;
if rejected, they discard the block.

e Finally, error correction and privacy amplification are
performed to generate the final secret keys.

090307-2
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After the above steps, through information security theo-
retical analysis, the secret key rate is given by

1

R > max min
bAoA A b

x {(q”)h[l— (%+L)h<
(5L2+7L3)h</1

~2+

psuccrp(paA)rs
)
Ao+ A

A ﬂ Rk (E(Zlfuub)) }v (1

3

e

subject to

(Ao+A)"+ (o — M)

do = — p T
2| (Ao +241)" + (2 +43)7 |
7~ ot h) = (o=M)"
2 _(Ao+7tl)"+(/lz+/13)”_ 7
B etk)+e-k)
2 [+ A0)2 + (Ao + 23|
T — @2+)L3)b—(lz—l3)b_’ o
2| (Ao + A1)+ (A2 +23)"

where ):;ZZO A, = 1, and each A, (n = 0,1,2,3) denotes the
weight of a Bell-state component that characterizes the quan-
tum channel. The single-photon error rates in the X and Z
bases are constrained by A; + A3 = 3?1),(1) and A, + A3 = e(Zfl),

‘ Original key sequence '

. Output from the
- previous iteration

respectively. The parameter pgyc. represents the success prob-
ability of OSAD on a block of size b, and E(ZZa ) denotes the
effective error rate after the OSAD step. The observed QBER

in the Z-basis is denoted by E(ZZ 1) While rp(p,A) denotes

the mode-pairing success rate :sa 7a function of the detection
probability p and maximum pairing interval A. The param-
eter ry is the probability that a detected event corresponds to
a valid Z-basis pair, and g, represents the estimated fraction
of single-photon contributions among Z-basis detections. The
details of the derivation of relevant parameters are presented
in Appendix A, and the derivations for the original MP-QKD
and the MP-QKD with OSAD are provided in Appendices B

and C, respectively.

3. MP-QKD with multi-step advantage distilla-
tion

The following provides a detailed description of the spe-
cific steps involved in the MP-QKD with the MSAD method.
The MSAD method modifies only the post-processing stage.
Therefore, steps 1-6 of the proposed scheme remain the same
as those in the MP-QKD with the OSAD method, and only
step 7 is modified. The process of MP-QKD with the MSAD
method is shown in Fig. 2, and the specific details are as fol-
lows.

The k-th iteration
of MSAD

A\ 4

Alice
OSAD with block b

!

Xie, s - s Xie by,

i

}

Yi,1r -+ 1 Vk,by,

'

Bob

|

—

Random bit ¢, € {0,1}

|

G, =
Wit O s s Vi, O Ciopy )

A

. Cp = {c1s - ;Ck,bk} =

{x,1 O o X by ® ci

If ¢, = {0, ...,0}
or {1,..,1}, accept

}

|

|

!

If accepted, output x; 1,
else discard all bits

OSAD with block by

If accepted, output yy 1,

—— . .
else discard all bits

A 4

‘ Final key sequence )

Output for the
next iteration

¥

Fig. 2. Multi-step advantage distillation post-processing flowchart.

New step 7. In the MSAD protocol, Alice and Bob first obtain raw key sequences after the sifting step. They then perform
multiple OSAD iterations, where each iteration takes as input the output of the previous one. Assume that MSAD consists of

m such iterations, with a total block size b =[]~ | b;, where each
iteration of the MSAD protocol is described in detail as follows.

OSAD uses a configurable block size by,bo,...,b,. The k-th

090307-3
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e Alice and Bob determine the optimal block size by via
numerical methods.

e Alice and Bob divide their input sequences into blocks
of size by, denoted as Xp = {xx1,Xk2,...,Xkp, ; and ¥ =
{Yk,layk,27 e »)’k,bk}'

e For each block Xj, Alice randomly selects a bit ¢, €
{0,1}, computes C = {xk71 DBy X2 D Chy -+ X by, P ¢k}, and
sends it to Bob.

e Upon receiving Cy, Bob computes C; = C, © Y. He
replies with “Accept” if C; = {0,0,...,0} or {1,1,...,1}; oth-
erwise, he responds with “Reject”.

e Depending on the “Accept” or “Reject” result, Alice and
Bob keep x;; and yy; as key bits or discard the full block of
size by.

e After completing the k-th iteration, Alice and Bob ob-
tain sequences Xy and Y;4, which are either used as input
for the following iteration or sent for error correction as part
of the final key.

After new step 7, highly correlated bits can be separated
from weakly correlated information and the secret key rate of
the MP-QKD with MSAD can be modified as follows:

1

R > max min ——— <o pmlp(p,A)rs
T b1bosebn Mg, Ay A0 A ble"'bmplp2 P p(P s

N {(‘hl)b [1 - (Zo:k;ll) h(%i—%h)
_ (;12—1—;13) h(itz)f%)} — fh (Eﬁiub)) } 3)

subject to
by by
_ zZ 77
pie= (1 a E(uu’ub’kil)) T (E(.ua-,limk*])) ’
b
( E7Z )
; (W, pk—1)
Eliann) = o @

(Mas iy k) br
_ pzz zZ
(1 E(ua,ub,k71)> + (E(ua,umkfl))

and

% (Ao+A)"+ (o — M)

j'm,O:AO: ) ’
psucc
[ (Mo +2A1)" — (Ao —A1)"
m)l 1 2psucc ’
s () (b))
A’m’z B 2/2 B 2psucc ’
. s (4 A) = (M —A3)°
lm,3=/13=( 2 3)2p (2= 23) , )

where p; represents the probability of a successful advantage
distillation on a block of size by, Eéza k) represents the error
rate after the k-th iteration after the AD postprocessing step.

The complete derivation can be found in Appendix D.

4. Simulation

In this section, to investigate the performance of the MP-
QKD with the MSAD method, we use the parameters in
Table 1 for numerical simulation, which are sourced from
Ref. [38].

Table 1. List of parameters used for numerical simulations. 14 denotes
the detection efficiency, a denotes the loss coefficient of the fiber, pg

denotes the detector dark count rate, f denotes the error correction, and
e4 denotes the misalignment error.

Na o Dd S ed
20% 0.20 dB/km 1.2%x1078 1.15 4%

4.1. Symmetric scenarios

Most of the experimental demonstrations are performed
in the laboratory over symmetric fiber spools./'%1140] For this
type of symmetric channel scenario, we analyze the impact of
MSAD on the performance of MP-QKD (AL = L, — Ly, = 0).
In this case, the intensities sent by Alice and Bob are equal,

ie., Uy = Up = U.

B
= 10712} (a)
o)
-
[
o 10141}
=
Q \
(] _
2 10| N
- %
5 N
< 107'%F . MP-QKD-MSAD M
E%
2 . MP-QKD-OSAD s
® —20 s L s s ?‘
® 10
530 535 540 545 550
Transmission distance (km)
b ® a
44.5 8
141 - =5
14.0 ©
12} 5
o 13.5 %
—_— 10- - =
! -43.0 5
2 - 425 £
o ¢l il S
— 120 ¢
p— 5]
4 _ 115 =
9 2
{1.0 2

460 480 500 520 540
Transmission distance (km)

Fig. 3. Performance comparison between the proposed scheme (MP-
QKD-MSAD) and MP-QKD protocol using OSAD (MP-QKD-OSAD)
assuming A = 10°. (a) Relationship between the secret key rate and
the total transmission distance. (b) Relationship between optimal block
size b and transmission distance, as well as the relationship between the
ratio of the secret key rate achieved by the proposed scheme to that of
the MP-QKD protocol using OSAD and the total transmission distance.

As shown in Fig. 3, when the transmission distance ex-
ceeds 527 km, the secret key rate obtained using MSAD be-
comes greater than or equal to that achieved with OSAD.
Within the distance range of 534 km to 543 km, the secret
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key rates of MSAD and OSAD are equal at some distances.
The reason is that the optimal block size b is a prime number,
and MSAD can only perform a single round of grouping, that
is, the key is divided into » blocks in the first round, which
is equivalent to using the blocking strategy of OSAD. When
the transmission distance is greater than 543 km, MSAD is ef-
fectively executed, and the secret key rate of MSAD is greater
than that of OSAD.

At approximately 550 km, a significant decline is ob-
served in the key rate ratio between the proposed scheme and
the MP-QKD protocol using OSAD in Fig. 3(b). This is be-

cause MSAD cannot perform multi-step processing based on
the prime number 13, but it can implement multi-step process-
ing using the adjacent composite number 12. However, this
processing reduces the performance advantage of MSAD, fur-
ther leading to the observed decline in key rate ratio.

As shown in Table 2, when the key rate is on the order of
1013 and the communication distance is 539 km, the secret
key rate using the MSAD method is 1.6 times higher than that
using the OSAD method. When the communication distance
is 549 km, the secret key rate of the MSAD method is about 4
times higher than that of the OSAD method.

Table 2. Comparison of secret key rates for MP-QKD with MSAD and OSAD at the transmission distances of 539 km and 549 km. The ratio

shows the improvement factor of MSAD over OSAD.

Transmission distance Protocol Optimal block size QBER Secret key rate Ratio
OSAD 6 0.1225 8.22 x 10714
539 1.629
MSAD 2x3 0.1244 1.34x 10713
OSAD 12 0.1352 3.03x 1071
549 4.196
MSAD 2x2x3 0.1364 1.27x 10718
0.15 ' ' ' the maximum tolerated QBER of the MP-QKD protocol using
- MP-QKD-MSAD .
- MP-QKD-OSAD \g OSAD is only 0.1358. We also analyze the performance of the
\\5 proposed scheme under different maximum pairing intervals
0.10 . . . . ..
e p A. Figure 5 indicates that across different maximum pairing
E intervals, MSAD can increase the secret key rate of MP-QKD
c

J
_/

0 .
0 100 200 300 400 500 600
Transmission distance (km)

Fig. 4. Comparison of the maximum tolerated QBER of the proposed
scheme and MP-QKD protocol using OSAD assuming A = 10°.

- MSAD A =10
—OSAD A= 10¢

10-14} - MSAD A=10?]

10716,

10-18¢

Secret key rate (bit per pulse)

10—20

530 535 540 545 550
Transmission distance (km)

Fig. 5. The performance of the proposed scheme corresponding to dif-
ferent maximum pairing intervals A.

Furthermore, we compare the maximum tolerated QBER
of the MP-QKD protocol using MSAD and OSAD in Fig. 4.
The simulation results show that the maximum tolerated
QBER of the proposed scheme has increased to 0.1432, while

at long distances.

4.2. Symmetric scenarios

In practical applications, variations in geographical loca-
tion and environmental conditions often lead to unequal chan-
nel attenuation between the two communicating parties and

[41.67] Therefore, it is essential to consider

intermediate nodes.
asymmetric channels in the scheme design. Next, we will fur-
ther analyze the influence of MSAD on MP-QKD performance
in the asymmetric case (L, # Lp). In this case, the intensities
sent by Alice and Bob are not equal, i.e., iy # Up.

In Fig. 6, we analyze the performance of the MP-QKD
protocol using MSAD under varying degrees of asymmetry in
the communication distances from Alice and Bob to Charlie
(AL). As a concrete example, we consider three sets of chan-
nels at AL = 25 km, 50 km, and 75 km, and the corresponding
transmission distances exceed 523 km, 512 km, and 496 km,
respectively, the secret key rate achieved using MSAD be-
comes greater than or equal to that obtained with OSAD. The
detailed results at 524 km and 534 km for AL = 50 km are
shown in Table 3. These results demonstrate that using MSAD
can improve the secret key rate of the MP-QKD protocol over
long transmission distances in asymmetric scenarios. Further-
more, the degree of channel asymmetry does not significantly
affect the performance improvement of MSAD.

090307-5
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)
7]
—12
R 1072 (a)
g AN
e 10—14, %
2
4;_3 ]_0—16r \
S - MSAD AL=25:
Q —OSAD AL=25
=4 10-18} . MSAD AL=50 ' i
2 —O0SAD AL=50 !
£ - MSAD AL=75 ©
S 10-20 OSAD AL=75 _
500 510 520 530 540
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16 : —
(b) 4.5 2
14 - 2
12 ;
- 8
Ej 10 5
E 8 @
o, =1
O 6 ks
4 g
g
2 3
i , , T I =

440 460 480 500 520

Transmission distance (km)

Fig. 6. Performance comparison between asymmetric MP-QKD protocol using OSAD and MSAD assuming A = 10°. (a) Relationship between
the secret key rate and the total transmission distance under varying degrees of asymmetry in the communication distances from Alice and Bob to
Charlie (AL). (b) At AL = 50 km, the relationship between optimal block size b and transmission distance, as well as the relationship between the
ratio of the secret key rate achieved by the proposed scheme to that of MP-QKD protocol using OSAD and the total transmission distance.

Table 3. Comparison of secret key rates for MP-QKD with MSAD and OSAD at the transmission distances of 524 km and 534 km when
AL = 50 km. The ratio shows the improvement factor of MSAD over OSAD.

Transmission distance Protocol Optimal block size QBER Secret key rate Ratio
—14
s04 OSAD 6 0.1205 9.47 x 10 L616
MSAD 2x3 0.1224 1.53x 10713
AD 12 132 2.84x 1071
534 os 0.1320 B 10™ 4.049
MSAD 2x2x%x3 0.1331 1.15x 10718

5. Discussion and conclusion

In conclusion, this paper proposes a scheme for improv-
ing the performance of MP-QKD by using the MSAD method,
and simulates its performance in both symmetric and asym-
metric cases. The simulation results show that, compared with
the MP-QKD scheme using OSAD, the proposed scheme can
achieve a higher secret key rate over long transmission dis-
tances and tolerate a QBER of up to 0.1432. This scheme does
not require any modifications to the original hardware, requir-
ing only adjustments to the classical post-processing process.
Therefore, it can be readily applied to existing MP-QKD sys-
tems to enhance long-distance transmission performance.

In future work, we can further investigate the advanta-
geous distillation framework proposed in Ref. [68] and explore
methods or block strategies to increase the secret key rate.

Appendix A: Details of the simulation model

According to Refs. [38,44,45], we can derive the model
and the final secret key rate of the MP-QKD protocol as fol-
lows.

The following calculations are performed under the
asymptotic limits and the assumption of perfect decoy-state
estimation. Let’s assume that the probability of Alice (Bob)
randomly selecting intensity {0, ta} ({0, up}) is close to 1/2,
and the probability of the decoy intensity v, (V) can be ig-
nored. We represent the coherent pulse sent by Alice (Bob)
in the i-th round as | zl’;‘p,aeieb ( z%ybeief'f.)), where zl"q(B)
denotes the random variable of intensity and 6, ) denotes the
random phase. The intensity setting for i-th round can be de-

noted as the following vector:

7= [Zy,25] =1[0,1],[1,0],[0,0],[1,1]. (A1)

Alice and Bob transmit weak coherent optical pulses to
Charlie over a typical attenuated channel, with the channel is
ii.d. in each round. Then, Alice and Bob pair the successfully
clicked pulses and sifting their bases. For the pulse pair in-
dexed by (i, j), we define 7'/ = [‘ij, /] =2, EBZI{;,Z}';@Z{;],
where @ denotes the bit-wise addition modulo 2. When
i) = [1,1], the (i, j) pair is set to be an effective Z pair.

In the i-th round, the click events of the Dy, and Dy detec-
tors can be denoted as (L', R"). The successful click variable is
C':= L'®R', where C' = 1 indicates a successful click. The
detection probability can be denoted as

Pr(C'=1|7")~1—(1—2pq)exp [— (NaltaZly + nb,UbZi;)] ,
(A2)
where 7, (1) represents the channel transmittance from Alice
(Bob) to Charlie.
The expected successful click probability of each round
is

pi=pr(C=1) = Epr(c = 112)pr ()

~ Nalla + Mo Mo

1 ) )
=—_VYPr(C'=1|F)~ 122D A3
42 H(C=11]2) Ay

and given a maximum pairing interval A, the expected success
probability of mode-pairing per round is given by

1 117!
A+7

rp(p,A) = Ji—(=pp (A4)
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The phase-randomized coherent states emitted by the i-
th round can be viewed as a linear superposition of photon-
number states. When Alice and Bob transmit photon number
states |n2> and |nj§> respectively, the detection probability is

Pr(C'=1n') ~ 1= (1—2pg) (1—ma)" (1—1)" . (AS)

Without loss of generality, we regard the i-th and j-th
rounds as a pair. Since the detection of all rounds are iden-
tical and i.i.d, we ignored the subscript. The probability of the
intensity setting z caused by a successful click is

Pr(z,C=1)

Pr(C=1)

_ Pr(C=1]2)Pr(z)
L Pr(C=1[Z)Pr()
Pr(C=1|z)

=" - A6
Y P(C=1]7) (A6)

When 7; j = [1,1], the successfully clicked pairs are re-

Pr(z|C=1)=

garded as Z-basis events. Therefore, four possible configura-
tions of z' and z/ are

,2/] € {[00,11],[01,10],[10,01], 11,001}, (A7)

where Err := {[00, 11],[11,00]} are the two configurations that
cause bit errors. To simplify the symbolic expression, we de-
fine several events as follows:

Pr(C) = Pr(Pair Clicked) :=Pr (C'=C/ =1) =

Pr(E) = Pr(Pair Effective) := Pr (zi o/ =11),

Pr(Err) = Pr(Pair Erroneous) := Pr ( [zi,z/ | € Err),
(

Pr(S) = P(Single-photon Pair) := Pr (n' ®n/ = 11). (A8)

Next, we will consider the calculation of the Z-basis pairs
ratio rs, which can be expressed as follows:

re=Pr(E|C)=Pr(d @z =11|C' =1,/ =1)
= Y Pr(d|C=1)Pr(d|CI=1)
z@zf 11
Y Pr(C'=1|)Pr(C/=1|7)
l6p dogTel
11
8 2[ —(1—2pq)exp(— naua)]

X [1=(1—2pa)exp (—Moisp)] - (A9)

The expected quantum bit error rate of Z-basis pairs is

Ef7 . =Pr(Er | E,C)
_ Pr(Em,E|C)  Pr(Err|C)
~ Pr(E|C)  Pr(E|C)
o Pr([¢,2] €Brr [ CP=C/=1)
=r;,' Y Pr(@[C=1)Pr(|C/=1)

[zi R ] €Err

1 1 . . . .

e L R TE)
sP [zi.zj]EErr

— 4’,17Pd [1 _ (1 _2pd)e*naﬂa*nbﬂb} . (AlO)

The expected single-photon pair ratio in the effective Z-basis
pairs can be written as follows:

Pr(S,E,C) 1
Pr(E,C)  ryp?

> ZPrSE C|7,7)Pr(z', /)

qu =Pr(S|E,C) = Pr(S,E,C)

I'sp 77/
1 o
= Pr(S,C|7',7/)
2 Z b) )
16rsp dpzi=11
1 o o
=— Pr(C|S,2,2/)Pr(S | 2',2/)
2 Z b b b
16rsp [@z/. 1"
_ P[Ja P.uh Z P o 1 ‘ ni — Zi)
167, p2 dogel]
xPr(C/=1|n' =7)
Py, (1)Py, (1)
=22 > " M—-(1-2 1—mn,
et - (1= 2p0) (1m0

X [1—=(1=2pg) (1 —=mp)],

where P, (k) = e “u* /k! is the Poisson distribution.
We adopt the deception state estimation method in

(A11)

Ref. [69], and the gain and error rate of X-basis can be ex-
pressed as follows:
Y1) =(1—pa)’ [% + (212 +21p — 3MaMb) pa

+4(1—m,) (1—m) P3] »
(eo —eq) (1= pa
Yo

o [60Y<171> _ )2nanb]

€ =

; (Al12)

where eg = 1/2 is the error caused by vacuum pulses.

Appendix B: Security of MP-QKD based on
quantum information theory

According to the security proof given in Ref. [38], the
final secret key rate of MP-QKD can be estimated as follows:

R=rp(p. &) {an [1=h(ef5))| - rn (% )} BD)

In order to further understand the improvement of secret
key rate using the MSAD method, we re-analyze Eq. (B1) us-

ing quantum information theory!7%-71]

R= min S(X | E)~ (B2)

oppel

HX|Y),

where I" denotes the set of all two-qubit density operators
oxp defined over the Hilbert space Hy ® Hp, with dimensions
2 x 2. The term S(X | E) is the conditional von Neumann en-
tropy that quantifies the uncertainty of the eavesdropper Eve
about Alice’s measurement result X, while H(X | Y) is the
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classical Shannon entropy quantifying Bob’s uncertainty about
X given his own outcome Y.

Before Alice and Bob perform their measurements, the
quantum system is represented by the following state:

3
P)ase = Y, V| Pudan ® len)E
n=0

(B3)

where A, are non-negative real coefficients satisfying
Yo oM = L

channel by representing the weight of each Bell component

These coefficients characterize the quantum

in the shared bipartite state. They are further constrained by
the observed single-photon error rates in the X and Z bases:
specifically, the phase error rate ex and the bit error rate ez
are related to the Bell-diagonal coefficients via A; + A3 = ex
and A, + A3 = ez, where ex and ez denote the error rate in the
X-basis and Z-basis, respectively. Subscripts A and B indicate
the modes associated with Alice and Bob, respectively. The set
len) g forms an orthonormal basis spanning a four-dimensional
Hilbert space Hg.

The set |®,) consists of the four Bell states, which in the
context of MP-QKD are defined over the temporal mode pair

(i, j) as

1
[@0) = —= (11.0)11,0)5 + 10,17 10,1)/ )
V2
1 s
@)= —= (1L0)F11,0)5 — 10,1710, )
V2
1
(@) = —= (11.0)10. 1D +10,1)571,0))
V2
1 Iy o o .
25} = 5 (L0005 ~0.171L0)F ). B4

As the quantum channel is under Eve’s control, the states
accessible to her depend on the joint measurement outcomes
of Alice and Bob. Specifically, when their outcomes are 00,
11, 01, or 10, Eve’s corresponding quantum states are given
by

|00,0) = 7 \F|eo +\/>|el
lo11) = \F|€o Viler))

%\

|0o1) = —= \/Tz|€2 + v/ A3e3)),
(\/Tz|ez>—\/g|63>)~

Thereafter, Alice and Bob can obtain the density operator

4=l

l¢10) = (B5)

oxyg of the entire system

Oxve = Y [0 (@ [3) 01 ® |9ry) (@uy. (B6)

Xy

The associated entropic quantities are computed as fol-
lows:

H(oxg)=14+h(A+ A1),

H(og) = h(Ao+ A1) + (Ao +A1)h (AOAJ?)LI)

A
M+M)h| ———
+ (A2 +A3) (7Lz+7t3)’

HX |Y) = h(Ao+ ), B7)

where h(x) denotes the binary entropy function, defined as
h(x) = —xlog, x — (1 —x)log, (1 —x).
Consequently, the resulting expression for the key rate is

given by
R> min SX|E)—-HX|Y)
1072'112'212'3
= i H —H —HX|Y
2o din (oxg) —H (o) —H(X |Y)
= 1-— +A h<
A
— (A +A3)h —h M. B8
Gat i) (25 ) ~hlhat 2. @)
In the ideal case, assuming ex = ez = O, we have
Ao=1-20+4, M=0-4, L=0-1,
3
Y A =1 (B9)
n=0

Substituting these relations into the key rate expression,

we obtain
1-20+ 23
R>%Ear;k3l—(l—Q)h( 1-0 )
"y
Qh<QQ 3> —h(Q). (B10)

It can be shown that this function is minimized when A3 = Qz,
which leads to the optimal Bell coefficients

Ao=1-20+0% A =0-0%

h=0-0* A=0% (B11)

In practical MP-QKD systems, phase-randomized weak
coherent sources are typically used. Alice and Bob extract
the final key from successfully paired Z-basis events and ap-
ply the decoy-state method to counter photon-number-splitting
attacks.
fh( Ezz
dur1ng error correction. Therefore, the secret key rate is given
by

Eve’s potential information leakage is bounded by
) which quantifies the information Eve may gain

R> min

7l Ao
o hin rp(p,A)ry {qu [1 —(Ao+A1)h (M)
_(lﬁh)h(%bm)} fh( 0 ) )} (B12)

where r,(p,A) is the pairing success probability, r, is the Z-
basis sifting factor, g1 is the fraction of single-photon contri-
butions, and E#Z | is the estimated QBER in the Z-basis for

(a, o)
signal-state pairs.
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Appendix C: Security of MP-QKD with OSAD

In this appendix, we analyze the security of MP-QKD
using OSAD in post-processing. Alice and Bob divide their
raw key strings into blocks of size b, denoted respectively as

{x1,%2,...,x} and {y1,y2,...
bit ¢ € {0,1} and computes ¢; = x; G ¢ fori=1,...

,¥b}. Alice chooses a random
,b, then
sends the message C = {cy,...,cp} to Bob via an authenti-
cated classical channel. Bob accepts the block if and only if
{er@y1,..,

Then both parties retain the first bit x; and y; as part of their

cp ®ypt € {0,1}, i.e., all values are the same.

distilled raw key. The success probability of this distillation
process is given by

Psuce = (E(Zlfuﬂb>>b+ (1 _E(Zuzayub))b’ €D

EZZ
(Ma-Hp)
Since the security of the key depends on the single-photon

where is the bit error rate of Z-pairs.

components, only blocks where all b pulses are single-photon
pairs contribute to the final key. The probability of this event

Y
is (q11)".
The corresponding overall error rate after OSAD becomes
b
EZZ
~77 ( (Nmﬂb))
Elfiy ) = b b (€2)
(7)) +(1-E% )
(Ha o) (Ha o)

Given these, the final key rate under OSAD is

R > ma min IEP (P 5)
2 max r
e z succ’ p bl

x{(q“) [1—(%%1) (%?1)
—(12+i3)h<ijfl»>] fh(E Mb)}, (C3)

subject to the constraints

AM+2A3 :ei(l),(l)’ A+ A3 :e(ZIZJ)? (C4)
and the updated Bell coefficients after OSAD are
Ao = (Mo+2M1)" + (Ao —41)"
2 [(A{) + A )h + (12 —|—l3)b] ’
A= (Mo+M1)" = (Ao —M1)"
2[(Ao+2A1)2 + (A2 + A3)?]°
i — (M +243)"+ (A2 — A3)"
2T 2[M0+ M)+ (A + Aa)P]
3 (M +243)" = (M —23)”
A3 = . C5
T 20+ AP+ (Ao + A3)P] €

Appendix D: Security of MP-QKD with MSAD

In this appendix, we extend the advantage distillation
analysis of the MP-QKD protocol to the multi-step scenario,

referred to as MSAD. This technique enhances security and
robustness by applying the OSAD procedure iteratively. The
MSAD protocol increases the success probability of distilled
keys while maintaining the Bell-diagonal structure of the un-
derlying quantum state. 6!

Let the number of OSAD iterations be m, where each
iteration k (k = 1,2,... The total

block size is therefore defined as b =[]}, bx. In our simu-

,m) uses a block size by.

lations, the final number of iterations is determined by com-
paring the maximum secret key rates achieved at different it-
eration rounds.

The input to each MSAD iteration is the output of the
previous one. At each iteration k, Alice and Bob group their
respective key strings into blocks of size by, apply the standard
OSAD procedure, and generate a shorter, more correlated raw
key. This process is repeated for m times.

Let ik,, denote the Bell state weight after the k-th itera-
tion for n € {0, 1,2, 3}, and let p; denote the success probabil-
ity of the k-th iteration. The recursion is initialized by setting
Zﬁ,n = A, as the original channel parameters estimated from
decoy-state analysis.

To describe the evolution of the Bell-diagonal state
through multiple iterations of advantage distillation, we define
a recursive update rule for the Bell coefficients. In the final
iteration, denoted as iteration m, the Bell coefficients im,,, for
n € {0,1,2,3} are computed recursively based on the output
of the previous iteration m — 1. The update equations are given
by

where pi = (Ak—1,0+A—1,1)% + (A—12 + Ae—13)% is the suc-
cess probability of the final iteration. The recursion begins
with Ao, = A,.

As shown in the proof of Proposition 2 in the Ref. [66],
take Zmo as an example, we have

~ ~ bl‘l‘l ~ -~ bm
~ ()vm—l,O‘i‘}Lm—l,l) + (lm—l,o—/lm—l,l)
Ao = 5
Pm
~ ~ bm— 1 bm ~ ~ bm—l bm
(lm72,0 + lm72,l) + (lm—z,o - lm72,1)
2pm (pmfl )b,,,
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b A \b
_ Qo)+ (o=1)" o)
1)
where 9§ is given by
0 =2pn (Pm*l )bm T (171 )b2-~-bm
~ ~ by ~ ~ bm
=2 |:(z'm1,0+lml,l) + (lm71,2+z«m7173> ]
X (pm_l)bm . (pl)bm'”bZ

~ ~ hm bm— 1 ~ hm bm— 1
=2 |:(/’Lm270 + Am72,1) + <ln172,2 + km72,3> }
(

bmby—1 )bm"'bZ

X

Pm—z) T (Pl

=2[(ho+M)" + (R + 15|
= 2Psucc- (D3)

This leads to the following closed-form expressions for
the final Bell-state weights after all m iterations of MSAD:

s (ot M)+ (A—M)

o =T = Dot 2a)
Psucc

g Vot A (o= )

" 2Psuce ’
= ~ ()uz-‘r)g)b-l-(lz—ﬂg)b
2vm, == )

2 ? 2Psuce
5 s () — (A —A3)°
Ta =1y = 22 3)2p N

These expressions indicate that, although the recursive
update applies step by step, the final output after m iterations
can be directly determined from the original Bell-diagonal
state and the total block size. This result ensures that the en-
tropy terms in the final key rate remain unchanged for a given
b, while the overall success probability is enhanced via multi-
step distillation.

The QBER after k iterations is denoted as

. by
77
~77 _ (E(,ua,,ub,k—l)) (D5)

(Ma,kip k) - by ~ by
77 _f7Z
<E<Ha7/—lb7k*1>) + (1 E(ua-,ub,k71)>

Then, the asymptotic secret key rate after MSAD is ex-

pressed as

1

R> max min ——
7 bbb Aodydahs b1by - by,

pip2- - Pmlp(p,A)rs

x4 @) 1= (Ro+21)h %iﬁ)%
—(}12+}13)h M;_LEM —fh(E(ZHZme,m)) . (D6)
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