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Quantum key distribution (QKD) optical networks can provide more secure communications. However, with the in-
crease of the QKD path requests and key updates, network blocking problems will become severe. The blocking problems
in the network can become more severe because each fiber link has limited resources (such as wavelengths and time slots).
In addition, QKD optical networks are also affected by external disturbances such as data interception and eavesdrop-
ping, resulting in inefficient network communication. In this paper, we exploit the idea of protection path to enhance the
anti-interference ability of QKD optical network. By introducing the concept of security metric, we propose a routing wave-
length and time slot allocation algorithm (RWTA) based on protection path, which can lessen the blocking problem of QKD
optical network. According to simulation analysis, the security-metric-based RWTA algorithm (SM-RWTA) proposed in
this paper can substantially improve the success rate of security key (SK) update and significantly reduce the blocking rate
of the network. It can also improve the utilization rate of resources such as wavelengths and time slots. Compared with the
non-security-metric-based RWTA algorithm (NSM-RWTA), our algorithm is robust and can enhance the anti-interference
ability and security of QKD optical networks.
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1. Introduction
In modern information and communication, security is a

key issue that cannot be ignored. Quantum key distribution
(QKD) optical networks provide a more secure communica-
tion network. Because QKD utilizes the fundamental princi-
ples of quantum mechanics to ensure that keys are “informa-
tion theoretically secure” during transmission. In other words,
it does not rely on computational complexity but is based on
physical principles, and any attempt at eavesdropping will be
discovered. Traditional encryption methods rely on the com-
plexity of mathematical puzzles, but these mathematical puz-
zles may be defeated with the development of quantum com-
puting. QKD optical networks can effectively protect against
this threat and provide a solid defense against quantum com-
puting attacks.[1,2]

In addition, QKD optical networks are extremely flexi-
ble in terms of key management and can realize a dynamic,
real-time key update mechanism. The new key generated dur-
ing each communication is used and discarded, making the
security of the key independent of the content of the trans-
mitted information, so that even if the key is cracked at some
point in the future, the content of the past communication will
not be threatened.[3,4] This unique advantage makes QKD op-
tical networks particularly suitable for scenarios that require

long-term confidentiality, such as financial transactions, mili-
tary communications, and transmission of government secrets.
QKD optical networks are also highly monitorable, and poten-
tial eavesdropping and jamming can be detected in real time
during the transmission process, thus providing a double guar-
antee for security.[5–7] At the same time, QKD distributes keys
with the help of quantum channels, eliminating reliance on
classical key exchange protocols, thereby reducing vulnerabil-
ities to man-in-the-middle attacks. Therefore, QKD optical
networks have gradually become a research hotspot.[8–10]

However, networks are often damaged by external inter-
ference, such as data interception and eavesdropping. Path
protection mechanisms can effectively solve this issue.[11–14]

The protection path algorithm can significantly improve the
reliability and security of the network. In addition, the pro-
tection path can also increase the anti-interference ability and
provide a secure alternate channel to avoid data loss or delay.
The design proposed by Gerstel et al. enhances network stabil-
ity while ensuring the continuous and secure transmission of
critical data in complex environments.[15] Somani et al. con-
sider survivability to be an important consideration for high-
capacity networks, as failures can lead to significant degrada-
tion of network performance.[16,17] By creating a main and a
backup path for every link, optical networks can become more
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resilient. Data is often only sent along the main path during
regular network operation, switching to the backup path in the
event of a failure.[18] Protection paths are also used in QKD
optical networks.[19–21] This paper also introduces a protec-
tion path mechanism into the QKD optical network to increase
the anti-interference ability. When the main path fails, it can
be quickly switched to the backup path without disrupting the
network.

In QKD optical networks, security is also a key factor to
ensure reliable communication.[22–25] With the expansion of
network scale and the increase in complexity, how to optimize
the resource utilization of key transmission while guarantee-
ing high security is an important research direction. It is dif-
ficult for traditional routing and resource allocation methods
to meet the special needs of QKD optical networks.[26] As the
number of QKD path requests and key updates increases, seri-
ous network blocking problems will occur. Because each op-
tical link has limited resources (such as wavelengths and time
slots), this will further exacerbate the blocking problem in the
network.[27] So how to reasonably allocate the wavelengths,
time slots, and other resources in the QKD optical network has
become a key issue. Sharma et al. proposed the routing, wave-
length, and time slot allocation (RWTA) problem for efficient
quantum key pool QKP construction on WDM networks.[28]

Wen et al. investigated the resulting blocking performance
through a series of RWTA algorithms,[29]and they also pro-
posed an LRW weighting mechanism based on the RWTA
strategy.[30] Cao et al. proposed a new RWTA strategy to al-
locate three channels (TDCh, QKCh and MBCh) in static sce-
narios and designed an ILP model and heuristic algorithms for
RWTA.[31]

To measure the security of the QKD optical networks, the
security level is introduced. It is also important to consider the
security levels for different requests due to the different trans-
mission requests in QKD optical networks.[32–34] Sharma et al.
proposed a priority order-based routing wavelength and time
slot allocation (POB-RWTA) algorithm to reduce the blocking
of requests for QKD optical paths.[35] Cao et al. proposed a
secret key-rate sharing algorithm.[36] Ma et al. proposed three
novel efficient load routing, wavelength, and time slot assign-
ment methods.[37] Ma et al. developed two RWTA methods
to improve the overall network security performance and the
quantum key sharing algorithm by taking into account differ-
ent security levels.[38] However, none of the above studies con-
sidered the effect of path length and the relationship between
path length and security level in the QKD optical networks.
Therefore, this paper proposes a new algorithm of security-
metric-based RWTA (SM-RWTA) by introducing the concept
of security metric. The security metric is used to study how
path length and security level contribute to increasing security.

In summary, this paper proposes a protection path al-

gorithm with protection mechanism to solve the problem of
anti-interference ability in QKD optical networks. The pro-
tection path algorithm is to add an additional protection path
for each QKD path to protect the main path. This algorithm
can significantly improve the success rate of connection re-
quests and reduce the blocking rate of the whole network.
Moreover, considering the network security factors, this pa-
per proposes a new RWTA algorithm based on security met-
ric (SM-RWTA). Through simulation analysis, the advantage
of SM-RWTA algorithm is that it can prioritize the alloca-
tion of resources to higher security metric requests compared
with non-security-metric-based RWTA (NSM-RWTA). Fur-
thermore, SM-RWTA can significantly improve the success
rate of the key update requests and reduce the network block-
ing rate. It can also increase the utilization of wavelength and
time slot resources and improve the security of QKD opti-
cal networks. The rest of the paper is organized as follows:
Section 2 introduces the QKD optical network, Section 3 de-
scribes the security metric, Section 4 describes the algorithm
in detail, Section 5 shows and discusses the simulation results,
and Section 6 concludes the paper.

2. QKD optical networks
The QKD network consists of four planes from top to bot-

tom: an application plane, a control plane, a QKD plane, and
a data plane. Service requests are generated from the appli-
cation plane. There are two types of service requests, i.e., the
ones with the security requirement and the ones without the
security requirement. The serving process of the service re-
quest without the security requirement in this architecture is
similar to the conventional data transmission. Thus, we only
focus on the ones with the security requirement.

Upon receiving service requests, the control plane selects
routes and reserves relevant resources for QKChs and MBChs
on the QKD plane and for TDChs on the data plane. To facili-
tate resource allocation for the three types of channels as well
as simplify optical network control and management, the con-
trol plane is separated from the QKD plane and the data plane
and equipped with one or more logically centralized software-
defined networking (SDN) controllers, which communicates
with the application plane, the QKD plane, and the data plane
via control channels.

The working principle of QKD optical networks depends
on the unique properties of quantum mechanics, especially the
quantum superposition state and the quantum non-clonability
theorem. As shown in Fig. 1, the optical network process
is that Alice (the sender) and Bob (the receiver) transmit
the quantum states (such as quantum bits, qubits) of photons
through the quantum channel to generate the encryption key.
One of the commonly used protocols in QKD is the BB84 pro-
tocol, in which Alice randomly selects a polarized state to send
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photons, and Bob randomly selects the measurement basis at
the time of reception. With this random data selection, Al-
ice and Bob build an initial key string that contains a certain
amount of error codes.

Due to the above characteristics, the QKD optical net-
work architecture is established by combining QKD and op-
tical communication networks. The research in this paper fo-
cuses on QKD systems based on optical networks, especially
wavelength division multiplexing (WDM).[39–41] WDM can
manage quantum and classical channels efficiently. This in-
tegration enables scalable key distribution while utilizing ex-
isting fiber infrastructure, addressing both resource allocation
and security challenges unique to QKD optical networks.[42]

As shown in Fig. 1, in a QKD optical network, three
types of channels are required to establish the connection,
i.e., quantum key channel (QKCh), measurement basis chan-
nel (MBCh) and traditional data channel (TDCh). QKCh is
dedicated to distributing secure keys through the transmis-

sion of quantum bits (qubits) over optical fiber or free-space
links. The quantum states of these qubits are used to gener-
ate shared keys between Alice and Bob, leveraging the princi-
ples of quantum mechanics to ensure eavesdropping detection.
MBCh is responsible for authenticating the key exchange and
facilitating post-processing steps. It transmits measurement
basis choices, error correction data, and privacy amplifica-
tion parameters. Although MBCh does not require encryption,
it must be secured against active attacks using information-
theoretically secure authentication protocols. TDCh is used
for encrypted data transmission after key distribution. The
shared keys generated via QKCh are applied to encrypt sen-
sitive data which is then transmitted over TDCh to prevent
eavesdropping or tampering. These three channels operate
synergistically: QKCh ensures the security of key generation,
MBCh guarantees the integrity of auxiliary communications,
and TDCh enables confidential data transmission.

Bob

Fiber

QD

RNG2

TDCh

MBCh

QKCh
PF2

WDM

Alice

Keys Keys

Quantum

transmitter
RNG1

PF1QSS

PF: Polarization filter

QD: Quantum detector

QSS：Quantum signal source

RNG：Random number generator

Quantum

receiver

Data transceiver Data transceiver

Fig. 1. QKD optical network architecture.

3. Introduction to security metric
We introduce the concept of security metric in QKD op-

tical networks. The security metric is defined as the security
level divided by the path length and is used to measure the bal-
ance between the security level and the distance when trans-
mitting data. Shorter paths can reduce transmission delays
and signal degradation, which do not necessarily have the best
level of security. On the contrary, paths with higher security
levels often require more complex encryption and authentica-
tion mechanisms which result in longer path lengths. By intro-
ducing the security metric, QKD optical networks can strike a
balance between security and transmission efficiency, ensuring
that the selected paths can both effectively resist eavesdrop-
ping and attacks and remain highly efficient over a reason-
able transmission distance. This metric enables the network to

consider security and distance comprehensively when select-
ing paths, and realize the optimization of key distribution. The
following is a description of the security metric.

Security metric (S) is a comprehensive metric used to
evaluate the security of a communication path in a QKD opti-
cal network. It is defined as the security level of the keys used
on the path divided by the length of the path. The specific
formula is as follows:

S =
K
L
, (1)

where K denotes the security level of the key used to encrypt
the data communicated over the path. The key is constantly
updated and the key update period Ts measures the frequency
of key update. The smaller the key update period Ts is, the
more frequent the key update is and the higher the security
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level of the key is.[31,47] So the security level K of the key is
inversely proportional to the key update period Ts. The secu-
rity level is usually expressed as an integer and larger values
indicate higher security of the key. The security level does not
refer to safety. L denotes the number of hops from the source
node to the destination node (i.e., the length of the path). The
shorter the path length, the less vulnerable it is to attack.

The accumulation of risks hidden by long paths in QKD
optical networks is mainly manifested by the fact that the
longer the length of the path, the more nodes and links are ex-
posed to eavesdropping and interference which increases the
probability of being attacked. This leads to an exponential
growth of risk in the system. The reason why the security
metric is defined as the security level divided by the length of
the path is that it can be normalized to convert the absolute
security level into the relative safety efficiency per unit path
length.[43,44] It not only avoids the problem of long paths that
may hide the accumulation of risks, but also supports users to
make rational trade-offs between security and efficiency. So
the security metric is both scientific and practical.

The security metric is a comprehensive metric that com-
bines the key security level and the number of hops in a path to
provide an assessment of the overall security of a communica-
tion path. Compared with a single reliance on the key security
level or path length, the security metric can reflect the actual
security status of the path more comprehensively. In QKD
optical networks, the longer the path length, the more oppor-
tunities an attacker may have to eavesdrop or disrupt commu-
nications. Therefore, the security metric can more accurately
assess the potential risk of long paths by including the factor
of path length.

By calculating the security metric, key resources can be
allocated more rationally. With limited high-security key re-
sources, priority is given to assigning high-security keys to
shorter paths to optimize the security of the overall network.
The communication environments and requirements in a QKD
optical network may change dynamically. Using the security
metric, key distribution policies can be monitored and adjusted
in real-time to ensure that communication security is always
optimized under different network loads and attack threats.
The security metric provides a simple and intuitive numerical
value to measure the security of the path. A higher security
metric means that the path has higher security under the cur-
rent key distribution.

In QKD optical networks, the security metric can play an
important role in the following aspects:

1. Path selection: When selecting a communication path
among multiple available paths, the path with the highest se-
curity metric can be prioritized to ensure the security of data
transmission.

2. Resource allocation: In the case of limited key re-

sources, the key with a high security level can be reasonably
allocated to maximize the security of the overall network by
calculating and comparing the security metric.

3. Risk assessment: In the network planning and design
stage, potential security risks in the network can be identified
and assessed by calculating the security metric of each path.

4. Real-time monitoring: In the planning and design
phase of the network, real-time monitoring involves dynam-
ically adjusting key distribution policies during network oper-
ation by calculating the security metric of each path.

Therefore, the security metric, as an important index in
QKD optical networks, takes into account the key security
level and the length of path and provides an effective means
to evaluate the security of the communication path. The over-
all security of QKD optical networks can be significantly im-
proved to ensure the confidentiality and integrity of data trans-
mission by reasonably utilizing the security metric.

Here are the other parameter definitions that will be used
in this paper: SKs: secret keys, QLs: quantum links, Ts: key
update period, USKs: updated secret keys, LSMRs: low se-
curity metric requests, HSMRs: high security metric requests,
QCNs: quantum communication nodes, N: number of updates
required to update QKD requests.

4. SM-RWTA algorithm based on protection
path
In this section, we will first discuss how the protection

path works in QKD optical networks and how it acts as a pro-
tection to improve the success rate of connection requests. Af-
ter that, we will discuss how the SM-RWTA algorithm priori-
tizes requests with high security metric to improve the success
rate of key update and reduce the network blocking.

4.1. Protection path algorithm

Protection path is a pre-planned and configured backup
transmission channel in network communication, which is de-
signed to quickly take over the communication task when the
main path is interrupted due to physical failure, signal interfer-
ence or security threat to ensure the continuity and reliability
of data transmission. In QKD optical networks, the design of
the protection path not only needs to meet the requirements
of traditional networks in terms of high efficiency and redun-
dancy but also needs to take into account the special character-
istics of quantum communication such as the non-clonability
of quantum states, the real-time nature of dynamic key update
and the security requirements of anti-eavesdropping.

When the main path of a session fails, recovery is usually
achieved by recognizing an alternative or backup path. Fail-
ure recovery mechanisms are categorized into two types: pro-
tection (active) and recovery (passive). In protection mech-
anisms, resources are identified and preallocated to backup
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paths in advance; while in recovery mechanisms, paths are set
up only after a failure occurs. The protection mechanism has
shorter recovery time and reserved redundant backup capacity.
The recovery mechanism is more efficient in terms of resource
utilization, but it takes longer to restore the connection and
does not guarantee 100% recovery success rate.

Protection and recovery mechanisms are further catego-
rized into link-level and path-level mechanisms. In link-level
mechanisms, failures are handled by re-routing traffic. In path-
level mechanisms, a link or node-disjoint backup path is com-
puted between the end nodes of each affected optical path. The
link-level mechanism is faster and requires fewer control mes-
sages, but has higher resource requirements. The path-level
mechanism is more efficient in terms of resource utilization,
although it has a longer recovery time and higher control over-
head.

We assume ideal full-range wavelength converters at ev-
ery network node, enabling any-input to any-output wave-
length conversion. This assumption simplifies resource
allocation.[48] By converting signals from one wavelength to
another at network nodes to avoid faulty or congested path-
ways, the wavelength conversion technique improves net-
work resilience and communication continuity when protec-
tion paths are switched. It reduces wavelength conflicts and
enhances the network’s capacity for resource scheduling by
enabling data transmission at several wavelengths over the
same optical channel. Fast response to protection path switch-
ing can be realized by using wavelength conversion technol-
ogy. During normal network operation, data is usually trans-
mitted only on the primary path, and when the main path fails,
the signal can be switched to the alternate wavelength and
switched to the protection path for transmission. This method
can effectively reduce the impact of network outages and im-
prove the stability and anti-interference ability of communica-
tions.

1

2 4

3 5

w1

Protection route

Main route

Fig. 2. Schematic diagram of protection path.

Detailed examples of the exact process of the protection
path algorithm are illustrated in Figs. 2 and 3. In Fig. 2, at
wavelength w1, the calculated shortest path is 1–3–5, so the
main path is 1–3–5, and the protection path is set to 1–2–4–
5 because the protection path cannot duplicate the main path.
In other words, the nodes of the protection pathway cannot be

the same as the main pathway. Figure 3 shows that at wave-
length w2, when node 3 fails, the target node 5 cannot be
reached by using the main path 1–3–5, and then the protec-
tion path 1–2–4–5 is used to reach node 5, avoiding network
blocking due to the failure of node 3. Thus, the protection
path algorithm can improve the success rate of the connection
request and reduce the blocking rate.

Protection route

Main route

1

2 4

3 5

w2

Fig. 3. Schematic diagram of path fault.

Draw a network 
topology

Generating 
shortest path

Assign wavelengths
and timeslots

Plot wavelength and
timeslot bar graph 

Calculate connection

request success rate

Plot connection 
request success rate  

bar graph

Setting a 
protection path

Protected versus 
unprotected

Calculate network 
blocking rate

Plot network 
blocking rate bar   

graph

Fig. 4. Flowchart of protection path algorithm.

Therefore, the principles for establishing the protection
path include: (i) the reliability and stability of the quantum
link should be ensured when choosing the path, and the link
with high loss or serious interference should be avoided as
much as possible for the efficiency of key generation. (ii) the
protection path should be independent of the main path to re-
duce the risk of single point failure. In addition to the initial
and target nodes and the main path being the same, the nodes
passing through the protection path cannot be duplicated with
the main path to ensure that the protection path is different
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from the main path. It is also necessary to consider the distri-
bution of quantum relay stations to ensure that the signal can
still be transmitted effectively at longer distances. (iii) the syn-
chronization and key management of classical communication
are reasonably arranged to realize fast switching between the
main path and the protection path to ensure the security of the
key and the continuity of the network. The specific flow chart
of the protection path algorithm is shown in Fig. 4.

4.2. SM-RWTA algorithm

The blocking rate of optical networks is mainly triggered
by wavelength and bandwidth competition, with a focus on
bandwidth efficiency. While the blocking rate of QKD net-
works is more affected by security and real-time key updating
and needs to prioritize the allocation of resources to safeguard
the low-bit-error-quantum channel. At the same time, QKD
network is subject to the additional constraints of photon loss
and eavesdropping interference which leads to its blocking
rate being usually higher and more dynamic. Each QKD re-
quest requires dedicated wavelengths and time slots for quan-
tum and classical channels. As requests increase, resource
contention arises, leading to blocking. The dynamic nature
of key updates exacerbates this issue, necessitating efficient
RWTA algorithms. Therefore, this paper proposes the SM-
RWTA algorithm which aims to improve the security of QKD
optical networks.

In QKD optical networks, the main reasons for blocking
are resource allocation (during the initial SK of the request)
and reallocation (during the SK update) of QKD optical path
requests. QKD optical path requests are categorized into two
types of optical path requests: high security metric requests
(HSMRs) and low security metric requests (LSMRs), based on
their security metric. QKD optical path requests with frequent
SK updates and a higher security metric are called HSMRs,
while QKD optical path requests with fewer SK updates and
a lower security metric are called LSMRs. In the SM-RWTA
algorithm, QKD optical path requests are serviced according
to their priority order. The priority order of each QKD op-
tical path request is based on the security metric. In other
words, prioritize resource allocation to QKD optical path re-
quest HSMRs before any LSMRs in the network. A large
amount of network resources will be served to the HSMRs
with high security metric by utilizing prioritization. Therefore,
the SM-RWTA algorithm can reduce the blocking of HSMRs
in the network. In addition, the SM-RWTA algorithm can also
reduce the overall blocking rate in the network. The reason
is that updating the SK of HSMR requires a shorter key up-
date period Ts, more updates N, and more resource realloca-
tion compared to LSMR. The more frequent the key update,
the less likely it is to be eavesdropped and deciphered. Thus,
resource availability is essential in every QKD optical path re-

quest update. However, resources are allocated to a QKD op-
tical path request without prioritization to serve the request in
NSM-RWTA. Therefore, if the first requesting LSMR arrives
at the network, the HSMR will have fewer resources during
the reallocation period because the resources are allocated to
the LSMRs in the network first. Thus, NSM-RWTA increases
the blocking rate in the network. However, the HSMRs with
high security metric will have the priority to be allocated re-
sources and the LSMRs will also have enough resources to be
allocated in the SM-RWTA algorithm due to security-metric-
based prioritization. Thus, it can reduce the blocking rate in
the network.

To explain the concept of blocking in QKD optical net-
works, we assume a network topology with five QCNs and
seven QLs, as shown in Fig. 5. We consider that there are two
QKD optical path requests (i.e., ac and ad) arriving at the net-
work. The ac(LSMR) has a path length L of 1, a security level
K of 3, and a security metric S of 3. The algorithm used is
NSM-RWTA and the ad(HSMR) has a path length L of 2, a
security level K of 8, and a security metric S of 4. The algo-
rithm used is SM-RWTA.

a

b

e d

c

QLab
QLbc

QLcd

QLde

QCNa

QCNb

QCNc

QCNd

QLac

QLae

QCNe

QLbd

Fig. 5. Topology of five nodes and seven paths.

Assuming a QKD optical path request, the QLs consist
of 20 time slots as shown in Figs. 6 and 7. We assume that
a QKD optical path request ac(LSMR) arrives in the network
with a route a–c from the source node QCNa to the destination
node QCNc for the QKD optical path request ac(LSMR) and
the path is QLac. ac(LSMR) requires three time slots for the
initial key (SK) and four time slots for the update key (USK).
First, the QKD optical path request ac(LSMR) searches for the
availability of the required time slots in QLac. Since there are
enough available time slots in the QLac for the initial SK of
the ac, the ac is accepted during the time slot allocation, as
shown in Fig. 6. During the SK update process, time slot real-
location is performed, and the ac searches for the availability
of the required USK time slots in the QLac. Since there are
enough available time slots for USK in QLac, they are allo-
cated to ac (filled with green color) as shown in Fig. 6. As a
result, the ac is accepted in the network.
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QLac

QLcd
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SK reallocation for ac

SK reallocation for ad

No SK reallocation for ad

ad(HSMR) rejected

Occupied time slot
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Required time slot for ac

Required time slot for ad

ac(LSMR) accepted

Fig. 6. Resource allocation and reallocation of NSM-RWTA.
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Required time slot for ad
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Fig. 7. Resource allocation and reallocation of SM-RWTA.

We assume that the ad(HSMR) arrives on the network.
The optical path request ad(HSMR) is routed from the source
node QCNa to the destination node QCNd as a–c–d. During
resource allocation, the ad(HSMR) is accepted because there
are available resources in the QLs: QLac and QLcd (populated
in yellow), as shown in Fig. 6. However, during reallocation,
there are not enough resources in QLac and QLcd to estab-

lish the connection between QCNa and QCNd. As a result,
the ad(HSMR) is rejected when using the NSM-RWTA algo-
rithm, which causes blocking.

To prevent blocking in the network, we propose a re-
source allocation strategy based on prioritization of the secu-
rity metric. In the SM-RWTA algorithm, resources are prior-
itized to be allocated to HSMRs with a higher security met-
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ric (S) so that the HSMRs are provided first in the network.
From the example given above, it can be seen that the S value
of QKD optical path request ad is greater than the S value of
ac: Sad > Sac. Therefore, resources are first allocated to ad
to establish a secure connection between QCNa and QCNd.
To explain the concept of SM-RWTA, we consider that the re-
quirements of QKD optical path request are the same as those
of NSM-RWTA. In this case, the ad(HSMR) searches for the
resource availability of the initial SK in the QLs. During the
allocation process, the resources required by the ad are QLac
and QLcd (filled with yellow color), as shown in Fig. 7.

To improve the security of the ad, the initial key (SK)
needs to be updated three times, and a different time slot
is required for each QKD optical path request update. Dur-
ing the reallocation process, the resources required for the ad
(filled in yellow) are shown in Fig. 7 at each update. There-
fore, ad(HSMR) can be accepted according to the proposed
prioritization criteria. Similarly, ac(LSMR) is accepted dur-
ing time slot allocation and reallocation because there are
enough resources (filled with green color) in QLac as shown
in Fig. 7. Using the security-metric-based algorithm, both
QKD optical path requests (HSMR and LSMR) are accepted
in the network. After all, the resources initially allocated to
ad(HSMR) are available, and after the allocation and reallo-
cation of ad(HSMR), there are also sufficient resources for
ac(LSMR). This shows that the SM-RWTA algorithm can re-
duce the blocking rate of HSMR and improve the utilization
of wavelengths and time slots in QKD optical networks.

Draw a network 

topology

Generate paths 
for SM RWTA and 

NSM RWTA

Calculate the
security metric

Plot the security 

metric bar graph 

Plot wavelength and 
time slot utilization 

bar graph

Assign 
wavelengths and 

timeslots

Calculate 
wavelength and 

time slot utilization

Calculate the 
success rate of SK  

update

Calculate network 
blocking rate

Plot the network  
blocking rate bar  

graph

Plot the success rate
of SK updatebar 

graph

Fig. 8. Flowchart of SM-RWTA algorithm.

Therefore, the SM-RWTA algorithm is proposed based
on the above analysis results of path requests allocation, and
its specific algorithm process is shown in Fig. 8.

5. Simulation analysis
In this section, we analyze our proposed algorithm

through simulation experiments. We use the National Science
Foundation Network (NSFNET) topology with 14 nodes and
21 links for simulation, as shown in Fig. 9.
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Fig. 9. Topology of 21 links for 14 nodes.
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Fig. 11. Time slot allocation for main and protection paths.

We use the K shortest path algorithm to calculate the 10
shortest paths in the topology graph and set the wavelengths
and time slots as 1–10. Then we assign them randomly to the
10 shortest paths, which are the main paths. After that, we set
10 protection paths for each of these 10 paths and ensure that
the nodes of the paths are not the same as the main path, except
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for the source node and the target node. This is to avoid the
main path and protection path being the same, which would
cause the protection path to be unprotected. Then we assign
wavelengths and time slots to each of the 10 protection paths,
as shown in Figs. 10 and 11. Wavelengths refer to the allocated
wavelength channels in the optical network.

Firstly, the protection path algorithm is simulated and an-
alyzed. We simulate the effects of external failures and dis-
turbances on the network, and compare the success rates of
connection requests between the network without protection
path and the network with the protection path, as shown in
Fig. 12, and the network blocking rate, as shown in Fig. 13.
The simulation results show that the success rate of connec-
tion requests is higher, and the network blocking rate is lower
in the network with the protection path. The protection effect
is more significant with the increase of the request numbers,
which indicates that the protection path can effectively protect
the network and improve the ability of the network to cope
with interference.
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Fig. 12. Comparison of connection request success rate between the
networks with and without protected path.
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Fig. 13. Comparison of network blocking rate between the networks
with and without protected path.

Meanwhile, we analyze the SM-RWTA algorithm and the
NSM-RWTA algorithm in a comparative simulation in several
dimensions. As shown in Fig. 14, the security metric of SM-
RWTA is always higher than that of NSM-RWTA according to
the comparative simulation analysis. That is because the SM-
RWTA algorithm prioritizes requests with high security metric
and allocates requests with high security metric, while NSM-
RWTA gives resource allocation as soon as a request comes in
without considering the security metric. In addition, we also
control the variables by setting the number of hops N of the

corresponding paths of both SM-RWTA and NSM-RWTA to
a fixed value, so that the denominator of the security metric is
fixed and only the effect of the security level K is considered,
as shown in Fig. 15, which shows that the security metric of
the SM-RWTA algorithm is consistently higher than that of
NSM-RWTA. This is because even if the path lengths are the
same, SM-RWTA can still take into account the priority order
of security levels. Therefore, the security metric is still higher
than that of NSM-RWTA.

Then we analyze the performance comparison between
the SM-RWTA algorithm and the NSM-RWTA algorithm in
terms of wavelength and time slot utilization, key update suc-
cess rate and network blocking rate. The results are shown in
Figs. 16–19. It can be seen that the SM-RWTA algorithm has a
higher wavelength and time slot utilization than that of NSM-
RWTA, a higher key update success rate than that of NSM-
RWTA, and a significantly lower network blocking rate than
that of NSM-RWTA. This is because the SM-RWTA algorithm
has a security-metric-based prioritization criterion. The crite-
rion is to prioritize the allocation of resources to HSMRs with
high security metrics so that it can improve the utilization of
resources such as wavelengths and time slots. The SM-RWTA
algorithm can also effectively reduce the blocking rate in the
network. Combined with the protection path, they improve the
anti-interference ability and security of QKD optical networks
by working together.
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Fig. 14. Security metric of SM-RWTA and NSM-RWTA.
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Fig. 15. Security metric of SM-RWTA and NSM-RWTA with fixed
path lengths.

In order to further verify the conclusion, we also con-
ducted a comparison experiment with priority order-based
RWTA (POB-RWTA).[46] The results show that the SM-
RWTA algorithm has a higher key update success rate and a
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lower network blocking rate than the POB-RWTA algorithm.
This is because the POB-RWTA algorithm only takes into ac-
count the effect of the security level whereas the security met-
ric is more comprehensive as it considers the effects of security
level and number of hops in the path.
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Fig. 16. Wavelength utilization of SM-RWTA, POB-RWTA and NSM-
RWTA.
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Fig. 17. Time slot utilization of SM-RWTA, POB-RWTA and NSM-
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Fig. 19. Network blocking rate of SM-RWTA, POB-RWTA and NSM-
RWTA.

6. Conclusion
Since QKD optical networks are always faced with inter-

ference and destruction from the outside world, their security
has become an urgent problem to be solved. In this paper, we
first propose a mechanism for the protection path. With QFC-
based wavelength conversion technology, when the main path
is blocked, the network can switch to the protection path to
avoid network blockage. Simulation results show that the pro-
tection path can significantly improve the success rate of the
network connection requests and enhance the anti-interference
ability of QKD optical networks.

Then, the SM-RWTA algorithm is proposed in this pa-
per to further improve the security of QKD optical networks.
Through the simulation analysis of the SM-RWTA algorithm,
the results show that the SM-RWTA algorithm performs better
in terms of key update success rate, resource utilization and
network blocking rate compared with the NSM-RWTA and
POB-RWTA algorithms. It can be seen that the SM-RWTA
algorithm can not only improve the success rate of key update,
but also improve the resource utilization rate of wavelength
and timeslot. Moreover, the SM-RWTA algorithm can also
significantly reduce blocking in QKD optical networks and ul-
timately improve the security of the entire network.

The proposed algorithm demonstrates robust adaptability
in dynamic networks through real-time priority adjustments of
security metrics, ensuring efficient resource allocation under
fluctuating conditions. Its polynomial-time complexity guar-
antees scalability for large-scale QKD deployments. However,
limitations persist in long-distance scenarios due to increased
path hops and key-rate constraints. Future work will focus on
optimizing relay-node architectures and integrating quantum
repeaters to extend applicability to global-scale quantum net-
works.
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