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Quantum dialogue (QD) realizes the real-time secure bidirectional quantum communication. Measurement-device-
independent (MDI) QD can resist all possible attacks focusing on the imperfect measurement devices and enhance QD’s
practical security. However, in practical applications, any secure communication requires identity authentication as a pre-
requisite. In this paper, we propose an MDI QD protocol with bidirectional identity authentication. The practical com-
munication parties can first authenticate the identity of each other simultaneously before the message exchange. In theory,
our MDI QD protocol has unconditional security and the communication parties can exchange 1.5 bits of messages in each
communication round with linear optical Bell state measurement. We numerically simulate the secrecy message capacity
of our MDI QD protocol. Our protocol has two advantages. First, it can effectively resist the impersonation attack and
enhance MDI QD’s practical security. Second, it does not require keys to assist the message exchange and has relatively
high efficiency. Our protocol has application potential in the future quantum communication field.

Keywords: measurement-device-independent quantum dialogue, quantum identity authentication, entangle-

ment swapping
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1. Introduction

Quantum secure direct communication (QSDC) is an im-
portant quantum communication branch.!'=3 QSDC can di-
rectly transmit secret messages through quantum channels
without keys. The first QSDC protocol was proposed by Long
et al. " Tt has also achieved great progresses in both theory and
experiments. 4231 In theory, the device-independent (DI),>-8!
measurement-device-independent (MDI),¥ receiver-device-
independent (RDI),!'% and passive!'’"'?! QSDC protocols
were proposed to enhance QSDC'’s practical security. In 2022,
one-step QSDC protocol was put forward, which can reduce
the message loss and simplify the experimental operation. [°}
Recently, the quantum error correction code was introduced
in QSDC to enhance its noise robustness.['3] In experi-
ment, the single-photon and entanglement-based QSDC pro-
tocols were successively demonstrated in 2016 and 2017,
respectively.['®17! In 2022, QSDC achieved the communica-
tion distance of 100 km.[*!! The QSDC network was also
reported.??l A recent work proposed a theory of one-way
QSDC and successfully developed a practical system, ad-
vancing QSDC from a concept to the stage of practical
application. >3]

QSDC can also be used to realize the bidirectional quan-
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tum direct communication, i.e., quantum dialogue (QD). In
2004, Nguyen et al.!**! proposed the first QD protocol. Since
then, various QD protocols have been proposed.>3-33] Man et
al.’>! proposed an improved QD protocol which could resist
the intercept-resent attack. Subsequently, QD protocols based
on entanglement swapping, single-photons, and continuous-
variable two-mode squeezed vacuum states were proposed,
respectively. [?32°1 However, like QKD and QSDC, the prac-
tical security of QD protocols depends on two aspects. The
first is the perfect devices, such as the ideal signal sources
and single-photon detectors. The second is that both com-
munication parties in quantum communication must be legal.
Unfortunately, the practical signal sources and single-photon
detectors are imperfect which will cause the security loop-
hole for QSS, 34 such as the time-shift attack,3>3%] fake-sate
attack,®’! and glare blinding attack. 3331 The concept of MDI
was first proposed in QKD system.***?! Later, MDI theory
was exploited in QSDC and QD. #4348 MDI QD protocols
can resist all possible attacks from imperfect measurement de-
vices and greatly enhance QD’s practical security. In 2021,
the reference-frame-independent (RFI) MDI QD protocol was
proposed, which can eliminate the high requirement for the
reference frames alignment in both parties’ locations.*! In
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2021, a high-capacity hyperentanglement-based MDI QD!47]
protocol was proposed, which can effectively increase MDI
QD’s secret message capacity. In 2024, Zhang et al. put for-
ward the MDI QD with phase encoding.!*8) However, previ-
ous MDI QD protocols cannot solve the communication par-
ties legality authentication problem. The concept of quantum
identity authentication (QIA) was proposed to authenticate the
legality of practical communicators. The QIA protocols with

single particles and entanglement(49->4]

were proposed. In this
way, introduce QIA into MDI QD is a promising method to
solve MDI QD’s communicator legality authentication prob-
lem.

In this paper, we propose an MDI QD protocol with bidi-
rectional identity authentication. In this protocol, two practical
communication parties first authenticate the identity of each
other simultaneously. Only when the bidirectional identity au-
thentication is passed, the parties will exchange the messages.
In theory, our protocol has unconditional security and the com-
munication parties can exchange 1.5 bits of messages in each
communication round with linear optical Bell state measure-
ment (BSM). We numerically simulate the secrecy message
capacity of our MDI QD protocol. Our protocol has some ad-
vantages. First, our protocol can effectively resist the imper-
sonation attack from the eavesdropper (Eve) and enhance MDI
QD’s practical security. Second, it does not require keys to as-
sist the message exchange and has relatively high efficiency.
Our MDI QD protocol with bidirectional identity authentica-

tion has application potential in the future quantum communi-
cation field.

This paper is organized as follows. In Section 2, we ex-
plain the basic principle of the MDI QD protocol with bidirec-
tional identity authentication. In Section 3, a specific example
is proposed. In Section 4, we perform the security analysis of
our protocol. In Section 5, we numerically simulate its secret
message capacity. Finally, we make some discussion and draw
a conclusion in Section 6.

2. The MDI QD protocol with bidirectional
identity authentication

Suppose that two legitimate parties Alice’ and Bob’ share
the identity code strings Kp and Kp in advance with the
method of QKD. K5 and Ky can be described as

KA = (KAI)KA27KA33 cee 7KAn)7

Kg = (KB1,KB2,Kg3,...,KBn), (1)

where n is a large number.

In the protocol, the actual communication parties Alice
and Bob should first authenticate each other’s identity. Here,
we suppose that at least one practical communication party is
legal. The basic principle of the MDI QD protocol with the
bidirectional identity authentication is shown in Fig. 1, which
includes the following 8 steps.
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Fig. 1. Illustration of the MDI QD protocol with bidirectional identity authentication. The orange balls connected by solid line represent the initial entangled

.,

photon pairs, and the white balls with ”+” and ”x” represent the single photons under the Z and X basis, respectively. The green and purple balls represent

the encoded photons.
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Step 1. Alice prepares N entangled photon pairs ran-
domly in |¢T) or |¢ ), while Bob randomly prepares N en-
tangled photon pairs randomly in |[¢*) or |[y") (N is much
greater than the length of each identity code string n). |[¢*)
and |y*) belong to four polarized Bell states as

) = %(\HVH:\VM),
0%) = %uHmiwv», @

where |H) and|V) represent the horizontal and vertical polar-
ization states, respectively. The entangled photon pairs form
the photon sequences Sa; and Sa> (Sg; and Spp) in Alice’s
(Bob’s) locations.

Step 2. Alice (Bob) prepares a large number of single
photons randomly in the rectilinear (Z) basis or dialogue (X)
basis as the security checking photons, which are represented
as

Z= {H),[V)},
1

\/§(|H> + ‘V>)7|_> =

(IH)=[V))}. 3

Sl

R

|¢i>SAISA2 ® ‘¢+>SBISB2 = ﬁ(‘HH> + |Vv>)SAISA2 @

In this way, the single photons are randomly in four quantum
states, |H), |V), |+), and |—). Alice (Bob) randomly inserts
the single photons in the photon sequence Sa> (Sg2).

Step 3. Alice and Bob send the photons in Sa, and Sg) se-
quences to the third party Charlie through quantum channels,
and store the photons in S41 and S| sequences in the quantum
memories. Here, Charlie can be untrusted or even controlled
by the eavesdropper (Eve). Charlie performs the complete Bell
state measurement (CBSM) for the received photon pairs in
turn and announces the measurement results.

Step 4. Alice and Bob announce the position and quan-
tum state of each single photon in Sa» and Sp» sequences
through classical channels. There are four cases as follows.
First, if both the photons for the CBSM come from the entan-
gled photon pairs, the corresponding photons in Sa; and Sg;
sequences establish an entanglement channel through the en-
tanglement swapping. We explain the cases of [¢%)s, s, ®
|0 ) 551550 and [0 )5, 50 @ [V )sp155,- The entanglement
swapping processes can be described as follows:

%(\Hmﬂvv»smsm

1 _
= §(|¢+>SA25B2 & |¢i>SA]SB1 + |¢ >SAZSB2 @ |¢:F>SAISB1 + |W+>SAZSBZ & |wi>SAISB]

+|II/_>SA2SBZ ® |W:F>SA|SB] )7

R

‘¢i>SAISA2 ® |W+>SB1532 - ﬁ(‘HH> + |VV>)SAISA2 @

%(\HV) +[VH)) 5155

1 _
- §(|¢+>SA25B2 & |Wi>SA|531 + |¢ >SA2532 ® |IIIZF>SA1531 + ‘W+>SA25B2 @ |¢i>SAISBI

+ |W_>SA2SBZ ® |¢:F>SA|SB] )

Based on the CBSM results, Alice and Bob can construct the
long-distance entanglement channel. Alice can only determi-
nate the phase, and Bob can only determinate the parity of the
constructed entanglement channel, respectively. As the initial
Bell states are private, any external party, including Charlie
can not obtain the information of the entanglement channel.
Second, if one of the two photons for the CBSM is a sin-
gle photon and the other one is from the entangled photon pair,

the CBSM result and the remaining photons in the entangled
|

R
V2

V) = —= (v + ). VIH) = —

\/Z(IWW—IW*)), [H)|H) =

“

\
photon pair should be discarded. Third, if the two photons for

the CBSM are both single photons with different generation
bases, the CBSM result should be discarded.

Forth, if the two photons for the CBSM are both single
photons with the same generation basis, Alice and Bob can
perform the first round of security checking according to the
CBSM result. In detail, if two single photons are both in Z ba-
sis, say, |H)|V), |V)|H), |H)|H), or |V)|V). The BSM process
can be written as

R
V2

R

ﬂ<\¢+>—|¢*>)- )

(107)+167)). M)IV) =

If the CBSM result of |H)|V) and |V)|H) is |¢F), or the BSM result result of |[H)|H) and |[V)|V) is |y*), both parties can
determine that an error occurrs. If two single photons are both in X basis, say, |+)|+), |[+)|—), |=)|+), or |=)|—). The CBSM

process can be written as

1 1

)+ =—=(167)+¥™), [+)]-) =

S
Sl

2 2

(I97) =¥, [=)+) =

1 1

S0 +v), 1=)=) = (97)=1v™)). (6

S|
S

2
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If the CBSM result is different from the above formulas, both
parties determine that an error occurs. After the security
checking, Alice and Bob estimate the error rate. If the error
rate exceeds the tolerable threshold, the first round of pho-
ton transmission is not secure. The parties should discard the
communication. If the error rate is lower than the tolerable
threshold, the parties proceed to the next step.

Step 5. Alice randomly selects enough number of pho-
tons in Sa; sequence as the authentication photons and an-
nounces their positions. The two parties distill the authen-
tication photon pairs to form the photon sequences Say; and
Sp11- Alice encodes the photons in Say; sequence using parity-
encoding rule. Bob encodes the photons in Spy; sequence
based on the phase-coding rule. The parity-encoding rule is
that Uy = I = |H)(H|+|V)(V/| represents the identity code 0
and Uy = o, = |H)(V| + |V)(H]| represents the identity code
1. The phase-coding rule is that Uy = I represents the identity
code 0 and U, = o, = |H)(H| — |V ) (V| represents the identity
code 1. Then, Alice and Bob randomly generate a large num-
ber of security checking single photons in Z basis or X basis,
and randomly insert them into the sequences Say; and Spy; to
form the sequences Saqy7 and Sgyy/.

Step 6. Alice and Bob send the sequences S and Sgyy
to Charlie for the second round of CBSM. Charlie announces
all the CBSM results. Then, Alice and Bob announce the loca-
tions and quantum states of the the security checking. Similar
as step 4, there are also four cases. First, if both the photons for
the CBSM are from an encoded entangled pair, Alice and Bob
can read out the encoded identity code based on the CBSM
result.

Second, if the photons for the CBSM are from different
entangled pairs, or one photon is the single photon and the
other photon is from the encoded entangled pair, Alice and
Bob should discard the CBSM results and the encoded iden-
tity codes. Third, if both photons are single photons in dif-
ferent generation basis, the parties should discard the CBSM
results. Forth, if both photons for the CBSM are the single
photons in the same generation basis, the CBSM results are
used for the second round of security checking, which is the
same as that in step 4. The parties go to the next step only
when the security checking is passed.

It is noticed that some identity codes may be discarded
due to the mismatch of photons for the CBSM. In practical
implementation, Alice and Bob should record the positions of
the lost identity codes. They should repeat the above steps un-
til they check all the identity codes from each other. Then, they
estimate the error rate of each other’s identity codes. If the er-
ror rate of one practical party’s identity code is lower than the
tolerable threshold, the practical party can be authenticated as
the legal party. Only when both practical parties are legal,
the parties go to the next step. Otherwise, the communication

should be discarded.

Step 7. Alice and Bob distill the remained photons in
sequences Sa; and Sp; for the message coding, respectively.
Similarly as step 5, Alice encodes the remained photons in Sa
sequence based on the parity-encoding rule, and Bob encodes
the remained photons in Sg; sequence based on the phase-
coding rule. For Alice, Uy represents the message 0 and Uy,
represents the message 1. For Bob, Uy represents the message
0 and U, represents the message 1. After encoding, they each
randomly prepare a large number of single photons in Z or X
basis and randomly insert the single photons in S4; and Sgi
sequences to form new sequences Sa1z and Sgy3.

Step 8. The photons in Sa3 and Spp3 sequences are sent
to Charlie for the third round of CBSM. After the CBSM, Al-
ice and Bob announce the positions and quantum states of the
inserted single photons. If both photons are single photons in
the same generation basis, the CBSM result is used for security
checking, similar as step 4. If both photons are from the same
entangled photon pair, Alice and Bob can read out each other’s
encoded messages. For example, if the initial entangled state
is [W7)s,, 55, (Alice only knows its phase and Bob only knows
Saispr- Al-
ice can deduce that Bob’s operation is U}, corresponding to the

its parity ) and the announced CBSM result is |y)

classical message 1 while Bob can deduce Alice’s operation is
Uy corresponding to the classical message 0. It is noticed that
only when the third security checking is passed, Alice and Bob
will preserve the transmitted messages. If the security check-
ing is not passed, they should discard the transmitted message.
If the photons for the CBSM are single photons in different
generation basis, one photon is the single photon and the other
photon is from the entangled photon pair, or single photons
from two different entangled photon pairs, the CBSM results
and the encoded messages should be discarded.

Some encoded messages may be also discarded due to
the mismatch of the photons. Alice and Bob should record the
lost messages and repeat the protocol until they obtain all the
messages.

3. A specific example of the MDI QD protocol
with bidirectional identity authentication

In Section 2, our MDI-QD protocol requires the CBSM to
distinguish all the four polarization Bell states. However, the
CBSM is still a challenging under current experimental condi-
tion. For enhancing its practicality, we replace the CBSM with
partial linear optical BSM to realize the MDI-QD. The partial
BSM can only distinguish two polarization Bell states |y*),
but cannot distinguish the phase of |¢=). We provide the spe-
cific implementation of our MDI-QD protocol with the partial
BSM in Fig. 2. In security checking and entanglement chan-
nel construction processes, if the partial BSM obtains |¢*),

110308-4
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the communication parties will discard the results and the cor-
responding remaining photons. Only when Charlie obtains the
conclusive BSM results, the BSM results are used for security
checking and entanglement channel construction. In the iden-
tity authentication and message decoding processes, as Alice
performs the parity encoding, the adoption of the partial BSM
would not influence Alice’s message transmission. However,
as Bob performs the phase encoding, when the BSM obtains
the unconclusive results (|¢p*)), the parties have to discard
Bob’s corresponding messages. Bob should record the posi-
tions of the discarded messages and encode the messages on
the next communication rounds until all the lost messages are
successfully transmitted to Alice. In statistics, we assume that
the partial BSM obtains the unconclusive results with the prob-
ability of 1/2. In this case, Alice and Bob can exchange 1.5 bit
of messages per communication round.

TS/XZ\@ ”?y/&

Q
S — QO
40 o] Q
Q0
o0—Q - Q Q
o) Q=0 O
o—0 O—0 Q
o—0 O0—0 o———0
SA 1 SAZ SBI SHZ SA 1 SBI

(a) (b)
Fig. 2. The specific implementation of our MDI-QD protocol with practical
partial Bell state measurement. Here, BS and PBS represent the 50 : 50 beam
splitter and the polarization beam splitter, respectively. D; (i = 1,2,3,4) is
the single photon detector. The clicks in D1D3 or DDy correspond to the
Bell state |y~ ), while the clicks in D1D, or D3Dy4 correspond to the Bell
state [yT).

Here, we provide a specific example of our MDI QD pro-
tocol with bidirectional identity authentication. We neglect the
security checking processes for simplicity.

First, suppose that the identity code string of the legal
party Alice’ is {0,1,1,0,1,0,0,..
Bob’ is {1,1,0,0,1,0,1,..
Bob should send their identity code string to each other to au-

.} and that of the legal party
.}. The practical parties Alice and

thenticate their identity. For guaranteeing the security of their
identity code strings, the identity code strings are one-time
pad. We take the case that Alice and Bob exchange the first
identity codes 0 and 1 for example.

Suppose that Alice generates the Bell state [¢ ), ,s,, and
Bob generates the Bell state |y )g, s5,. They send the pho-
tons in Sa2 and Spy sequences to Charlie for the BSM. The
entanglement swapping process is shown in Eq. (4). Suppose
the BSM result is [W) s, 50,5
struct the entanglement channel as |¢ )

so that Alice and Bob can con-
Sa5p, (Alice can only
determinate the phase +, and Bob can only determinate the

parity |¢) of the Bell state). Then, Alice and Bob encode their

identity code 0 and 1 on the entangled photon pair with the
unitary operations / and Up, respectively. After encoding, they
send the photons in Sa; and Sp; sequences to Charlie for the
BSM. According to the BSM result |y ™), s,,. Alice can de-
duce Bob’s operation as U, and Bob can obtain Alice’s opera-
tion as /, so that they can exchange the identity codes 0 and 1,
respectively.

Then, Alice and Bob encode their messages on the mes-
sage entangled photon pairs. Suppose that Alice’s message is 1
and Bob’s message is 1, and the initial entangled photon pair in
Sa1 and Sg; sequences isin |¢ " )s, 55, - Under this case, Alice
and Bob perform the operations Uy, and U, on their photons,
respectively, and the quantum state of the encoded photon pair
is transformed to |y )s,,s;,. After Charlie announcing his
BSM result, the parties can deduce the operations from each
other and exchange the secure messages.

4. Security analysis

In this section, we will discuss the security of our MDI
QD protocol with bidirectional identity authentication. We
consider the case that during the communication process, Eve
may pretend to be a legal communication party to steal the
messages (impersonation attack), or perform the collective at-
tack (intercept-measure-resend attack). We will show that our
protocol is secure against above two attacks.

(i) Impersonation Attack. In step 5 and step 6 of our
protocol, the practical parties Alice and Bob should exchange
their own identity codes. Considering the channel noise and
imperfect quantum state generation may cause the error of
identity authentication, for any party, only when the error rate
of the identity code is lower than the tolerable threshold, the
identity authentication is passed. If the practical communica-
tion party is not the legal party, he may guess the wrong iden-
tity code with the probability of 50%, so that the illegal party
can successfully impersonate Alice (Bob) with the probability
of ()"

probability (%)” approximates 0. In this way, our protocol can

As the number (n) of the identity codes is large, the

effectively resist the impersonation attack. Moreover, as the
identity code string of each party is one-time pad, even if one
illegal party obtains the identity code string of the legitimate
one, he cannot use the identity code string to impersonate the
legal party.

(i1) Collective attack. The security of our MDI-QD proto-
col against the collective attack is the same as that of the MDI
QSDC protocol.[#!
the untrusted third party Charlie, our protocol can resist all

As all the measurements are performed by

possible attacks from the measurement device. However, Eve
can intercept the photons during the photon transmission pro-
cess with certain probability. He randomly uses Z basis or
X basis to measure the intercepted photons. Then, he gener-

ates new photons based on his measurement results and sends

110308-5
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the new photons to Charlie for the BSM. Eve’s attack would
threaten the communication security and disturb the commu-
nication. However, the above attack can be detected by the se-
curity checking. After each photon transmission process, the
parties would perform the security checking. As Eve has no in-
formation about the position of the security checking photons
during the photon transmission process, he may inevitably in-
tercept some of the security checking photons. He may guess
wrong measurement basis with the probability of 50%. If Eve
chooses the wrong basis, Charlie’s BSM result will be wrong
with the probability of 1/2. Thus, the probability of Eve being
detected is (1/2)?
checking photons is very large, the total probability of Eve be-
ing detected is 1 — (3/4)"
other hand, Eve can control Charlie to deliberately announce

= 1/4. Actually, as the number of security
, which is approximately 1. On the

wrong BSM result with certain probability, which would also
disturb the message transmission. However, as Charlie does
not know the positions of the security checking photons, the
case that he deliberately announces wron BSM result would
also increase the error rate of security checking, and thus be-
ing detected by the communication parties.

5. Numerical simulation of the MDI-QD proto-
col’s secret message capacity under practical
experimental condition.

In this section, we simulate the secret message capacity
(Cs) of our MDI-DQ protocol with bidirectional identity au-
thentication in the practical imperfect experimental condition.
C is defined as the amount of transmitted correct and secure
qubits divided by the total amount of the encoded photon pair.
With the partial BSM, one encoded photon pair can transmit
1.5 bits of secrete messages in theory. In practical condition,
we must consider all the practical imperfect factors, such as
the imperfect photon source, imperfect photon detector and
channel noise. In this way, Cs can be lower bounded by[>>!

G2 15{Qy 1 -H(E - uHEDN}. D

Here, Oy and E; are the total gain and total error rate after

one round of photon transmission, and Q5" and ¢, represent
the gain and error rate after two rounds of photon transmission
corresponding to Alice generating n entangled photon pairs
while Bob generating m entangled photon pairs.

Here, we suppose that each party adopts the practical
spontaneous parametric down-conversion (SPDC) source to
generate the entangled photon pairs. As p’ < 1, we only con-
sider that the source generates the vacuum state with the prob-
ability of 1 — p’ — p”?
ability of p’ and two entangled photon pairs with the probabil-

, one entangled photon pair with the prob-

ity of p'2 (p' ~ 1073),1°%] and neglect the higher order term.
Here, we suppose that Alice and Bob employ the opti-
cal switch and quantum nondemolition detection (QND) gate
constructed with the cross-Kerr nonlinearities on the two emit-
ted photon pulses. Only when each SPDC source emits ex-
actly one entangled photon pair, the optical switch will let the
photon enter the partial BSM devices, so that we can obtain
ou =0,
simplified to

and Ey = e}"l. In this way, equation (7) can be

c=15{Qy 1-HE -0 Hel) . ®

Next, we calculate Q}’l, Qé’l, e}’l, and eé’l. We suppose
that Charlie locates in the middle of Alice and Bob, and the
distance between Charlie and Alice (Bob) is d. As a result, the
channel transmission efficiency is t, =, = 104/ 10 where
o =0.2 db/km for a standard optical fiber. After each photon
transmission, we set the basis misalignment error rates as e,,.
We also consider the decoherence caused by the channel noise.
Suppose that the decoherence may cause the bit-flip error or
phase-flip error with the same probability of (1 —F)/2 after
each photon transmission. We take the target entangled state
|¢T) as an example. After the first and second round of photon
transmissions, the entangled states degrade to the mixed states
as

1-F
F|¢+><¢+|+ W ><W+|+i2 197 ) (o |,
1-—
pr = [F2+( i ] 690 1+ P =Pl (e |+ P =Pl o1+ Sy ) ©)
| 1,1
In addition, we define the inherent efficiency 7;; as the e, =1-F(1—ep). (10)

product of the coupling efficiency (1).) between the photon and
the fiber, the detection efficiency 74 of the single photon de-
and the
after the first photon transmission round as given in

tector. In this way, we can obtain the error rate e}’l
yield ¥,"!

the following expressions:

1,1 “20d/10 112
Y —l‘afbnn =10 /10 % Nits

After the construction of entanglement channel, Alice and
Bob distill the remaining photons from quantum memory de-
vices for encoding. Then, they send the encoded photons to
Charlie for the partial BSM. We set the inherent efficiency 7n;,
as the product of 1, 14, and the efficiency (1,,,) of the quantum

memory. The error rate e;’l and the yield YZI"1 after the second
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round of photon transmission can be calculated as follows:

Y21 20d/10

1 2 - 2
= tatban == 10 X n127

(1—F)
2

ey' =1-[F2 + [(1—em)?. (11)
Based on above calculation, Q}’l and Q;’l can be derived

as

Qi,l :p/Yll,l7 Q;l :p/Yll,lel,l. (12)

Taking Egs. (10)—(12) to Eq. (8), we can calculate the
lower bound of C;.

In Fig. 3, we provide Cs per pulse altered with the com-
munication distance 2d from Alice to Bob. We set that p’ =
1073, ¢, = 1.5%,57) 111 = 90% and 11, = 81%, and ad-
just F =1, 0.98, respectively. It can be found that the fidelity
F seriously influence the Cs and maximum communication
distance. When F =1 and 0.98, the maximum communica-
tion distances of our MDI QD protocol are about 33.6 km and
14 km, respectively. When F = 1, C; under the communica-
tion distance of 5 km and 10 km are about 2.97 x 10~* and
1.70 x 1074, respectively. When F' = 0.98, C; under the com-
munication distance of 5 km and 10 km are about 1.13 x 10~*
and 3.69 x 1077, respectively.

103 T T T T T T

107

10%

Security massage capacity C_ (bit/pulse)

0 10 20 30 40
Communication distance 2d (km)

Fig. 3. The secrete message capacity (Cs) per pulse altered with the com-
munication distance 2d from Alice to Bob. Here, we suppose that Alice and
Bob use the SPDC sources to generate entangled states with p’ = 1073, Dur-
ing each photon transmission process, we set the basis misalignment error
rate as e,; = 1.5%, the inherent efficiency as 1711 = 90% and 11, = 81%. We
adjust the fidelity F' =1, 0.98, respectively.

6. Discussion and summary

It is interesting to compare our MDI QD protocol with
previous MDI QD protocols. [*~8] In the paper, we first intro-
duce the bidirectional identity authentication in the MDI QD,
which enables two practical communication parties to authen-
ticate the identity of each other simultaneously. Once the au-
thentication of any party is not passed, the other party will
discard the communication. In this way, our MDI QD proto-

col can effectively resist the impersonation attack, which can

further enhance MDI QD’s practical security. Besides that,
some previous MDI QD protocols require the communication
parties to share a sequence of keys by QKD in advance.[*+#]
However, Eve can attack the key distribution process taking
use of the practical imperfect measurement devices. It will
open the security loophole for the QD process.

The MDI QD protocols in Ref. [48] does not require any
keys in advance, where each communication round uses six
pairs of polarized Bell states and three rounds of BSM, and
Alice and Bob can totally exchange 2 bits of messages in the-
ory. Our MDI QD protocol does not require keys to assist
the message exchange either. Each communication round uses
two pairs of polarized Bell states and two rounds of BSM. The
parties can also exchange 1.5 bits of messages in theory. In this
way, under the same experimental condition (SPDC source
and noisy channels), we can obtain that the raw value of Cg of
our MDI QD protocol is 16 orders of magnitude higher than
that of the protocol in Ref. [48]. In this way, our MDI QD
protocol is more efficient than that in Ref. [48].

QM is also a key element of our MDI QD protocol. The
photons in S4; and Sp; sequences should be stored in QM de-
vices and distilled sequentially for identity code encoding and
message encoding, respectively. QM technique has developed
rapidly in recent years.[8-11 In 2019, Guo e al. realized the
high-performance atomic Raman memory with the memory
efficiency of above 82.0% for 6 ns-20 ns optical pulses and
the fidelity of up to 98.0%.%% Soon later, the experiment of
the coherent light storage in an atomic frequency comb mem-
ory over 1 hour was reported.®] Based on above progresses
in QM, our MDI QD protocol with bidirectional identity au-
thentication has application potential in the near future.

In conclusion, QD can realize the real-time secure bidi-
MDI QD can resist all possible
attacks from imperfect measurement devices and enhance

rectional communication.

QD’s security under practical imperfect experimental condi-
tion. However, similar as the other quantum communication
branches, only when the practical communication parties are
legal, the practical security of MDI QD can be ensured. In
the paper, we propose the MDI QD protocol with bidirec-
tional identity authentication. The practical communication
parties first authenticate the identity of each other simultane-
ously. Only when the bidirectional identity authentication is
passed, the parties will exchange the messages. In our MDI
QD protocol, the communication parties can exchange 1.5 bits
of messages in each communication round with practical lin-
ear optical BSM in theory. The security of each photon trans-
mission is guaranteed by the security checking. Our MDI QD
protocol has unconditional security in theory. We numerically
simulated its secrecy message capacity. The simulation results
show that when F =1 and 0.98, the maximum communica-
tion distances of our MDI QD protocol are about 33.6 km and
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14 km, respectively. Compared with previous MDI QD pro-
tocols, our protocol has some advantages. First, our MDI QD
protocol can effectively resist Eve’s impersonation attack and
enhance MDI QD’s practical security. Second, it does not re-
quire keys to assist the message exchange and has relatively
high efficiency. Based on above features, our MDI QD proto-
col has application potential in the future quantum communi-
cation field.
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