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A mode-pairing quantum key distribution based on heralded pair-coherent source with passive decoy-states is pro-
posed, named HPCS-PDS-MP-QKD protocol, where the light sources at Alice and Bob sides are changed to heralded
pair-coherent sources, and devices designed to implement passive decoy states are included at the transmitter sides to gen-
erate the decoy state pulses in the decoy-state window passively. With the defined efficient events and the designed pairing
strategy, the key bits and bases can be obtained by data post-processing. Numerical simulation results verify the feasibility
of the proposed protocol. The results show that the proposed protocol can exceed PLOB when the pairing interval setting
is greater than 103, and the transmission distance exceeds 200 km. When the key transmission distance reaches 300 km
and the maximum pairing interval is equivalent to 1, its performance is improved by nearly 1.8 times compared to the
original MP-QKD protocol with a weak coherent source (WCS-MP-QKD), and by 6.8 times higher than that of WCS-MP-
QKD with passive decoy states (WCS-PDS-MP-QKD). Meanwhile, the key transmission distance can reach 480 km, and
surpasses the WCS-PDS-MP-QKD protocol by nearly 40 km. When the total pulse length is greater than 10'!, the key gen-
eration rate is almost equal to that of infinite pulses. It is a promising QKD protocol that breaks the PLOB bound without
requiring phase tracking and locking, has a longer transmission distance and a higher key generation rate, and eliminates
the potential of side channel attack.

Keywords: mode-pairing quantum key distribution, heralded pair-coherent source, passive decoy-state, key

generation rate
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1. Introduction

Based on the fundamental principles of quantum mechan-
ics such as the quantum no-cloning theorem and the uncer-
tainty principle, quantum key distribution (QKD) protocol has
established a secure key between the legitimate users, Alice
and Bob. Since the advent of the first QKD protocol-the BB84
protocol,!'! many new types of QKD protocols have been pro-
posed, such as the decoy-state QKD protocol>3! which is re-
sistant to photon-number-splitting attacks, the measurement-
device-independent QKD (MDI-QKD) protocol [4] who avoids
the measurement-device-side attacks, and the twin-field QKD
(TF-QKD) protocol ! who can surpass the PLOB bound. ¢!

Recently, many TF-QKD variants have been pro-
posed and numerous experimental demonstrations have been
performed!”1%! to show the feasibility of TF-QKD, includ-
ing phase-matching QKD (PM-QKD), [11-13] gend-or-not-send
QKD (SNS-QKD),[*15] and other variants.!'*1°1 However,
the phase tracking and locking techniques are required during
their experiments, so that the complexity and difficulty of the
corresponding experiments are increased. Fortunately, mode-
pairing quantum key distribution protocol (MP-QKD),?’! also

TThese authors contributed equally to this work.
fCorresponding author. E-mail: zhaosm @njupt.edu.cn

CSTR: 32038.14.CPB.adcf89

known as asynchronous MDI-QKD,?!! was currently pro-
posed to overcome the problem, that broke the PLOB bound
without requiring phase tracking and locking. Instead of
pairing only adjacent time slots, MP-QKD recycles the un-
paired events in MDI-QKD by actively post-selecting coin-
cidence events within a suitable pairing interval (/). And
many experimental demonstrations are performed.!?>~4 For
example, Zhu et al. employed two independent off-the-shelf
lasers to demonstrate a quadratic key-rate improvement over
the traditional measurement-device-independent schemes in
the regime of metropolitan and intercity distances without
global phase locking.[?”! Zhou er al. achieved secret key
rates higher than TF-QKD by implementing an innovative
but simpler measurement-device-independent QKD that real-
ized repeater-like communication through asynchronous coin-

(231 Li et al. introduced a statistical analysis

cidence pairing.
method based on the T-distribution to calculate confidence in-
tervals of intensity fluctuations, and studied the decoy-state
MP-QKD protocol with light source intensity fluctuations.?*!
Typically, the active modulation through acousto-

optic/electro-optic modulators on light sources is used in QKD
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protocol implementation. However, passive modulation of
pulses is still necessary in certain cases even though the ac-
tive modulation is sufficient to implement decoy-state MP-
QKD. For instance, when the intensity modulator is imper-
fectly designed, leading to certain physical parameters of emit-
ted pulses depending on specific circumstances, then the active
modulation of pulse intensity in such cases can result in a se-
rious security issue,>~2"! because the eavesdropper (Eve) can
exploit these vulnerabilities to steal partial or complete key
bits. Luckily, the passive decoy-state methods have already
been proposed!*®*32! and have been demonstrated to reduce
information leakage.**!

Moreover, weak coherent sources are often adopted in
MP-QKD. The photon number distribution of WCS follows
a Poisson distribution, and the probability of sending a sin-
gle photon is very low, which affects the performance of
MP-QKD. On the other hand, heralded pair-coherent source
(HPCS)# has a higher single-photon probability, which is
closer to the ideal single-photon source than WCS. HPCS
utilizes spontaneous parametric down-conversion to generate
photon pairs and predicts the arrival of one photon by using
the detection result of another photon, so HPCS has signif-
icantly reduced the proportion of empty pulses in the QKD
procedure. 3331 Therefore, it is interesting to discuss the per-
formance of MP-QKD by replacing WCS with HPCS and em-
ploying the passive decoy-state method.

In this paper, we propose a mode-pairing quantum key
distribution based on heralded pair-coherent source with a pas-
sive decoy-state method, named HPCS-PDS-MP-QKD proto-
col. In the protocol, Alice (Bob) prepares her (his) single pho-
ton pulses with a heralded pair-coherent source, then inputs the
pulses to a passive decoy state module to passively select the
decoy state mode according to the response of its local detec-
tor. Then, she (he) transmits the pulses to Charlie, who may
be an eavesdropper. With the measurement results declared
by Charlie and the defined efficient events, the key bits and

the bases are determined during the data post-processing for
mode pairing and key mapping. The key rate of HPCS-PDS-
MP-QKD is derived in detail and is analyzed by numerical
simulations. The relationship between the key generation rate
of HPCS-PDS-MP-QKD against the transmission distance, as
well as the maximum pairing interval, is discussed.

2. The HPCS-PDS-MP-QKD
2.1. The protocol

The schematic diagram of HPCS-PDS-MP-QKD is illus-
trated in Fig. 1. At Alice’s (Bob’s) side, a time-correlated
pulse is sent from a laser and is split by a parametric down con-
version process of the nonlinear crystal (PDC) to two modes,
the idler mode and the signal mode, where the idler mode pho-
ton is detected by a local single-photon detector Dy, while the
signal mode photon is prepared to send to the third party Char-
lie (Eve) through a passive decoy state module. In the pas-
sive decoy-state module, the input pulse is firstly split into two
paths (path S and path V) by a beam-splitter (BS), where path
S is prepared for the signal state, while both path S and path V
are prepared for the decoy state. Here, the signal state and the
decoy state are randomly selected. When a signal-state pulse
is selected, path V is blocked by using a variable optical at-
tenuator (VOA;), and the intensity and phase are modulated
by phase modulator (PM) and VOA| on path S, respectively.
When a decoy-state pulse is chosen, the pulses at these two
paths are interfered at BS, (path S and path V are assumed
in the same length), and the outcome mode r passively selects
the decoy-state based on the response results of local detectors
D,. After the interference occurs at Charlie’s side, Charlie an-
nounces the outcome of successful events. Alice and Bob then
can achieve the key according to the pairing strategy and key
mapping based on the announced measurement results. Fi-
nally, Alice and Bob obtain the secure key after error correc-

tion and privacy amplification.

Fig. 1. The schematic diagram of the proposed HPCS-PDS-MP-QKD protocol. PDC represents the parametric down conversion process of the
nonlinear crystal. BS: beam splitter, its parameters is 50:50. VOA: variable optical attenuator. PM: phase modulator, D: single-photon detector.

The details of the pairing strategy are listed as follows.
(i) Identifying the first successfully clicked round as the
leading pulse.

(ii) Searching for the next successfully clicked round. If

the interval between the new successfully clicked round and
the existing leading pulse is within the maximum pairing in-
terval, then these two rounds are paired, and the pairing is suc-

cessful; If the pairing fails, the existing leading pulse is dis-
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carded, and this round is set as a new leading pulse. Here, the
maximum pairing interval refers to the pre-agreed maximum
allowable pulse interval between two consecutive valid pairing
measurement events, which is setup by Alice and Bob before
communications.

(iii) Continually searching and repeating steps (i)—(ii) un-
til all clicked rounds are paired.

The details of the proposed protocol are the following:

(I) State preparation: Alice (Bob) prepares entangled
photon pairs. Assume there are N rounds in the protocol. In
each round, Alice (Bob) randomly selects a signal state and a
decoy state. In the i-th round (i = 1,2,...,N), Alice prepares
the photon state ‘ u?ei%“ > in the following way:

I-1 When a signal state is chosen, path V is blocked, Al-
ice randomly selects the intensity p? from (0, u), the phase

2, uniformly over [0,27), modulated by PM;.

I-2 When a decoy state is chosen, Alice selects the inten-
sity p?* from (0, 1) by the response events of the local detec-
tors in the passive decoy-state module, where the pulse phase
on both paths (path S, path V) are uniformly distribution over
[0,27), which are modulated by PM; and PM3, separately.

Bob does the same operations as Alice for the state prepa-
ration.

(IT) Measurement: Charlie performs single-photon inter-
ference on the pulses sent by Alice and Bob, and announces
the measurement results, where only one of the two detectors
click is defined as a successful event. Alice and Bob repeat the
above two steps for N rounds.

(IIT) Mode pairing: Alice and Bob apply the above listed
strategy to pair those rounds with two clicks as one pair for
all the successful detection rounds when both Alice and Bob
send the signal states. The phases and intensities from these
two rounds form a data pair. The pairing strategy is the same
as that of the MP-QKD protocol.

(IV) Basis sifting: Based on the intensity of the two
paired rounds indexed i and j, if the intensity is (0, i) or (U,
0), Alice marks the ‘basis’ of the data pair as basis Z. If the
intensity is (i, @), Alice marks the ‘basis’ of the data pair as
basis X. If the intensity is (0, 0), it is marked as basis ‘0’.
Bob sets the bases using the same strategy. Alice and Bob
announce the basis for each data pair. If both of their basis is
X(Z), they keep the data pairs, otherwise, they discard the data
pairs.

(V) Key mapping: For each Z basis pair at index i and
J. if (ud, ,u;) = (0,u), Alice sets her key bit ¥ to 0; if
(1, u%) = (u,0), she set her key bit k to 1. For X basis
pairs (Alice and Bob being the same), there exists (¢7 — ¢) =
0+ wk?, therefore, k* is set by [(¢F — ¢') /7 mod 2] and 6°
is [(¢3 — ¢{)mod 7]. Bob has the same steps except for an ad-
ditional one, that is, for rounds i and J, if the detectors’ clicks
announced by Charlie occurs on the same side, i.e., the re-

sponses of the detectors are (L, L) or (R, R), then Bob keeps
his bit. If the detectors’ clicks occur on different sides, i.e., the
detectors responses are (L, R) or (R, L), then Bob flips his bit.
Only when the alignment angles of Alice and Bob are equal,
that is, 62 = 6°, the data pair is kept; otherwise, the data pair
is discarded.

(VD) Parameter estimation: Alice and Bob estimate the
quantum bit error rate EEH in Z pairs under the condition of
sending signal states, with an overall intensity of ( IThy s u}? j) =
(1, ). They use different decoy-state modes of Z basis pairs
under the condition of sending decoy states to estimate the
single-photon pair ratio g(; 1), and use X basis pairs to esti-
mate the single-photon phase error rate e p).

(VII) Key distillation: Alice and Bob use the Z pairs un-
der the condition of sending signal states to generate the key.
They perform error correction and privacy amplification based
on Eﬁ#’ q(1,1)> and ey 1) to generate the secure key.

2.2. Decoy-state estimation

In HPCS-PDS-MP-QKD protocol, Alice and Bob use Z
basis pairs to generate key. Compared with original MP-QKD
protocol, the proposed protocol does not change any others ex-
cept state preparation. Hence, HPCS-PDS-MP-QKD is a vari-
ant of the original MP-QKD. Similarly, the HPCS-PDS-MP-
QKD protocol can also be considered as a dual-mode MDI-
QKD scheme. It is shown that the dual-mode schemes have
security, 7]
The heralded pair-coherent source is a type of dual-mode

so the security of our scheme is guaranteed.

light source, which operates on the principle of utilizing non-
degenerate parametric down-conversion to generate entangled
photon pairs (i.e., signal photons and idler photons). The prob-
ability of generating n-photon state pulses in these two modes
follows a thermal distribution3*! as

Pu(m) = (1= (1—a)(1—m)
K Prost (1) (n!)z’

where U is the average intensity of the signal photon pulse,
d; represents the dark count of detector Dy , 1; represents the
detection efficiency of detector Dy, and Ppogt () = Io (21) —
(1—d;)Io (2p/T=11) denotes the post-selection probabil-
ity, Ip(x) is the modified Bessel function of the first kind.
Here, we only consider the phase number distribution af-
ter the passive decoy-state module. Assume that the laser
emits photons in a coherent state with intensity , after pass-
ing through the beam splitter BS| and the phase modulators
PM; and PM,, the coherent states on path S and path V are
‘\/T/Z ei¢1> and ’\/m ei¢2>, respectively. After their in-
terference at BS», the joint probability p, ,, of having n pho-
tons in mode r and m photons in mode q is the product of the
two HPCS distributions with half average intensity. By mea-
suring the outcome signal at the q side, say by D», the condi-
tional photon number statistics of the remaining signal varies
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depending on the result obtained. When the single-photon de-
tector D, does not click, the probability of finding n photons
in mode r (one decoy state) can be calculated as
1= () (1))
Pros (1'/2)
L[ (no)™  d(1—dy)
0o 27 (n!)2 Prost (1 —0) 'm)

qh (n) =

de, (2

where u/ = uS+uV, a = ﬁ (“7/ — \/us,uDsine), 0= —
01, ¢ and ¢, are the phases modulated by PM; and PM3, re-
spectively. uS and uV are the intensities of the pulse on path
S and path V, respectively. d; is the dark count of the detector
D,, and 7, is its detection efficiency.

Correspondingly, when the single-photon detector D,
clicks, the probability distribution of finding n photons in
mode r (another decoy state) is

1 n) = 1 _ _ _ n (‘ua)Zn
q”/( ) POS[( //2) [ (1 dl) (1 771) ] (l’l')z
2
0 EPPOSt (/J/ (1 - Ot)) do — qz’ (”) . 3

For normalization, the probabilities of the two decoy states are
normalized as

PO, (n)
Pl (n)

qgl (n)/N "
gl (n)/ (1=

4)
).

Here, N“/ is a normalization constant, which equals
1 1 P (Wa)di (1-da) o
PPost ( /2> 2r PPost ((1 - (X) .u/nZ) '

For simplicity, we only consider the cases when both the de-
tector D» click or no click for the decoy states.
Like the analysis discussed in Ref. [38], we employ three

intensities decoy-state analysis>"]

on the proposed scheme,
and the round N is assumed large enough. For each round
i, three intensities 0,v*, u?(0,v°, u®) can be selected by Alice
(Bob) with probabilities sq, sya(s,p), and sya(s ub)' Note that the
sum of these probabilities should be equal to 1. To simplify the
discussion, the probabilities of the two parties choosing an in-
tensity are set to sya = s, and sya = Su ». Based on these pulses,
Alice and Bob pair two locations mdexed i and j, including

those without successful clicks. The intensity vector of the

(1 + 3, uP + ub), where,
a b)} , and the probability of sending

(i, j) pair can be denoted as p =

Hia(b) : u;(b) c {07 i)

[ can be expressed as gt = Z< SupSuds,bs

uf‘+u;‘,u}’+u}?) Hi ”/
Note that the probability is independent of the measurement
results announced by Charlie.

Alice (Bob) performs the photon number detection by an
auxiliary system. For each pair of locations (i, j), the photon
number measurement results obtained by Alice and Bob are

denoted as k* and kP, respectively, which comprise the photon
(k*,k°). Since the intensities
sent by Alice and Bob for the pair (i, j) are independent, the

number measurement vector k =

probability for given p, the measurement k can be described
as

Pr(k|) =

Pr(k|p)

b

— Y b
= Pipug (k )Pﬂlbwj (k ). ®

where Py (n) is determined by Eq. (1) and qu(y ) (n) is deter-
mined in Eq. (4), x,y € {0, 1}.

For simplicity, the symmetric case is considered, and
di = d»
and Bob’s measurement k on the pair (i, j) as gg, therefore,

=d, 11 = 2 = n. Denote the probability for Alice

the probability for given k, the intensity g can be expressed as

q*Pr(klp)  q"Pr(k|p)
k.  Lwq¥Pr(k|p)

The values of u’ are taken to be the same as those of p,

Pr(plk) =

(N

with different symbols used to avoid ambiguity in the sum-
mation. After Charlie completes the measurements and an-
nounces the outcomes from detectors L and R, Alice and Bob
perform mode pairing and basis sifting according to the pair-
ing strategy. If the intensity vector p on the pair (i, j) satisfies
PR = uPu? =0, uf + pd + up + pb # 0. Then it is a Z-basis
pair. Here, we focus on the decoy-state estimation for Z-basis
pairs, the estimation for X-basis pairs can be discussed by a
similar way.

Suppose Alice and Bob successfully detect M rounds for
Z-basis pairs, in which there are EZ error rounds. The total
number of pairs with intensity p is denoted as M%*, and the
erroneous pairs is denoted as EZ#. Similarly, the total number
of pairs, erroneous pairs with photon number k are denoted as
MZ and EZ, respectively, where M, * and EZ* are for those
with intensity . All they satisfy

Z,
{MZ = ZpMZML :Zk:Mg :Z;J,Zkzlyk ”7
EX = ZHEZ# =Y"r E]% :Zu Yk Ek,’“'

Through the protocol, the values of M%* and E%* are known,

®)

while the values of M,% and E,Z are unknown, but they will be
fixed after Charlie’s announcement.

In practice, Alice and Bob first perform photon number
measurements and obtain the result k. Subsequently, both
parties randomly select intensity setting ¢ based on k. There-
fore, the intensity p depends solely on k and is independent of
the results announced by Charlie. When all generated Z-basis
pairs with photon number measurement outcomes in k are
considered, the expected ratios of different intensities should
be the same as the ratios of the emitted states, that is

ME* Pr(mk)  ¢*Pr(k|p)

T = / . 9
MZH ~ Priw k) g Pr(kl) ®
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In the set of M{, the number of pairs with intensity g
is represented by Mi’“ , which is determined by the auxiliary
systems, and is used to characterize the intensity chosen by Al-
ice and Bob. According to the previous analysis, the expected

ratio of the intensity p is expressed as

MEH
E( =L | =Pr(plk)=
( M )

q*Pr(k|p)
Y q” Pr(klp)’

where I (-) represents the expected value. Correspondingly,

(10)

within £ ,% pairs, 5,5’” represents the erroneous number of pairs
with intensity p, the corresponding ratio is
q*Pr(k|p)

i
E| = |=Pr(pk)=—F7——"—".
Ef 9= 5 r (i)

Based on Egs. (10) and (11), we obtain the following re-

1)

sult:
[/\/l } :Pr(u|k)Mﬁ,
, (12)
E[&.H] = Pr(plk)EE.

The total number of pairs and the erroneous pairs with in-
tensity p are denoted as M%# and %, respectively, where

Zp Zp
Lo s (13)

EPm =Y, ELM.
Based on Eqgs. (12) and (13), we obtain the following re-
sult:

{E [MPH] = L Pr(palke) M, 14

E [£%#] = ¥, Pr(plk) Ef.

For Z-pairs, the total ratio and the error ratio of pairs with
intensity p and photon number k are defined as

Z, Z, Z
(m/)Z,u _ M ”’ (e')Z,u _ € IL7 mi _ %7
N~ N# N,
EZ 5 MZ# 5 SZ’“
ei = N7I;7 (m/)kJL = NI; ) (el)k7” = IS” ) (15)

where m (e) and m’ (¢') are used to distinguish between dif-
ferent variables, N* := g*N is the number of rounds with in-
tensity p, and Ny := Y., Pr(k|p)N* is the number of rounds
with photon number k.

Based on the above analyses, it can be concluded that

E[m?#] = E {MZ“} _EMM]_ EyPr(ulk) My
N# N~ gHN
= ) Pr(k|p)mf,
k
E[e#H] = ZPr(k\u)ei. (16)
k

Similarly, we can obtain
E [nif#| = Pr (ki) ni,

(17)
E[ef#] = Priklu)ef,

where Pr(k|p) is given by Egs. (5) and (6). E [m“*] and
E [¢*#] are obtained experimentally. Subsequently, one can
derive the lower bound m(Z’” ")L of m(Z’” ) and the upper bound

(Zl’f) of e( ) according to Eq. (17).

The above is the analysis for the decoy-state in Z-basis.
Similar steps can be applied to the X-basis to obtain the upper

bound of the total ratio m( and the lower bound of the error

1, 1)
ratio e( ) for single-photon pairs. In the decoy-state estima-
tion, the asymptotic key rate formula under the mode-pairing

scheme is expressed as

X,U

R = ) zL L fan

= M - XL

ML

,fm(u' ,ub),ZH(e(u“,ub),Z)

= {q y[1=H (eqn)]
*fH( %), (18)
a b a a b .

where g(; ) = m((fl)” )’Z’L/m(’“‘ H)Z m((lul’;i )ZL is the
lower bound on the ratio of single-photon pairs with intensity

(2, 1), m*40)2
p = (u*,uP) in the Z basis, ey ) = e(lﬂl)/mu’l) is the upper
bound on the phase error rate of single-photon pairs with in-

of u= is the ratio of pairs with intensity

tensity p = (u?, u), f is the error correction efficiency, and
H(+) is the binary entropy function.
Furthermore, the key generation rate of the simulation

formula is expressed as

R=ry(p.0)rs{quy [1—H (e )] — FH (EL,)}, (19)

where

1+1]'
plt-(1-p)] P

is the pairing rate generated during each round, / is the maxi-

Vp(p,l) = [

mum pairing interval, p is the probability of successful detec-
tion in each round, rg is the probability that two paired round
are Z pairs, ¢(;,1) denotes the single-photon pair ratio in all Z
pairs, e(y1) denotes the phase error rate of the single-photon
pairs, Eff, = ()2 i the quantum bit error rate, f is the
error correction efficiency. Detailed expressions for these pa-
rameters are shown in Appendix A.

3. Numerical simulation and discussion

Based on the key generation rate analysis in Section 2, we
present the numerical simulation results of the key generation
rate of the proposed HPCS-PDS-MP-QKD protocol. The ba-
sic parameters setting of the numerical simulation are shown
in Table 1.
sumed to be the same for the local and Charlie’s side detectors.

Here, the detectors’ detection efficiencies are as-
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Table 1. The basic parameters of numerical simulation. Py = d denotes the
dark count rate of the single photon detector, eq denotes the misalignment
error, e is the error rate caused by background light, ny = 1 denotes the de-
tection efficiency of the single photon detector, & represents the attenuation
coefficient of the fiber.

Mna=n f o
1.2x10°8 4% 0.5 20% 1.15 0.2

d=PFy eq eo

Figure 2 shows the key generation rate of the proposed
HPCS-PDS-MP-QKD protocol against the transmission dis-
tance under different maximum pairing intervals, together
with the PLOB curve. The results show that, with the increase
of the maximum matching interval /, the key generation rate
increases. For the same transmission distance, say 300 km,
the key generation rate for / = 1 is 9.2 x 107'0, while it is
8.9x 1078 for I = 107, itis 2.3 x 107° for / = 10°. Importantly,
the key generation rate can exceed the PLOB bound, when [ is
greater than 10% and the transmission distance is greater than
200 km.

100 : : : — : -
. - -0 - HPCS-PDS-MP-QKD (=10
. - % - HPCS-PDS-MP-QKD (=10
102 "~ - -& - HPCS-PDS-MP-QKD (=10° 1
s .. - -3 -HPCS-PDS-MP-QKD (=103
o . - - HPCS-PDS-MP-QKD (=10*
w1074k * % — HPCS-PDS-MP-QKD (=105 1
H o *, - - - -HPCS-PDS-MP-QKD (=106
g 2310~ e, % PLOB
2 109 N 1
S 8.9x10-8______ .
] > RS
g 10-8E Q“ AA\\\“ " ]
& 19.2x10710___ ™ Bl M AT K
> Do M ae "
o 10-10k L O kA N\ 1
R4 I Yo, *UA TN
| KN NN
—12f i RN AN
10 “ o * ~
i °
10—14 |

0 100 200 300 400 500 600
Transmission distance (km)

Fig. 2. The key generation rate of HPCS-PDS-MP-QKD protocol
against the transmission distance under different maximum pairing in-
tervals, { from 1 to 10°.

Furthermore, we discuss the performance comparison of
the proposed protocol with the original MP-QKD protocol.
Figure 3 compares the key generation rates versus the trans-
mission distance for three protocols: the proposed HPCS-
PDS-MP-QKD, the original MP-QKD protocol (WCS-MP-
QKD), and WCS-PDS-MP-QKD (WCS-MP-QKD with pas-
sive decoy state). These comparisons are shown under differ-
ent maximum matching intervals. As can be seen from the fig-
ure, the proposed HPCS-PDS-MP-QKD protocol always ex-
hibits improvement over the other two protocols for different
maximum matching intervals. For the same maximum match-
ing interval, the HPCS-PDS-MP-QKD protocol has a higher
key generation rate. In addition, the HPCS-QKD protocol not
only achieves a higher key rate compared to the the WCS-MP-
QKD and WCS-PDS-MP-QKD protocols, but also maintains a
key transmission distance of up to 480 km, approaching to that
of the original MP-QKD protocol. It surpasses the WCS-MP-
QKD protocol by nearly 40 km in terms of key transmission
distance.

100 T T T
R —#—HPCS-PDS-MP-QKD I=10°
. -~ MP-QKD 1=10°
72 N -~ WCS-PDS-MP-QKD 1=10°_
10—2¢ < —&—HPCS-PDS-MP-QKD /=10° 1

-~ MP-QKD [=10°
-4~ WCS-PDS-MP-QKD I=10°
—&—HPCS-PDS-MP-QKD I=10¢ ]

Q

% 107 -~ MP-QKD (=10

=~ -6 WCS-PDS-MP-QKD (=106

= ZPLOB

2 10-6f k|

+

®

g

£ 1078% 1

[}

&

>,

[} 10710r 4
10-12k AN R
10-14 ‘ ‘ ‘ N S

0 100 200 300 400 440 480 500 600

Transmission distance (km)
Fig. 3. The key generation rates of the HPCS-PDS-MP-QKD proto-
col, MP-QKD with WCS source (WCS-MP-QKD) and WCS-MP-QKD
with passive decoy state (WCS-PDS-MP-QKD) against the transmis-
sion distance under different maximum matching intervals.

~ | ]
sovobss6Bo00c000000Y

z#e_A BOw
10

0 . . i .
0 100 200 300 400 500
Transmission distance (km)
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Fig. 4. The ratio of key generation rate of HPCS-MP-QKD over WCS-
MP-QKD and WCS-PDS-MP-QKD against the transmission distance.
Figure 4 further shows the ratio of the key generation
rate of HPCS-PDS-MP-QKD over WCS-MP-QKD, WCS-
PDS-MP-QKD, against the transmission distance. The results
demonstrate HPCS-PDS-MP-QKD has a performance supe-
riority over both WCS-MP-QKD and WCS-PDS-MP-QKD
protocols. Specifically, at 300-km transmission distance with
[ = 1, HPCS-PDS-MP-QKD achieves a 1.8-fold increase in
key generation rate compared to WCS-MP-QKD, and a 6.8
times increase compared with WCS-PDS-MP-QKD. Under
the same key transmission distance, as the maximum pairing
interval increases, the ratio of the key transmission rates be-
tween the protocols decreases.
Finally, we discuss the finite size effects on the proposed
protocol. Based on Eq. (19), we adopt the finite-size effects
described in Ref. [41], rewrite key rate formula as

Rfinite = R — Rerror

where €' and & are the failure probabilities introduced when
the final key rate with single-photon pulse pairs is evaluated.
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€pa is the probability that the privacy amplification based on
two-universal hashing fails. &, is the error probability when
the strings of Alice and Bob are different, but the hash of them
is identical. MV, is the total number of pulses.

Figure 5 shows the key generation rate of HPCS-PDS-
MP-QKD protocol against the transmission distance under dif-
ferent N, when the maximum matching intervals is [ = 10°.
The results show that the key generation rate is increased as
the total pulse length increases. When the total pulse length
is 10!, the key generation rate is almost equal to the infinite
number of pulses.

100 . .
. — N, =108

10-2F — N,=10° §
© Ny =100
+ — 11
2 104 — Ny=10"" ]
. ---- PLOB
S ) —+— Infinite
= 10-6%
=
3
g 10-8F 1
bD \\\
2 10~ 10k i

1012k e

0 100 200 300 400 500 600
Transmission distance (km)

Fig. 5. The key generation rate of HPCS-PDS-MP-QKD protocol
against the transmission distance under different N;, the maximum
matching intervals is { = 10° here.

4. Conclusion

To enhance the key generation rate, secure transmission
distance and security against side channel attack, a mode-
pairing quantum key distribution protocol based on heralded
pair-coherent source with a passive decoy-state method is
proposed, named HPCS-PDS-MP-QKD protocol. Numerical
simulations demonstrate that when the maximum pairing inter-
val is greater than 103, and the transmission distance exceeds
200 km, the proposed protocol can surpass the PLOB bound in
key generation rate. Compared to WCS-MP-QKD and WCS-
PDS-MP-QKD protocols, the proposed protocol exhibits sig-
nificant advantages in both key rate and secure transmission
distance. Notably, when the total pulse length is greater than
10!, the finite-key effects can be negligible. The structure of
passive decoy state devices can be extended to multiple passive
decoy-states to further improve key generation performance. It
indicates that the proposed protocol can keep the longer trans-
mission distances, higher generation key rate of MP-QKD pro-
tocol, while avoid the side channel attack.

Appendix A: Simulation details

For simplicity, we denote the coherent pulse emitted by
Alice in the i-th round as ./Zf‘ueid’ia>, where Z! € {0,1},
¢ €]0,2r) is a random phase. Similarly, Bob’s coherent state

is ‘\/Z}’uei¢f‘>. Arrays Z; := [Z2,ZP] € {00,01,10,11} rep-
resent the intensity vector of Alice and Bob in the i-th round.
For the (i, j)-th paired pulses,

o= = ez ez, @

where @ represents modulo 2 addition. Then, when 7; ; =
[1,1], the (i, /) pair is an effective Z-basis pair. In the i-th
round, two variables L; and R; are used to denote the click
events of the L and R detectors in the i-th round. The variable
for successful clicks is described by Ck; = L; & R; . It signifies
the occurrence of a successful click only when Ck; = 1.

The phase random coherent states emitted at round i can
also be regarded as a mixture photon number states. The de-
tection probability P (Ck; = 1|Z;) under n photons can be ex-
pressed as

P(Ck; =1|Z;)

- 2
~1—(1-2Pd) <Z‘6P,1a (n) (1 m)")

zb

i

(Z Py (n) (1= m)”) ; (A2)
n=0

where 15 = 1q10~%/10 is the channel transmittance from Al-
ice (Bob) to Charlie, 14 is the detection efficiency of the detec-
tor at Charlie side, « is the channel transmission attenuation
coefficient, s is the channel transmission length, and Py is the
dark count of the detectors at Charlie end. We denote the pho-
ton number distribution under the Z-basis pairs with intensity
1 and photon number 7 in the signal state or decoy-state mode
as Py (n), which is derived from Egs. (1) and (4). The success-
ful click probability of each round is

p:=P(Cki=1)=Y P(Ck=1|2Z;)P(Z)
2

i

1
=1 ;P(Ck,- =1|z). (A3)
The signal pairs are independent of each other, and the click
probability caused by the intensity set Z after the pairing of
round i and round j is

P(ziCk= I)ZP(Z,Ck: 1) P(Ck=1]Z)

P(Ck=1) Y, P(Ck=1]Z)

(A4)

Suppose the photon number states emitted by Alice and
Bob are |r}) and |n?>, respectively, the detection probability
P(Ckl = 1|I’l,) is

P(Cki = 1n)) ~ 1 — (1—2P) (1—n)"+0) - (AS)

In HPCS-PDS-MP-QKD, a successful click occurs when
T = [1,1]. Thus, there are four possible cases, that is,
[Zi,Zj] € {]01,10],[10,01],[00, 11],[11,00]}. The situation of
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error cases are Err : = {[00, 11],[11,00]}. For simplicity, sev-
eral concise representations are adopted, that is,

P (Ck) = P (Pair Clicked ) := P (Ck; = Ck; = 1) = p?,
P(E) = P(Pair Effective) : = P(Z; ®Z; = 11),
P (Err) = P (Pair Erroneous) : = P([Z;,Z;] € Err),
P (S) = P(Single-photon Pair) : = P(n; &n; = 11). (A6)

Thus, the Z-pair ratio rs can be calculated by

Is ZP(E|Ck) :P(ZiEBZj = ll‘Ckl = I,ij = 1)

11
=162 Y, P(Cki=1Z)P(Ck;=1|Z;). (A7)
ZIEBZ]:H

Alice and Bob estimate the qubit error rate of the key data
in the Z-basis pairs, the overall strength is (47!, ,u.}: )= (1, 1),
then the bit error rate is affected by the probability of different
events occurring in the local detector (under the decoy state
window), and the bit error rate EE u is

P (Err, E|Ck)
E? =P (EmlE,Ck)= ————
uu = P (Err|E, Ck) P(E|CK)

P(Err|Ck)  _
= P(ka) =T 1P(EIT|Ck)

1 1
e X

16 IsP [Zl',Zj]EEIT

P(Cki =1|Z;) P(Ck; = 1|Z;). (A8)

According to Eq. (4), it is estimated that the single photon
pair rate g1 in the effective signal pair is

P(S,E.Ck) 1

= P(S|E,Ck) = =—_P(S,E,Ck
q(1,1) ( | ) ) P(E,Ck) rspz ( sy )
1
= Y. P(S.E,Ck|Z:,Z;) P(Z;,Z))
sP” 7;7;
11

=—— P(CK|S,Z,Z;) P (S|Z:, Z;

16m7 .0, (CklS,Zi,2;) P (812, Z;)
1 Pia ()P, (1)

— Y p(Ch= 1 =2)

16 rsp Z®Z;=11

X P(ij = 1|I’lj = Zj), (A9)

When the decoy-state estimation achieves the desired re-

sult, one can directly estimate the gain and error rate of the X

basis using the following equation: 4!

Yy =(1-Py)’ [annR +(2nL +21r —3NLNR) Pa

+4<1—nL)(1—nRP§)], (A10)

[e0Y(1,1) — (0 —eq) (1 - Pf) T ]
Y1)

e, = ; (A1)
where 1), = Nr = s, € is the error rate caused by background
light, and e4 is the optical error rate caused by imperfect opti-
cal calibration of the system.
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