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SPECIAL TOPIC — Quantum communication and quantum network
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Previous bidirectional quantum private comparison (BQPC) protocols cannot meet the requirements in some special
application scenarios, where only one party needs to obtain the comparison results without a third party (TP), such as
scenarios for authority surveys or healthcare data sharing. In addition to this, the BQPC protocol has the potential of
information leakage in multiple comparisons. Therefore, we design a new unidirectional quantum private comparison
(UQPC) protocol based on quantum private query (QPQ) protocols with ideal database security and zero failure probability
(IDS-ZF), for the reason that they have excellent unidirectionality and security. Concretely, we design a UQPC protocol
based on Wei et al.’s work [IEEE Transactions on Computers 67 2 (2017)] and it includes an authentication process to
increase the resistance to outside attacks. Moreover, we generalize the protocol and propose a general model that can
transform a QPQ protocol with or without the IDS-ZF property into a secure UQPC protocol. Finally, our study shows that
protocols using our model are secure, practical, and have the IDS-ZF property.

Keywords: quantum private comparison, unidirectionality, identification, general model

PACS: 03.67.Hk
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1. Introduction

In a general scenario of private comparison, two partici-
pants, Alice and Bob, possess two secret input numbers, a and
b, respectively. They aim to compare these numbers without
knowing each other’s input. Originating from Yao’s work!!l in
1982, this problem is also known as Yao’s millionaires’ prob-
lem and is the foundation for secure multi-party computation
(SMC). However, the classical private comparison is not un-
conditionally secure, and to achieve unconditional security, we
need to introduce quantum mechanical properties.

In 1984, Bennett and Brassard proposed the first quan-
tum key distribution protocol (BB84),!? ensuring the secure
sharing of a common random key between two remote users.
Subsequently, researchers attempted to use principles of quan-
tum mechanics to address security tasks that are problem-
atic or impossible in classical cryptography.l¥) The quantum
counterpart of private comparison is a hot research topic in
the field of quantum information known as quantum private
comparison (QPC). Unfortunately, achieving two-party quan-
tum secure computation is impossible, as Lo demonstrated
in Ref. [4]. However, this goal may be realized with addi-
tional assumptions, such as the inclusion of a third party (TP).
The first QPC protocol was proposed by Yang et al.,>! us-
ing Einstein—Podolsky—Rosen (EPR) pairs. In their protocol,
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a TP is required to prepare photons and announce the com-
parison results. Afterward, numerous entangled-state-based
QPC protocols!®!'!] have been proposed. Recently, Gong et
al.'"? proposed two semi-quantum privacy comparison proto-
cols based on decoherence-free states to resist collective noise.
One protocol can effectively resist collective dephasing noise,
and the other can resist collective rotation noise. In addition,
there has been abundant research on semi-quantum QPC![!3-16]
in recent years, which reduces the requirement of quantum ca-
pability of users, extends the application environment and pro-
motes multiple-party comparison. To reduce the difficulty of

171 pro-

quantum state preparation and measurement, Liu ef al.
posed a privacy comparison protocol based on GHZ-like states
of three four-dimensional particles. This protocol reduces the
difficulty of quantum state preparation and measurement and
does not involve unitary operations; only single-particle mea-
surements are required.

In addition to the QPC protocol, there is another hot re-
search topic in the field of quantum information, i.e., quan-
tum private query (QPQ). In this scenario, Bob has a secret
database comprising N entries, each containing valuable and
sensitive information that he intends to sell. Alice, as a poten-
tial buyer, aims to purchase a specific entry from Bob, know-
ing its address in the database. She expects her interest to
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remain confidential. To ensure privacy for both parties:

e Bob should not know which entry Alice is purchasing.

e Alice should not access any entries other than the one
she is interested in.

However, because Lo demonstrated in Ref. [4], its secu-
rity requirements of QPQ are generally relaxed: (i) Alice is
sensitive to Bob’s illegal behavior (i.e., Alice has a nonzero
probability of detecting Bob’s illegal behavior after the pro-
tocol). (ii) Alice may obtain more than the ideal requirement
(exactly one entry), but the total number of entries she can ob-
tain is strictly limited.

In 2008, Giovannetti et al.!'® proposed the first QPQ
protocol, encoding the entire database as a unified operation,
referred to as an oracle. Later, Olejnik,m] Yu and Qiu[20]
made improvements to the proposed solution. Subsequently,
Jakobi et al.’!1 proposed a new QPQ protocol based on quan-
tum oblivious key transfer (QOKT), which is based on the
SARG04 QKD protocol.[*?! Despite the numerous excellent
QPQ protocols!>-2>! having been proposed, it is notewor-
thy that Wei er al.*®! presented a QPQ protocol with ideal
database security and zero failure probability (IDS-ZF), pro-
viding a general QOKT-PQ model. The IDS property means
that Alice can only access the entry she purchased, without
gaining additional information. The ZF property ensures that
the protocol does not fail under normal conditions, in con-
trast to many QPQ protocols that still have a failure probabil-
ity even when executed smoothly without outside interference.
The IDS property enhances the security of the protocol by pre-
venting the random leakage of other data, while the ZF prop-
erty improves the protocol’s efficiency by avoiding failures,
thus preventing losses caused by protocol failure. QPQ pro-
tocols with this IDS-ZF feature have excellent unidirectional-
ity, i.e., only one party can obtain information from the other
party. Recently, due to the limitations of devices, Sun ez al. >}
proposed a semi-device-independent multi-user QPQ scheme,
which allows each user to retrieve different items simultane-

1.1281 proposed

ously while protecting their privacy; Qin ef a
a bidirectional communication decoy-state quantum private
query protocol, which can effectively resist multi-photon pulse
attacks; Jiao et al.'>”) proposed user privacy analysis and pro-
tection in non-ideal light source quantum private query. This
scheme enables users to detect and effectively resist multi-
photon attacks launched by the database by calculating the
proportion of multi-photon pulses, moving keys, and select-
ing appropriate light sources.

Even though many QPC protocols have been designed,
they still cannot satisfy all application scenarios. The previous
QPC protocols are all bidirectional with a TP, which means
both parties can know the result of the protocol. However, in
some application scenarios, the private information of the par-
ties will be leaked in a large number of comparisons. Here

are two examples: authority surveys and healthcare data shar-
ing. In the authority surveys scenario, a state department or
authoritative organization Alice needs to conduct a statistical
survey of all citizens, and multiple comparisons will cause Al-
ice’s information to be leaked to a certain extent. Because
every comparison result will reveal the scope of Alice’s pri-
vate data. In the healthcare data sharing scenario, suppose that
Alice is a hospital and Bob is a pharmaceutical company, and
both parties want to compare data to determine the efficacy
of certain drugs for patients, but do not want to expose sen-
sitive patient information. The BQPC protocol allows Bob to
access the comparison results, which means that Bob knows
whether a certain drug is effective for certain patients, and this
disclosure may violate the principle of minimal data disclo-
sure because Bob has access to sensitive information that may
reveal the health status of patients. If a new QPC protocol can
be designed, in which only Alice, one of the two parties in the
agreement, can obtain the comparison results and no TP is in-
volved, this will solve the information leakage problem caused
by the above scenarios.

Under such a requirement, we design a unidirectional
QPC (UQPC) protocol based on the QPQ protocol. For this
reason, the QPQ protocol has excellent unidirectionality as
well as security. Its security has already been mentioned be-
fore, and unidirectionality is reflected in the fact that Alice can
privately query data from Bob while Bob knows nothing about
Alice’s query. Since the application scenarios of the UQPC
protocol and the BQPC protocol are different, the required se-
curity is also different. Therefore, we give the new security
requirements for the UQPC protocol:

e Alice and Bob’s private information will not be leaked
to anyone.

e The comparison result of the protocol is only known to
Alice.

It is due to the limitations of the previous QPC protocols
that we design a new UQPC protocol to meet the application
requirements of special scenarios. Our protocol is designed
based on Wei et al.’s protocol ! because it has the IDS-ZF
feature, which ensures the security between two parties in our
protocol. It also has an authentication process, which enhances
the resilience against outside attacks. Furthermore, we gener-
alize the protocol and propose a general model. Applying our
model, QPQ protocols?8-3!1 with or without the IDS-ZF fea-
ture can securely perform the unidirectional comparison task.
We take the Jacobi et al. protocol (J-protocol)>!) as an exam-
ple to use our model. Finally, the analysis shows that proto-
cols using our model are secure, practical, and have IDS-ZF.
In the UQPC protocol, we extend the concept of the IDS-ZF
property. The IDS property implies that Alice knows only one
of the bits of the final key, which ensures that Alice only has
exactly one result when using the final key to obtain the com-
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parison result. The concept of ZF property is the same as that
of ZF property in QPQ, which is used to ensure that the UQPC
protocol obtained by the transformation of QPQ does not have
a probability of failure and avoids the waste of resources. In
summary, we designed a secure unidirectional QPC protocol
with an authentication process that does not require a TP and
extended it to a general model.

The rest of the paper is organized as follows. In Section 2,
we give a brief review of the protocol of Wei et al.!*%! and J-
protocol.[>! In Section 3, we describe the detailed steps of our
protocol. In Section 4, we provide a general model and use the
J-protocol as an example. In Section 5, we analyze the proto-
col in more detail, including correctness, parameters, security,
IDS-ZF features, practicality, and comparison of UQPC and
BQPC. Finally, we give a brief conclusion in Section 6.

2. Review of protocols

In this section, we first briefly review the protocol of Wei
et al.? and then give a brief review of J-protocol.

2.1. Review of Wei et al.’s protocol>°!

1. Bob prepares multiple pulse trains, each consisting of
[+ 1 single photons with randomly modulated phases (0 or 7),
and constructs the quantum state:

1 ol
I%>:ﬁi:):0<fl) /i), ()

where s; € {0, 1} represents the i-th bit of the randomly chosen
bit string S = sos; - - - 5;. Bob sends these pulse trains to Alice.

2. Alice splits the pulse trains into two paths using a beam
splitter and randomly selects a shift value r € {1,2,...,1}.
She shifts the pulses accordingly. After shifting, Alice mea-
sures the pulses and obtains one-bit value s, & s,/, where
n' = (n+r)mod (I+1). Alice records the bit value and pub-
lishes the measurement position 7.

3. If Alice detects no photon, both parties discard the cor-
responding pulse train. Otherwise, the result is retained for
generating the shared key. Repeating this process for multiple
pulse trains allows Alice and Bob to accumulate enough valid
bits to construct a raw key.

4. Alice and Bob divide the raw key into k substrings,
each of N bits, corresponding to different segments of the
database. Alice selects and claims a shift f; € {—(/—1),— (I —
2),...,1— 1} for each substring to Bob and accesses the de-
sired index in the database. The shifted substrings are pro-
cessed bitwise to compute the final key.

5. Bob encrypts the database with the final shared key
and sends the encrypted database to Alice. Alice decrypts the
encrypted database using the shared key to recover the desired
data item.

2.2. Review of J-protocol?!]

1. Bob generates a long random sequence of qubits,
where each qubit is prepared in one of the states |0), |1), [+),
or |—). The states |0) and |1) encode the bit value 0, while
|+) and |—) encode the bit value 1. Bob sends these qubits to
Alice.

2. Alice measures each received qubit in a randomly cho-
sen basis, either {|0),]|1)} or {|+),|—)}. Due to the possible
mismatch between Bob’s prepared state and Alice’s measure-
ment basis, Alice cannot directly infer the sent bit value at this
stage.

3. Alice announces which qubits she successfully de-
tected, while the lost or undetected qubits are discarded.

4. For each qubit Alice successfully measured, Bob an-
nounces a pair of states, namely, the photon’s original state
and one state randomly chosen from another basis. For exam-
ple, Bob will announce {|0),|+)} or {|0),|—)} at random if
the photon’s state is |0). Alice uses this information and her
measurement results to eliminate some possibilities and infer
the sent bit value.

5. Using Bob’s announced basis information and her
measurement results, Alice decodes the bit values for the suc-
cessfully measured qubits. Only deterministically decoded re-
sults are kept. This process generates a shared key of length
k x N, which can be divided into N-bit substrings for subse-
quent private query operations.

6. Alice uses part of the shared key Keya to perform a
private query. Suppose Alice knows the j-th bit of Keya, and
wants to query the i-th database item. She announces the shift
s = j—i. Bob uses this shift to encode the database by apply-
ing a bitwise XOR operation and sends to Alice. Using her
known bit, Alice decodes the target data.

3. The proposed protocol

Based on the work of Wei et al.,[*6! we provide a new
UQPC protocol without TP, in which only one of the two par-
ties has access to the comparison result. Let us assume that
Alice and Bob hold two secret inputs a and b and Alice wants
to know the relationship between the sizes of a and b. They
can execute the following steps to complete the private com-
parison task.

1. Bob randomly generates multiple (/ + 1)-bit binary
string S = {s;}._, s; € {0, 1}. Using the generated string, Bob
prepares the corresponding single-photon continuous coherent
(I + 1)-pulse train |¥). Here,

%s) = @

1 ¢ .
ﬁ;’)(—l)“h),

where the photon is in the state |i) within the i-th pulse. Sub-
sequently, Bob sends |¥) to Alice.
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Detector;

Circuit, Detector,

Circuit,

|7) @

Beam splitter

Fig. 1. Alice passes the received pulses through the first beam splitter and

divides it into two light paths. In one light path, the length of Circuit;

is (/+1) and is only applicable to the first r pulses, while the remaining

pulses can take a shortcut without passing through Circuit;. The length of

Circuit, in the other light path is r and is applicable to all pulses. There-

fore, at the last beam splitter, Alice can obtain the interference results of

the pulse sequences in the two light paths.

2. Alice first passes each received pulse train through

a half-beam splitter and changes the order of the pulses in
one of the light paths by r, where r is randomly chosen from
{1,2,...,1}. While the order of the pulses in the other light
path remains unchanged. Then she superposes the pulses in
the light paths in order. The interference process in this step
can be found in Fig. 1. After measuring, Alice announces n
to Bob if she gets the value s, B 5,7, n' = (n+r) mod (I + 1),
from §', where n represents the (n+ 1)-th value of §'.

! I -/ .
S'={si®sy}i—g, { =(i+r)mod (I+1), 3)
Alice
Stcp 2 Alice processes and measures the received quantum states and gets the

following results:
L2,7 3,51 7,01 7,1,7 7,2,0 0,7 1,27 1,2,7 71,7

Alice sends the corresponding n for each 3-bit block to Bob.

3,1,3,1,2,0,1,2,3

Siep 4.2| Alice combines nine 3-bit blocks into three 9-bit sequences and uses the
received blocks for the authentication process.

Sle 5.1 Alice throws away the bits used for authentication and shifts and adds
the rest of the sequences.

Alice sends the shifts of the three sequences to Bob.
F={1,0,-1}

Step 7

Alice decrypts the sequence and gets 0.

So, Alice can know that her secret input is larger than that of Bob.

where @ denotes modulo-2 summation. As a result, Bob has
the full /-bit key Keyg, while Alice knows only one bit Keya.

KGYB = {Sn DS, DSn—1,5n @Sn+17"'7sn@sl}7 (4)
Keya = {s, ® sy }. 5)

If Alice declares that she has failed to detect any photon, they
discard the pulse train and repeat the above steps.

3. Bob sends enough single-photon pulses to Alice to
make sure they share a (N + [)-bit string. N is the value
larger than @ and b, and / is much smaller than N and di-
vides N. For example, if b = 114,a = 150, then N = 200 and
[ =4; if b =5142,a = 4000, then N = 7000 and / = 8. For
the first / bits Keyp of the (N + [)-bit string, Bob announces
their values, positions, and measurement bases to Alice to do
a key authentication process. Alice compares key, and key,
(key, = s, @ s,y € Keya, key,, is the n'-th bit of Keyg) and
the measurement bases. If key, # key, or measurement bases
are different, the protocol is canceled. Otherwise, the protocol
continues and they discard these [ bits.

4. Alice and Bob repeat the above steps until they share a
k N-bit raw key, where k is a security parameter dependent on
N. Tt will be discussed in more detail in the protocol analysis
section. If Alice and Bob go through the key authentication
process k times and the values are all equal, Bob passes the
identification authentication process.

Bob

S[ep 1 Bob randomly generates the following sequence:
1,0,1,0 0,0,0,1 0,1,1,0 0,0,1,0 0,0,1,1 1,1,1,0 1,0,0,0 1,0,0,1 0,0,0,1
Bob prepares quantum states based on the above sequence and sends it
to Alice.

Step 3
Bob processes the corresponding block for each n received and gets the
following results:
10,1 0,0,1 0,1,1 0,1,0 1,1,0 0,0,1 1,0,0 1,0,1 1,1,1

Step 4.1

Bob combines nine 3-bit blocks into three 9-bit sequences and sends the
first 3-bit block of each 9-bit sequence to Alice for the authentication

process.

01 0 0 1 011
ofifJo 110 001
[tTJoo|101 111

STCP 5.2 Bob shifts and adds the sequence according to the received F.
100 101
110 001
011 111
001 0/1 1
Step 6

Bob generates the sequence {m;}.
111000

Bob encrypts the sequence with the final key and sends it to Alice.

Fig. 2. Suppose Alice and Bob hold secret inputs 4 and 3. For convenience, let N = 6, [ = 3 and k = 3. Here, Bob sends 9 pulse trains to Alice.
Then, Alice passes them through the interference circuit and randomly gets one value in the sequence. After that, Alice announces n to Bob.
They share a key now. The red box represents the bits Bob sends to Alice for authentication, the blue box represents the bits Alice uses to verify
Bob’s identity, and the green box represents the location of the value of Alice’s privacy input. Alice verifies Bob’s identity and they finalize the
sequence. Finally, Bob constructs the special sequence and encrypts it to send to Alice, who decrypts it to get the result.
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5. Alice and Bob share k N-bit keys, aligning the k keys
by bits. Since Alice holds the secret input a, she chooses a
shifting f; € {—-(I—1),—(I —2),...,1 — 1} for the i-th (i =
1,2,...,k) N-bit key such that Alice knows the bit at position
a. Then Alice performs a modulo-2 summation on the key
after shifting bitwise and announces F = {f;}*_, to Bob.

6. Bob shifts the k N-bit key according to F. After shift-
ing, he performs a bitwise modulo-2 summation to get the final
key. Then Bob prepares N-bit strings {m;}_, with

1 1 < b
nuz{’ =7 ©6)

0, otherwise.

Finally, Bob encrypts {m;} with the final key to get {M;} and
sends {M;} to Alice.

7. Alice receives {M;} and decrypts it with her key to get
the value of the a-th bit. If the value is 1, then a < b. Other-
wise, a > b. A sketch of this protocol is shown in Fig. 2. It can
be seen from this protocol process that Alice has not revealed
information about her private input a to Bob and has not an-
nounced the result of the protocol to Bob at the end. So our
protocol is unidirectional, only Alice knows the result of the
comparison, and neither Alice nor Bob is aware of the other’s
private input.

4. General model

We generalize the protocol and propose a general model
for transforming QPQ protocols into secure UQPC protocols.
And we will also illustrate the model using J-protocol?!! as an
example.

4.1. Model details

Assume Alice and Bob have secret inputs @ and b. N is
larger than a and b, and / is much smaller than N but divides
N.

1. Bob generates a random string {s;}7" ', 5; € {0, 1} with

k(N+1) " ’ e

T=L_(1_,,)l

where T is the total number of bits Bob sends to Alice, and &
is the safety factor. Quantum states are prepared and transmit-
ted to Alice using the preparation method in the original QPQ
protocol. Value p is the probability that Alice knows each bit.
2. Alice detects the quantum state from Bob and has the
string {5/} (s} = s; or ‘7, ‘?” means that Alice does not know
the value of this bit). Then Alice splits the string {s.} into
many short /-bit blocks. If Alice knows at least one bit of
that /-bit block, the block is kept, otherwise, it is discarded.
Clearly, Alice and Bob share k[(N/I) 4 1] I-bit blocks:

{T }k[ N/D+1]—

11
Keymodela = ={s },pfn,Hp (8)

KN/ +1]—1 (pj+1)1
KCYModelB—{T}[ " » Ti={si}; jp[+17 )

where p; is the ordinal number of the /-bit block in the original
string. For example, 75 is the fourth /-bit block in the original
string and since two previous /-bit blocks were discarded, the
p2 of T is equal to 4.

3. Alice and Bob split Keypogeia and Keymogers into k
(N 4+ 1)-bit strings,

(i+1)[(N/D)+1]-1 .
KeYhioern = {7/ =01, k=1, (10)
i D[(N/D)+1 .
Kehioaers = {7} s i=0,1, k=1, (1)

and use each first /-bit block of key', to authenticate Bob’s
identity. These /-bit blocks are discarded if the authentication
is passed, otherwise the protocol is canceled.

4. Now Alice and Bob share k N-bit keys. Alice knows
at least one bit every [/-bit block, while Bob knows every bit.
Then Alice chooses a shifting f; € {—(I—1),—(/ =2),...,]—
1} for the i-th (i = 1,2,...,k) N-bit key based on a and per-
forms modulo-2 summation bitwise on the k shifted keys. Af-
ter that, Alice sends F = {f;}*_, to Bob.

5. Bob shifts the k N-bit key according to F' and performs
a bitwise modulo-2 summation to get the final key. Then, Bob
generates an N-bit string {m;}Y | with

| <
m:{L’—h. (12)

0, otherwise.

Finally, Bob encrypts {m;} with the final key to get {M;} and
sends {M;} to Alice.

6. Alice receives {M;} and decrypts it with her key to get
the value of the a-th bit. If the value is 1, a < b. Otherwise,
a>b.

4.2. An example: performing J-protocol with model

To illustrate the model in more detail, we use the J-
protocol as an example to apply this model.

1. Bob sends a random string of | Ug/ri))l] qubits in states
|0), |1), |[+) and |—). States |0) and |1> code for bit value 0,

|+) and |—) correspond to bit value 1.

2. Alice measures each state in the {|0),|1)} or
{|+),]—)} basis at random and announces to Bob which par-
ticles she has successfully received. For each qubit that Al-
ice has successfully received, Bob announces a pair of two
states: the one that has been sent and one from the other basis,
s0 {10), 14}, {10} =)}, {/1),14)} or {|1},|-)}. Therefore.
there is a 1/4 probability that Alice can inform Bob the value.
Alice splits the string into many short /-bit blocks. If Alice
knows at least one bit of the /-bit block, the /-bit block is kept,
otherwise it is discarded. So the length of the key they left
behind should be k(N +1).

3. Alice and Bob need to combine their /-bit blocks into
k (N +1)-bit strings separately. After that, Alice uses the first
I-bit block of every (N + [)-bit string to authenticate Bob’s
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identity and cancels the protocol if the authentication is not
passed.

4. After discarding the /-bit blocks for the authentication,
Alice and Bob share a kN-bit key and Alice has knowledge
of at least one bit in every [/-bit block, whereas Bob possesses
knowledge of every bit in each /-bit block. Then Alice chooses
a shifting f; for the i-th N-bit key and performs modulo-2 sum-
mation on the & strings after shifting. Afterwards, Alice sends
F={fi}*, to Bob.

5. Bob shifts the k N-bit keys with F and performs
modulo-2 summation on them to get the final key. Then he
generates {m;}?_ |, encrypts it with the final key to get {M;}
and sends {M;} to Alice.

6. Alice receives {M;} and decrypts it to get the value of
the a-th bit. If the value is 1, a < b. Otherwise, a b.

5. Analysis

We begin with a detailed description of the correctness of
the protocol. After that, we discuss the parameters, security,
practicality, IDS-ZF of the model, and comparison of UQPC
and BQPC. For convenience, we use our protocol as an exam-
ple to show the properties of the model, which can be shared
by other protocols that utilize our model.

5.1. Correctness

In this subsection, we focus on the correctness of the pro-
posed protocol. The initial input quantum state is

l

2-4” (13)

W) = ——

After the first beam splitter the quantum state is

1 !

Z(—l)‘”|i>|o>+iZ(—1)“"’|i)|l>]. (14

e 2(1+1) |i= i=0

It is worth noting that state |0) represents that the photon is in
the transmission path and |1) represents the photon is in the
reflection path. In addition, i denotes an imaginary number,
and 7 denotes the quantum state |i). The quantum state after
Circuit; and Circuity is

- l _ ‘l 2 ‘/
V)= ;(1 Z II%
i ! . o s
= g |EC V0 R |>|1>],
= (i+r) mod (I+1). (15)

The quantum state after passing through the last beam splitter
is

!
1) (=1)¥[D]0") + Z(*l)s"li>|1'>

i=0 =0

|‘V4> = m

1
+iZ( 1)%i)|0") + Z

i ! .
+1Z

The state |0') means that the photon is in the light path leading

S/| |1 ‘|

)11

)] i >|0’>} (16)

to the Detector; while |1’} means that the photon is in the light
path leading to the detector Detector.

From the results we can see that if s; = s, then Alice may
find a photon in Detector; but not in Detector,. Conversely, if
Si 7 Sy,

Detector;. Therefore, as long as Alice detects the presence of

then Alice may find a photon in Detector, but not in

photons in the (n + 1)-th pulse, she will know that the value is
Sp @ sy, = (n+r)mod (I+1).

5.2. Parameters

In the first step of the model, Bob prepares a random se-
quence of T bits,

_ [ k(N+1) "7 (17
I-(1-p)

where p is Alice’s success probability in knowing each bit, and
k and [ will be described later. Thus, the probability that Alice
knows nothing about a /-bit block is (1 — p)’, while the proba-
bility that Alice knows at least one bit is 1 — (1 — p)’. So, it can
be calculated that the number of blocks left after Alice throws
away the unusable blocks is k[(N/I) + 1]. After identification,
Alice leaves k(N /1) blocks. We make the expected number of
bits that Alice’s key holds after k dilutions ny, where diluting
once means that the key held by Alice is then summed bitwise
with an N-bit string. We can get

Ny = p(g—1) + 1, (18)

and we can go further and make simple estimates
me=(N—-1)pF+1. (19)

The above equation is the expected case. Using our protocol
as an example, we can make p = 1// and get

N-1
me=—g— +1. (20)
The (N — 1)/I*¥ will rapidly converge to 0 as k increases.
Moreover, we can calculate the probability that the number
of Alice’s bits does not change after one dilution according to

Ref. [26]:

Pl =m) < (21—=1)p" 20
Therefore, we can get
P(mr <mg) = 1= P(ngy1 = ). (22)
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Take our protocol as an example,

-1\’
P(nk+1 <nk):1—P(nk+1 :nk) > (1) y nkZZ. (23)

It can be seen that as k increases, the probability that the
number of bits in Alice’s possession decreases is greater than
[(—1)/1]*> when n; > 2. So, we can quickly reduce the num-
ber of bits in Alice’s hands to 1 by choosing the right k.

According to the analysis in Ref. [26], there are maxi-
mum, minimum, and mean recommended values of & for dif-
ferent NV, [, and u (the average number of photons in the weakly
coherent source system). In the case of / =8, u = 0.1, and
N = 10000, the maximum value of k is only 8 and the mini-
mum value is 5. In the application scenario where the security
requirements are not so high, k is sufficient at the minimum
value.

For the choice of other parameters, it needs to be adjusted
according to the private inputs of both parties in the protocol.
Theoretically, N can be simply as long as it is greater than a
and b or negotiated by both parties. As for the choice of [, it
can be found in Ref. [26].

5.3. Security

Our protocol is based on the QPQ protocol and thus in-
herits its security. For the two parties comparison, we do not
decrease the security of the original protocol, but add the au-
thentication process on top of it, which enhances the resistance
of the protocol to outside attacks. According to the security
requirements of UQPC presented in the Introduction section,
the following discussion will be conducted from three aspects:
inside attack, outside attack, and comparison result.

5.3.1.

For Alice’s attack, Bob’s security can be guaranteed. Al-

Inside attack

ice could have measured multiple photons in a pulse before
declaring the measuring successfully, but such behavior would
have resulted in an extremely high photon loss rate, and Bob
would have easily detected this attack. Meanwhile, the quan-
tum memory attack is not possible because Bob does not leak
information about the photons or private input b. In the face of
dishonest Alice, the upper bound on the dishonest Alice’s in-
formation about Bob’s database via the Holevo bound*?! can
be calculated:

H(A: Database) <log(N+1), (24)

where H(A: Database) denotes the amount of information that
Alice can gain about Bob’s database.

For Bob’s attack, Alice’s security can also be guaran-
teed. In a mutually untrusted two-party computation, the party
responsible for generating the quantum signal has a greater
deception advantage than the other party,33! including QPQ.

In our protocol, Bob has this advantage, however, our proto-
col has deception sensitivity and authentication to protect Al-
ice’s privacy. Deception sensitivity means Alice can detect
Bob’s illegal behaviors. And similar to the analysis in the
original round-robin differential-phase-shift (RRDPS) QKD

protocol, 3%

our protocol has deception sensitivity. Not only
that, our protocol has an authentication process in which Alice
can verify Bob’s honesty by verifying some of the measure-
ment bases and results. Finally, a brief proof of the deception
sensitivity of the protocol is given below.
Suppose that Bob prepares the following entangled state

to send to Alice:

ol

Y AilAD)B|%s) A, (25)

i=1
where ¥, |A;|? = 1 and |A;) is the orthogonal measurement ba-
sis selected by Bob satisfying (A;|A;) = o;;. The state |¥,) is
further defined as

!
|%I->WL< NS w«)

(W, |'s,) # 1, for i# . (26)
Ignoring the overall phase, it is easy to find that |¥;,) is the
same as
1 1 l @1
V)= —— Sik®L ) 27
)= g (0 X0 ) e

Bob sends system A to Alice and keeps system B. After Al-
ice measures system A, Bob can measure system B from mea-
surement basis |A;) to get the value of S; and give the correct
result of the comparison, but he will not know which bit Alice
has. However, Bob can also use other measurements to get
the location information of the bit Alice has, but he will not
be able to obtain complete information about S; and he cannot
be sure to give Alice the correct result. Thus, our protocol is
deception-sensitive.

5.3.2. Outside attack

The security of protocols against outside attacks will be
analyzed from three perspectives: information theory, imper-
fect device for Alice, imperfect device for Bob, and the role of
authentication in outside attack. In the context of information
theory, during the key distribution phase, Bob’s private infor-
mation b has nothing to do with the published information S
and M;, so the mutual information

1(b;S,M;) = 0. (28)

Due to the dilution effect of bitwise addition following the
shifts of Alice’s k N-bit sequences, the intermediate informa-
tion stolen by an outside attacker E, during the protocol pro-
cess contributes nearly nothing to Alice’s final key K. In other

050308-7



Chin. Phys. B 34, 050308 (2025)

words, the mutual information
I(K;E») =0, (29)

thereby significantly limiting the attacker’s ability to infer Al-
ice’s final key.

In the face of imperfect device for Alice, Alice passes the
received photon beam through the splitter and performs a se-
ries of operations to obtain Keya = {s, @ s,} in the second
step of the protocol. Alice publishes n, but does not publish
the randomly selected parameter ». Even if an outside attacker
exploits the vulnerability of the imperfect device to get extra
photons, he does not know r after using the splitter, and there-
fore cannot perform the same operation as Alice in the second
step of the protocol. So he cannot get Alice’s Keya, much less
Alice’s final key. Therefore, Alice will not leak the private in-
formation a in the face of attacks brought about by imperfect
devices.

In addition, in the face of imperfect devices of Bob, if the
outside attacker wants to use the vulnerabilities from imper-
fect devices to obtain Bob’s private information b, he needs
to intercept all single-photon pulse sequences and only allow
multiple-photon pulse sequences to pass. Because he needs to
separate the photons from the multi-photon pulse sequences
to get the information. However, as long as he engages in this
kind of behavior, it will inevitably lead to an extremely high
photon loss rate, which will be discovered by Bob. So, despite
the presence of the imperfect devices, the outside attacker can-
not know Alice or Bob’s private inputs and keys.

From the perspective of the role of authentication in out-
side attack, Alice may get the wrong comparison result un-
der the interference of outside attacks. If there is no means
to defend against outside attacks, this error will not be dis-
tinguishable from Bob’s illegal behavior.!**! Our protocol has
an authentication process, which can confirm Bob’s identity
as well as detect eavesdropping.[3! If Bob fails the authen-
tication process, the protocol is canceled. However, as long
as the authentication process and eavesdropping detection are
passed, where Alice successfully compares the keys and mea-
surement bases, there is no outside attack. After the authen-
tication process, if Alice gets the wrong comparison result,
Alice can determine that it is caused by Bob’s illegal behavior.

5.3.3. Security of comparison result

The protocol ensures the security of Alice’s final key and
comparison results by limiting the information shared with
Bob in two ways.

The first aspect is that since Bob does not know the loca-
tion of the bits and exact bit values obtained by Alice in step
2, Bob cannot access the Keya that Alice has. Also, the use
of the offset F and the sum-by-bit in step 5 prevents Bob from
reconstructing the key, which enhances the security. Thus, the
protocol prevents Bob from learning Alice’s private keys.

The second aspect is that after Bob sends the final encryp-
tion sequence M;, only Alice can use her final key to decrypt
the sequence. Since the protocol guarantees the security of
Alice’s final key, it also ensures that only Alice has access to
the final comparison result. In practice, this control by Alice
ensures that the final comparison result is protected.

5.4. IDS-ZF property

The protocols using our model have the IDS-ZF and we
will illustrate this property from IDS and ZF perspectives.
From the previous parameters analysis, it is clear that after di-
lution, the number of bits in Alice’s possession can be quickly
reduced to 1. Therefore, our model has IDS, which means
the result is only one bit. In addition, our model has ZF. In
our model, Alice always knows at least one bit for each [-bit
block, because she discards those blocks she knows nothing.
So, for the final key after the k N-bit keys dilutions, Alice
always knows at least one bit of the final key. In summary,
whether or not the original protocol has the IDS-ZF, it will
have the property after using our model.

From another perspective, suppose that the protocol does
not have IDS-ZF, it will cause some problems. If it does not
have IDS, then Alice has more than one bit of the final key
and these bits are {s4,,54,,...,54,} (a; is the position of the
value in the final key). If Alice uses s, and s,,, | to decode M,
and M, ,
can learn that a; < b < a; 1. This will leak information about

and gets results 1 and 0, respectively, then Alice
Bob’s private input to some extent. Besides, many QPQ pro-
tocols have a certain probability of failure without ZF, which
generally leads to the probability of failure of the correspond-
ing unidirectional QPC protocols, and it will lead to a decrease
in communication efficiency and a waste of resources. How-
ever, these are not problems with our model.

5.5. Practicality

Our protocol is practical because it has many excellent
properties such as loss tolerance, practicability for large num-
bers, no TP, and physically ease to implement. Our protocol is
fully loss-tolerant for channels because Bob can recreate the /-
bit random sequence and recreate the quantum state to send to
Alice without any security impact. Therefore, our protocol can
be used in imperfect devices and is also easy to incorporate er-
ror correction mechanisms. In addition, it can be used for large
numbers. Because even if the values of @ and b are large and
the value of N is large, the [ we use to prepare the quantum
state is still a small value, which means the state is easy to
prepare. Moreover, as a QPC protocol, both parties of our pro-
tocol can directly perform the task of unidirectional compar-
ison without a TP. Besides, the transmitters and receivers we
use are physically implementable, and for channels with high
error rates, our protocol becomes better than the decoy-state
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BB84 protocol?! even in the asymptotic limit.[*%) The phys-
ical processes involved in Fig. 1, such as the beam splitter,
Circuity, and Circuitp, are all easy to implement. Therefore,
our protocol is physically easy to realize. In conclusion, our
protocol is practical.

5.6. Comparison of UQPC and BQPC

We compare the UQPC and BQPC protocols in two sub-
sections, in the first one we compare the frameworks of UQPC
and BQPC to illustrate the security advantages of the UQPC
protocol in multiple comparison scenarios, and in the second
one we compare UQPC with existing BQPC protocols in terms
of quantum state, efficiency, communication cost, necessity
of TP, authentication, and comparison scenario. Among the
existing BQPC protocols, we choose the protocols of Hou et
al.B3¥ Li er al. 13! and Gianni er al.13°! as examples.

5.6.1. Comparison of UQPC and BQPC frameworks

In this subsection, we compare the frameworks of UQPC
and BQPC to illustrate the security advantages of the UQPC
protocol in multiple comparison scenarios.

In scenarios where a single user performs multiple com-
parisons with other users, the BQPC protocol poses a poten-

tial risk to the single user’s privacy. For example, if Alice
compares her private information with multiple users, each
of whom has private values (e.g., by, by up to b,), the result
of the protocol could reveal that Alice’s value lies within a
specific range (e.g., between b; and b,). As the number of
users increases, this range becomes narrower, potentially ex-
posing Alice’s private information completely. To avoid this
privacy leakage, the protocol requires that only Alice receives
the comparison results, or that the users and TP do not col-
lude. However, such conditions increase the complexity and
security demands of the BQPC protocol, making it less secure
in scenarios where privacy is crucial.

In the same scenario, the UQPC protocol offers signifi-
cant advantages in terms of privacy protection. With UQPC,
only a single user, Alice, can access the results of the compar-
isons, regardless of how many users are involved. Since the
comparison results are known solely to Alice, her private in-
formation a remains confidential, even as the number of users
increases. The UQPC protocol does not rely on a TP for com-
parison results and it is more suitable for protecting private
information in cases where only the single user needs to know
the outcome of the comparisons. For more specific examples
of UQPC and BQPC protocols, refer to Fig. 3.

a b‘ hz‘ b”‘

BQPC output

UQPC output

Fig. 3. In this scenario where Alice is comparing private information with Bob;, Bob, to Bob,, Alice’s private information is a, Bob;’s is by,
Boby’s is b and so on. The data inputs of the two protocols are the same, namely, a, b1, b and so on, but BQPC requires TP participation. The
output of the BQPC protocol is that Alice obtains all the comparison results, while Bobs obtain their own comparison results. Unfortunately,
Bobs can collude to obtain b; < a < b. On the other hand, in the output of the UQPC protocol, only Alice obtains comparison results. Regardless
whether Bobs collude or not, Alice’s private information will not be leaked.

5.6.2. Comparison of proposed protocol and existing
BQPC protocols

We compare the proposed protocol with Hou ez al.’s, 34!

Li et al’s"®>) and Gianni et al.’s!! protocols in six aspects:

quantum state, efficiency, communication cost, necessity of
TP, authentication, and application scenario.
The quantum state of the proposed protocol is

ﬁxfzo(—l)s’ﬁ), while the quantum states of Hou et
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al’s,BY Li er al’s,133) and Gianni er al.’s[30 protocols are Bell
state, GHZ-like state, and GHZ state, respectively.

The quantum efficiency is defined as § = ¢;/q;, where
gs represents the classical bits that can be compared, and
g¢ denotes the total photons for one comparison.**! The ¢
of the proposed protocol is [log, max{a,b}], while the g
is k(N+1/1) = k[(N/I) + 1].
the symbol [-] means rounding up. Therefore, we can get
= %. The efficiencies of the protocols proposed
by Hou et al,BY Li et al.,3) and Gianni er al.BO are 50%,

66%, and 66%, respectively.

It is worth mentioning that

Regarding communication cost, we have C = Nq/NC,
where N represents the total qubits transmitted during the

communication process and N, denotes the classical bits that
can be compared. The communication cost of the proposed

rotocol is kD)
p [[log, max{a,b}]
of Hou et al.®¥, Li et al.,3>! and Gianni ez al. ! are 4 qubits,

qubits while those of the protocols

4 qubits, and 2 qubits, respectively.

In terms of necessity of TP, authentication process, and
application scenarios, the TP of the proposed protocol is un-
necessary, while it is necessary for the other three protocols.
The proposed protocol includes an authentication process and
is applied to a unidirectional comparison scenario, while the
other three protocols do not include an authentication process
and are applied to bidirectional comparison scenarios.

A summary is present in Table 1.

Table 1. A comparison between the proposed protocol and existing BQPC protocols.

Proposed protocol Ref. [34] Ref. [35] Ref. [36]
1 ,
Quantum state — —1)% i Bell state GHZ-like state GHZ state
1 b
Efficiency [log, max{a,b}] 50% 66% 66%
k(7 +1)
k(N+1
Communication cost L qubits 4 qubits 2 qubits 2 qubits
I[log, max{a,b}]
TP unnecessary necessary necessary necessary
Authentication Vv X X X
L . unidirectional bidirectional bidirectional bidirectional
Application scenario
comparison comparison comparison comparison
6. Conclusion Acknowledgments

Because the BQPC protocols could not satisfy the spe-
cial scenarios of unidirectional comparison without TP, such
as authority surveys or healthcare data-sharing scenarios, we
provided a new UQPC protocol with an authentication pro-
cess based on the QPQ protocol.?®! Moreover, we extended
the protocol and presented a general model that can transform
a QPQ protocol into a secure UQPC protocol. Particularly,
we took the J-protocol®!! as an example and used the general
model to transform it into a UQPC protocol. Subsequently, we
analyzed and concluded that the proposed protocol is correct,
secure, practical, possesses the IDS-ZF property, and has ad-
vantages over the BQPC protocol in some scenarios. In sum-
mary, we proposed a UQPC protocol with an authentication
process and extended it to a general model, which offers ad-
vantages over the previous BQPC protocols in some scenarios.

In further research, we will continue to improve the
UQPC protocol. For example, the efficiency of the UQPC pro-
tocol can be further improved. We can refer to the idea of the
block QPQ protocol®>37-3% and convert the single-bit com-
parison in the final sequence into multi-bit comparison, which
greatly reduces the number of bits required and makes it more

efficient.
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