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SPECIAL TOPIC — Quantum communication and quantum network

Free-space discrete-variable quantum key distribution in a
mountainous environment
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Free-space quantum key distribution (QKD) offers broader geographical coverage and more flexible system deploy-
ment than fiber-based systems. However, the free-space environment is highly complex, and various attenuation factors
can significantly reduce the key distribution efficiency or even lead to encoding failures. This paper discusses and analyzes
the impact of turbulence and fog in mountainous environments on free-space discrete-variable quantum key distribution.
Through numerical simulation, this study examines the effects of altitude and visibility on transmittance and turbulence
intensity, finding that turbulence intensity decreases with increasing altitude while transmittance increases; improvements
in visibility also lead to increased transmittance. Beam wandering due to turbulence is also dominant. Combining these
factors, the effects on the total transmittance and the secret key rate are taken into consideration. Our work could provide a
reference for the deployment of practical QKD systems in actual mountainous environments.
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1. Introduction

Distinct from classical cryptography, which depends on

computational complexity[1] for security, quantum key distri-

bution (QKD)[2,3] leverages fundamental quantum mechani-

cal principles such as the non-cloning theorem to achieve un-

conditional security, allowing authorized parties to securely

share secret keys. Based on whether the encoding spatial di-

mension of the quantum states is finite, QKD protocols can

be categorized into discrete-variable quantum key distribution

(DV-QKD)[4] and continuous-variable quantum key distribu-

tion (CV-QKD).[5] DV-QKD encodes on discrete variables,

such as the polarization and phase of photons. The first DV-

QKD protocol, BB84, utilizes the polarization of single pho-

tons for encoding.[6] In CV-QKD, the information carriers are

no longer the polarization or phase of single photons but rather

the canonical components of the light field, such as position

and momentum in phase space.[7]

QKD systems require the support of communication

channels,[8] which can generally be divided into optical fiber

channels and free-space channels. Compared with optical fiber

channels, free-space channels can achieve broader geographi-

cal coverage and more flexible system deployment. However,

free-space channels are less resistant to interference and more

susceptible to the impact of the external environment, thus

the quantum states are easily affected. Turbulence,[17] rain,

fog[13] and snow in free space can all affect the transmission

channel, making it necessary to establish models that integrate

with the actual environment. Some typical environments, such

as mountainous environments, maritime atmospheric environ-

ments and urban environments, have different impacts on free-

space QKD, and the factors that need to be considered are var-

ied.

Mountainous environments[10] are typical natural envi-

ronments, generally referring to highlands above an altitude

of 500 m, with significant undulations, steep slopes and a

reticulated distribution. The main characteristics, such as pro-

nounced altitude variations, large temperature differences dur-

ing day and night and extensive vegetation, are all key factors

affecting free-space DV-QKD.

In this paper, based on the scenario of free-space QKD in

a mountainous environment and its characteristics, we con-

sidered factors such as altitude, turbulence, fog and beam

wandering.[12] We have studied the impact of these factors on

average transmittance and key rate both separately and in com-

bination. The paper is organized as follows. In Section 2, we

describe the effects of turbulence and fog on channel transmit-

tance. In Sections 3 and 4, we derive the secret key rate of

two decoy states in the BB84 protocol, combining the men-

tioned factors and concluding the integrated influences on the

key rate. The conclusion is drawn in Section 5.
†Corresponding author. E-mail: zhhl049@126.com
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2. Turbulence and fog effects on free-space
channels

2.1. Effect of turbulence on average transmittance

Turbulence in free-space channels primarily arises from
random fluctuations in the atmospheric refractive index. These
fluctuations induce several effects on the transmitted beam, in-
cluding intensity attenuation, beam wandering, beam broaden-
ing and scintillation,[17] all of which degrade the beam quality
at the receiver and may even disrupt the encoding process. Due
to randomness, direct measurement of the magnitude of turbu-
lence is complicated. However, the degree of refractive index
fluctuation can reflect the intensity of the turbulence, and the
refractive index is related to temperature. We can infer the
strength of turbulence from the magnitude of the refractive in-
dex.

By calculating near-field and far-field mean irradiation in-
tensity, we can estimate the mean transmittance. The average
transmittance is given by[9,11]

Tt =
T0

T1
, (1)

where T0 is the initial pulse half-width, T1 is the pulse half-
width at the receiver and can be described as

T1 =
√

T 2
0 +8a1. (2)

Here, a1 = 0.39C2
nLL5/3

0 c−2 [9] with C2
n is the refractive index

structure constant, L is the propagation distance in km and c is
the speed of light in vacuum.

In a mountainous environment, we consider that the inten-
sity of turbulence is mainly affected by the altitude and wind
speed. An equation in terms of altitude and wind speed can be
derived utilizing the Hufnagel–Valley model[14,17]

C2
n(h) = Aexp(−h/100)+5.94×10−53(v/27)2h10

×exp(−h/1000)+2.7×10−16 exp(−h/1500), (3)

where A is the nominal value of C2
n at the ground, v is the

estimated high-altitude wind speed in m/s and h is the mean
altitude in m. A commonly used value for A is 1.7× 10−14.
Simultaneously, the wind speed is different when altitude is
varied and can be written as[18]

v = v0

(
h
h0

)n

, (4)

where v0 is the wind speed at altitude h0, which is the reference
height. In this work we take h0 = 100 m as the initial condition
and n is used to describe the roughness of the ground surface;
it has values of 0.23 (a number of trees, few buildings), 0.28
(forest with several villages) and 0.4 (tall buildings), respec-
tively. We take 0.28 in this work.

Due to the significant temperature difference between
nighttime and daytime in mountainous areas, it is usually con-
sidered that the turbulent strength is weak during the night
compared with daytime. Consequently, the impact on the
transmitted beam also differs from daytime conditions. Here,
we have taken into account the HV-night model,[15] which
has been adjusted and modified based on the Hufnagel–Valley
model with parameter optimizations, it can be expressed as

C2
n(h) = 1.9×10−15 exp(−h/100)+8.16×10−54h10

×exp(−h/1000)+3.02×10−17 exp(−h/1500). (5)

The turbulent strength is independent of wind speed because
the temperature fluctuation is relatively slight, which can lead
to wind speed variation during the night. Based on Eqs. (3)–
(5), the relationship between C2

n and altitude is shown in Fig. 1.
Figure 1 shows the variation of turbulence intensity with

altitude during different times of the day. The results indi-
cate that the refractive index structure constant decreases with
increasing altitude during both day and night, suggesting that
turbulence intensity decreases as altitude increases. The turbu-
lence intensity during the day is significantly stronger than at
night, and it gradually levels off with increasing altitude, tran-
sitioning from moderate to weak turbulence. When the altitude
is around 5000 m, there is a slight elevation of the turbulence
intensity.

Substituting C2
n into Eqs. (1) and (2), we can depict the

variation of transmittance with the altitude and transmission
distance.

From Figs. 2(a) and 2(b), the results show that link
transmittance increases as the altitude increases under differ-
ent transmission distances, and increasing distance results in
transmittance reduction at the same altitude. Collectively, we
have better mean transmittance at nighttime compared with
daytime because the turbulent strength is not as strong during
the day as during the night.
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Fig. 1. Refractive index structure constant C2
n versus altitude (n = 0.28).
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Fig. 2. Transmittance variation for different altitudes and times. (a)
and (b) Corresponding daytime and nighttime during one day, where
T0 = 10−14, L0 = 0.4 and propagation distance L = 40 km, 60 km and
100 km, respectively.

2.2. Effects of fog on the average transmittance

Fog consists of numerous water droplets[16] that scatter,
refract, diffract and extinguish light as a laser beam interacts
with them. Consequently, foggy conditions attenuate opti-
cal signals in free-space communication, reducing QKD effi-
ciency and potentially causing communication interruptions.
The scattering effect is mainly considered; this influences
channel transmittance when fog exists.

Generally, we can categorize scattering primarily into two
types: Rayleigh scattering and Mie scattering.[13] Rayleigh
scattering occurs when the laser wavelength is bigger than the
particle size, and Mie scattering occurs if the wavelength is
comparable to particle size. The radius of fog droplets is be-
tween 0.5 µm and 2 µm which makes Mie scattering the main
scattering mechanism. We can express average transmittance
as[13]

Tf = e−βL, (6)

where L is the propagation distance in km. β is the attenua-
tion coefficient associated with visibility and wavelength, and
is given by the Kruse model[19]

β =
3.91
V

(
λ

550

)−d

, (7)

where V is the visibility in km, λ is the wavelength in nm and
d is the size distribution coefficient of scattering. For different
visibility ranges, the parameter d can be expressed as[21]

d =


1.6, V > 50 km,
1.3, 6 km <V < 50 km,

0.585V
1
3 , V < 6 km.

(8)

According to Eqs. (6)–(8), the relationship between average
transmittance and visibility can be derived for different ranges
of visibility.

Figure 3 shows higher transmittance with better visibil-
ity. Moreover, the transmittance exhibits an exponential trend
under low visibility, while it approximates a linear variation
under moderate visibility. In particular, we can see that near a
visibility of 6 km, the transmittance experiences a discontinu-
ous increase because the variable d is no longer a function of
visibility but a constant.
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Fig. 3. Transmittance variation with visibility in the presence of fog with
different visibility ranges (low visibility thick fog, V ≤ 6 km and mod-
erate visibility light fog, 6 km < V ≤ 10 km), where L = 10 km and
λ = 1550 nm.

3. The comprehensive effect of channel trans-
mittance
Another significant effect of atmospheric turbulence is

beam wandering. When turbulence is sufficiently strong, the
transmitted beam breaks into multiple patches at the receiving
plane, making it difficult to accurately describe the drift of the
beam center relative to the center of the receiving plane. In
the case of moderate and weak turbulence, beam wandering
losses are dominant. Some models such as elliptic-beam and
log-normal models are widely used. Here, we introduce the
circle-beam model that is based on the elliptic-beam model[22]

and is shown in Fig. 4.

x

y

r

a

W

Fig. 4. Circle-beam model, where a is the radius of the receiver plane,
W is the radius of the receiving beam at the plane and r is the wandering
distance.

As represented in Fig. 4, the beam spot fluctuates around
the aperture center after propagation through the free-space
channel and the transmission efficiency is affected by fluctu-
ation. We can derive transmission efficiency at the receiver
plane according to the approximate expression of the incom-
plete Weber integral[20] as[22]

T 2 = T 2
m e−(r/R)λ

, (9)
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where Tm is the maximal transmission coefficient for the given
beam-spot radius W at the receiver plane with the following
form:[22]

T 2
m = 1− e−2a2/W 2

, (10)

where a is the aperture radius of the receiver plane. The shape
and scale parameters, λ and R, can be expressed as follows:[22]

λ = 8
a2

W 2

exp(−4a2

W 2 )I1(
4a2

W 2 )

1− exp(−4a2

W 2 )I0(
4a2

W 2 )

×

[
ln

(
2T 2

m

1− exp(−4a2

W 2 )I0(
4a2

W 2 )

)]−1

, (11)

R = a

[
ln

(
2T 2

m

1− exp(−4a2

W 2 )I0(
4a2

W 2 )

)]−1/λ

, (12)

where Ii is the modified Bessel function of the ith order. Due
to the random fluctuations caused by beam wandering on the
receiving plane, the fluctuating range conforms to the Weibull
distribution and the probability distribution of the transmission
coefficient is given by[22]

P(T ) =
2R2

σ2λT

(
2ln

Tm

T

) 2
λ
−1

×exp
[
− 1

2σ2 R2
(

2ln
Tm

T

)
2
λ

]
, (13)

where σ is the beam-wandering variance. We can express the
transmission efficiency on the receiving plane through the av-
erage transmittance in Eq. (1). Combining Eqs. (10)–(13), the
total transmittance of the channel in a mountainous environ-
ment is given by

Tmountain = TtP(Tt)Tf. (14)

For the total transmittance of the channel, we primarily
consider two periods of time during a day, before dawn and
after sunrise. Environmental temperatures gradually decrease
in the early morning, leading to easier condensation of water
vapor in the air into liquid droplets and the formation of fog,
which reduces visibility to a lower level; after sunrise, the in-
crease in temperature causes the evaporation of water vapor,
leading to a gradual increase in visibility and a noticeable de-
crease in fog density compared with the early morning hours.
Figure 5 shows the variation of total transmittance with alti-
tude and visibility.

In Fig. 5(a), the transmittance rises rapidly with increase
in visibility. When the altitude is below 300 m, the transmit-
tance experiences a slight increase as the altitude increases.
Due to the absence of sunlight and lower environmental tem-
peratures in the early morning, which do not change rapidly,
the refractive index of the air remains at a relatively stable

level, leading to weaker turbulence. Therefore, at this time,
the main factor affecting transmittance is fog, with turbulence
having a very minimal impact. However, in Fig. 5(b), when
the altitude is below 500 m, the transmittance increases with
increase in altitude and visibility, at which point fog and tur-
bulence act jointly. When the altitude exceeds 500 m, the in-
crease in altitude causes transmittance to level off and the trend
of transmittance increasing with visibility is faster than below
500 m, indicating that the primary influencing factor is fog at
this moment.
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Fig. 5. (a) Variation of total transmittance with altitude and visibility be-
fore dawn. (b) Variation of total transmittance with altitude and visibility
after sunrise. L = 5 km, 10 km and 15 km, respectively, a = 50 cm and
W = 0.2a.

4. Secret key rate of free-space DV-QKD

In this section, we analyze the key rate of free-space DV-
QKD in a practical system using the weak + vacuum two-
decoy-states BB84 protocol,[24,25] Wang and Lo[24–27] pro-
posed the decoy-state protocol and the multiple-decoy-state
protocol in 2005, along with rigorous security proofs. These
advances increased the secure key rate and the maximum se-
cure distance of the QKD system. As a result, the use of decoy
states in the BB84 protocol has become a common choice in
actual QKD systems.
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The secret key rate can be expressed as[23]

R = q{−Qµ f (Eµ)H2(Eµ)+QL,υ ,0
1 [1−H2(e

U,υ ,0
1 )]}, (15)

where H(x) = −x log2(x)− (1− x) log2(1− x) is the binary
Shannon information function. q has different values for dif-
ferent protocols: here q = 1/2 in BB84. f (x) is the bidirec-
tional error correction efficiency, QL,υ ,0

1 is the lower bound of
single photon gain and can be written as[24]

QL,υ ,0
1 =

µ2 e−µ

µυ−υ2

(
Qυ eυ −Qµ eµ υ2

µ2 −
µ2−υ2

µ2 Y0

)
, (16)

where Y0 is the dark count rate, Qµ and Qυ are the gains of
the µ-signal state and υ-decoy state, respectively, and can be
expressed as[25]

Qµ =
∞

∑
i=0

Yi
µ i

i!
e−µ = Y0 +1− e−ηµ , (17)

Qυ =
∞

∑
i=0

Yi
υ i

i!
e−υ = Y0 +1− e−ηυ , (18)

where η represents the total transmittance of the channel,
which consists of several components: the transmittance at the
receiver ηB = tBobηD, tBob is the transmittance of the internal
optical path in the detector and ηD is the detector efficiency.
Combining with Eq. (14), we can calculate the transmittance
as Ttotal = TmountainηB = TmountaintBobηD. The error rate of µ ,
υ-photon state is given as follows:[25]

eµ =
e0Y0 + edetector(1− e−ηµ)

Qµ

, (19)

eυ =
e0Y0 + edetector(1− e−ηυ)

Qυ

. (20)

The eU,υ ,0
1 is the upper-bound of the single photon bit error

rate, which can be written as[24]

eU,υ ,0
1 =

Eυ Qυ eυ − e0Y0

Y L,υ ,0
1 υ

, (21)

where

Y L,υ ,0
1 = Y L,υ1,υ2

1 |υ2→0

=
µ

µυ−υ2

(
Qυ eυ −Qµ eµ υ2

µ2 −
µ2−υ2

µ2 Y0

)
.

We will assume that the background is random. Thus the error
rate of the background is e0 = 1/2. edetector is the probabil-
ity that a photon hits an erroneous detector. Combining the
overall transmittance and key rate formulae derived above, the
comprehensive effects on the key rate at different altitudes and
visibility levels during various time periods in mountainous
areas are discussed.

First, the variation of the key rate across different altitude
ranges after sunrise is illustrated in Fig. 6.
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Fig. 6. (a) Variation of key rate with C2
n , visibility and propagation dis-

tance when the altitude is below 500 m. (b) Key rate variation with
visibility and transmission distance above 500 m. µ = 0.1, υ = 0.05,
Y0 = 1.7×10−5, f = 2, ηB = 0.4, ηD = 0.15 and edet = 0.033.

When the altitude is below 500 m, based on the conclu-
sions drawn earlier, the transmittance is influenced by both tur-
bulence and fog. Therefore, we also consider that the key rate
is affected by the combined influence of turbulence and fog,
as shown in Fig. 6(a). Under different transmission distances,
both the decrease in turbulence intensity and the increase in
visibility have a positive impact on the key rate, with the key
rate reaching its maximum value under conditions of low tur-
bulence and high visibility. As the transmission distance in-
creases, the effect of turbulence becomes more pronounced.
In Fig. 6(b), we mainly consider attenuation due to fog based
on the visibility when the altitude exceeds 500 m. The key rate
increases with the rise in visibility after sunrise under different
transmission distances; at the same visibility level, the key rate
decreases as the transmission distance increases.

Second, during the early morning hours, since the impact
of turbulence on transmittance is not obvious when the altitude
is below 300 m, and fog is the main influencing factor when
the altitude is above 300 m, the key rate is considered to be
primarily affected by fog during this time period.

Figure 7 shows that the secret key rate increases when
visibility increases; when visibility drops to a certain level,
the key rates for all three transmission distances experience a
rapid decline. From the comprehensive analysis above, it is
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important that in mountainous environments different factors
need to be considered at different times and across different
altitude ranges in practical QKD systems.
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Fig. 7. Key rate variation with visibility at different propagation distances
before dawn. µ = 0.1, υ = 0.05, Y0 = 1.7× 10−5, f = 2, ηB = 0.4,
ηD = 0.15 and edet = 0.033.

5. Conclusion
In this paper, we have discussed the impact of mountain-

ous environments on free-space DV-QKD. By considering the
unique characteristics of mountainous regions, we have ana-
lyzed the effects of turbulence and fog on system performance.
Firstly, the intensity of turbulence during the daytime is sig-
nificantly greater than at night, and it gradually decreases with
the increase in altitude; the impact of fog is mainly reflected in
visibility, with better visibility leading to higher transmittance.
Secondly, the turbulence effect causes the beam to drift on the
receiving plane, which we represent using the Weibull distri-
bution. We combined all the mentioned influencing factors
and concluded that the comprehensive channel transmittance
is less affected by turbulence at night, with fog being the main
influencing factor; during the daytime, when the altitude is be-
low 500 m, transmittance is jointly influenced by turbulence
and fog. As altitude increases and visibility improves, trans-
mittance also increases. When the altitude is above 500 m,
transmittance is mainly affected by fog, and at this time the
impact of visibility is more pronounced than when the altitude
is below 500 m. In practical applications, different altitudes
can be chosen based on visibility to improve channel trans-
mittance. We also analyzed the impact of fog and turbulence
on the secret key rate, and concluded that during the daytime
at altitudes below 500 m affected by turbulence and fog the
key rate decreases as the turbulence intensity diminishes and
increases with a rise in visibility. The longer transmission dis-

tance makes the effects of turbulence and fog more obvious;
when the altitude exceeds 500 m, the primary influencing fac-
tor is fog. During the nighttime, the effects of fog are domi-
nant and the key rate drops sharply as visibility decreases. Our
work could provide a reference for the deployment of QKD
systems in actual natural environments. In future studies of
free-space QKD it will be essential to select more comprehen-
sive and primary parameters based on the characteristics of the
actual environment when developing models, as this ensures
that the models more accurately reflect real-world conditions.
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