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SPECIAL TOPIC — Quantum communication and quantum network

Multi-protocol quantum key distribution decoding chip

Chun-Xue Zhang(7K#H%)"3, Jian-Guang Li(Z=&5%)!, Yue Wang(F3H)!, Wei Chen([%:5%)*,
Jia-Shun Zhang (i F )23, and Jun-Ming An(Z{R H])!123%

1Key Laboratory of Optoelectronic Materials and Devices, Institute of Semiconductors, Chinese Academy of Sciences, Beijing 100083, China

2Ccnter of Materials Science and Optoelectronics Engineering, University of Chinese Academy of Sciences, Beijing 100049, China

3 College of Materials Science and Opto-Electronic Technology, University of Chinese Academy of Sciences, Beijing 100049, China
4Hefe1' National Laboratory, University of Science and Technology of China, Hefei 230088, China

(Received 5 December 2024; revised manuscript received 12 February 2025; accepted manuscript online 17 February 2025)

Quantum key distribution (QKD) is a method for secure communication that utilizes quantum mechanics principles to
distribute cryptographic keys between parties. Integrated photonics offer benefits such as compactness, scalability, energy
efficiency and the potential for extensive integration. We have achieved BB84 phase encoding and decoding, time-bin phase
QKD, and the coherent one-way (COW) protocol on a planar lightwave circuit (PLC) platform. At the optimal temperature,
our chip successfully prepared quantum states, performed decoding and calculated the secure key rate of the time-bin phase-
decoding QKD to be 80.46 kbps over a 20 km transmission with a quantum bit error rate (QBER) of 4.23%. The secure
key rate of the COW protocol was 18.18 kbps, with a phase error rate of 3.627% and a time error rate of 0.377%. The
uniqueness of this technology lies in its combination of high integration and protocol flexibility, providing an innovative
solution for the development of future quantum communication networks.
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1. Introduction

Quantum key distribution (QKD) stands as a cornerstone
within the realm of quantum information science, leveraging
the fundamental principles of quantum mechanics to realize
secure communication.!!! The concept of QKD was first pro-
posed by Charles H. Bennett and Gilles Brassard in 1984 and
is known as the BB84 protocol.?! In this protocol, Alice ini-
tially encodes a series of photons. Bob, choosing a measure-
ment basis, decodes these photons. The protocol incorporates
a critical security measure: the calculation of the quantum bit
error rate (QBER) and the key rate, which allows Alice and
Bob to detect the presence of any eavesdropper. This process
effectively ensures the confidentiality of the transmitted infor-
mation, making QKD a cornerstone of secure communication
systems.m

Traditional bulk optical components encounter substan-
tial hurdles in constructing sophisticated interference struc-
tures and achieving large-scale integration.[*! To surmount
these limitations, an effective strategy involves embracing

10-171 Thege inte-

integrated photonic devices on a chip.!
grated photonic devices confer benefits like compact size and
straightforward integration. They can integrate a large number
of optical components, such as waveguides, splitters, modu-

lators, etc., on the same chip, thus achieving complex optical
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functions."®! The first QKD experiment using a waveguide
interferometer was reported in 2004.'°! Photonic integrated
circuits are harmonious with CMOS technology, thereby po-
tentially reducing costs, enhancing efficiency, and augmenting
both reliability and scalability, making them a promising solu-
tion for large-scale quantum communication systems. 2!

Researchers have studied the key technologies of QKD
based on different photonic integrated platforms, such as sil-
icon dioxide planar lightwave circuits (PLCs),!?!=23 silicon-
on-insulators 439 and InP,[3!:321 and achieved significant re-
sults. Chips crafted from silica waveguides showcase minimal
coupling loss when interfaced with optical fibers and exhibit
low transmission loss within the waveguides themselves, ren-
dering them highly suitable for fabricating low-loss quantum
asymmetric Mach—Zehnder interferometers (AMZIs). As are-
sult, silica-based platforms have become the preferred choice
for producing passive photonic chips, which motivated our se-
lection of the PLC platform for this study.>?!

In this paper, we present a decoding chip that can work
with various quantum protocols, based on a silica PLC plat-
form with a 2.0% index contrast. Within this chip, we employ
variable optical splitters (VOSs) for selecting different proto-
cols and balancing the optical power entering the two arms of
the AMZI with a 400 ps delay. This innovative approach facil-
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itates dynamic adjustment of the interferometer’s input condi-
tions, allowing the system to adapt to diverse quantum com-
munication protocols and optimize performance according to
their specific requirements. By finely tuning the distribution
of light between the AMZI’s paths, we can ensure optimal in-
terference conditions. This flexibility enhances the chip’s ver-
satility, making it suitable for a wide range of applications in
QKD and other quantum information processing tasks. This
multi-protocol decoding chip is suitable for the BB84 phase
encoding and decoding protocol,**! time-bin phase encod-
ing and decoding QKD,!*! and the coherent one-way (COW)
protocol.[*% This innovative design integrates multiple quan-
tum communication protocols into a single chip, providing
quantum communication systems with a high degree of flexi-
bility and performance advantages. We also conducted a de-
tailed calculation of the secure key rates of the developed sili-
con dioxide multi-protocol decoding chip under different pro-
tocols. By optimizing the working temperature and experi-
mental steps, we successfully calculated the secure key rates,
providing crucial support for the security and efficiency of
quantum communication systems. By implementing multiple
protocols on a single chip, our decoding chip not only meets
the diverse needs of quantum communication but also signif-
icantly reduces system complexity and costs. The uniqueness
of this technology lies in its combination of high integration
and protocol flexibility, providing an innovative solution for
the development of future quantum communication networks.

2. Setup

Figures 1(a) and 1(b) depict the schematic diagrams of the
chip, while Fig. 1(c) shows the physical layout of the chip after
coupling wire bonding, and Fig. 1(d) shows decoding chip lay-
out. Our decoding chip has a length of 3 cm, a width of 1.2 cm
and the delay line length is 8.244 cm. The chips were fabri-
cated on a silica PLC platform with a refractive index contrast
of 2.0%. The VOS has a waveguide separation of 100 um, and
the bending radii are set to 2.4 mm. In the coupling region, the
gap between the waveguides is 2 pm, with a coupling length
of 370 um. The modulated arm, which plays a crucial role in
signal modulation, has a length of 2000 pm. Additionally, the
chip incorporates a directional coupler with a 50:50 splitting
ratio, providing balanced power division between the waveg-
uides.

In phase encoding and decoding, the quantum state |¢@) =
|0) + e149|1) is represented as the superposition state of a sin-
gle photon appearing in the first and second time slots. Here,
A¢ denotes the phase difference between these two time slots.
0 and 7 form a set of orthogonal bases, referred to as the X
basis; 7/2 and 37 /2 form another set of orthogonal bases, re-
ferred to as the Y basis. Figure 2(a) depicts the journey of
single photon as it traverses the devices operated by Alice and

Bob, culminating in the creation of three distinct temporal in-
tervals at the endpoint. SPDI is connected to outl of the de-
coding chip, and SPD2 is connected to out2 of the decoding
chip. SPD refers to the single-photon detectors used in our ex-
periment. Within the central interval, an interference pattern
emerges, characterized by constructive interference at detector
SPD1, while detector SPD2 exhibits a pattern of destructive
interference.
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Fig. 1. Chip schematic. VOS, variable optical beam splitter. AMZI,
asymmetric Mach-Zehnder interferometer. Light enters from ‘in’ and
outputs from ‘out’. The red area represents the heated electrode. (a) De-
coding chip schematic. (b) Encoding chip schematic. (c) The physi-
cal layout of the chip post coupling wire bonding is depicted, providing
a tangible representation of the device’s structure and interconnections.
(d) Decoding chip layout.
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Fig. 2. Encoding and decoding process. The yellow area represents the
light pulse. (a) BB84 phase encoding and decoding protocol process.
(b) COW protocol encoding and decoding process.

For the COW protocol, Alice prepares three quantum
states, |0), |1), and a decoy state, as shown in Fig. 2(b). The
prepared quantum states passively enter a part through an un-
balanced beamsplitter (with a transmittance rate close to 1).
The detector SPD3 generates a key discrimination through the
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response time. The remaining small part of the energy enters
the part with AMZI, that is, the coherence detection module,
to implement the security analysis of the system. In our de-
coding chip design, the light pulse is directed through VOSI,
which is finely tuned to ensure that the majority of the light is
channeled into VOS3. Subsequently, both VOS3 and AMZI2
are meticulously adjusted to facilitate the light’s emission pre-
dominantly from one arm, while a minor fraction of the light
is diverted into VOS2. This subset of light then interacts with
AMZI1 through interference.

For the BB84 phase QKD, the encoding and decoding
process is similar to that in Fig. 2(a). Bob’s apparatus gen-
erates three temporal slots; however, only photons arriving in
the central slot are utilized for key generation, leaving those
in the first and third slots unused. To enhance the efficiency
of photon utilization and thus increase the encoding rate, an
advanced iteration of the BB84 protocol incorporating time-
phase encoding has been developed. This method introduces
an additional quantum state basis, known as the Z basis, de-
fined by the timing of photon arrival: photons in the first
slot represent the quantum state |0), while those in the sec-
ond slot represent |1). These states are orthogonal. Further-
more, this model incorporates the phase basis (X basis) quan-
tum states discussed previously, with quantum states having
relative phases A¢ of 0 and 7, represented as |+) and |—),
respectively. Collectively, these four quantum states form the
cornerstone of the sophisticated phase-time encoding strategy.
Figure 3 shows the schematic diagram of the four quantum
states and the detector responses. Alice prepares four quan-
tum states. For the X basis, the pulse pairs pass through VOSI1
and are guided to VOS2. VOS2 adjusts the balance of the
pulse pairs, which then pass through AMZI1 to select the X
basis. At outl and out2, the results of the second time slot
with destructive and subtractive interference are obtained, re-
spectively. For the Z basis, the light pulses pass through VOS1
and are guided to VOS3. VOS3 adjusts the balance of the pulse
pair, which then passes through AMZI2. At out3 and out4, the
double pulse pair is obtained, respectively.

SPDI SPD2 f ] { ]
L SPDI SPD2 _ﬂ_ﬂ
f ] { ] SPD3 [ m N SPD4 Q Q
_ { } { } SPD3 Q Q SPD4 Q_Q_D

Fig. 3. The state changes of time-bin light pulses during the encoding and
decoding process.

2.1. Temperature

First, we need to identify the optimal operating tempera-
ture for the encoding and decoding chips to ensure they func-

tion at their best temperature point. The pulses within the
waveguide are decomposed into two components: the trans-
verse electric (TE) mode and the transverse magnetic (TM)
mode, with their electric vectors oriented parallel and perpen-
dicular to the substrate plane, respectively. When interference
occurs in the overlapping region, the number of interfering

photons can be represented as follows:

N = NJE £ NTE 24 /NTENTE cos (A9TE) + NM 4+ N

+24/NIMN™M cos (Ap™) . (1)

The quantities N1E and NM represent the number of TE and
TM mode photons passing through the short arm, respectively,
while N]TE and N]TM denote the number of TE and TM mode
photons traversing the long arm, respectively. The phase de-
lays for the TE and TM modes in the two arms are given by

A¢TE — %HTEALJF (P (VZ) ; (2)
% )

where AL is the arm length difference, and Ay is the wave-
length in vacuum. The first term represents the phase differ-
ence introduced by the thermo-optic effect, where n'F and n™
are the modal refractive indices for the TE and TM modes, re-
spectively, in the silicon dioxide waveguide. Within a temper-
ature range of 15 °C to 55 °C, these indices can be approxi-
mated as linear functions of temperature 7. The second term
accounts for the phase difference induced by voltage varia-
tions. V is the voltage applied to the heating electrodes. By op-
timizing the waveguide structure to nullify its geometric bire-
fringence and implementing overall temperature control at the
base, the temperature field’s effect from the heating electrode
on the stress-induced birefringence between the base and the
silicon dioxide cladding film is minimal. Consequently, it is
reasonable to approximate that n'F = n™, rendering the phase
shifts ¢ (V) for the TE and TM modes approximately equal.
Therefore, we define the modal phase mismatch between TE

and TM modes as

2nwAnAL
A9 = AQTE - Ap™ = T 4)
Ao
where An = n™" — n™ represents the modal birefringence;

this birefringence is primarily attributed to stress-induced bire-
fringence resulting from changes in the waveguide temper-
ature. By adjusting the voltage of the thermo-optic phase
shifter on the VOS, we can achieve equality between the
number of TE mode photons passing through the short and
NE) or the number of TM mode photons

(NIM = N™)_ For simplicity, we assume that the photon num-

long arms (NJE =

bers for both TE and TM modes reach equilibrium simultane-
ously, which means

N N
NFE=NTF =2 NM=NM=2, §)
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where Ni and N, are the number of photons in the upper and
lower arms of the AZMI, respectively. By formula (4), A¢™E
can be expressed as

APTE = Ag™ 4 Ag. (6)

In summary,

2r
N = Ny + N, +2+/NiN; cos (a%AL-T+b-V2+c)
xcos(d-T+e). (7

The interference visibility Vjs can be derived as follows:

_ Nmax — Nmin _ VNIN, A¢
Vie = =2 cos —
Nmax +Nmin Nl +N2 2
NN,
=2———|cos(d-T +e)|. 8
N [eos(d T +¢) ®

From the above equation, it can be concluded that when A¢ =
2N7w (where N is an integer), the TE and TM modes are in
phase and Vi is maximized. When A¢ = (2N + 1), the TE
and TM modes are out of phase and Vjs is minimized. Further-
more, we can adjust the temperature of the chip to optimize
Vis.

We use the pulse self-interference method®”! to study the
polarization characteristics of the chip. The pulses with a rep-
etition frequency of 50 MHz and a pulse width of 1 ns are at-
tenuated by the attenuator to the single photon level and then
input to the multi-protocol decoding chip. A detector is con-
nected at outl, as shown in Fig. 4(a). We scan the thermo-
electric cooler temperature from 15 °C to 55 °C with a step of
0.1 °C and obtain the curves of the photon counts of TE and
TM modes as a function of temperature, as shown in Fig. 5.

When T is 41.7 °C, the TM and TE curves are in phase,
and the interference visibility is the highest. Therefore, the ap-
propriate operating temperature point for our decoding chip is
41.7 °C.

@ TEC ...
Pulse] Polarization E N TESPDY
laser scrambler i T™
oo SPDI]
(b) TEC .. TEC. ...
F—"71PBS — :
Pulse ‘@'- ' ‘ Polarization] ——— — /2 ~!|SPD1
laser et <= == 5Dy
ice : Bob—" ="y )

Fig. 4. Diagram of the principle of optimal temperature point experiment.
(a) Experimental setup designed to analyze the polarization characteris-
tics of the AMZI. The system components include a variable optical at-
tenuator (Att.), a temperature controller (TEC) and a polarization beam
splitter (PBS). (b) Confirming the optimal temperature point for the en-
coder and decoder chip connection.

The phase-matching temperature of the encoding chip we
used is 50 °C. We controlled the encoding chip with a circuit
board at 50 °C and the decoding chip at 41.7 °C. We con-
nect the encoding and decoding chips together. As shown in
Fig. 4(b), a 50 MHz repetition rate, 50 ps pulse width light

pulse is incident on the polarization controller PC and encoded
by Alice. The pulse enters one arm of the PBS and is attenu-
ated to the single photon level by a variable optical attenuator
before entering Bob for decoding.

—TM
2.0f — TE T
TA 1.5
192}
E
~ 1.0H
w0
2
q
3
O 0.5H {\
0_ 4
20 30 40 50

Temperature (°C)

Fig. 5. The change in the number of photons in the TE and TM modes
with temperature.

(a) 1.0 T T T T T

—SPD1

—SPD2
0.8 i

0.6 i

0.4r b

Counts (10° s71)

914 46 48 50 52 54 56

Temperature (°C)
(b) 0.7 T T T T T

—SPD1
0.6 —SPD2

0.5 i

0.4 i

0.3r h

Counts (10° s71)

0.2 i

0.1 1 1 1 1 1
44 46 48 50 52 54 56

Temperature (°C)

Fig. 6. Detector’s second time slot interference photon count versus tem-
perature curve. (a) With the encoding chip fixed, the photon count of the
detector changes as the decoding chip is scanned. (b) With the decoding
chip fixed, the photon count of the detector changes as the encoding chip
is scanned.

In the experiment, we initially set the temperature of Al-
ice to 50 °C and then adjusted Bob’s temperature within the
range of 45.6 °C to 54.6 °C. Through this process, we ob-
tained Fig. 6(a), which showed that the visibility of interfer-
ence reached its maximum when Bob’s temperature was at
53.2 °C. Further, by fixing Bob’s temperature at 53.2 °C and
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adjusting Alice’s temperature, we obtained Fig. 6(b). The re-
sults indicated that the visibility of interference also reached
its maximum when Alice’s temperature was at 53.4 °C. There-
fore, we can conclude that the maximum visibility of interfer-
ence for the encoding chip occurs at 53.4 °C, while for the
decoding chip, the maximum visibility of interference temper-
ature point is at 53.2 °C.

2.2. Preparation of the quantum state

We proceed with the preparation of the quantum state. As
shown in Fig. 7, in this system, a pulse laser is used to generate
a sequence of light pulses with a wavelength of 1550 nm and a
pulse width of 50 ps. The SPD is composed of an InGaAs/InP

| PPG |
TEC
m 1;:51: %Ahm ------- PM M
DC

Att.

avalanche photodiode detector (APD) and a counting module.
It uses a narrow gate pulse mode to detect single photons trig-
gered by an external clock and communicates with the com-
puter via a serial port. The PPG clock signal synchronizes the
pulse laser and SPD. Due to the bandwidth limitations of our
detector, the system repetition rate is set to 156 MHz. Our
decoding and encoding chips are placed at the optimal tem-
perature points shown above by TEC. A coded signal is writ-
ten, amplified by Ampf., and then drives the phase modulator
(PM) and intensity modulator (IM). The signals generated by
the PPG modulate the double pulses through the modulator, as
shown in Fig. 8.

20 km SMF TEC
Polarization :
scrambler '
LB a_n
DC

Fig. 7. The preparation of quantum states. DC, direct current voltage source; PPG, pulse pattern generator; Ampf., radio frequency amplifier;

PM, LiNbO3 phase modulator; IM, LiNbO3 intensity modulator.
0

() (\ m

o AL @A

Fig. 8. Phase basis and time basis encoding. The blue line is the code
generated by the PPG, and the yellow is the optical pulse pair. (a) It
is encoded with 0, 7/2, w phase. (b) Encoded with |0) quantum state.
(c) Encoded with |1) quantum state.
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Fig. 9. The change in photon count of the detectors. (a) The change in
photon count of SPD1 detecting quantum state |0). (b) The change in
photon count of SPD2 detecting quantum state |0). (c) The change in
photon count of SPD1 detecting quantum state |1). (d) The change in
photon count of SPD2 detecting quantum state |1).

Quantum states |0) and |1) are encoded by the IM. For the
quantum state |0), only the optical pulse in the first time slot is
retained, while for the quantum state |1), only the optical pulse

in the second time slot is retained. A single pulse, after passing
through the decoding chip’s delay line, is split into two pulses:
one in the 1,2 time slot and the other in the 2,3 time slot. The
photon number distribution of quantum states |0) and |1) in
two SPD detectors is shown in Fig. 9. For |0), the number
of photons in the first slot of SPD1 is 28813, and the number
of photons in the third slot is 787; the number of photons in
the first slot of SPD2 is 27493, and the number of photons in
the third slot is 366. The extinction ratio is 16.9 dB. For |1),
the number of photons in the third slot of SPD1 is 30493, and
the number of photons in the first slot is 588; the number of
photons in the third slot of SPD2 is 26328, and the number of
photons in the first slot is 643. The extinction ratio is 16.5 dB.

For phase-encoded quantum states, the graph below
shows the photon count detected by SPD as a function of PPG
voltage. As shown in Fig. 10, when the PPG voltage is set
to 0.1 Vpp and 0.75 Vpp, corresponding to relative phases of
0 and 7 respectively, and at 0.4 Vpp, there are optical pulse
pairs with a phase difference of /2. Due to saturation of the
PPG and amplifier inputs, we cannot generate optical pulse
pairs with a phase difference of 377/2. Although our encoding
end cannot encode a 37 /2 phase due to equipment limitations,
our multi-protocol decoding chip is theoretically capable of
decoding a 37 /2 phase. Therefore, while we did not calculate
the key rate for the BB84 phase encoding and decoding proto-
col, this does not affect the performance of our decoding chip
under other protocols. Our decoding chip still demonstrates
superior flexibility and performance, providing crucial support
for the development of quantum communication systems. At
0.1 Vpp, the photon count for SPD1 is 105030, and for SPD2
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is 8241, resulting in an interference visibility of 85.4%. At
0.75 Vpp, the photon count for SPD1 is 7198, and for SPD2 is
148846, with an interference visibility of 90.3%.

1.6 T T T T T

| —SPD3
Lar  gppy

1.2 k

1.0r i
0.8+ i
0.6 i

Counts (10° s71)

0.4r i
0.2F b
O. .

0 0.2 0.4 0.6 0.8 1.0
Voltage (V)

Fig. 10. The variation of photon count with PPG voltage.

3. Results

Finally, we calculate the key rate of different protocols.
Our experiment does not utilize decoy states, so we have
adopted a security proof!38-3] to analyze the key rate per pulse
without decoy states, as shown by the following formula:

Kosss = 5R[1—f(€)Ha(e) ~Ha (e)],  ©)

where R is the proportion of pulses detected by the decoding
end, as shown by the following formula:

_ rawkeyrate

= —F = Uty 10
repetitionrate H1ink T, (10)

wherein the repetition frequency is 156 MHz, u is the aver-
age number of photons emitted by the encoding end, 1 is the
detection efficiency of the SPD, and #;,k is the probability of
photons reaching the detector. We set 1t = 0.1 and 1 is 10%.
The following formula is the expression for #j,k:

fink = 100 L) /10, (1)

Bob’s additional loss is 2.28 dB; that is, ILgy, = 2.28 dB. o is
the loss coefficient of single mode fiber, which is 0.2 dB/km,
and L is the length of the fiber.

The € is the QBER. f(¢) is the error correction inef-
ficiency factor, used to perform key reconciliation, usually
greater than or equal to 1. In this case, f (€) = 1.22. The term
f () H (€) represents the cost of error correction and H; (&)
is the binary Shannon entropy, as shown in the following for-
mula:

H, () = —€log, () — (1 —¢€)log, (1—¢). (12)
The photon error rate &y, is related to € as shown below:

En = £+4A" (1-A") (1-2¢)

+4(1-24") /A (1-A)e(1—¢g)  (13)

with

A= RAO = ﬁ (1 —e M2 (cos (%) +sin (%))) . (14)

Here, R is the R when L is 0 km. To find €, we need to use

the equation
€ = QBER + QBER . (15)

QBER, is the part of the error rate that reflects the er-
rors caused by the imperfections of the optical system.
QBER [, is related to issues with the phase of the quantum
state and QBER;,,,. is associated with problems in the time-bin
encoding of the state.

1 1
QBERopt = EQBERphase+ EQBERtime
11—V 1 1
2 2 2 10ER/10 417

(16)

where Vi is the interference visibility we know from our ex-
periment and ER is the extinction ratio. QBER, is the part of
the error rate caused by the imperfections of the detection sys-
tem, such as detector noise, detector efficiency inconsistency,
detector dead time, etc. QBER,, is given by

Pdark

QBER, — - Pdk”
D i

A7)
where pgak 1S the probability of recording a dark count per
time gate and per detector. In our experiment, pg,x = 3 X
1076 gate™!. n = 2 is the number of detectors.

The key rate of the COW protocol is provided by
references.*>*!] Our raw key rate, secret key rate and QBER
are depicted in Fig. 11. At 20 km, the raw key rate of the
time-bin phase-encoding QKD is 184.5 kbps, with a secret
key rate of 80.46 kbps and a QBER of 0.0423. The secret key
rate of the COW protocol is 18.18 kbps, with a phase error
rate of 0.03627 and a time error rate of 0.00377. Compared to
the chip described in Ref. [42], our chip demonstrates superior
performance. While its key rate may not be exceptionally high
in single-protocol scenarios, it offers significant advantages in
terms of reducing overall system complexity, scalability and
adaptability, making it a promising solution for future quan-
tum key distribution systems. Our suboptimal key rates can
be attributed to several factors. Firstly, significant chip losses
are observed, potentially due to inefficient light transmis-
sion within the chip. At O km, when the chip loss is 2 dB,
2.5 dB and 3 dB, the raw key rate decreases by approximately
100 kbps for every 0.5 dB increase in chip loss, based on the
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Fig. 11. The change of bit rate with distance. (a) The bit rate of the time-
bin phase-encoding QKD as a function of distance. (b) The bit rate of the
COW protocol as a function of distance.

experimental data. Secondly, our detector efficiency remains
low, leading to a reduced probability of accurately detecting
transmitted photons. We simulated the effect of varying detec-
tor efficiencies (10%, 20% and 30%) on the raw key rate. Our
results show that for every 10% increase in detector efficiency,
the raw key rate increases by approximately 900 kbps. Thirdly,
narrow detector gate widths impose limitations that hinder our
ability to achieve higher repetition rates. When simulating the
effect of repetition rate variations, we found that the relation-
ship between repetition rate and raw key rate is multiplicative.
An increase in repetition rate leads to a corresponding multi-
plicative increase in the raw key rate, demonstrating the criti-
cal role of higher repetition rates in improving the overall key
generation efficiency. Moreover, manufacturing defects in the
integrated silicon chip, particularly the incomplete achieve-
ment of 3 dB splitting during fabrication, have contributed to
our relatively high QBER. Lastly, environmental interference
further exacerbates these challenges, impacting signal stabil-
ity and quality. Temperature variations can cause changes in
the refractive index of optical fibers, affecting the propagation
speed, transmission loss and phase velocity of light. Particu-

larly in long-distance QKD experiments, temperature fluctua-
tions may lead to minor structural changes in the fiber (such
as expansion or contraction), which in turn can shift the prop-
agation mode of the light. These changes may alter the phase
difference of the signal, increasing decoherence and ultimately
affecting the QBER in the QKD experiment.

4. Conclusion

In conclusion, we have designed chips that satisfy the
BB84 phase-decoding protocol, the time-bin phase-decoding
protocol and the COW protocol. We have identified the opti-
mal temperatures for the operation of both decoding and en-
coding chips. Additionally, we have calculated the secret key
rates for the time-bin phase-decoding QKD and COW proto-
col. The secret key rate for the time-bin phase-decoding QKD
is 80.46 kbps with a quantum bit error rate of 4.23%, while for
the COW protocol, it is 18.18 kbps with a phase error rate of
3.627% and a time error rate of 0. 377%. With enhancements
to our testing equipment, refined manufacturing processes and
bolstered environmental controls, we anticipate a marked in-
crease in the key rates.
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