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We experimentally analyze the effect of the optical power on the time delay signature identification and the random
bit generation in chaotic semiconductor laser with optical feedback. Due to the inevitable noise during the photoelectric
detection and analog-digital conversion, the varying of output optical power would change the signal to noise ratio, then
impact time delay signature identification and the random bit generation. Our results show that, when the optical power is
less than —14 dBm, with the decreasing of the optical power, the actual identified time delay signature degrades and the
entropy of the chaotic signal increases. Moreover, the extracted random bit sequence with lower optical power is more

easily pass through the randomness testing.
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1. Introduction

Optical chaos utilizing semiconductor laser (SL) have
garnered significant attention since the potential application in
secure communication, random bit generation, secure key dis-
tribution, lidar and sensor.!'~!!l The external optical feedback
can lead to high-dimensional chaos by introducing infinite de-
grees of freedom in semiconductor laser dynamics, which is
desired for the aforementioned applications. Nevertheless, the
deterministic feedback loop can give rise to the cycle depen-
dency in the chaotic system corresponding to the time delay
of the feedback round trip, namely, the time-delay signature
(TDS). TDS can induce the reduction of the complexity and
indeterminacy. Moreover, the time delay of feedback would
also be leaked out since it can be estimated easily by the au-
tocorrelation function (ACF), permutation entropy (PE), de-
layed mutual information (DMI), reservoir computing, convo-
lutional neural network from the time series.['2"15! In short,
the TDS is undesired for the random bit generation, secure
communication and lidar.

Plenty of schemes for the TDS suppression of the chaotic
system with optical feedback or optoelectronic feedback have
been proposed.!!®~1°1 Among them, one general approach is to
modify the feedback loop. For instance, using an ultra-short
external cavity with the delay time close to the relaxation-
oscillation period, the TDS can be effectively suppressed un-
der relatively weak feedback.?”) Dual feedback can also be
used to suppress the TDS, by setting difference of delay time
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equaling to the relaxation-oscillation period.>!] TDS suppres-
sion under multi-path optical feedback is also experimentally
demonstrated, where in no need of the precise control of cav-
ity length.[?2231 Lately, optical feedback from a fiber Bragg
gratings with a properly positive frequency detuning to the
semiconductor laser can greatly suppress the TDS.?*! Opti-
cal with high dispersion in feedback loop is demonstrated can
also significantly suppress the TDS.[>-27] Alternatively, there
are other ways for the TDS suppression. For instance, Li
et al. proposed a TDS suppression and bandwidth enhance-
ment by using the anomalous group-velocity dispersion and
self-phase modulation during the fiber propagation.!?®! Zhao
et al. proposed TDS suppression based on the generative ad-
versarial network for post-processing.!?°! However, few works
focus on the condition of TDS estimation. Because of the in-
evitable thermal noise in the photoelectric detection and ADC
processing, it is reasonable to deduce that the size of actual
detected TDS would change with the varying of the output op-
tical power and signal to noise ratio (SNR). Moreover as the
TDS adversely affects the random bit generation, the random
bit extraction versus the output optical power is also worth
studying.

In this work, we experimentally verified with the drop of
output optical power, the TDS embedded in chaotic time se-
ries is suppressed, the entropy of chaos increases and more
low significant bits could be reserved for the high-speed phys-
ical random generation.
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2. Principle and experimental setup

Figure 1 illustrates the experimental setup of the chaotic
semiconductor laser subject to a dispersion optical feedback
by a chirped fiber Bragg grating (CFBG). The SL is driven
by a low noise laser diode controller (Overlink, OULD-600B).
The pump current is set at 30 mA (The threshold current of the
laser is 5.86 mA) and the temperature is stabilized at 16.00 °C.
The CFBG with dispersion coefficient of 870 ps/nm is used
for the dispersion feedback. By properly adjusting the feed-
back power, the SL can work in the chaotic regime. The time
series and power spectrum are measured by an 11-GHz serial
data analyzer (LeCroy, SDA 11000) and a spectrum analyzer
(Rohde and Schwarz, FSW) with a 40-GHz PIN photodetec-
tor (Overlink, PD-1000). The optical spectrum of the laser
is measured by an optical spectrum analyzer (YOKOGAWA,
AQ6370D) with a 0.02-nm resolution.

SDA

Fig. 1. Experimental setup. SL: semiconductor laser, PC: polarization
controller, OC: optical coupler, VOA: variable optical attenuator, CFBG:
chirped fiber Bragg grating, PD: photodetector, OSA: optical spectrum ana-
lyzer, SDA: serial data analyzer, SA: spectrum analyzer.
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Figure 2(a) shows the reflectance spectrum of the CFBG
and the optical spectrum of the chaotic SL. with the CFBG
feedback. The feedback power observed by the power me-
ter (PM) is set at —9 dBm and the output optical power de-
tected at point A is set at 1 dBm, which can be changed by the
VOA. The CFBG hold a 3-dB bandwidth of ~ 0.45 nm, and
the wavelength of the SL is at the center of the reflection spec-
trum of the CFBG. Figure 2(b) displays the temporary wave-
forms of the SL with the CFBG feedback. Clearly, due to the
optical feedback, the balance of carrier—photon interaction in
the laser medium is broken and the output of SL presents the
significant instability of intensity. Figure 2(c) displays the cor-
responding power spectrum. Here, the standard chaotic band-
width BW defined as the maximum frequency including 80%
of the total spectral power from the DC component, *°! and the
effective chaotic bandwidth BW . defined by summing up only
those discrete spectral segments of the chaos power spectrum
accounting for 80% of the total power, [*!] are used to estimate
the bandwidth. According to the power spectrum in Fig. 2(c),
the BW; and BW,, are about 16.61 GHz and 13.70 GHz respec-
tively.

Next, the ACF and PE are adopted to estimate the TDS of
chaos in this paper. The formula of ACF is formed as

() = (1)) (L (1+Ar) — ([ (1+A1))))

2
O;

C(At) = Y]

where I(¢) is the intensity time-series, Az is the lag time, (-) de-
notes the time averaging, oy is the standard deviation of I(z).
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Fig. 2. Characteristics of the chaos in the SL subject to CFBG feedback, (a) optical spectrum (red), and reflectance spectrum of the CFBG
(gray); (b) time-domain waveforms, (c) power spectrum, BW;: standard bandwidth, BW,: effective bandwidth, and (d) ACF and PE curves,
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As for the PE, given a time series {x;, = 1,2,...,N},
an embedding dimension D, an embedding delay time 7p,
and N > D!, the set of order D can be given by S =
[x(¢),x(t+1p),...,x(t+ (D —1)1p)]. Then it can be arranged
as [x(r+ (r1 — D)tp),x(t + (r, — 1)1p), ..., x(t + (rp — 1) 1p)]
in the order of smallest to largest in size. When x(r + (r; —
1)tp) = x(t+ (r2— 1)7p), we arrange x(¢ + (r; — 1)7p) before
x(t+ (rp, — 1)tp) if r; < rp. Hence, any S can be uniquely
mapped into an ordinal pattern I' = (ry,r2,...,rp), which is
one of permutations of D distinct symbols (1, 2,..., D). For all
the possible permutations, the probability distribution is given
as

#{t|t <N—D+1;S hastype I'}

I = 2

p(I') N_Dtl : 2

where # stands for “number”, then the PE is evaluated by
==Y p(I")log(p(I")). 3)

Figure 2(d) shows the ACF and PE curves calculated from
the intensity time series as a function of the lag time. Ob-
viously, there are evident peak and trough (TDS) located at
around T = 60.15 ns in the ACF and PE curves, which is also
the time delay of the optical feedback loop. Moreover, we also
observe troughs in PE at subharmonics of 7, e.g. 7/2 and 7/3.

Figure 3(a) shows the variance evolution of the chaotic
intensity time series with respect to that of the measurement

100t
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system noise versus the output optical power. With the in-
creasing of the optical power, the variance ratio of chaos to
noise firstly increases rapidly with increasing of optical power,
which indicate a significant drop in the SNR. When the opti-
cal power is over —11 dBm, the variance ratio generally tends
to be stable. This can be attributed to the automatic gain con-
trol adopted in the PD. The inset figures show the measure-
ment system noise and the intensity time series with different
output powers. Next, the impact of the output optical power
on the detected TDS is studied. Here the TDS size is esti-
mated by the prominences of maximum peak in the ACF curve
and trough in the PE curve. Figure 3(b) shows the TDS sizes
calculated by the ACF and PE. Apparently, when the optical
power is over —11 dBm, the TDS size is around 0.15 identified
by the ACF. With the further decreasing of the optical power,
the TDS decreases gradually. For instance, when the optical
power is —14 dBm, the TDS is about 0.10, when the optical
power decreases to —20 dBm, the TDS is 0.08. This is due
to the degraded of the SNR.[*?! Similar evolution of PE versus
the optical power is also observed. For instance, when the opti-
cal power is over 11 dBm, the TDS is about 0.0041. When the
output power decreases to — 14 dBm, the TDS is 0.0016. With
the output power is —2 dBm, the calculated TDS is dropped to
~ 0.0008.
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Fig. 3. Variance evolution of the chaotic intensity time series with respect to that of the measurement system noise and TDS size as a function of the optical
power, (a) variance evolution and (b) TDS sizes identified by the ACF and PE, G¢haos and Oyoise donated the standard deviation of chaos and the measurement
system noise respectively. The inset figures show the waveforms (i) noise, (ii) —20 dBm, (iii) —14 dBm, and (iv) 1 dBm.

Then the random bit extraction from the chaos signal as
a function of the optical output power is studied. The initial
data acquired from the SDA 11000 with a sampling rate of
20 GSal/s is re-quantized with a resolution 8-bits in the Mat-
lab. Here the vertical windows size of the temporal waveform
is set at +6 times its standard deviation to ensure the same 8-
bits acquisition condition (from —127 to +127 in integer) for
the cases with different optical powers. Firstly an entropy es-
timation is used to show the entropy evolution of the acquired
electronic chaos. Figure 4(a) presents the results of the NIST
entropy estimation with forty million samples.'**! When the
optical power is less than —11 dBm, the Hyjst increases with
the decreasing of the optical power evidently, due to the sig-

nificant degradation of the SNR. To conveniently characterize
the influence of the noise on entropy, we adopt the method
described in Ref. [33] to calculate the NIST entropy of the
measurement systems noise in term of the n-bit digitization
at different optical power settings. The results are shown in
Fig. 4(b).
cal powers, the entropy of the noise witnesses a significant

It is noted that with the decreasing of the opti-

increase, which leads to the entropy increasing of chaos as
shown in Fig. 4(a). For the entropy estimation of chaos, the
contribution of the noise is adverse. However, for the physical
random bit generation, the entropy increase is desired since
it determines the theoretical maximum speed of the permitted
random bit. Therefore, properly setting the optical power is

030504-3
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suggested, especially for the high-bit resolution.

Next, the physical random bit extraction form the chaos
with different optical powers is studied in filed. Here, the fi-
nally random bit is generated by using the post-processing of
retaining the least significant bits (LSB) and performing de-
lay bitwise XOR.[**! The randomness of the generated se-
quence was tested using the NIST 800-22 test suite, which
consists of 15 tests. According to NIST standard, at a signif-

8 : : : : :
(2) w8 bit ® 7 bit 4 6 bit v 5 bit
- ¢ 4bit 43 bit » 2 bit e 1 bit
A
@ [ ] [ ] ] u [ ] n
Z e o
= 4l . |
e A A ° ° ° L4 ° ° [ ]
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2 v v Loa g A A 4 2
z 0 v |
= * o V v vV v VvV VvV y
AR PR
Prtrisiigi
—25 —20 —-15 —10 -5 0

Optical power (dBm)

icance level of 0.01, the success percentage should be within
the range of 0.99250+0.0094392, and the combined p-value
should be greater than 0.0001. For simplicity, we firstly use a
100x1 Mbits sequence for the NIST 800-22 testing, and col-
lect the number of passed tests. As shown in Fig. 5(a), for the
41L.SB and 5LSB, all the 15 tests in the NIST test suite can be
passed. While for the 6L.SB, it can only pass the 15 tests when
the optical power is not exceeding —14 dBm.

4 . . . .
(b)
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— 2
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Fig. 4. (a) Hnist of the chaos at different n as a function of optical power and (b) Hnist of the noise in terms of n at different optical powers.
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Fig. 5. (a) Number of pass tests with 100x 1 Mbits samples versus the optical power, 4LSB is retaining the least significant 4 bits, SLSB is retaining the
least significant 5 bits, and 6LSB is retaining the least significant 6 bits for each sample. (b) Bitmap image constructed using 1000x 1000 random bits:
white ones denote ‘1’ and black denote ‘0’, (c) physical-random-number bias curves for sample size, (d) ACF as a function of delay bit K.

Figure 5(b) shows the bitmap image that constructed us-
ing 1000x 1000 random bits of 6LSB retaining at —14 dBm,
in which white ones denote ‘1’ and black denote ‘0’. Clearly,
no obvious black and white bias is observed, as well as no
clear graphs of patterns or periodic shapes are shown, which
indicates that the generated keys are qualitatively unbiased and

internally independent. Moreover, we also qualitatively calcu-

late the bias of the random bits e[m] and the autocorrelation
coefficient C[K] of the random numbers,[*3] which are ex-

pressed as follows:

“
&)
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where a[m], alm + K| are random sequences of m-bit length,
K denotes the length of the delayed bit, and (-) denotes the
statistical average over m bits. Figure 5(c) shows the calcu-
lated biases as a function of the random sequences length m
(from 1 Mbits to 100 Mbits). It is obvious that the biases
always remain below the level of three standard deviations
30bias = 1.5 m~!, which indicates that the generated key is
also unbiased in quantitative analysis. Figure 5(d) shows the
autocorrelation (AC) function as a function of the bits of delay
(the sample size is 100 Mbits). Similarly, the autocorrelation
function has also been kept below the three standard deviation
level 36ac = 3 m~!, which indicates that the random bit gen-
erated with 6LSB and —14 dBm is also internally independent
in the quantitative analysis. In summary, we can conclude that
the random bits extracted is unbiased and internally indepen-
dent.

Figure 6 displays the results (1000 samples of 1 Mbits
sequences) of the random bit generation with different LSBs
retaining. Firstly, for random bits generation with 6LSB at
—14 dBm, it can pass all the 15 NIST tests, which indicate
that the random bits generated under the acquisition condition
possesses strong randomness. When we increasing the output
power to 1 dBm, the 4LSB and 5LSB can still pass the tests,
while the 6LSB case fails.

&,

! 3 o 5 ©

+

P-value
+O

I'OQOQ/A
¢ 4

< 4LSB@1 dBm

+ 5LSB@1 dBm 1
6LSB@1 dBm
6LSB@—14 dBm

091

Proportion

Fig. 6. Result of NIST 800-22 Test of random bits generation with dif-
ferent LSBs retaining and optical output power, 1000 samples of 1-Mbits
sequences.

3. Conclusion

We have experimentally analyzed the effect of the optical
power on the TDS identification and the random bit generation
in chaotic semiconductor laser with optical feedback. A semi-
conductor laser subject dispersion feedback from a CFBG is
used to generate the chaos. ACF, PE, and NIST entropy are

used to estimate the TDS and entropy of the chaos. The TDS
would degrease and NIST entropy would increase with the re-
ducing of the optical power. For simplicity, only the measure-
ment system noise is considered in this work. A study of the
chaos variance to noise variance also presented the drop of the
SNR with the decreasing of the optical power. We can easily
deducted that the reducing in the optical power, would drop
the SNR, and then to suppress the TDS and increase the en-
tropy. Moreover, NIST 800-22 test suite is also used to test
the generated random bit sequences. The results show that
with the decreasing of the output optical power, the extracted
random bit sequence is more easily passed through the ran-
domness testing.
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