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SPECIAL TOPIC — Quantum communication and quantum network
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Continuous-variable quantum secure direct communication (CVQSDC) with Gaussian modulation (GM) demands a
considerable quantity of random numbers during the preparation process and encodes them separately on the quadrature
components of the quantum states. Hence, high-speed random number generators are required to satisfy this demand, which
is difficult to implement in practical applications. CVQSDC with discrete modulation (DM), correspondingly, employs a
finite number of quantum states to achieve encoding, which can circumvent the shortcomings of the GM scheme. Based
on the advantages of DM, the issue of attaining the most optimal secrecy capacity and communication distance remains to
be resolved. Here, we propose a CVQSDC protocol based on N-symbol amplitude phase shift keying (N-APSK), which
exploits the Boltzmann—Maxwell distribution assisted probability shaping technique. In comparison with the uniform
distribution, according to 32-APSK CVQSDC, the proposed scheme extends the communication distance by about 38%,
while obtaining a higher secrecy capacity at the same communication distance. Furthermore, increasing the value of N
will concurrently increase the quantity of rings in the constellation, thereby facilitating enhancements of communication
distance. This work incorporates the modulation approaches prevalently employed in classical communication into the
realm of quantum communication, attaining gratifying advancements in communication distance and secrecy capacity, and
concurrently facilitating the integrated development of quantum communication and classical communication.

Keywords: quantum secure direct communication, discrete-modulation, amplitude phase shift keying,

Boltzmann—Maxwell distribution
PACS: 03.67.—a, 03.67.Hk, 03.67.Dd, 42.50.Ex
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1. Introduction

Quantum secure communication mainly includes quan-
tum key distribution (QKD), quantum secure direct commu-
nication (QSDC), quantum teleportation (QT) and so on.[!!
Different from the secure key-based communication mode
of QKD, QSDC adopts a single-channel structure to directly
transmit secret messages and has been widely studied as a
mature secure communication scheme. The original QSDC
protocol was proposed by Long and Liu ef al. in 2002, in
which a method of quantum block transmission was proposed
that can detect the presence of an eavesdropper during trans-
mission, making it impossible for the eavesdropper to obtain
the information. In 2002, Bostrom and Felbinger proposed a
secure communication scheme based on dense coding, called
the ping—pong protocol;*! this protocol clarified the definition
of QSDC for the first time, which has certain theoretical value,
but there is still the risk of information leakage. Subsequently,
Deng et al. proposed a two-step QSDC scheme based on the
Einstein—Podolsky—Rosen (EPR) concept in 2003,“! which
verifies the security under an ideal noiseless channel and gives
the conditions for secure transmission under a noisy channel.
In 2004, Deng and Long proposed the DL04 QSDC scheme

TCorresponding author. E-mail: chai.geng@nwu.edu.cn

CSTR: 32038.14.CPB.ada549

based on single-photon sequences.”! In 2005, Wang et al.
proposed a QSDC scheme using high-dimensional entangled
states, [®) which improves the security and channel capacity of
communication by combining block transmission and super-
dense coding. In 2006, Jin et al. first proposed a three-party
QSDC scheme based on the Greenberger—Horne—Zeilinger
(GHZ) state, which was shown to be secure against not only
intercept-and-resend attacks but also disturbance attacks.!”!

In recent years, research on QSDC has developed fur-
ther. In 2021, Cao et al. proposed a QSDC protocol based on
Gaussian mapping, which effectively solves the offset problem
caused by the non-uniformity of the secret-message bit-stream
and is applicable to different modulation variances.®! In 2022,
Sheng et al. proposed a one-step QSDC protocol to reduce
the number of photon transmissions in the channel from
two to one, which greatly simplified the experimental oper-
ation of QSDC and improved the performance of information
transmission.[°! Cao et al. demonstrated the first continuous-
variable quantum secure direct communication (CVQSDC)
experiment in 2023, which verified the feasibility and effec-
tiveness of a CVQSDC protocol based on Gaussian mapping,
and proposed an estimation method for signal classification
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under practical channels.!'”! In the same year, Liang et al.
proposed a QSDC scheme based on an intermediate basis,
which reduced the probability of the eavesdropping party se-
lecting the correct measurement basis through intermediate-
basis EPR pairs, thus improving the security of the system.[!!]
Zhao et al. in 2024 proposed a hybrid entanglement-based
QSDC protocol, which has higher communication efficiency
due to near-deterministic Bell state measurements, as well as
higher fidelity, and provides a new approach to realizing secure
QSDC.!"?! In the same year, Zhang et al. proposed a single-
photon-based three-party QSDC protocol, which encodes the
information by adopting a hypercoding technique after pass-
ing identity authentication.!'3 The protocol guarantees the se-
curity of the transmitted information and the legal identity of
each sender and has important application prospects in the
field of quantum networks. Furthermore, Wang et al. intro-
duced a purification scheme for CVQSDC based on coherent
states to mitigate the decoherence effects of quantum states.
By effectively suppressing excess noise, this scheme signif-
icantly enhanced the secrecy capacity of the communication
system. Experimental results demonstrated that the excess
noise was reduced to 58% of its original level, leading to a

U4 These advance-

43.6% improvement in secrecy capacity.
ments provide robust theoretical and experimental foundations
for the development of high-security and low-loss quantum
communication networks.

At the same time, in order to solve the impact of the
defects of the detection equipment in practical experiments,
the measurement-device-independent (MDI) QSDC protocol
has been successively proposed.[!>11 In 2020, Sheng et al.
proposed device-independent (DI) and measurement-device-
independent parameter (MDI) QSDC schemes, which en-
hance the practical security of QSDC and effectively improve
the quality of communication.!'”-!8) In 2022, Ying et al. put
forward a one-step MDI-QSDC protocol that made use of
nonlinear-optical complete hyperentanglement Bell state mea-
surement (HBSM) and linear-optical partial HBSM, and the
experimental results showed that the one-step MDI QSDC pro-
tocol with complete HBSM achieved a maximum communi-
cation distance of approximately 354 km.['”] In 2023, Zhou
et al. proposed a DI-QSDC protocol based on a single-photon
source, which improved the secure communication distance of
the protocol sixfold compared with the current DI-QSDC pro-
tocol. Meanwhile, an entanglement channel constructed by
combining entanglement purification avoids information leak-
age and has broad prospects.?’! In the same year, Zeng et al.
proposed a high-capacity DI-QSDC protocol based on the su-
percoding technique, which provides numerical simulation of
the change of secrecy capacity with the communication dis-
tance and improves the secrecy capacity of DI-QSDC.?!! Due
to the advantages of QSDC, its development will further pro-
mote the development and application of secure communica-

tions.

Discrete modulation (DM)?4-28] employs a finite num-
ber of quantum states for coding, circumventing the require-
ment for precise hardware and high-speed true random number

22231 thereby lower-

generators in Gaussian modulation (GM), !
ing the complexity of practical applications. Consequently, in
the domain of quantum communication, N-PSK and N-APSK
discrete modulation techniques are extensively employed in
continuous-variable quantum key distribution (CVQKD). In
2009, Leverrier and Grangier proposed a four-state modu-
lation CVQKD protocol and gave a security proof under a
linear channel assumption.?®) It proved the security of the
N-PSK universal protocol in lossy but noise-free quantum
channels,?! and concluded that the most suitable scheme is
N = 8 by analyzing the performance of the protocol at N = 4,
N =38, and N = 16.13% Almeida er al. in 2021 proposed a
DM-CVQKD based on N-APSK, which demonstrated that it
can more closely approximate the true GM results compared
to N-PSK,3! and proposed the use of binomial probabilis-
tic shaping to optimize the N-APSK. Meanwhile, in DM, the
use of non-uniform probability-shaping techniques to optimize
N-APSK constellations leads to higher performance and effi-
ciency. It was shown that the results can gradually approach
those of GM, such as binomial distribution and Boltzmann—
Maxwell distribution.?! For the CVQSDC protocol, informa-
tion can be directly transmitted through the quantum channel
without the requirement of any secret key exchange between
the communication parties. This eliminates the necessity of
generating and sharing the secret key as in the CVQKD pro-
tocol and utilizes the secret key to encrypt and decrypt the
subsequent classical communication. Consequently, we con-
templated applying N-APSK modulation technology to the
CVQSDC protocol to attain enhanced performance.

In this paper, an N-APSK QSDC protocol with
Boltzmann—Maxwell distribution is proposed. This protocol
has achieved satisfactory enhancements of both secrecy ca-
pacity and communication distance. Compared with uniform
and binomial distributions, the Boltzmann—Maxwell distribu-
tion for describing the probability of constellations can max-
imize the capacity of the channel, thereby obtaining a higher
secrecy capacity and a longer communication distance. Mean-
while, we also explored the secrecy capacity and communica-
tion distance of N under different values; an increase in the
value of N in accordance with a certain pattern will lead to
an increase in the number of rings in the APSK constellation.
When N = 32, 64, 128, 256, the communication distance will
be enhanced as the value of N rises, concurrently obtaining a
comparatively favorable secrecy capacity. Nevertheless, as the
ring increases, the enhancements become smaller.

The rest of the paper is organized as follows. In Sec-
tion 2, we propose a CVQSDC protocol based on N-APSK
with Boltzmann—Maxwell distribution and verify the superi-
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ority of the proposed protocol in terms of secrecy capacity and
communication distance. In Section 3, we analyze the per-
formance of 32-APSK as an example, and ultimately present
the communication distance of N-APSK with Boltzmann—
Maxwell (BM) distribution as a function of secrecy capacity.
Our conclusions are given in Section 4.

2. N-APSK CVQSDC with Boltzmann-Maxwell
distribution
Based on the two-step QSDC protocol, the CVQSDC

based on N-APSK with Boltzmann—-Maxwell distribution is
put forward and the steps of the proposed protocol are de-

P Random numbers
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X )
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|

APSK modulation

Boltzmann—Maxwell
distribution

vised. The system model diagram of this protocol is shown in
Fig. 1. The orange dashed box diagram presents a schematic
illustration of APSK modulation employing two sequences of
random numbers. In the case of 32-APSK, for instance, the
rings are initially selected based on the Boltzmann—Maxwell
distribution probability. Subsequently, it selects the positions
within the ring for modulation with uniform distribution prob-
ability. The figure on the right is an illustration of the proba-
bility density of the ring when the probability of the ring has
uniform distribution, binomial distribution and Boltzmann—
Maxwell distribution. Here, the probabilities of the rings are
all selected to the left of the black dashed line.

Probability
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Fig. 1. The system model diagram of the N-APSK CVQSDC (Laser indicates the laser source, NOPA represents the nondegenerate optical
parametric amplifier, BS represents the beam splitter, OD; and OD, represents the fiber optic delay lines, CE; and CE, represents the process of
security detection and authentication in Step 2, P;, P, and P; represent the probabilities of the first ring, second ring and third ring, /%, , P, and
Py, represent the probabilities of each state on the three rings, and Dy, D, denotes the sequences of random numbers used for APSK modulation).

Step 1 (Preparation stage) Alice, the sender, utilizes a

squeezed operator S(r) = e [r (‘YTQ*‘Y]‘YZ)} to prepare two-mode
squeezed beams Sp and Sg. Here s and s, denote the input
beams used to prepare the two-mode squeezed beams, s'{ and
s; denote the Hermite conjugation of the input beams, and r
denotes the squeezed factor.!*3! Thus the two-mode squeezed
beams can be expressed as

Sa = 8" (r)s18(r) = sicosh(r) + sysinh(r),

Sg = ST (r)s28(r) = sacosh(r) & sysinh(r), (1)
where sinh(-) is the hyperbolic sine function, cosh(:) is the
hyperbolic cosine function. Correspondingly, the relation be-
tween the quadrature components of the beams s; and s, and
the two-mode squeezed beams Sa and Sg, can be expressed by

Xa = x5, cosh(r) £ x,,sinh(r),

XB = xg,cosh(r) £x,,sinh(r),
r)
r)

Pa = py,cosh(r) F ps,sinh(r),
Pg = ps,cosh(r) F py, sinh(r), 2)

where x;,, and py, , denote the quadrature components of the
beams s1 and s, Xa B and P g represent the quadrature com-
ponents of two-mode squeezed beams S and Sg. Afterwards,
Alice retains beam Sy as the signal light and sends beam Sg as
the detection light through the quantum channel to the receiver
Bob.

Step 2 (Security detection and authentication stage)
Alice chooses a set of random positions on the signal light S,
measures their X4 and P, and announces the chosen positions
and measurement results. Bob chooses the same positions on
the beam S as Alice and measures the two quadrature compo-
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nents. After the measurements obtained by Bob, using these
measurements and Alice’s measurements for judgment, which
is based on the inseparability criterion3*!

([Aa+X0))) + ([aPa-RRP) <2, )

where A(-) represents the standard deviation of the measure-
ment result and (-) represents the average of the results in these
symbols.

If the measurement result of the selected position violates
the inequality, the channel is secure. Otherwise, the commu-
nication is ended. Subsequently, Bob selects another set of
random positions on the detection light S and measures the
two quadrature components, and announces the chosen posi-
tions and measurement results. Alice selects the same mea-
surement position as Bob on the signal light S4 and measures
the two quadrature components, judging by the inseparability
criterion whether to continue the communication or not.

Step 3 (Encoding stage) Two sequences of random num-
bers (D1, D») are selected to modulate the signal light Sa ac-
cording to the secret information required to be encoded. The
N-APSK constellation is initially introduced, which gives rise
to the representation of the distribution of quantum states in
phase space in the form of the N-APSK constellation. The
N-APSK constellation is composed of multiple concentric N-
PSK constellations and the number of states in each ring is

4,  R=1,
Ne={ 12,  R=2, )
2(R+1)’ R >3,

where R denotes the number of rings, R = {1,2,..., M}, M
represents the total number of rings and Nk is the number of
states in the R-th ring, so the number of states increases from
the first ring to the M-th ring, which is 4, 12, 16, 32, 64, 128,
256,. . ., respectively.

The set of constellations composed of N-APSK can be
expressed as

rleJ(Nl’”") fori=0,....,Nj—1, (R=1),
j(lzv—ni+92> . _
rpe \M2 fori=0,....,N,—1, (R=2),
=97 2oL R=2 )

. 27 -
—1+0> .
rReJ(NR ®) fori=0,..

where rg denotes the radius of the ring and 6 represents the

1331 Thus, according to the

phase of the states in the R-th ring.
representation of the set of constellations, the set of states in

the R-th ring can be represented as
R oeitke—1)0r
|0 ) () = y*e . kn={1,....Ng}, (6)

by employing probability-shaping techniques to modify the
probability distribution of the N-APSK constellation, an en-
hancement in communication performance can be achieved.
Figure 2 presents the distribution and probability information
of the 32-APSK constellation under uniform, binomial and
Boltzmann—-Maxwell distribution; the key difference among
which lies in the probability of each ring. In Fig. 2, the prob-
ability of each ring is Pr(unir.) = 1/M, while the probabil-
ity of each state within a ring is Py, = 1/Ng (For 32-APSK,
R ={1,2,3}, M = 3). A uniform distribution evenly dis-
tributes energy among the constellation points, which might
lead to the low energy efficiency of the signal and limited com-
munication capacity in non-ideal propagation environments.
Due to the incapability of effectively utilizing the channel
characteristics, the signal undergoes more attenuation during
transmission, thereby affecting the communication distance.
A non-uniform distribution is capable of optimizing the lay-
out of the constellation in accordance with the channel char-
acteristics, possessing a superior anti-interference capability
and reducing the error rate. For Figs. 2(b) and 2(c), the ring

probability is
2 2M —1
PR(binom.) = 2(2M—1)( R_1 )7
V(2
Prm) = %, Ring=M—-R+1,

in contrast to the binomial distribution, the Boltzmann—
Maxwell distribution gradually enhances the probability of the
outer ring, enabling states with larger amplitudes to maintain a
relatively higher energy over longer distances. This effectively
mitigates signal loss and augments the effective transmission
distance of the system in the presence of attenuation caused by

Nr—1, (R=M), the increase in propagation distance.
0.05 0.05 0.04 0.05 0.05
o o 0.08
() ° ® ° 0.035 0.04
® 9 ® 0.06 ° °
o L Y o0 : 0 e ® O 4 0.03 0 0.03
[ J o0 [ ] [ ]
° 0.04 .0 O' 0.025 0.02
® "o0  ° o0 0.02
{ ] (] :
o0 0.02 0.01
—0.05 —0.05 0.015 —0.05
~0.05 0 0.05 ~0.05 0 0.05 —0.05 0 0.05

Fig. 2. llustrations of 32-APSK constellation under uniform distribution, binomial distribution and Boltzmann—Maxwell distribution.
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1/2P,

—

0.5

1/2P,

P, 1/2P, 1/2P

L

Fig. 3. Schematic diagram of interval division in Gaussian distribu-
tion (P, = 0.0195, P, = 0.1771, Py = 0.8034, P, = 1/4, B, = 1/12,

P, =1/16).

Table 1. Gaussian mapping and reflecting intervals.

Secret Alice’s mapping  Bob’s reflecting Quantum
messages intervals intervals states
00000 [—3,—1.83) [—3,-2.16) |(x1)(1)
00001 [—1.83,—1.65) [—2.16,—1.96) |ot2)(1)
00010 [1.65,1.83) [1.96,2.16) |Ot3)(1)
00011 [1.83,3) [2.16,3) |a4)(1)
00100 [—1.65,—1.39) [—1.96,—1.65) |a1)(2>
00101 [—1.39,—1.24) [—1.65,—1.47) |a2)(2>
00110 [—1.24,—1.14) [—1.47,—1.34) |a3)(2)
00111 [—1.14,—1.05) [—1.34,—1.24) |oc4)(2>
01000 [—1.05,—0.98) [—1.24,—1.16) |a5>(2)
01001 [—0.98,—-0.91) [—1.16,—1.08) |(x6>(2)
01010 [0.91,0.98) [1.08,1.16) |O(7>(2)
01011 [0.98,1.05) [1.16,1.24) |(Xg>(2)
01100 [1.05,1.14) [1.24,1.34) |Oz9)(2)
11101 [1.14,1.24) [1.34,1.47) |(x10)(2)
01110 [1.24,1.39) [1.47,1.65) |a11)(2)
01111 [1.39,1.65) [1.65,1.96) |(X12>(2)
10000 [-0.91,-0.74) [—1.08,-0.87) |a1)(3)
10001 [—0.74,-0.60) [—0.87,—0.71) |oc2)(3>
10010 [—0.60,—0.48) [—0.71,-0.57) |oc3)(3)
10011 [—0.48,—0.37) [—0.57,-0.44) |oc4>(3)
10100 [—0.37,-0.27) [—0.44,-0.32) |(x5)(3)
10101 [—0.27,-0.18) [—0.32,-0.21) |ot6)(3)
10110 [—0.18,-0.09) [-0.21,-0.11) |Ot7)(3)
10111 [—0.09,0) [-0.11,0) |O(8>(3)
11000 [0,0.09) [0,0.11) |a9)(3>
11001 [0.09,0.18) [0.11,0.21) |a10)(3)
11010 [0.18,0.27) [0.21,0.32) |0611>(3)
11011 [0.27,0.37) [0.32,0.44) |0612>(3)
11100 [0.37,0.48) [0.44,0.57) |(X13>(3)
11101 [0.48,0.60) [0.57,0.71) |0614>(3)
11110 [0.60,0.74) [0.71,0.87) |0615>(3)
11111 [0.74,0.91) [0.87,1.08) |0516>(3)

Consequently, for the N-APSK modulation under the
Boltzmann—Maxwell distribution, the probability of each state
can be expressed as

Rin, 2
1 efv( Mg>
Frie vy = 3, e O
j=

where the parameter v is a probabilistic shaping factor, which
is used to determine the value of the probabilities; therefore,
it can be chosen to take the values when the probabilities sum
is 1. Thus the total number of states on the constellation is
the sum of the number of states in each ring, which can be
expressed as

o) = Pui-lo) )+ + Pija- o) o) + Py o) )
+o Py [ouz) o)+ By o)
+"'+PM\NM'|O‘NM>(M)' ®)

Next, we will describe in detail the process of generating
the sequences of random numbers. The secret messages are
firstly homogenized so that the probabilities of occurrence of
0 and 1 in the secret messages are equal. Then the secret mes-
sages are divided into a number of information blocks, and
check bits and detection bits are inserted. Subsequently, a
sequence of Gaussian random numbers (D1, D) is prepared
with mean O and variance V4. Each information block corre-
sponds to the Gaussian distribution interval and the informa-
tion blocks are mapped to Gaussian random variables. Eventu-
ally, the secret messages are mapped into a sequence of Gaus-
sian random number sequence D to modulate the signal light
Sa, where D’1 C D;. Taking 32-APSK as an example, the
probability of each ring is the Boltzmann—Maxwell distribu-
tion probability and the probability of the state in the ring is the
uniform distribution probability. The random numbers with
Gaussian distribution are divided into 32 intervals according
to the probabilities. It is first divided into three intervals ac-
cording to the Boltzmann—Maxwell distribution probabilities,
which represent the probabilities of each of the three rings.
Then, according to the number of states on the ring, continue
to divide the intervals according to the uniform distribution.
The interval division schematic is shown in Fig. 3. Finally,
the 32 intervals are mapped one-to-one with the binary num-
bers to complete the Gaussian mapping. The table of mapped
intervals is shown in Table 1.

Step 4 (Modulation stage) Alice prepares the corre-
sponding quantum states |OckR>< R) based on the Gaussian ran-
dom number sequences (D}, D) obtained in Step 3 and mod-
ulates the quadrature components of the signal light So. The
correspondence between quantum states and Gaussian random
number intervals is shown in Table 1. The sequence D} modu-
lates the component of the quadrature Xj, (k) Components and
the sequence D, modulates the Py, (r) COMponent. At this time,
the signal light S is modulated into the beam Sj,¢, containing
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information and is finally sent to Bob through the quantum
channel. Taking into account the channel loss, Sipf, evolves
into S/
Step 5 (Measurement and demodulation stage) After

after passing through the channel.

Bob receives the beam S/, ;. ,

are measured through CV Bell detection. The mea-

the quadrature components of the

!
beam Sj ¢
surement results are obtained with the assistance of the beam

S, which can be expressed as follows:

1 1
\Tz(xilnfo—xé)a Pm=\72(1’i/nfo+Pé)v )

where X, and P, denote the quadrature components of the

Xm =

/ /
measurement result, X, . and P ¢

/
info?

denote the quadrature com-
ponents of the beam S/ ., X}, and P; denote the quadrature
components of the beam Sj.

Security detection is performed by the additional random
detection bits added in Step 3. Bob compares the measure-
ments of the random detection bits with the results announced
by Alice and calculates the error rate, which is used to deter-
mine the safety threshold. When the error rate is below the
safety threshold, it means that the information transmission is
considered safe and can be continued to the next step, and vice
versa, in which case the communication is stopped. Then Bob
confirms that the quantum state transmission is secure, based
on the quadrature components of the measurements, thus ob-
taining the original information. Due to the influence of noise
in the channel, there are certain differences between the re-
flecting intervals and mapping intervals corresponding to se-
cret messages and Gaussian random numbers, as shown in Ta-
ble 1. The inserted check bits are used to detect and correct
errors generated in the transmission of information and are im-
plemented by using suitable error correction codes randomly
inserted into the information blocks. Finally, Bob demodu-
lates the measurements (Xy,, Pn) and corresponds the obtained
results with Gaussian random numbers to obtain the original
secret messages.

3. Performance analysis

In Step 2 of the communication protocol, we verify the
security of the channel by measuring the signal light held by
Alice and the detection light held by Bob, based on the char-
acteristic of quantum entanglement. A second eavesdropping
check is also conducted using the inserted random detection
bits, which is analogous to the two-step QSDC protocol. [30]
Then, we mainly discuss the security of N-APSK CVQSDC
under collective attack. For the three attacks used by the eaves-
dropper Eve, namely, individual attack, collective attack and
coherent attack, the study shows that the collective attack and
coherent attack are more threatening to the CV quantum com-
munication system compared to the individual attack and that
the coherent attack cannot obtain more information compared

to the collective attack.!®’! The security of this protocol is ana-
lyzed through Wyner’s wiretap channel theory by the channel
between Alice and Bob as the main channel and the channel
where Eve eavesdrops as the wiretap channel;*8! the channel
model is shown in Fig. 4.

Alice Main channel Bob
APSK

g modulation

Demodulate ———> Msg'

Eve —»(E
Wiretap channel

Fig. 4. Wyner’s wiretap channel model (Msg denotes the transmitted
secret messages, which are modulated at Alice and sent over the main
channel to Bob, who demodulates it to get the secret messages Msg’. Eve
eavesdrops through the wiretap channel and gets messages E).
The modulation scheme of the protocol is done by a set
of quantum states |Oth>( &) With probability Pgj,. For the den-
sity matrix, 7 of the Boltzmann—Maxwell distribution can be

represented as

M Ng

M= Y, Y Prite (g %) (r) (e (i) (10)
R=1kp=1

In the case of a uniform distribution and binomial distribution,
given that the probability of each state is Py, (unif) = NLR . ﬁ

_ 1 2 (2M-1 . .
(binom.) = Ng * 3817 (‘% ) respectively, the density
matrix is likewise distinct and can be presented as

and P,

M Np
Tunif. = Z Z PR‘kR(unif_)‘akR>(R)<akR|(R)7
R=1kg=1
M Ng
Thinom. = RZ,] kZ] PR\kR (binom.) ‘akR>(R) <akR | (R)* (11)
=1kg=

The covariance matrix between Alice and Bob is asso-
ciated with the parameter Z* and the parameter Z* of the

Boltzmann—Maxwell distribution can be presented as[*’!

Zim(T, &) =2V Tw(t' a1 26"y — \2Téw,  (12)
where © = ¥ P (oo cclon) — (onloxelow)?). ot =
21 1/2, T = 13y, @ and o are the annihilation and
creation operators, respectively. In the case of uniform and
binomial distributions, it is feasible to substitute 7 in Eq. (12)
with Typis. and Tyinom, for obtaining Z .. and Z%; . The co-

variance matrix of the Boltzmann—Maxwell distribution can
be expressed as

Tem = <CaCIFZZ Cb(;-zz > B <Z§VN?GZ T*(‘%Brgie)lz ) , 13
where o7 is the Pauli matrix, I, is the 2 x 2 identity ma-
trix, V. = Vo + 1 = 2(n) + 1, the average photon number
(n)y =yM ZQ’R —1 Prig (BM>\akR|%R> and the modulation vari-
ance Va = 2(n) = 2¥3 X0 .—1 Prikg (BM) |t |%R)-

Figure 5 compares the relationship between the Z* pa-
rameter and the modulation variance Vo of 32-APSK under
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uniform, binomial, Boltzmann—Maxwell distributions. It can
be observed that the Boltzmann—Maxwell distribution can get
closer to GM when the modulation variance V) lies within the
range of 0 to 0.5. Additionally, we have compared the relation-
ship between the Z* parameter and the modulation variance
Va for 32-APSK and 256-APSK under Boltzmann—Maxwell
distribution. When the modulation variance Vj is within the
range of 0 to 0.5, both 32-APSK and 256-APSK approach
GM’s Z* parameter infinitely closely. Meanwhile, 256-APSK
is closer to GM than 32-APSK. Therefore, in subsequent re-
search, we will analyze the system performance on the condi-
tion that the modulation variance Vy is within the range of O to
0.5.

1.0
256-APSK BM distribution
0.9 32-APSK BM distribution
***** 32-APSK binomial distribution > -
0.8F 32-APSK uniform distribution Z -
—GM Z-"
5 0.7F
g 0.6
% .
5 0.5f 0.82
[o})
¥ 0.4r 0.80
N
0.3+ 0.78
0.2F 0.76
o P o .
0.1 0.33 0.34 0.35 0.36
0 L L L L
0 0.1 0.2 0.3 0.4 0.5

Modulation variance Vjy

Fig. 5. The Z* parameter as a function of modulation variance Vj
for GM, 32-APSK with uniform distribution, binomial distribution
and Boltzmann-Maxwell distribution, and 256-APSK with Boltzmann—
Maxwell distribution.

The secrecy capacity can be calculated by
Cs = Cv — Cw = IaB — XAE, (14)

where Cyr is the main channel capacity and Cy is the wiretap
channel capacity. I5p is the mutual information between Alice
and Bob, it can be expressed as

1 V+§line)
Ing = = log, [ ——211¢ ) (15)
AB 2 £ < 1+ gline

where V =V + 1, the channel linear noise &jipe = 1/T — 1 +&,
T is the channel transmittance and € is the excess noise. ¥Ag
indicates the information that Eve eavesdrops on Alice; it can
be expressed as

XaE = S(E) — S(E|xXY), (16)

where S(E) is Eve’s von Neumann entropy and S(E|x}!) is
the conditional entropy of Eve after knowing Alice’s measure-
ments. Under the condition that Eve can purify the entire sys-
tem, Yag can be calculated as

xaE = S(paB) — S(paglxX), (17)

where S(pag) is the von Neumann entropy of the Alice and
Bob systems and S(pag |xX!) is the conditional entropy of the
Alice and Bob systems after knowing Alice’s measurements.
S(pap) can be obtained from the symplectic eigenvalues A;
and A, of the covariance matrix I'gy in Eq. (13),

S(pag) = S(A1) +8(A2), (18)

where

Mo = \/; (a+va-4p2),
A=VI+ T2V + &) — 2T Z53y,
B=TV?>+TV&ine —Zi31.
S(pag|xX) can be obtained from the symplectic eigenvalues
A3 and A4 of the covariance matrix '7?743’
b—c?*/a 0  V2c/(a+1) 0
M 0 b 0 —c/V2
0

Ve = V2c/(a+1) 0  2a/(a+1)
0 —c/V2 0 (a+1)/2
(19)

)

it can be calculated that the symplectic eigenvalues A3z 4 =

\/; (Ci M), where

c_ V+BT(V+&ine)+A  BT(V+&ine) + B
B V+1 T V41 ’
Finally, it can be calculated by
S(panlxX) = S(A3) +S(A4), (20)

where S(A;) = ()L’;rl) log, (%) - (%) log, (A’El).

Figure 6 presents the modulation variance Vj of 32-
APSK protocols as a function of the secrecy capacity in the
cases of uniform, binomial and Boltzmann—Maxwell distri-
butions. It can be observed that when the modulation vari-
ance V), assumes the same value, the secrecy capacity of the
32-APSK protocol with Boltzmann—Maxwell distribution is
higher than that of the 32-APSK protocols with binomial and
uniform distributions. Regarding the three probability distri-
butions, the modulation variance V at which the secrecy ca-
pacity attains its optimum value also varies. In the case of
the Boltzmann—Maxwell distribution, the optimal value of the
modulation variance V, approximates 0.5; concurrently, for
the binomial distribution and the uniform distribution, it ap-
proximates 0.3 and 0.1, respectively.

Figure 7 shows the correlation between communication
distance and secrecy capacity in the three distributions of 32-
APSK. In contrast to the binomial distribution and uniform
distribution, the 32-APSK with Boltzmann—-Maxwell distribu-
tion possesses greater secrecy capacity and longer communi-
cation distance. It is capable of extending the communica-
tion distance to approximately 20 km, representing an increase

030303-7
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of approximately 38% compared to the uniform distribution.
Meanwhile, compared with the other two distributions, the
protocol’s performance under the Boltzmann—-Maxwell distri-
bution can be superior to GM over a larger transmission dis-
tance range. When the communication distance is less than
4 km, GM still possesses a high level of secrecy capacity. Nev-
ertheless, when the communication distance is greater than
4 km, the secrecy capacity of N-APSK modulation based on
the Boltzmann—Maxwell distribution surpasses that of GM and
the gap between them widens as the communication distance
increases. Figure 8 illustrates the communication distance as a
function of secrecy capacity for N-APSK modulation (N = 32,
64, 128, 256) with Boltzmann—-Maxwell distribution. At close
range, GM continues to exhibit satisfactory communication
performance. However, when the communication distance
surpasses 4 km, the advantages of the Boltzmann—Maxwell
distribution communication protocol become evident. As N
increases, the number of rings within the constellation rises,
extending the communication distance accordingly. There-
fore, by increasing the number of rings, superior performance
can be attained. However, when N = 256, it is obvious that the
improvement diminishes.

10°
——32-APSK BM distribution
o —— 32-APSK binomial distribution
,_42 L 32-APSK uniform distribution
2, 10 —GM
~
)
=
= .
~ 1072
>
R
Q
g
g 1073
o
>
Q
g 4
g 10
n
1075 L L L L L
0 0.1 0.2 0.3 0.4 0.5 0.6

Modulation variance Vj

Fig. 6. The modulation variance Vj as a function of the secrecy capacity
for GM, uniform, binomial and Boltzmann—-Maxwell distribution.
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Fig. 7. Communication distance as a function of secrecy capacity for GM,

32-APSK with uniform, binomial and Boltzmann—Maxwell distribution.

10!
—— 32-APSK Boltzmann—Maxwell distribution
—— 64-APSK Boltzmann—Maxwell distribution
———128-APSK Boltzmann—Maxwell distribution
256-APSK Boltzmann—Maxwell distribution
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Ju—
o
|
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|
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—
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Fig. 8. Communication distance as a function of the secrecy capacity for
GM, 32-APSK, 64-APSK, 128-APSK and 256-APSK with Boltzmann—
Maxwell distribution.

4. Conclusion

DM-CVQSDC with N-APSK can achieve a longer com-
munication distance than GM-CVQSDC. Meanwhile, N-
APSK under Boltzmann—-Maxwell distribution possesses a
higher secrecy capacity and longer communication distance
when compared with binomial distribution and uniform distri-
bution. In this work, by varying the probability distribution of
each ring in the APSK constellation, we have designed the
N-APSK CVQSDC protocol based on Boltzmann—Maxwell
distribution. The performance of CVQSDC was compared
among Boltzmann—Maxwell distribution, binomial distribu-
tion and uniform distribution with 32-APSK taken as an ex-
ample. In comparison with uniform distribution, Boltzmann—
Maxwell distribution can improve the communication distance
by approximately 38%. The communication distance can still
be improved as the value of N, i.e., the number of rings in-
creases. However, it is not appropriate to increase the number
of rings excessively.
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