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The unique structure of signed networks, characterized by positive and negative edges, poses significant challenges
for analyzing network topology. In recent years, various statistical algorithms have been developed to address this issue.
However, there remains a lack of a unified framework to uncover the nontrivial properties inherent in signed network
structures. To support developers, researchers, and practitioners in this field, we introduce a Python library named SNSAlib
(Signed Network Structure Analysis), specifically designed to meet these analytical requirements. This library encompasses
empirical signed network datasets, signed null model algorithms, signed statistics algorithms, and evaluation indicators. The
primary objective of SNSALib is to facilitate the systematic analysis of micro- and meso-structure features within signed
networks, including node popularity, clustering, assortativity, embeddedness, and community structure by employing more
accurate signed null models. Ultimately, it provides a robust paradigm for structure analysis of signed networks that
enhances our understanding and application of signed networks.

Keywords: signed networks, null models, topology structure, statistic analysis
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1. Introduction

The signed networks represent a distinct category of net-
works with both positive and negative edges,!!! in which the
positive edge typically indicates positive relationships denoted
by the sign “+”, whereas the negative edge indicates neg-

T3]

ative relationships denoted by the sign “—”. It originally
comes from Heider’s balance theory,/?! which explores how
interpersonal relationships tend to move towards a balanced
state. Building on this, Cartwright and Harary provide a for-
mal framework by applying graph theory,®! making signed
networks an effective medium and tool for analyzing oppos-
ing relationships within complex systems.*! For example, in
the society field, community members may publicly express
friendship or hostility toward other members;! in the bi-
ological field, neurons can transmit both excitatory and in-
hibitory signals through synapses;[® in the information field,
semantic information of agreement or rejection is common in
webpages.!”]

The analysis of signed networks highlights how the inter-
play of positive and negative edges affects network topology.
It not only provides a robust theoretical foundation for un-
derstanding network evolution and dynamics within complex
systems but also presents practical applications in areas such
as personalized recommendations, 3! sentiment prediction,[9]
opinion diffusion,!'” source tracing,!''! etc. It can be ap-

proached at three distinct levels: micro-level analysis em-
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12,13]

phasizes individual nodes or edges;! meso-level analy-

14.151 and macro-

sis focuses on signed community detection;
level analysis investigates the structure balance of signed
networks.! %171 Our research only focuses on the micro- and
meso-levels algorithm integration of signed networks, because
macro-level research is relatively mature and uses standard-
ized and uniform algorithms.

Besides, to ensure the accuracy of structure analysis, a
reasonable approach is to utilize the null model as a reference
network for comparing statistic measures with those of the
original network to obtain the relative values of statistics./1%1°]
The null model represents a type of random network achieved
by randomizing the edge positions or some specific elements

[20

within the original networks.!?! Employing null models can

assist researchers in producing more robust findings in the
field of network science. The signed network null models are
usually constructed by changing the sign of edges, the edge

(211 Notable applications

[22]

position, or the community structure.
include confirming social balance theory,'““ analyzing pro-
tein network structures,>3! and cross-validating the accuracy
of community detection, > among others.

Despite the availability of various structural statis-
tic indicators and null models specifically designed for
signed networks, a notable gap persists in the form of
a robust software framework capable of effectively inte-

grating these diverse algorithms.  Currently, there are
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numerous mature tools and open-source libraries avail-
able for analyzing network structures, including NetworkX
(https://metworkx.org/), SNAP (http://snap.stanford.edu/), and
EasyGraph (https://github.com/easy-graph/Easy-Graph), etc.
However, their applicability is predominantly limited to gen-
eral networks characterized by homogeneous edges, rendering
them unsuitable for directly analyzing signed networks with
both positive and negative edges. Therefore, there is an ur-
gent need for specialized open-source libraries tailored to the
structure analysis of signed networks.

To address these issues, SNSAlib provides a systematic
and standardized platform that enables users to easily se-
lect micro- and meso-statistic methods for analyzing signed
network datasets. It comprises ten empirical signed net-
works, seven signed null models (including five micro null
models and two meso null models), eight statistic functions
(consisting of six micro statistics and two meso statistics),
SNSALlib is accessible at
This
platform allows for the acquisition of relative results based on

and five evaluation indicators.
https://github.com/py-LIJI/signed-network-null-model.

various null models, thereby accurately revealing the unique
structure characteristics of signed networks. The performance

of SNSALib is experimentally assessed through the analysis
of node property, clustering, assortativity, embeddedness, and
community structure across multiple datasets, thus highlight-
ing the advantages of SNSALlib in examining signed networks.

2. SNSAIlib: Signed network structure analysis
library

In order to systematically, accurately, and conveniently
measure the structure characteristics of signed networks,
we have developed SNSAlib — “(S) Signed (N) Network
(S) Structure (A) Analysis library”. All algorithms within
SNSAIlib are implemented in Python and utilize the PyCharm
integrated development environment. The algorithm library
is designed for deployment on a general-purpose x86 server
equipped with 8 cores and 16 threads, operating on the Cen-
tOS system with 16 GB of physical memory and a 512 GB
hard drive. To facilitate flexible usage of the SNSAlib by re-
searchers, various interfaces are provided for third-party li-
brary development on the PyCharm platform. Additionally,
Docker encapsulation is employed to package both the algo-
rithm library code and its runtime environments.

(@
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Fig. 1. Framework of SNSALlib: (a) empirical signed networks, (b) signed null models, (c) signed statistic functions, and (d) evaluation methods.

The construction of SNSAlib comprises four compo-
nents: signed network datasets, null model algorithm suite,
statistic function algorithm suite, and evaluation indicators.
This library primarily relies on various signed null models
as foundational algorithms, combined with multiple structure
statistic calculation methods to analyze the structural char-
acteristics of the original signed network at both micro and
meso scales. An overview of the SNSAIlib framework is illus-
trated in Fig. 1. Initially, several empirical signed networks

are depicted in Fig. 1(a), which are input into the SNSALlib,
and the dataset is processed. Through a conversion program,
the dataset is entered as a triple, where +1 and —1 represent
the positive and negative edges. Subsequently, seven types
of null models within the SNSAlib algorithm suite are em-
ployed to generate random signed networks corresponding to
the original networks, as shown in Fig. 1(b). Following this
step, the statistic functions from the algorithm suite depicted
in Fig. 1(c) are invoked to derive micro- and meso-statistics
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for both the original signed network and its associated null
models. Finally, the evaluation method from the SNSALlib il-
lustrated in Fig. 1(d) is utilized to analyze the statistical signif-
icance of structure at micro- and meso-levels. This ultimately
yields insights into general structure features present within
empirical signed networks.

2.1. Signed network datasets

This library involves 10 empirical signed network
datasets: SPP, GGS, Wiring, Sampson, Teams, Alpha, OTC,
Wiki, Slashdot, and Epinions.
sourced from offline real-world social networks, and the lat-

The first five datasets are

ter five are obtained from online internet platforms.>>) The
details of these datasets are as follows:

SPP (Slovene Parliamentary Parties 1994) is derived
from the network of relationships between parliamentary par-

[26] Tn this network, the nodes repre-

ties in Slovenia in 1994.
sent the political parties in the Slovenian parliament, and the
edges represent the estimated relationships between each pair
of parties, with weights ranging from —3 to +3.

GGS (Gahuku-Gama subtribes) is a relationship net-
work concerning the highland tribal groups. It was initially
collected by Read in 1954 among the Gama subtribes in east-
ern New Guinea!?”! and was later applied by Hage and Harary
in 1983 as a network representing the relationships among
these tribal groups.[?®)
Wiring refers to the network of social relationships
among 14 workshop workers at the Hawthorne plant of the
Western Electric Company.[?*3% Investigators observed the
interactions between workers, assigning positive values to de-
note friendships and negative values to indicate hostile rela-
tionships. In total, a comprehensive analysis revealed 32 dis-
tinct relationships among the workers.

Sampson is a social relationship network among monks
recorded by Sampson.?% The relationships between monks
are quantified on a scale where —3 indicates strong dislike, —2
indicates moderate dislike, —1 indicates slight dislike, 1 indi-
cates slight liking, 2 indicates moderate liking, and 3 indicates
strong liking.

Teams is a social relationship network among pilots at
the US Air Force Flight School.[3!-3?] This dataset was derived
from social tests conducted by flight instructors on 48 pilots.
In these assessments, each trainee was asked to identify their

preferred and non-preferred flying partners. A willingness to

serve as a flight partner is denoted by 1, while an unwilling-
ness is represented by —1.
Alpha and OTC both originate from Bitcoin online trad-

5.331 The former is derived from the Alpha plat-

ing platform
form, and the latter from the OTC platform. To mitigate the
risk of ordinary users unknowingly engaging in transactions
with fraudulent individuals during Bitcoin exchanges, these
platforms enable users to label one another. Users can catego-
rize their trading partners as either normal or fraudulent based
on their experiences. Subsequently, other users can choose
their trading partners based on these public labels, helping
them avoid fraudulent transactions.

Wiki originates from the Wikipedia platform and refers
to the network generated during the election process for
Wikipedia administrators.*¥ On Wikipedia, each entry is
overseen by an administrator. The selection process for ad-
ministrators commences with users self-nominating and sub-
mitting their candidacies. Subsequently, users or other admin-
istrator candidates vote, either in favor or against the candi-
date. The final determination of administrators is based on the
aggregate count of supporting and opposing votes.

Slashdot originates from the technology news website
Slashdot.com. 3 On this platform, each user can post news
content, and other users can express their opinions by mark-
ing the content as liked or disliked. These different opinions
among users form the Slashdot signed network.

Epinions is derived from the product review website
Epinions.com,*! in which each user can share their experi-
ences with products, and other users can evaluate these re-
views, either in favor or against. These different opinions
among users form the Epinions signed network.

Empirical signed networks use varied weight intervals to
denote user relationships. Thus, preprocessing is needed to
standardize numerical values and formats. The values +1 and
—1 are used to standardize positive and negative edges in the
dataset. Then, the data format is transformed from a matrix
list to a triplet representation stored in text files (.txt). These
datasets are subsequently integrated into SNSAIlib, allowing
for direct access from the “signed network data” file within
SNSAIib as original experimental data. An overview of the
dataset information is summarized in Table 1. The scale of the
ten networks in the table increases successively. Compared
with the network with a small number of nodes, the positive
edge ratio of the network with a large scale is generally larger.

Table 1. Overview of dataset information.

Network SPP GGS Wiring Sampson Teams Alpha OTC Wiki Slashdot Epinions
Nodes 10 14 16 18 48 3783 5881 10835 82140 131828
Edges 45 32 58 103 353 24186 35592 171800 549202 841372

Positive ratio 40.0% 40.6% 50.0% 54.4% 64.3% 93.6% 90.0% 77.4% 77.4% 85.3%
Negative ratio 60.0% 59.4% 50.0% 45.6% 35.7% 6.4% 10.0% 22.6% 22.6% 14.7%
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2.2. Algorithm suite

The algorithm suite serves as the core component of SNSALlib, primarily consisting of signed null model algorithms and
statistic function algorithms. First, Table 2 presents a collection of seven signed null model algorithms. These include five
micro-level null models:?>?!1 sign randomized null model, full-edge randomized null model, positive-edge randomized null
model, negative-edge randomized null model, and positive- and negative-edges randomized null model. Besides, there are two

5:136] enhanced community structure null model and diminished community structure null model. For a

meso-level null model
more intuitive understanding, the table not only provides a detailed description but also illustrates the generation process from
the original network to its corresponding null model network by a schematic diagram. Additionally, Table 3 presents a collection
of eight statistic function algorithms. These consist of six micro-level statistics: fans minus freaks (FMF), common neighbors,
clustering coefficient, excess average degree, family of assortativity coefficients, and embeddedness level. Besides, there are
two meso-level community detection algorithms: finding and extracting community in signed networks (FECS) and differential
evolution community detection in signed networks (DECDS). The table not only provides a detailed description but also comes

with formulas that illustrate the calculation process.

Table 2. Interface definitions of signed null models.

Name Description Schematic diagram

sign_network _sign_swap Sign randomized null model: modifies only the signs of edges,
(GO, nswap, max_tries) preserving edge positions and node degree sequences. This
method assesses how edge signs affect network properties.

sign_network_full_swap Full-edge randomized null model: randomizes both the edge

(GO, nswap, max_tries) positions and the signs of the network, resulting in a higher de-
gree of randomness and preserving less structure information
from the original networks.

sign_network_positive_swap Positive-edges randomized null model: modifies only the pos-

(GO, nswap, max_tries) itive edge topology of the original network, leaving the nega-
tive edge topology unchanged. It serves to analyze the effects
of positive edge topology.

sign_network_negative_swap Negative-edges randomized null model: modifies only the neg-

(GO, nswap, max_tries) ative edge topology of the original network, while preserving
the positive edge topology. It is useful for examining the im-
pacts of negative edge topology.

sign_network _part_swap Positive- and negative-edges randomized null model: modi-

(GO,nswap,max_tries) fies the positive and negative topologies successively. It has a
stronger random degree than solely randomizing either topol-
ogy but is weaker than full-edge randomized due to the lack of
mutual random between positive and negative topologies.

sign_enhance_swap Enhanced community structure null model: increases posi-

(GO, T,nswap,max_tries) tive edges within communities and removes negative edges be-
tween them, making the signed network’s community structure
more distinct and easier to detect.

sign_diminish_swap Diminished community structure null model: increases nega-

(GO, T,nswap, max_tries) tive edges within communities while removing positive edges
between them, making the signed network’s community struc-
ture more obscure and harder to detect.
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Table 3. Interface definitions of statistic functions.

Name

Description

Formula

degree_difference (G)

Fans minus freaks (FMF): quantifies a node’s popularity in
signed networks.3”] Fans denote positive relationships, while
freaks denote negative ones. A higher FMF value signifies
greater node popularity.

FMF; =k —k;

common_neighbors (G)

Signed common neighbors (SCN): measures common neigh-
bors considering positive and negative edges.*! Ni+/Nf and
Nj-*/Nj’ represent the set of nodes whose neighbors of node i or
J are positive/negative edges. A larger value of SCN;; indicates
stronger network connectivity.

SNy = (IN7 N 1+ IN7 g L) = (INF g T+ N7 vy )

clustering_coefficient (G)

Signed clustering coefficient Cs: quantifies the tendency of
nodes to form small clusters. C; is calculated by converting the
signed network into an adjacency matrix.[3”! A higher value of
C; indicates a higher network tightness.

excess-average_degree (G)

Excess average degree Ky (k): describes the number of nearest
neighbors of nodes with degree k.13% If it increases with k, the
network is assortative; if it decreases, the network is disassor-
tative; and if independent, there are no degree correlations.

#2)

kp(kK) (&
kp(k) = (&)

Kn(k) =YK
kl

matching_coefficient
_family (G, member)

Family of assortativity coefficients of signed networks:
is designed to measure the degree correlations in signed
networks.[*>* It includes six types of degree-degree mixing
patterns with member representing an identification parameter.
- If member = 0, calculate r* (+,+);

- If member = 1, calculate r* (

- If member = 2, calculate r
- If member = 3, calculate r—(

- If member = 4, calculate r~ (+,
- If member =5, calculate r— (—,

T(+,-);
+(_7_);
+,+);
-);
-)

5

2

ML= [ e )|
+): 1 : 2 2 l 1 2

ML ()4 0)) - [t G )
2

r(+,

Iy Sy L (g
M )l:-/i i _[M+ )1;7(-/i++[i )

+ —) =
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My gf((li ) +() )* My );-7(/,‘ +;)
2
X ML = e Gy
r(ﬁi:flle —\2 7|1~772
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2
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2
MR (G ) [t )

2
M:‘):ji*lf—[MZ‘):%(I?+/F)
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T R
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R (R BRI
embeddedness (G, n) Embedding level: is measured by common neighbors, **! clas- CNI;T = ‘1’; n F]Jr‘
sified into positive and negative embeddedness. n indicates the - _ _
total number of networks to be calculated. CN;; = ‘Fr n FJ ‘

sign_fec (G)

Finding and extracting community in signed networks (FECS):
is used to detect communities in signed networks.*?! The cut-
off function P(c) is applied recursively until all potential com-
munities are found.

P(C) = Xk Xijec, max(0,—wij) + Yz Yiec,, jec, max(0, wi;)

sign_decd (G)

Differential evolution community detection in signed networks
(DECDS): aims to detect communities in signed networks. 43
Its core principle is individual error correction based on com-
munity differences.

V(i) = Z(i.j)ekE[ f(i.j)

Listing 1: Example of the execution of SNSAlib algorithm.

from SNSAlib import null_model
from SNSAlib import statistic_features

import networkx as nx

GO =
float), ))

G = null_model.sign_network_sign_swap(GO, 400, 2000)

x,y=statistic_features.minus_dis (G0/G)
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The above code shows an example of executing the
SNSALib algorithm. In lines 1-3, all required modules are im-
ported; in line 6, the “SPP network dataset” is invoked as the
original network using NetworkX; in line 9, the “sign random-
ized null model” algorithm is executed to obtain the random-
ized reference network (the other six null models can be called
in the same way to generate the desired reference network by
selecting the appropriate interface as shown in Table 2); in line
11, the “FMF” function is executed to obtain the FMF value
(the other seven statistic functions can be called in the same
way to analyze various statistic features of signed networks by
selecting the appropriate interface as shown in Table 3).

2.3. Evaluation indicators

The evaluation of structure analysis can be conducted at
both micro- and meso-levels. The micro-level evaluations pri-
marily focus on determining whether there are significant dif-

ferences between the original network and null model net-
works. They can provide insights into how various types of
null models influence the topology of the original signed net-
work. The meso-level evaluations primarily involve generat-
ing random networks based on null models to establish the
controlled benchmark. They can assess the significance of the
community structure in the actual signed network relative to
random networks.

The detailed descriptions and formulas of three micro-
and two meso-evaluation indicators from SNSAlib are pre-
sented in Table 4. At the micro-level, it includes three statistic
tests: Z-score, P-value, and ASP-value, facilitating an analy-
sis of its micro-level structure features. At the meso-level, it
includes two indicators for community detection: signed mod-
ularity (Qs) and normalized mutual information (NMI), facili-

tating an analysis of its meso-level structure features.

Table 4. Evaluation indicators of micro- and meso-levels.

Name Description

Formula

Z-score test

It calculates the Z-score to evaluate the significance of differ-
ences between the statistic means of null model networks and
the original network. [+4!

z(j) = Mg

P-value test

It calculates the P-value to evaluate the significance of differ-
ences between the statistic means of null model networks and
the original network. 3!

P=1-d(2)

ASP-value test

It calculates the ASP-value to evaluate the relative strength of
the original network and null model network regarding assor-
tativity and disassortativity. The ASP value is derived from
normalizing the Z value. 40

ASP(at,B) =

Z(op)
(Zapz(@p)?)'

Signed modularity (Qs)

It calculates the Qs value to evaluate the ability of com-
munity detection algorithms by comparing the difference in
community structure between the actual network and random
networks. 47!

KTkT ok k;
Q= sri— YiilAii— | 35+ — 57~
ST 2MT oM &ij | oM+ T 2M—

)] 5(Ci,Cy)

Normalization mutual in-
formation (NMI)

It calculates NMI value to evaluate the ability of commu-
nity detection algorithms by comparing the similarity of com-
munity structure between the actual network and random

NMI(4,B) =

Ca vCp NijN
“2L5 52 Niil"g(N,_N.,-

C, Nj. C)
LA N; log(W’>+Zj£lN./-log(

N
N

/)

networks. 48!

3. Performance evaluation of SNSAlib

Combined with various statistic functions provided by
the algorithm library, the network structure analysis results of
SNSALlib are presented under different datasets. At the micro
level, the analysis encompasses node property, network clus-
tering, network assortativity, and embeddedness. At the macro
level, it focuses on community detection. This comprehensive
evaluation demonstrates the advantages of SNSAlib in terms
of functional systematization and structure analysis accuracy.

3.1. Node property

The node property, specifically the node popularity, is
measured using the FMF statistic. The experiment utilizes the
Epinions empirical signed network dataset. The SNSAlib op-
erates as follows: First, the null model algorithm suite within
SNSALIib is invoked to generate five different null models.

Then, the FMF statistics of the original network and five null
models are calculated. Finally, all FMF values are aggregated
to determine the fraction of nodes exhibiting each FMF value
relative to the total number of nodes.

The result is shown in Fig. 2. Overall, the original signed
network and its five null models reveal a common trend: obey-
ing the power-law distribution. Specifically, as the FMF value
increases, the fraction of nodes decreases. This indicates that
the node property of signed networks exhibits the rich club
phenomenon similar to that in unsigned networks. That is,
only a limited number of nodes within the network possess a
high quantity of positive edges while maintaining a low quan-
tity of negative edges. Besides, the results of the positive-
edge randomized null model, the negative-edge randomized
null model, and the positive- and negative-edge randomized
null model overlap the original signed network. This is at-
tributed to their retention of the positive and negative degree
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sequences during randomization. In contrast, the results of
the sign randomized null model and full-edge randomized null
model diverge notably from the original network, because they
randomize both positive and negative degree sequences, result-
ing in a higher level of randomness.

10
] X 4 Original
i « Sign
107 3 " Pogs
X
x = Neg

- Pos and neg
« Full

Fraction of nodes

10 PERERRALLL . ; .
10 10 10 10 10
FMF

Fig. 2. The frequency distribution of FMF statistic in the original Epin-
ion network and five null models. “Original”, “Sign”, “Pos”, “Neg”,
“Pos and neg” and “Full” correspond to the original network, the sign
randomized null model, the positive-edge randomized null model, the
negative-edge randomized null model, the positive- and negative-edge
randomized null model, and the full-edge randomized null model, re-
spectively. This nomenclature applies similarly to terms used in subse-
quent figures.

3.2. Clustering

The clustering of the signed network structure, known
as the tightness degree, can be measured using the common
neighbors and clustering coefficient algorithms provided in
SNSALib.

3.2.1. Common neighbors

The clustering is measured using the common neigh-
bor statistic, and the experiment utilizes the Alpha empirical
signed network dataset. The SNSAIib operates as follows:
First, the null model algorithm suite of SNSALlib is invoked to
generate five different null models. Then, the common neigh-
bors of the original network and five null models are calcu-
lated. Finally, the values of common neighbors are aggregated
to calculate the fraction of nodes corresponding to each value
of common neighbors relative to the total number of nodes.

The result is presented in Fig. 3. Overall, the original
signed network and its five null models reveal a common trend:

obeying the bell-shaped distribution. This pattern, charac-
terized by high values in the middle and low values at both
extremes, indicates that there are very few edges connecting
most pairs of nodes, with only a limited number of nodes pos-
sessing a large number of connected edges. This feature is
similar to the results obtained by using the FMF statistics. Be-
sides, because five null models all change neighbor node sets
of each node in the original network, the results of these null

models do not overlap the original signed network.
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Fig. 3. The frequency distribution of common neighbors statistic in the
original Alpha network and five null models.

3.2.2. Clustering coefficient

Then, the clustering is measured by the clustering coeffi-
cient, and the experiment uses eight empirical signed network
datasets: GGS, Wiring, Sampson, Teams, Alpha, OTC, Wiki,
and Slashdot. The SNSALlib operates as follows: First, the null
model algorithm suite of SNSALlib is invoked to generate five
different null models. Then, the clustering coefficient statistics
of the original network and five null models are calculated. It
should be noted that the empirical signed networks have low
clustering coefficients, resulting in high error sensitivity. To
reduce the effects of randomization errors, all null models are
generated 50 times. Finally, the mean and standard deviation
are calculated, and the results are compared with the original
network.

The experimental results are presented in Table 5. Al-
though the size and type of the networks are different, the
clustering coefficients of the original signed networks are
generally higher than those of null models, indicating stronger

Table 5. The clustering coefficient of original signed networks and the difference between the five null models compared with original networks.

Network Original Signed Full Pos Neg Pos and neg
GGS 0.388 —0.006£0.065 —0.002+0.067 0.034+£0.049 0.338+0.031 —0.010+0.064
Wiring 0.279 0.001+0.102 0.014 £0.083 0.104+0.042 0.126 +0.065 —0.055+0.075
Sampson 0.086 0.000+0.053 0.010+0.046 0.01140.041 0.0194+0.031 —0.0374+0.040
Teams 0.141 —0.001£0.017 0.003+0.017 0.027+0.014 0.106+0.011 0.007+£0.015
Alpha 0.054 0.04140.001 0.03040.001 0.03440.01 0.05240.000 0.03340.001
OTC 0.042 0.02040.001 0.016+0.001 0.02540.001 0.03640.000 0.023 4+0.001
Wiki 0.058 0.022+0.000 0.013+0.000 0.023 +£0.000 0.067 +0.000 0.0224+0.000
Slashdot 0.062 0.022 £0.001 0.028 +0.001 0.05740.001 0.06140.000 0.05340.001
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clustering in the original networks. This suggests that the null
model reduces the clustering of the original signed network
by varying degrees. Among them, the clustering coefficients
of the positive-edge randomized null model and the negative-
edge randomized null model are greater than those of the
positive- and negative-edge randomized null model, because
the latter has a stronger randomization degree. In addition,
the clustering coefficient of the negative-edge randomized null
model is generally larger than that of the positive-edge ran-
domized null model, because the ratio of positive edges is
generally much larger than that of negative edges in empiri-
cal signed networks, resulting in the randomization degree of
the former is lower than that of the latter. Therefore, it can
be concluded that the impact of the correlation between pos-
itive and negative edges on the micro-topological structure of
signed networks depends on the fraction of positive and nega-
tive edges within the network.

3.3. Assortativity

The assortativity of the signed network structure, de-
scribed as degree—degree correlation, can be measured using
the excess average degree and the family of assortativity co-
efficients provided in SNSAIlib. The excess average degree is
more focused on theoretical analysis, and the family of assor-
tativity coefficients offers a more precise mathematical mea-
surement.

3.3.1. Excess average degree

The assortativity is measured by the excess average de-
gree, and the experiment uses the Epinions empirical signed
network dataset. The SNSALlib operates as follows: First, the
original network is divided into positive and negative subnet-
works, and the null model algorithm suite of SNSALlib is in-
voked to generate five different null models. Then, the ex-
cess average degree statistic (Kpy) of the original subnetworks
and their five null models are calculated. Finally, the variation
trend of K, with degree value k is observed in positive and
negative subnetworks.

The experimental results are presented in Fig. 4. In
Fig. 4(a), it can be observed that the excess average degree
Knn (k) of the original positive subnetwork (equivalent to the
negative-edge randomized null model) increases with k, in-
dicating assortativity in the network. The sign randomized
null model also shows this property. However, the Kp,(k)
of the positive-edge randomized null model (equivalent to the
positive- and negative-edge randomized null model) and the
full-edge randomized null model show no correlation with &,
indicating that these three null models have no degree corre-
lation. Furthermore, in Fig. 4(b), it can be seen that the ex-
cess average degree Kn,(k_) of the original negative subnet-
work (equivalent to the positive-edge randomized null model)

tends to decrease as k increases, demonstrating disassortativ-
ity. The negative-edge randomized null model (equivalent to
the positive- and negative-edge randomized null model) also
exhibits the same property. However, the result of the sign ran-
domized null model and the full-edge randomized null model
is independent of k, showing no degree correlation.

Overall, it can be concluded that both assortativity and
disassortativity coexist in signed networks. For the positive
edge topology, nodes are assortative, meaning nodes with
many positive edges tend to link with other nodes that also
have many positive edges. For the negative edge topology,
nodes are disassortative, where nodes with many negative
edges tend to link with nodes that have fewer negative edges.
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Fig. 4. The variation trend of excess average degree (Knn(k)) with the
degree (k) in original Epinions empirical network and five null models.
(a) The result of Ky, (k) in the Epinions positive subnetwork, (b) the
result of Kyn(k_) in the Epinions negative subnetwork.

3.3.2. The family of assortativity coefficients

In order to achieve a more accurate numerical analysis
of assortativity, the family of assortativity coefficients can be
calculated. The experiment utilizes four empirical signed net-
work datasets: Alpha, OTC, Wiki, and Slashdot. The SNSAlib
operates as follows: First, the null model algorithm suite
of SNSALib is invoked to generate the sign randomized null
model and the full-edge randomized null model. Then, the
family of assortativity coefficients statistic from the algorithm
suite is employed to calculate the assortativity coefficients of
the original network and each type of null model. To mini-
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mize the impact of randomization errors, all assortativity co-
efficient values are independently calculated 50 times. Finally,
the mean and standard deviation are computed as the final
experimental results and evaluated by Z-score, P-value, and
ASP-value.

The results are presented in Table 6. Z¢ and P; represent
the Z-score and P-value corresponding to the full-edge ran-
domized null model, and Z; and P; correspond to the sign ran-
domization null model. In order to demonstrate the validity
of the family of assortativity coefficients, that is, whether the
difference in assortativity between the original network and
null models can be statistically reflected, the hypothesis test-
ing method is introduced to test the difference significance.
Based on the two-tailed test, under the premise that the sig-
nificance level is 0.05, the rejection regions for the Z-score

are (—o0,1.96) and (1.96, <), and for the P-value, the re-
jection region is (0,0.05). As shown in Table 6, the Z-score
and P-value for both the full-edge randomized null model and
the sign randomization null model fall within the rejection re-
gions, leading to the rejection of the null hypothesis. This
indicates that all six assortativity metrics are statistically sig-
nificant and effectively reflect the differences in assortativity
properties between the original network and null models.

Besides, because the Z-score is influenced by the network
size, it is difficult to compare the Z-score across networks of
different scales. Therefore, it is necessary to map the statistical
results of different networks onto a unified scale. The Z-score
from different networks is normalized to obtain the assortativ-
ity significance profile (ASP).

Table 6. The family of assortativity coefficients of original networks and null model networks.

Measures Network Original network Sign randomized Zs P Full randomized Zs P
Alpha -0.153 -0.128 £ 0.004 6.250 < 0.001 -0.168 + 0.002 7.500 < 0.001
(1) OTC -0.144 -0.125 £ 0.002 9.500 < 0.001 -0.165 £+ 0.001 21.000 < 0.001
Wiki -0.356 -0.184 £ 0.004 43.000 < 0.001 -0.401 %+ 0.003 15.000 < 0.001
Slashdot -0.190 -0.173 £ 0.001 17.000 < 0.001 -0.254 + 0.001 64.000 < 0.001
Alpha -0.234 -0.126 £ 0.020 -5.400 < 0.001 -0.157 £ 0.015 -5.133 < 0.001
_ OTC -0.225 -0.129 £ 0.009 -10.667 < 0.001 -0.161 + 0.008 -8.000 < 0.001
(=) Wiki -0.393 -0.153 £ 0.012 -20.000 < 0.001 -0.387 £ 0.015 -0.400 0.001
Slashdot -0.264 -0.173 £ 0.002 —45.500 < 0.001 -0.254 + 0.003 -3.333 0.001
Alpha -0.021 -0.122 £ 0.006 16.833 < 0.001 -0.158 + 0.008 17.125 < 0.001
(=) OTC -0.025 -0.128 + 0.005 20.600 < 0.001 -0.163 + 0.006 23.000 < 0.001
Wiki -0.075 -0.147 £ 0.005 14.400 < 0.001 -0.385 + 0.008 38.750 < 0.001
Slashdot -0.002 -0.137 £ 0.002 67.500 < 0.001 -0.253 + 0.003 83.667 < 0.001
Alpha -0.228 -0.236 £ 0.002 4.000 < 0.001 -0.255 + 0.003 9.000 < 0.001
(=) OTC -0.169 -0.148 £ 0.002 -10.500 < 0.001 -0.197 £ 0.002 14.000 < 0.001
Wiki -0.479 -0.386 £ 0.002 —46.500 < 0.001 -0.503 £ 0.002 12.000 < 0.001
Slashdot -0.180 -0.209 £ 0.001 29.000 < 0.001 -0.269 + 0.001 89.000 < 0.001
Alpha -0.241 -0.132 £ 0.017 -6.412 < 0.001 -0.166 + 0.015 -5.000 < 0.001
(1) OTC -0.209 -0.131 £ 0.009 -8.667 < 0.001 -0.164 + 0.007 —-6.429 < 0.001
Wiki -0.281 —0.168 + 0.012 -9.417 < 0.001 -0.405 % 0.009 13.778 < 0.001
Slashdot -0.354 -0.221 £ 0.003 —44.333 < 0.001 -0.254 + 0.003 —-33.333 < 0.001
Alpha -0.349 -0.245 £ 0.008 -13.000 < 0.001 -0.247 + 0.005 —20.400 < 0.001
(4,-) OTC -0.263 -0.154 £+ 0.003 -36.333 < 0.001 -0.191 £ 0.004 -18.000 < 0.001
Wiki -0.322 —0.349 + 0.006 4.500 < 0.001 -0.497 + 0.005 35.000 < 0.001
Slashdot -0.280 -0.261 £ 0.002 -9.500 < 0.001 -0.266 + 0.002 —7.000 < 0.001
Table 7. The ASP-value of the family of assortativity coefficients.
Algorithm Network Zt(+,+) Z(+,+) Zt(—,-) Z (—,-) Zt(+,-) Z (+,-)
Alpha 0.131 -0.138 0.228 —-0.106 0.072 -0.325
Full OTC 0.200 -0.186 0.278 -0.209 —0.188 —0.908
Wiki 0.903 -0.202 0.195 -0.391 -0.831 0.113
Slashdot 0.357 -0.952 0.913 —-0.890 0.518 -0.238
Alpha 0.108 -0.135 0.177 -0.509 0.099 -0.455
Sign OTC 0.303 -0.174 0.238 -0.794 0.153 —-0.401
Wiki 0.216 -0.373 0.401 -0.040 0.131 0.780
Slashdot 0.922 -0.901 0.866 -0.331 0.974 -0.156
The experiment results of ASP-value are presented in ~ model. The ASP value of Z*(—, —) is also positive, similar to

Table 7. First, it can be observed that for the Alpha net-
work, the ASP value of Z* (+,+) is positive both in the full-

edge randomized null model and the sign randomization null

Z"(+,+). It indicates that when nodes are connected by pos-
itive edges, the degree mixing pattern among nodes with the

same sign is generally assortative. Conversely, the ASP value
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of Z~(+,+) is negative, and the ASP value of Z~(—,—) is
also negative. This means that when nodes are connected by
negative edges, the degree mixing pattern among nodes with
the same sign is generally disassortative. Similar results are
represented in the other three networks (OTC, Wiki, and Slash-
dot). However, the ASP values for Z*(+,—) and Z~(+,—)
are mixed, with both positive and negative values, showing no
clear consistency. As a result, it is difficult to determine the
assortativity of these two mixing patterns.

3.4. Embeddedness

The embeddedness is measured by the embeddedness
level statistic, and the experiment uses the Epinions empiri-
cal signed network dataset. The SNSALlib operates as follows:
First, the original network is divided into positive and negative
subnetworks, and the null model algorithm suite of SNSAlib
is invoked to generate five different null models. Then, the
embeddedness level statistics of the original subnetworks and
their five null models are calculated. To minimize the impact
of randomization errors, the experiment is independently re-
peated 200 times. Finally, the mean values as final results
reflect the variation trend of the fraction of positive edges
with positive embeddedness level and negative embeddedness
level.

The results are presented in Fig. 5. In Fig. 5(a), the re-
sults of the original signed network and its three null models
(positive-edge randomized null model, negative-edge random-
ized null model, and positive- and negative-edges randomized
null model) all exhibit an upward trend. It indicates a positive
embeddedness feature, where the fraction of positive edges be-
tween node pairs increases as the positive embeddedness level
rises. In particular, the difference in the extent of the upward
trend, due to the randomization degree of the three null mod-
els, reflected the positive embeddedness level is closely related
to the network’s positive edge topology and the correlation be-
tween positive and negative edges. Besides, in Fig. 5(b), the
results of the original signed network and its three null models
(positive-edge randomized null model, negative-edge random-
ized null model, and positive- and negative-edges randomized
null model) all show a downward trend. It indicates a negative
embeddedness feature, where the fraction of positive edges be-
tween node pairs decreases as the negative embeddedness level
increases. Similar to Fig. 5(a), the negative embeddedness
level is also closely related to the evolution of the network’s
positive edge topology and the correlation between positive
and negative edges. In addition, in both Figs. 5(a) and 5(b),
because the sign randomized null model and the full-edge ran-
domized null model almost completely disrupt the topology,
the results are nearly parallel to the X-axis, which indicates
there is no positive or negative embeddedness feature.
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Fig. 5. The relationship between embededness and fraction of positive
edges. (a) The result of positive embededness level, (b) the result of
negative embededness level.

3.5. Community structure

The community structure of signed networks can be ana-
lyzed by the community detection algorithm, including finding
and extracting community in signed networks (DECDS) and
differential evolution community detection in signed networks
(FECS) provided in SNSALlib.

Initially, the performance of community detection algo-
rithms in signed networks is analyzed based on meso-level
null models. The experiment uses the GGS empirical signed
network dataset. The SNSALIib operates as follows: First, the
null model algorithm suite of SNSAlib is invoked to gener-
ate the enhanced community structure null model and the di-
minished community structure null model. Then, the DECDS
and FECS algorithms are employed to detect the community
structure in the two null model networks. Finally, the results
of the community detection are evaluated using normalization
mutual information NMI. It should be noted that by increas-
ing the ratio of positive edges within the community P, the
community structure of signed networks is enhanced, and by
increasing the ratio of negative edges within the community
E_, the community structure is diminished.

The results are shown in Fig. 6. In Fig. 6(a), as the ratio
of positive edges in the community Py increases, the NMI val-
ues of the two community detection algorithms both show an
upward trend. In other words, after enhancing the community
structure continuously, both algorithms can identify the com-
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munity structure in the signed network more accurately. Con-
versely, in Fig. 6(b), as the ratio of negative edges in the com-
munity E_ increases, the NMI values of the two algorithms
both show a downward trend. In other words, after diminish-
ing the community structure continuously, the capabilities of
the two algorithms decrease.
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Fig. 6. The NMI of DECDS and FECS in enhanced community
structure null model and diminished community structure null model.
(a) The result of enhanced community structure null model, (b) the re-
sult of diminished community structure null model.

Then, the community structure feature of signed networks
is analyzed based on five micro-level null models. The ex-
periment uses five empirical signed network datasets: SPP,
GGS, Wiring, Sampson, and Teams. The SNSAlib operates
as follows: First, the null model algorithm suite of SNSAlib
is invoked to generate five different null models. Then, the
DECDS and FECS algorithms are employed to detect the com-
munity structure in both the original empirical networks and
their corresponding null models. Finally, the results of the
community detection are evaluated using signed modularity
Os.

The experimental results are presented in Table 8. First,
for the original SPP signed network dataset, there are higher
Qs values in both algorithms (DECDS and FECS), because
it is relatively small, with only 10 nodes and 45 edges. Its
actual community structure consists of just 2 communities,
making the community structure quite evident. Besides, this
clear structure means that except for the signed randomized
null model, the other four edge randomized null models can-
not change the community structure of SPP. Furthermore, for
the other datasets (GGS, Wiring, Sampson, and Teams), the
results show that the modularity values Qg for the negative-
edge randomized null model, positive- and negative-edge null
model, full-edge randomized null model, and sign randomized
null model, which all involve randomizing the negative topol-
ogy, generally are lower than that of the positive-edge random-
ized null model. Both the DECDS and FECS algorithms gen-
erally lead to similar results. The finding suggests that the
community structure of signed networks is more obscured by
randomizing negative edges than positive ones, which makes

community detection in these networks more challenging.

Table 8. The value of Qs of original networks and null model networks in DECDS and FECS.

Algorithm Network Original Pos Neg Pos and neg Full Sign
SPP 0.455 0.455 0.455 0.455 0.455 0.183

DECDS GqS 0.309 0.288 0.231 0.229 0.237 0.270
Wring 0.301 0.221 0.196 0.157 0.325 0.146

Sampson 0.281 0.194 0.166 0.141 0.186 0.107

Teams 0.297 0.206 0.154 0.109 0.186 0.142

SPP 0.455 0.455 0.455 0.455 0.455 0.233

FECS GGS 0.289 0.278 0.228 0.231 0.235 0.256
Wring 0.292 0.231 0.206 0.177 0.223 0.186

Sampson 0.241 0.174 0.196 0.101 0.126 0.112

Teams 0.307 0.214 0.254 0.139 0.118 0.132

4. Conclusion

In summary, we have developed the SNSALlib to establish
a systematic framework for micro- and meso-structure analy-
sis of signed networks. The algorithm library offers the easy-
to-use various interfaces of null models and statistic functions.

It supports multiple formats of the signed network dataset so

that users can easily call the appropriate algorithm to analyze
the empirical signed network structure directly. Furthermore,
the evaluation results across different statistic features also
confirm the reliability of SNSAIlib for micro and meso scale
analysis of signed networks and yield valuable insights.

The SNSAIlib can analyze the specific type of net-

work that incorporates both positive and negative edges,
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which effectively addresses the application limitation of

signed networks. At present, it has been used in sev-

eral practical scenarios. For example, statics immunization

strategies of disinformation,*°! sign prediction of network

50,51]

embedding, ! link prediction based on motifs,>?! etc.

However, our algorithm library only focuses on static structure
analysis and does not explore the dynamic process of signed
networks, which is also an important aspect of signed network
analysis. In the future, the goal of improvement should be
to introduce more dynamic models of signed networks, such
as network structure evolution, information propagation, and
game dynamics. The integration of static and dynamic per-
spectives allows for a thorough analysis of signed networks,
thereby deepening our understanding of the vital role that op-
position elements play in complex systems.

Program availability

The source code is openly available in the Science Data
Bank at https://doi.org/10.57760/sciencedb.j00113.00178 and
on Github at https://github.com/py-LIJI/signed-network-null-
model.
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