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In recent years, the threats posed by computer viruses have become increasingly diverse and complex. While classic
percolation theory provides a novel perspective for analyzing epidemics and information dissemination, it fails to capture
the temporal dynamics of these systems and the effects of virus invasion and governmental regulation. Triadic percola-
tion theory, a recent advancement, addresses these limitations. In this paper, we apply this new percolation mechanism
to model the diffusion of computer viruses, deriving a precise mathematical formulation of the triadic percolation model
and providing an analytical solution of the triadic percolation threshold. Additionally, we investigate the impact of non-
linear transmission probability characteristics on virus propagation. Numerical simulations demonstrate that reducing the
network’s average degree (or the positive regulation) or increasing regulatory interventions raises the outbreak threshold
for computer viruses while decreasing their final size. Moreover, the study reveals that nonlinear transmission probabilities
result in an increased number of solutions for the final size of the computer viruses. Our findings contribute new insights

into controlling the spread of computer viruses.

Keywords: triadic percolation, percolation threshold, nonlinear transmission probability, final size
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1. Introduction

Computer viruses are malevolent software programs in-
tended to damage computer systems. They can replicate and
spread across networks, causing damage by stealing data, de-
stroying files, altering registries, and more.!»?! For instance,
the “CIH” virus emerged in 1998 and disseminated swiftly, ca-
pable of destroying computer hardware and causing consider-
able disruption. In 1999, the “Melissa” virus spread via email,
contaminating 15% to 20% of the world’s business computers
and causing substantial economic losses. In 2006, the “Panda
Virus (WhBoy)” evaded anti-virus software, spreading auto-
matically and causing damage amounting to hundreds of mil-
lions of dollars. More recently, the “WannaCry” and “Ran-
som” viruses have wreaked havoc globally, encrypting vic-
tims’ files and extorting ransom payments, severely impacting
medical systems and enterprises in numerous countries. To
effectively inhibit the spread of computer viruses over the in-
ternet, it is always crucial to establish mathematical models,
explore the spread behavior of these viruses, and develop ef-
fective control strategies.

Percolation theory,>~”1 a pivotal concept in statistical
physics, was introduced by Hammersley!®! in 1957. This the-
ory holds significant value and potential applications in net-
work science, categorizing percolation models into two types:

9,10

site-percolation and bond-percolation. [*>!% These models sim-

ulate scenarios where nodes or edges in a network are occu-
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pied with a certain probability, thereby simplifying the dy-
namic processes in complex networks and providing a novel

perspective for analyzing the mechanisms of epidemic!!!~14]

15.16] gutbreaks.

and information! Specifically, percolation
theory provides a framework for the susceptible—infected—
removed (SIR) model, enabling the quantitative evaluation of
epidemic thresholds, the final scale of outbreaks, and other
critical epidemic parameters. In this context, the occupancy
of edges directly corresponds to the successful transmission
of epidemic among individuals, while the emergence of the
giant component signifies the percolation threshold, indicat-
ing a widespread outbreak. Additionally, percolation mod-

n,[!7-21 providing

els can assess the efficacy of immunizatio
a solid theoretical foundation for formulating scientific and
reasonable prevention and control measures. However, clas-
sic percolation theory does not adequately capture the dy-
namic changes in the network over time. In response, triadic
percolation has been introduced to bridge this gap. Sun er
al.”??! introduced the higher-order interaction mechanism of
triadic interaction, wherein the regulatory effect of one net-
work node influences the interactions between the other two
nodes. These regulations can either promote or inhibit interac-
tions, thereby providing a more accurate representation of the
complexity of interactions. Milldnd et al.!**! further revealed
the multi-stability characteristics of triadic percolation, high-
lighting that the giant component undergoes significant topo-
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logical changes over time. It is evident that triadic percolation
theory not only captures temporal dynamics but also considers
intricate patterns of promotional and inhibitory interactions.
Drawing upon these advancements, we employ triadic per-
colation theory to investigate the dissemination of computer
viruses.

Currently, based on large-scale data,[>*20! researchers
have clarified the nature, rules, and trends of computer virus
activities, visualizing the behavioral patterns of viruses and
their influence on network security. Recognizing the simi-
larities between epidemiological diseases dynamics and com-

(27-301 models for the spread of com-

puter viruses propagation,
puter viruses are frequently developed using epidemiologi-
cal theories.3!=31 Can et al.[®9) studied the spread of com-
puter viruses on complex networks, taking into account the
combined effects of network topology and mobile storage
media. Mario®”! modeled the spread of computer virus as
a stochastic differential game based on the two-dimensional
(2D) Kermack-McKendrick epidemic model. Yang et al.3%)
explored the impact of isolation strategies and temporary im-
munity delays by developing an SIQRS model for the spread
of computer virus, incorporating a nonlinear infection rate
and dual time delays. Zhu er al.**) comprehensively consid-
ered both the node’s self-information and the role of the loca-
tion information of neighboring nodes, proposed an improved
global structure model, and simulated the propagation process

1401 proposed an optimal con-

of the real network. Derya et al.
trol strategy to mitigate the harm caused by computer virus
based on the fractional-order SEIR epidemiological model.
However, these studies have primarily concentrated on the dy-
namics of spread while neglecting government regulation, the
self-positive regulation of computer viruses, and the nonlinear
characteristics of transmission probability.

Motivated by the three aspects above, we derived the
triadic percolation model, considering the nonlinear charac-
teristics of transmission probability, analytically determined
the percolation threshold. We further simulated the effects of
varying transmission probabilities and regulations (e.g., gov-
ernment regulation, self-regulation of computer virus) on final
spreading dynamics. Our research indicates that a denser net-
work and stronger positive regulation lead to a larger final size
of virus spread, while a smaller negative regulation also con-
tributes to an increased final size. Under consistent network
density and regulation, the final size of the nonlinear model
is significantly smaller. These results provide deeper insights
into understanding the spreading dynamics of computer virus
and the impact of government regulation.

The structure of this paper is as follows. In Section 1,
we provide an overview of the research background. In Sec-
tion 2, we derive the triadic percolation model of computer
virus spreading based on the triadic percolation process and

the probability generating function method, incorporating the
nonlinear characteristics of transmission probability. In Sec-
tion 3, we analyze and calculate the percolation threshold of
the triadic percolation model, providing the theoretical form of
the threshold and examining the impact of various parameters
and nonlinear properties on it. In Section 4, we use MATLAB
simulations to explore the triadic percolation model of com-
puter virus spreading, illustrating the relationship between fi-
nal solutions and each parameter. Finally, in Section 5, we
summarize the results of this paper.

2. Triadic percolation for computer virus
spreading

Triadic percolation is essentially to describe the per-
colation phenomenon on the higher-order network with tri-
adic interactions among nodes in structural and regulatory

22

networks.[?%! It can predict the proportion of nodes in the giant

component which are active under the regulatory interactions.
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Fig. 1. A simple initial network of computer connections consisting of
the structural and regulatory network. The structural network A(V,E)
consists of a collection of computers 1,2,3,4,5 connected by the struc-
tural interactions L 4, L3 4, L 5, L4 5 (black solid lines). The regulatory
network B(V,W) is a bipartite, signed network between the set of com-
puters 1,2,3,4,5 and the set of structural interactions L1 4, L3 4, Lo 5,
Ly s, with computers’ regulatory links, either positive 3; 5, 455, 5],
(green dotted lines) or negative 13, 1;5, 3[4 (red dotted lines).

Higher-order networks with triadic interactions are mod-
eled as a combination of a structural network and a regula-
tory network. The nodes in both networks are identical, but
serve different functions. Specifically, certain structural nodes
also fulfill regulatory functions. Triadic interactions depict the
mechanism by which a structural node with regulatory func-
tion (termed to a regulatory node) regulates the interaction be-
tween two other structural nodes (structural interaction). For
example, as shown in Fig. 1, structural node 1 regulates the
interaction L3 4 between structural nodes 3 and 4 through the
regulatory link 15 ,. This configuration, comprising nodes 1, 3,
4, along with the regulatory link 15, and structural interaction
L3 4, constitutes a triadic interaction. One structural interac-
tion is active indicates that this structural link exists and trans-
mits the virus. The activity of this interaction between these
two structural nodes is contingent upon the regulatory node in
the triadic interaction. If the regulatory node is active and has
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a promoting role, the structural interaction it regulates is also
active. If the regulatory node is active but has a inhibiting role,
or if the regulatory node is inactive, the structural interaction
it regulates is inactive. Ultimately, the activity of a regulatory
node is determined by its presence in the giant component.

In what follows, we will further elaborate on the tri-
adic percolation mechanism in the context of computer virus
spreading.

2.1. Triadic percolation mechanism for computer virus

spreading

In the context of computer virus dissemination, the con-
cept of triadic percolation is applied within a higher-order net-
work framework. Initially, let V denote the set of the nodes
common to both the structural network and the regulatory net-
work. The set W represents the regulatory links in the reg-
ulatory network, which are functional only when the node
connected to them is active. E signifies the set of the struc-
tural links in the structural network. In the regulatory network
B(V,W) of computer virus spreading, an active node corre-
spond to a computer capable of playing a regulatory role (ei-
ther positive or negative), while an inactive node represents
a computer that lacks such a capability. A positive regula-
tory role refers to a computer manipulated by malicious ac-

tors to facilitate virus dissemination, whereas a negative role

pertains to computers that mitigate transmission through vari-
ous preventive measures. In the structural network A(V, E) of
computer virus spreading, an active node indicates an infected
computer while an inactive node signifies one that remains un-
infected. In other words, we assume that only infected com-
puters can exert regulatory influence. An active or inactive
structural interaction respectively corresponds to one interac-
tion that is either capable or incapable of transmitting the virus
between the interconnected computers at its endpoints. The
probability associated with transmission via an active struc-
tural interaction is denoted as p(T). Given existing defense
mechanisms, it is assumed that infected computers in small
connected component or isolated infected computers recover
to susceptible computers with a probability of 1.

The spread process of computer virus is governed by the
triadic percolation mechanism within the specified structural
network A(V, E) and regulatory network B(V,W). In the sub-
sequent sections, we provide a detailed illustration of this
triadic percolation mechanism as it pertains to virus spread
across both regulatory and structural networks, as depicted in
Fig. 2, which is based on a simplified initial higher-order net-
work shown in Fig. 1. Additionally, Table 1 outlines the itera-

tive algorithm for each time step ¢ > 1 corresponding to Fig. 2.

Table 1. The triadic percolation mechanism for computer virus spreading.

General iterative rule

Step 1

Determine the activity of each computer at time ¢. The computer is active if it is connected to the giant component of the

structural network, or otherwise inactive. They all depend on the activity configuration of a given structural connection at

time ¢t — 1.

Step 2

Determine the activity of each structural interaction at time 7. One structural interaction is inactive if it is connected to one

or more active computer with negative regulator role and/or that are not connected to any active computer with positive
regulatory role. One structural interaction is active when the positive regulatory computers regulating this interaction activate
or the negative regulatory computers inactivates. Virus spread with probability p (T') on those active structural interactions.
They all depend on the activities of the computers regulating it in step 1 at time ¢.

To gain a clear understanding of the triadic percolation
mechanism for computer virus spreading as presented in Ta-
ble 1, figure 2 provides a specific example with p(T) = 1.
At the initial time ¢t = 1, the structural network A(V,E) and
the regulatory network B(V,W) are established in step 1. We
assume that all computers and structural interactions are ac-
tive, but not all are infected initially, with computer 4 being
the only infected one. Subsequently, based on this initial set-
ting, the triadic percolation process for the computer virus is
initiated. In step 2, the structural interactions Li 4, L34, Lo 5
become inactive due to the negative regulatory links 3, 4, 15 4,
1£ 5. Meanwhile, structural interaction L4 5 remains active ac-
cording to the presence of the positive regulatory link 3:5. At

the time ¢ = 2, computer 5 is infected by computer 4 through

the active structural interaction Ly 5. Computers 1, 2, and 3 are
isolated and deactivated, since the structural interactions L 4,
L3 4, Ly 5 are inactivated at the time ¢ = 1, meaning these three
computers are not infected by computer 4. Consequently, in
step 2, the negative regulatory links 3, 15, 1, 5 emerging
from computers 1, 2, and 3 do not Work, leading to the reac-
tivation of the structural interactions L 4, L3 4, Ly 5. The pos-
itive regulatory link 315 also inactivates emerging from com-
puter 3, causing the stfuctural interaction L4 5 to become in-
active. At the time t = 3, computers 1 and 3 are infected by
computer 4 through the active structural interactions L 4,L3 4.
Computer 2 remains virus-free and computer 5 recovers to the
virus-free state as they are part of a small connected compo-

nent. In step 2, the structural interaction L; 4 becomes inactive
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due to the presence of the negative regulatory link 3; ,, while
the structural interactions L3 4, Ly 5 become inactive because
of the negative regulatory links 15, and 1,5. The structural
interaction L4 5 becomes active again as link 315 becomes re-
active. At the time ¢ = 4, according to the activity of each
structural interactions at the time r = 3, computers 1, 2, and 3
are inactivated again and return to the virus-free state. Com-

puter 5 is infected again by computer 4.

Step 1 Step 2

o @

AR RS

10 mXE L
2. @ @\\@1
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Fig. 2. Schematic dlagram of triadic percolation process of computer virus
spreading for the network given an initial state as shown in Fig. 1. To clearly
understand, we assume that p (T') = 1. This visualization captures the dynam-
ical behavior of the triadic percolation process for computer virus spreading
within the given network structure.

In the context we described, p(T') represents the transmis-
sion probability of computer virus through an active structural
interaction, which is a function of the natural transmission
probability (in the absence of any intervention), denoted as 7.
However, during the initial stage of computer virus spreading,
the transmission takes place with a probability equivalent to 7',
attributable to the lack of effective antivirus software. As the
virus’s impact intensifies, government interventions are esca-
lated, encompassing enhancements in anti-virus software and
intensified information monitoring. Consequently, the trans-
mission probability p(7) might manifest a nonlinear relation-
ship with the natural transmission probability 7.*14?1 Tn ac-
cordance with the aforementioned instructions, we conduct an

exploration of two types of functions: linear and nonlinear, 4]
as depicted in Fig. 3. Subsequently,we analyze the impact of
nonlinear transmission probability on the threshold and steady
state of the triadic percolation.

(i) The linear relationship: p(7)=(1—a)T.

A linear relationship exists between the transmission
probability p(T) and the natural transmission probability 7,
with this relationship being determined by the factor 1 —
The parameter @, where a € [0, 1), reflects the intensity of
prevention and control measures. As the control intensity in-
creases, the transmission probability p (T') decreases linearly
in relation to the natural transmission probability 7.
=CT/(DT +1).

A nonlinear relationship exists between the transmission

(ii) The nonlinear relationship: p(7)

probability p(T) and the natural transmission probability 7.
The constants C and D determine the shape of the curve and
characterize the intensity of the control measures. Specifically,
a smaller value of C and a larger value of D indicates stronger
control measures. This nonlinear relationship implies that the
transmission probability p(7T') exhibits a saturation effect as
the intensity of control measures increases relative to the nat-
ural transmission probability (see Fig. 3).

1.0 -
---p(DH=T L’
—— p(T) =CT/(DT+1) e
0.8} p(T)=(1-a)T S
,I
4
4
0.6} .
4
) .
Q e
0.4} R
/
4
4
4
0.2¢ /’
4
7
2,
2
0L - - - -
0 0.2 0.4 0.6 0.8 1.0
T

Fig. 3. The relation between the transmission probability p(7) and the
natural transmission probability 7" without intervention measures. Here,
the blue dashed line represents the natural transmission probability, the
red and yellow solid line represents the transmission probability under
linear and nonlinear influence, respectively. The values of the constants
satisfy € =0.2,C=1,and D = 3.
In this section, we give the triadic percolation contagion
mechanism for computer virus spreading. In what follows,
according to this mechanism, we provide the mathematical

derivation of the triadic percolation model.

2.2. Mathematical derivation of triadic percolation model
for computer virus spreading
Inspired by the work in Ref. [16], we give the probability
generating functions of the distributions of degree p(k), ex-

cess degree g(k) for each computer and the positive/negative

028701-4



Chin. Phys. B 34, 028701 (2025)

regulatory degree Py (k™) for each structural interaction. Sub-
sequently, leveraging the description of the triadic percola-
tion mechanism, we mathematically derive the triadic percola-
tion model for computer virus spreading in combination with

schematic diagrams in Figs. 4 and 5.

2.2.1. Probability generating function

In the structural network, the probability that a randomly
selected computer has k neighboring computers is denoted as
p (k), where p(k)
ber of computers with degree k and the total number of com-

= Ni/N. Here, Ny and N represent the num-

puters in the network. The generating function of the degree

distribution of a computer in a structural network is defined as
x) =Y p k), (1)
k

which informs all degree distribution information of the struc-

tural network as follows:

1 d*Gy

P(k) = Hwhzoo ()

The average degree (k) of the structural network satisfies:
(k) = Likp (k) = Go'(1).

The excess distribution g(k) represents that a computer of
excess degree k is reached along a randomly chosen structural
interaction. The generating function of the excess distribution

q(k) in the structural network is defined as

k+1)p(k+1
Gy (x)zzka:Zq(k)xk. 3)
7 (k) p
In the regulatory network, the probability that a randomly
selected structural interaction possesses K+ positive (nega-
), where Py (kF) =

Nt /N . Here, N+ and N represent the number of structural

tive) regulatory links is denoted as Py (k™

interactions with positive (negative) regulatory links &+ (&™)
and the total number of structural interactions. The corre-
sponding generating function of the regulatory link distribu-

tion of the structural interaction is defined as
A A ot
o (1) =Y P (R)x". 4)
f(i

The average degree < K*) of the structural interactions satis-
fies: (KT) = Yo RTPL(KT) = (l).

2.2.2. Mathematical derivation of the model

Based on the degree distribution previously discussed, we
provide the detailed mathematical derivation of model. We
first introduce the variables P(t), R® . and u® of triadic perco-
lation for computer virus. PL(t) represents the probability that a
randomly selected structural interaction is active and transmits

the virus at the time 7. R(") and u(®) refer to the probabilities

that a randomly selected computer is infected at the time 7 (i.e.,
the giant component size at the time ¢) and the probability that,
along a randomly chosen interaction, a virus-free computer is
reached at the time ¢, respectively. Subsequently, we illustrate
PL(t), R, and u(") using schematic diagrams Figs. 4 and 5.

As described above in the triadic percolation mechanism,
the structural interaction is considered active when it simul-
taneously satisfies the following two parts. On one hand, the
negative regulatory links connected to this structural interac-
tion must be inactive. This implies that the computers to which
these negative regulatory links are connected are virus-free.
For example, as shown in Fig. 4, in the first row, the structural
link in all cases has no negative regulatory links. In the sub-
sequent rows; second, third, fourth, and so on, the structural
interaction in all cases has no active negative regulatory links.
Although it is connected to one, two and three negative regula-
tory links, all these negative regulatory links are connected to
the virus-free computers. This part can be mathematically ex-
pressed as G, (1 —R®)). On the other hand, at least one of the
positive regulatory links connected to this structural interac-
tion is active, that is, at least one of the computers connected
to this positive regulatory link is infected. For example, as
shown in Fig. 4, in the first column, the structural interactions
have only a positive regulatory link and this link is active since
connected to the infected computers. In the second and third
columns, the structural interaction has two positive regulatory
links.

ulatory links is active because it is connected to an infected

In the second column, one of these two positive reg-

computer and the other is inactive as it is connected to a virus-
free computer. In the third column, both of these two positive
regulatory links are connected to infected computers. In the
fourth, fifth, and sixth columns, the structural interaction has
three positive regulatory links. Among these links, in each of
the three columns respectively, one, two, or three of them are
active because they are connected to infected computers. The
inactive cases are similar to the above descriptions, all of them
are connected to virus-free computers. This part can be written
as 1 —G{ (1

tural interaction is active. Lastly, one active structural inter-

R >). The above two parts ensure that the struc-

action transmits computer virus with probability p(T'). There-

fore, the probability PL(I)

that a randomly selected structural
interaction is active and transmits the virus at the time ¢ reads

as
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[12& ) (1-R <>)'ﬂ
= p(T)Gy (1—R<’)) [1—(;0+ (1—R(’>)]. 5)

Here R refers to the probability that a randomly selected
computer is infected at the time ¢. It means that at least one
interaction originating from the computer has transmitted the
virus before time ¢, resulting in the probability includes large
number of events for a high-degree computer. Thus, we take
into account the opposite event, which is that none of the in-
teractions originating from the computer have transmitted the

virus. This opposite event consists the following two situa-

tions: one is that all structural interactions of this computer are

inactive (1 — ) the other one is that the structural interac-

tions of this computer are active, but connected to a virus-free

computer (u t 1))

+ Eny + Fuy +2T> +m +m + e
OO OO OO0 OO0 OO0

+ + + +

o o 0O O
+ +2L> +4A> +i¥ +<A>+

00 OO0 AOOAODEOD

+ + + + +
QO QO QO QO QO QO
O 00 OO 0OOOOOBOO
o+ + o+ +
Selelsleioteleleolelelololete’
O OO0 OO 00OOOOO0O

+ + + + + +

. Ok-O 4 O
O+

Fig. 4. Schematic diagram of the summation rule that a selected structural
interaction is active when p(T) = 1. The black solid lines represent active
structural interaction. The red and the green dashed lines represent the neg-
ative and positive regulatory role, the red and the green circles represent in-
active and active computers. This schematic diagram can be expressed as
Eq. (5).

As shown in Fig. 5(a), a computer with degree k is not
infected at the time ¢, means that its m structural interactions
(0 < m < k) are active at the time ¢ — 1 but are connected to
the virus-free computers at the time ¢, and its k — m structural
interactions were inactive at the time r — 1. The probability
1—R" thata randomly selected computer is virus-free can be
obtained by averaging the probability that none of the k struc-
tural interactions of this computer spread the virus. Therefore,
the probability R that a randomly selected computer is in-

fected at the time ¢ is

R =13 E o (3) (o) (=)
S £ (8) o) (o)

_ 1_Zp ( t 1)+u(,)PL(t—1>)k

AR ©

1—G0(1

where u() refers to the probability that a virus-free computer
is reached along a randomly selected interaction at the time 7.
It means that the remaining structural interactions (the excess
structural interactions) from the computer have not transmitted
the virus. As shown in Fig. 5(b), similar to R(¢), the probabil-
ity u(®) that a virus-free computer is reached along a randomly
selected interaction at the time 7 is

M M k k—m
ult) = X Yl )<m> (wOR) (1= RY)
M k k (t) ([ 1) (t 1) k—m
_ l;)q(k)”;()(m) (ur) " (1=pf7Y)
M k
— k;)q(k)(l A )
= G (1= a7V, )

O =0 +

+ ;Q)“dv + - Q=0 2 > .
o %ﬁﬁ

Fig. 5. (a) Schematic diagram of the summation rule that a randomly selected
computer is virus-free. (b) Schematic diagram of the summation rule that a
computer arriving along a randomly selected structural interaction is virus-
free. The black circles represent the computers, the red and green circles
represent the inactive and active computers. The black solid lines represent
structural interactions, and the black solid lines with red crosses indicate the
inactive structural interactions. The schematic can be respectively expressed
as Egs. (6) and (7).

e
J%

To sum up, we obtain the following triadic percolation

model about the computer virus:

A =p()Gy (1-RY) [1 -G (1-RD)],
RO —q — Gy (1 _PL<’*1> _,'_u(t)PL(t*l)) ’

W =G (1= +ulp ). ®)

3. Analysis and calculation of percolation
threshold

The percolation threshold constitutes a fundamental con-
cept within percolation theory and assumes a crucial role in the
comprehension of percolation phenomena.*#! In the context
of a computer virus network, the presence of a giant compo-
nent indicates a large-scale outbreak of the virus. The size of
this giant component reflects the potential extent of the virus’s
spread across the network. The percolation threshold repre-
sents the critical point at which such a spread becomes possi-
ble. Beneath this threshold, a giant component does not ex-

ist, and the virus is unable to spread throughout the network.
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However, above the threshold, a giant component is formed,
enabling the virus to permeate the entire network. In the fol-
lowing analysis, we calculate the percolation threshold for a
triadic percolation model to assess its implications for com-
puter virus spreading.

Drawing on the fundamental principles of statistics and
extensive long-term observations of computer virus incidents,
the Poisson distribution could be a suitable model for simulat-
ing the initial infections of computers within the network. 43!
The Poisson distribution has the capacity to describe the prob-
ability of a given number of events occurring within a fixed
time or spatial interval, which is well-aligned with the nature
of virus infections in a computer network. Consequently, as
elaborated in Subsection 2.2.1, we posit that p (k) and P (k%)

respectively follow the Poisson distributions

_ () exp (= (k)

p(k) - k' ) (9)
B (k) — (%)% exp(— (k%)) 10

KE!
Substituting the above distributions into model (8), we have
W = Gy (1= 4 ulpl)
ko =0 @) pli-1)
;p(k) o (1= R 4R

_y <k>kexlr:'(—<k>) % (1A utpf )
. !

k—1

— exp <7<k>PL(’71) T <k>u(f>PL(’*‘)) : (11)

— 1—exp (_<k>R<f>pL<’*’>) : (12)

_ Pl
— p(T)exp(— (k) RV)
x [1—exp (= (R7)RY)]. (13)

According to Eq. (12), R is a mapping of PL(t_l), which

t—l))

can be expressed as R = f (PIE Similarly, based on

Eq. (13), Plit_l) is a mapping of R*~!), represented as PL(’_1> —
gp(r)(RU1). By applying recursion, R can be reduced to a

one-dimensional mapping, expressed as
R =y (RO (14)
The specific form of Eq. (14) can be written as
RY = 1—exp[— (k)R p(T)exp(— (k™ )R'™V)
x (1—exp(— (RT)RID))]. (15)
It follows that the fixed point R* of system (15) satisfies
R* = 1—exp[— (k)R*p(T)exp(— (K™ )R")
x (I—exp(—(k")R*))]. (16)

Since equation (16) is a complicated transcendental equa-
tion, we use the graphical method to solve it. Let y equal the
right-hand side of Eq. (16), i.e.,

y =1—exp[—(k)R*p(T)exp (— (kK™ )R*)

x (I—exp(—(k*)R"))]. (17

1.0 ,

0.8t /7

0.6}

=N e

0.4} L

— p(1)=0.04
| — p(T) =0.05252

0.2F p(1)=0.1
— p(1)=0.2
-.y=R

% 0.2 0.4 0.6 0.8 1.0

R*
Fig. 6. The illustrations of y and R* for different p(T'). The solid lines in
different colors represent different p(7)-values. Among them, the red solid
line (p(T) = 0.05252) and the diagonal y = R* exists a unique tangent point
(red point), which is the critical value R.. Here, the parameters (k) = 30,
(k%) =10and (k™) = 1. The inset in the figure is a specific enlarged view of
y near 0.

In Fig. 6, we plot the relationship between y and R*. The
intersection of the solid and dotted line signifies the solution
of the fixed point R*. It can be observed that, given the param-
eters (k) =30, (k") =10 and (k~) = 1, when p(T) = 0.02
(illustrated by the solid blue line), the solution R* of Eq. (17)
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comprises only one trivial solution. When p(7T) = 0.05252
(indicated by the solid red line), the solution R* of Eq. (17)
includes both a trivial solution and a non-trivial solution, with
the latter being denoted as R.. Notably, R, corresponds to the
tangent point (highlighted by a red dot) at which the red solid
line intersects the dashed line. At this point, the slope of y is
exactly equal 1. Increasing p(T) further to 0.1 and 0.2 (rep-
resented by the solid yellow and purple line), the solution R*
of Eq. (17) consists of one trivial solution and two non-trivial
solutions. Importantly, the slope of y at any point is intrinsi-
cally linked to its derivative at that very point, leading to the

which implies that all y-curves originate below the diagonal
line. As the parameter p(T) increases, there exists a unique
y-curve tangent to the diagonal line (i.e., the slope equals 1),
the tangent point corresponds precisely to the unique nontriv-
ial solution R.. At this point, we get the percolation threshold
T:.. Specifically, equation (18) = 1 leads to

1= (k) p(Tc)exp [ — (k) Rep (Te) exp (— (K™ )Re)
X 1—exp(—<f<+>Rc)”
(1= (R7)Re)exp (= (k) Rc)
R

X
emergence of R, precisely when the derivative of y equals 1. + (R ((kF)+ (k7)) —1)
We first take the derivative of y with respect to R* as X exp [_ ( <fc+> + <f( >) Rc] } (19)
d s\
= = (0 p(T)exp [~ (R p(T)exp (= (k) R) . .
dR According to Eq. (16), it also has
X (1 —exp (f <k+>R* )]
x [(1=(&7)R*)exp(— (k™ )R") Re = 1—exp [ — (k) Rep (Te)exp (— (k™) Rc)
+ (R ((&")+ (k7)) - 1) x (1—exp (= (R)Re))]- 20)
xexp [— ((RT)+ (k7)) R*]] (18)
It is found that We further obtain
dy In(1-R.)
— =0<1, T.) = = = . (21
IR |y P = i Reep (— ()R (1 - exp(— (&) R) )
|
Then, substituting Eq. (21) into Eq. (19), we could obtain equation related to R as
(U —Re)In1 ~Re) [1— (& )R+ ((RT)R+ (k)R —1)exp (— (kT)R:)] —1=0. (22)

—Re (1 —exp(— (k") Rc))

Further, according to Eq. (22), we could calculate R, and then according to Eq. (21) the percolation threshold associated
with p(T) is given as follows:
(i) The linear relationship: when p (T) = (1 — a)T, the percolation threshold is

In(1 —R
T. = ol Ry AT 23)
— (k) (1 =) Reexp (= (K~) Re) (1 —exp (= (KT) Re))
(ii) The nonlinear relationship: when p (T) = CT /(DT + 1), the percolation threshold is
In(1—-R
T.= o(l = Re) 24)

C[— (k) Reexp(— (k™) Rc) (1 —exp (= (KT)Rc))] = DIn(1 —Rc)

According to Egs. (22)—(24), an in-depth analysis of the
percolation threshold is conducted within two distinct scenar-
ios: the linear and nonlinear relationships of p(T) associated
with 7. In each case, meticulous consideration is given to the
impact of three crucial factors: the negative average degree
(k™) of structural interactions, the average degree (k) of com-
puters and the positive average degree (K™") of structural inter-
actions. The relationships between the percolation threshold
and the parameters (K™), (k), and (k") are respectively illus-
trated in Figs. 7-9.

Figure 7 expresses the influence exerted by the nega-

tive average degree (k) on the percolation threshold 7;. In

\
Fig. 7(a), (k) = 30, the value of (k") is categorized into
three cases: (K1) = 10 (circles), (K™) = 20 (squares), and
(k") = 30 (stars). In Fig. 7(b), (k") = 10, the value of (k)
splits into three cases: (k) = 30 (circles), (k) = 50 (squares),
and (k) = 70 (stars). It can be observed that as the negative
average degree (K~ ) increases, the percolation threshold T
also increases. Significantly, in Fig. 7, when the transmission
probability p(T) is linear, the percolation threshold T; and the
negative average degree (K~) display a linear correlation. In
contrast, when p(T') is nonlinear, they display a nonlinear cor-
relation. The growth rate of percolation threshold 7. with the
increase in (K~ ) becomes progressively larger. In other words,
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under the identical percolation threshold T, the negative aver-
age degree (k) associated with the nonlinear p(T') is smaller
than (K~) associated with the linear p(T). This implies that
the role of prevention and control is often underestimated in
practical applications when the transmission probability p(T')

is linear.

1.0 . _
e (kt) =10 (linear) .
® (At) =10 (nonlingar) .

0.8 | *(~RT)=20 (lineary -
= (A+) =20 (nonlifiear)
* (A*) =30 (linedt)
+ (A*) =30 (nonfinear

0.6} " (F1 =30 (oglinean)

=
0.4}
0.2
0 : . .
0 20 40 60 30
(R7)

1.0 -
e (k) =30 (linear) .'
o (k) =30 (nonlinéar) .

0.8} = (k) =50 (linear? -
= (k) =50 (nonlifiear) :
* (k) =70 (lineak)

0.6} * (k) =10 (notkrmcar)

=
0.4+
0.2+
0 : . X
0 20 40 60 30

(R7)

Fig. 7. Schematic representation of the percolation threshold as a func-
tion of the negative average degree (K~ ) of the regulatory network. Red
indicates the linear case and blue indicates the nonlinear case. The param-
eters of the function p(7') are ¢ = 0.2, C =1, and D = 3. (a) The average
degree (k) = 30, the positive average degree (k") are respectively equal
to 10 (circles), 20 (squares), 30 (stars). (b) The positive average degree
(k") = 10, the average degree (k) are respectively equal to 30 (circles),
50 (squares), 70 (stars).

Figures 8 and 9 illustrate the influence of the average de-
gree (k) and the positive average degree (k™) on the percola-
tion threshold T;. In Fig. 8(a), (k™) = 10, the negative aver-
age degree (K™) is associated with three cases: (k) = 1 (cir-
cles), (K~ ) = 10 (stars). In Fig. 8(b),
(k™) =1, (k") aligns with the cases presented in Fig. 7(a).
In Fig. 9(a), (k) = 30, (k™) is categorized into the same three
cases as shown in Fig. 8(a). In Fig. 9(b), (k) =1, (k) is sim-
ilarly divided into three cases, as illustrated in Fig. 7(b). From
Figs. 8 and 9, a consistent and remarkable trend emerges: the

) =5 (squares), and (K~

percolation threshold 7. decreases as either the average de-
gree (k) or the positive average degree (K") increases. Fur-
thermore, the rate of this decrease gradually decelerates, ul-
timately stabilizing at a lower level, irrespective of whether
p(T) is linear or nonlinear.

1.0rs =
* (a) e (k=) =1 (linear)
sl ¥ ° (,?*) 1 (nonlinear)
* u ¥ = (k) =5 (linear)
o'.,, = (k) =5 (nonlinear)
061 , *x = * * (k7)) =10 (linear)
& °nt “ + (R~) =10 (nonlinear)
*
0.4} " *
%
0.2+

0 20 40 60 80

(k)
1.0rs

* (b) e (k*) =10 (linear)
. ® (k*) =10 (nonlinear)

0.87, = (#*) =20 (linear)
ot = (A*) =20 (nonlinear)

0.61 * (k*) =30 (linear)
& ;.t. + (A*) =30 (nonlinear)

0 20 40 60 80
(k)

Fig. 8. Schematic representation of the percolation threshold as a func-
tion of the average degree (k) of the structural network. Red indicates the
linear case and blue indicates the nonlinear case. The parameters of the
function p(T') are @ = 0.2, C =1, and D = 3. (a) The positive average de-
gree (K1) = 10, while the negative average degree (k™) are respectively
equal to 1 (circles), 5 (squares), 10 (stars). (b) The negative average de-
gree (k™) = 1, the positive average degree (K™) is respectively equal to
10 (circles), 20 (squares), 30 (stars).

0.8
(a) e (ki) =1 (linear)
" ® (i) =1 (nonlinear)
0.6 " (=) =5 (linear)
* = (k=) =5 (nonlinear)
* *(R~) =10 (linear)
= 04 * + (A7) =10 (nonlinear)

00 20 40 60 80
()
1.0
(b) e (k) =30 (linear)
® (k) =30 (nonlinear)
0.87 = (k) =50 (linear)
= (k) =50 (nonlinear)
0.6+ * (k) =70 (linear)
o + (k) =70 (nonlinear)
& o
0.4r

0 20 40 60 80
(KF)

Fig. 9. Schematic representation of the percolation threshold as a func-
tion of the positive average degree (K") of the regulatory network. Red
indicates the linear case and blue indicates the nonlinear case. The param-
eters of the function p(7) are @ = 0.2, C =1, and D = 3. (a) The average
degree (k) = 30, the negative average degree (K~ ) are respectively equal
to 1 (circles), 5 (squares), 10 (stars). (b) The negative average degree
(k™) = 1, the average degree (k) is respectively equal to 30 (circles), 50
(squares), 70 (stars).
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In conclusion, we have analytically determined the per-
colation threshold 7 for two distinct cases (p(7T) is linear or
nonlinear) in the preceding sections and further analyzed the
influence of parameters, including the negative average degree
(K™), the average degree (k) and the positive average degree
(&™) on the percolation threshold. Our results indicate that the
percolation threshold T; is almost equally influenced by (k)
and (K"), regardless of whether p(T) is linear or nonlinear.
However, there is a huge difference between the percolation
threshold T as a function of (K~) when p(T) is linear versus
nonlinear. Specifically, when p(T) is linear, T, and (k) are
linearly related, but when p(T') is nonlinear, T; and (k) dis-
play a clear nonlinear relationship. This is evidenced by the
fact that T;. increases more rapidly with (k™) in the nonlinear
case. (K™) in the nonlinear case is smaller than in the linear
case at the same 7;. In essence, the linear case underestimates
the role of computer virus prevention and control, resulting in
a waste of resources in practice.

In the above section, we analytically derived the perco-
lation threshold 7, but the dynamics above threshold 7 are
relatively complex. Next, we will present qualitative results
obtained through simulation.

4. The dynamics of triadic percolation above the
threshold

In this part, we investigate the effect of three parameters,
the average degree (k), the positive average degree (K), and
the negative average degree (K™), on the triadic percolation
dynamics above the percolation threshold T, considering both
linear and nonlinear cases for p(T).

Figures 10 and 11 respectively illustrate the influence of
the natural transmission probability 7" on triadic percolation
dynamics under varying values of the average degree (k) and
the positive average degree (k™). The transmission proba-
bility p(T) is linear in Figs. 10(a), 11(a) and nonlinear in
Figs. 10(b), 11(b). In Fig. 10, the values of (k) are 30 (blue
circle), 60 (red triangle), and 90 (yellow diamond). In Fig. 11,
the values of (k) are 2 (blue circle), 6 (red triangle), and
10 (yellow diamond). It is observed that in both two cases
of p(T), above the percolation threshold T, changes in (k) or
(k™) do not affect the dynamical complexity, the number of
non-zero solutions, and they all tend to one non-zero solution.
However, these changes have an impact on the final size R.:
as (k) or (k™) increases, R.. also increases, but when (&™)
reaches a large value, the dynamics do not continue to grow.
When all parameter values are identical, R in the nonlinear
case is significantly smaller than R., in the linear case.

Figure 12 demonstrates the impact of the natural trans-
mission probability 7" on triadic percolation dynamics across
different values of the negative average degree (K—). The
transmission probability p(7T') is linear in Fig. 12(a) and non-
linear in Fig. 12(b). The values of (K~) are 0.2 (blue circle),

1 (red triangle), and 1.8 (yellow diamond). In terms of the
final size R..: above the percolation threshold T, regardless of

1.0
0.8} :‘

S
A [J
0.6 “op
g ]
= .
04f .
@ ° (k) =30
0.2} + (k) =60
(k) =90
N ‘ ‘ ‘
0. 02 04 06 08 10
T
1.0,

Af”f/ >

. X
0.6 ..‘
0

8
x °
0.4}
°®
. o (k) =30
0.2} + (k) =60
(k) =90
0 , ‘ ‘ ‘
0 02 04 06 08 1.0
T

Fig. 10. Schematic representation of the final size R.. as a function of
the natural transmission probability 7 with (k™) = 10 and (k™) = 1.
The average degree (k) is respectively equal to 30 (blue circle), 60 (red
triangle), and 90 (yellow diamond). (a) p(T) is linear. (b) p(T') is non-
linear.

1.0

(a)
0.8}

0.6 &

0.4¢

0.2}

1.0

0.8¢

0.6 3

0.4} +
w C<%>>:2
0.2} L (R =6

(i) =10

0 02 04 06 08 1.0
T

Fig. 11. Schematic representation of the final size R.. as a function of
the natural transmission probability 7 with (k) = 30 and (k) = 1. The
positive average degree (K") is respectively equal to 2 (blue circle), 6
(red triangle), and 10 (yellow diamond). (a) p(T) is linear. (b) p(T) is
nonlinear.

028701-10



Chin. Phys. B 34, 028701 (2025)

whether p(T) is linear or nonlinear, as (X~ ) increases (for in-
stance, from 0.2 to 1), the final size R.. decreases with the nat-
ural transmission probability 7. Notably, when (k) increases
to a relatively large value (such as 1.8), multiple solutions will
appear. At this time, some of them may be larger than those
of the previous group. In terms of the solution number of fi-
nal size R..: for smaller values of (K™ ), such as 0.2 and 1, the
number of R.. is ultimately one. When (K~) continues to in-
crease to 1.8, there is a multi-solution process in the middle as
T changes for the linear case. For the nonlinear case, there is a
multi-solution process in the middle, and ultimately it always
remains a case of two solutions. Obviously, in contrast to lin-
ear case, which converges to a single solution, the nonlinear
case exhibits increased complexity, often resulting in the co-
existence of two solutions as the parameter T increases. The
nonlinear case increases the complexity of the solutions.

1.0
(a).f
L]
0.8 °
° 4
OAA‘
- N
. 0.6 o4
ﬁ A
0.4t °.
“ o (A7) =102
0.2f s (A7) =1.0
(R) =18
(0 domnn . .
0 0.2 0.4 0.6 0.8 1.0
T
1.0
(b) /
[ J
0.8F o
N o (A7) =0.2
| Jaf A (A7) =1.0
0~6 A <,2,/—> — 1.8
8
c: .A‘
0.4f
AA
-~
0.2f
(0 o . .
0 0.2 0.4 0.6 0.8 1.0
T

Fig. 12. Schematic representation of the final size R.. as a function of
the natural transmission probability 7 with (k) = 30 and (k") = 10.
The negative average degree (K~) is respectively equal to 0.2 (blue
circle), 1 (red triangle), and 1.8 (yellow diamond). (a) p(T) is linear.
(b) p(T) is nonlinear.

Figures 10-12 show the variations of the final size R
with respect to the transmission probability 7. As we men-
tioned, the triadic percolation model is capable of capturing
the changes in the final size over time. Therefore, we present
two plots of the size R over time in Fig. 13 where the param-
eters correspond to the above Figs. 10-12. The parameters
(k) =30 and (k") = 10, in Fig. 13(a), T = 0.2, (k") =1, in
Fig. 13(b), T = 0.8, (k) = 1.8. Figure 13(a) demonstrates
that both solution numbers tend to one in the two cases of

p(T). In contrast, figure 13(b) shows that the solution num-
ber tends to one in the linear case, but eventually tends to two
in the nonlinear case. In a word, the nonlinear nature of p(T')
exerts a significant impact on the dynamic behavior of the size
R of the computer virus spreading.

a T=0.2
1.0 (2)
A
0.8} ‘,“
At
0.6
I p(T): linea.r
—— p(T): nonlinear
0 10 20 30 40
t
b T=0.8
Lop______T=08
0.8
0.6
~
0.4
o2r . p(T): linear
—— p(7): nonlinear
% 10 20 30 40

t
Fig. 13. Plots of the size R over time with (k) = 30 and (k") = 10.
We assume that the initial state of the iteration is Ry = 0.3. The dashed
orange line represents the linear case and the solid blue line represents
the nonlinear case. (a) T = 0.2, (k~) =1. (b) T =0.8, (k) = 1.8.

In addition, the simulation presented in Figs. 1012 vali-
dates the previously analyzed relationship between the perco-
lation threshold T; and the parameters (K~), (k), and (K™).
Specifically, the percolation threshold 7 is the T value at
which the first non-zero R.. emerges. We observed that in
Figs. 10 and 11, as the average degree (k) or the positive av-
erage degree (k™) increases, the T value for the initial occur-
rence of non-zero R, decreases. However, in Fig. 12, as the
negative average degree (K~) increases, the T value for the
initial occurrence of non-zero R increases. These observa-
tions are consistent with the conclusions drawn in Section 3
and enhance the consistency and validity of the findings.

In summary, in terms of the final size Re.: R. will in-
crease with the increase of the natural transmission probabil-
ity T, the average degree (k) or the positive average degree
(k"), and decrease with the increase of the negative average
degree (K™ ), regardless of whether p(T') is linear or nonlinear.
Furthermore, the final size R., is typically smaller in the non-
linear case. In terms of the solution number of the final size
R.., we conclude that as (k™) increases, the solution number
of the final size R.. will present a more complex multi-solution
situation in the nonlinear case.

028701-11



Chin. Phys. B 34, 028701 (2025)

5. Conclusion

The triadic percolation not only describes the dynamic
behaviors over time, but also incorporates the effects of reg-
ulatory influences. In this work, we have applied the triadic
percolation model to the study of computer virus spreading
dynamics and deeply explored the nonlinear characteristics of
transmission probability. Through detailed mathematical anal-
ysis, we derived the triadic percolation computer virus spread-
ing model (Eq. (8)) and the percolation threshold (Egs. (23)
and (24)) that consider the nonlinear nature of the transmis-
sion probability. Regarding the triadic threshold, as depicted
in Fig. 7, it is substantially influenced by nonlinearity and ex-
hibits pronounced nonlinear traits as (K~ ) varies. Under iden-
tical parameter settings, the nonlinear percolation threshold is
relatively larger. Furthermore, we conducted simulations to
observe the changes in the final size of percolation dynamics
(refer to Figs. 10-12). These simulations indicate that by re-
ducing (k) and (k™"), and increasing (K~), the final size of
computer virus spread can be effectively controlled. In addi-
tion, to prevent the emergence of multiple solutions, which can
complicate prevention and control efforts, we advocate for en-
hanced governmental intervention to mitigate excessive nega-
tive regulation.

In conclusion, we proposed a computer virus spreading
model predicated on triadic percolation. This model com-
prehensively incorporates the nonlinear characteristics of the
transmission probability and the regulatory impacts, offering
novel perspectives and strategies for the prevention of com-
puter virus epidemics. Unfortunately, our results have not yet
been substantiated with empirical data. To thoroughly assess
the precision and practicality of the model, we intend to vali-
date and refine it using real-world data in forthcoming research
endeavors.
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