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SPECIAL TOPIC — Quantum communication and quantum network

Mask-coding-assisted continuous-variable quantum direct
communication with orbital angular momentum multiplexing

Zhengwen Cao(# IF %), Yujie Wang(E &), Geng Chai(4£5%)", Xinlei Chen([4:JikE), and Yuan Lu(f52%)

Laboratory of Quantum Information & Technology, School of Information Science and Technology, Northwest University, Xi’an 710127, China

(Received 26 September 2024; revised manuscript received 6 December 2024; accepted manuscript online 17 December 2024)

Quantum secure direct communication (QSDC) is a communication method based on quantum mechanics and it
is used to transmit secret messages. Unlike quantum key distribution, secret messages can be transmitted directly on
a quantum channel with QSDC. Higher channel capacity and noise suppression capabilities are key to achieving long-
distance quantum communication. Here, we report a continuous-variable QSDC scheme based on mask-coding and orbital
angular momentum, in which the mask-coding is employed to protect the security of the transmitting messages and to
suppress the influence of excess noise. The combination of orbital angular momentum and information block transmission
effectively improves the secrecy capacity. In the 800 information blocks x 1310 bits length 10-km experiment, the results
show a statistical average bit error rate of 0.38%, a system excess noise value of 0.0184 SNU, and a final secrecy capacity
of 6.319x10° bps. Therefore, this scheme reduces error bits while increasing secrecy capacity, providing a solution for
long-distance large-scale quantum communication, which is capable of transmitting text, images and other information of

reasonable size.

Keywords: continuous-variable quantum direct communication, orbital angular momentum, mask coding

PACS: 03.67.Hk, 03.67.Bg, 03.67.—a
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1. Introduction

With the continuous development of science and technol-
ogy, information security has gradually become the focus of
attention. The security of communication systems is seriously
threatened by quantum computing and distributed computing.
In order to combat the upheaval of the information age and en-
sure the security of information transmission, communication
approaches based on the basic principles of quantum mechan-
ics came into being. The rapid rise of quantum communica-
tion has brought more possibilities to our lives.!!! At present,
quantum communication mainly includes quantum key distri-
bution (QKD)2-%! and quantum secure direct communication
(QSDC).I]

Unlike QKD, QSDC, which was proposed in 2000, al-
lows the direct transmission of secret messages rather than
keys.!”l This reduces the steps involved in the communica-
tion process and the complexity of information transmission
while improving efficiency.!®! In early research on QSDC,
many relevant protocols®~!'!l were developed for different

A two-step QSDC protocol with an
12]

information carriers.
entangled state was proposed by Deng er al. in 2003.!
Its security was verified by comparing the joint statisti-
cal results of the first security judgment with the threshold
value. Moreover, the DL0O4 protocol with a single photon
was proposed by Long et al.,['3] promoting the development

of QSDC. They have been proven to provide information-

TCorresponding author. E-mail: chai.geng@nwu.edu.cn
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theoretic security and are theoretically feasible. In addition,
industry scholars have proposed various QSDC protocols,

14,15

such as the entangled states protocol,!'*!3] the Greenberger—

Horne—Zeilinger states protocol,!'®!7l the quantum-memory-
free QSDC protocol,[lg’m] the device-independent QSDC, and
the measurement device-independent QSDC protocol. [20-24]
In recent years, quantum direct communication tech-
nology has also been experimentally validated, such as in
entangled-state and single-photon QSDC experiments, 2261
which have been reported to verify the principles of QSDC
protocols based on a single photon and entanglement. The
first QSDC experiment based on long-range entanglement has
been reported and the performance of the QSDC system was
theoretically analyzed. The results showed that QSDC can be
achieved on several hundreds of kilometers of fiber optic links
using current optical communication technology, providing a
method to extend QSDC to further distances.>”] Long et al. re-
ported the implementation of a practical quantum-secure com-
munication system. The system adopted a low-density par-
ity check code serial encoding scheme and operated in high-

(28] In order to

noise and high-loss real-world environments.
push QSDC into practical applications, some critical issues
must be addressed. Cao et al. reported the continuous vari-
able QSDC experimental demonstration, verifying the feasi-
bility and effectiveness of the communication method in fiber

optic channels, and proposed a parameter estimation for sig-
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nal classification in actual channels, laying the foundations for
grading reconciliation.!*°! Cao et al. proposed an improved
scheme based on coherent state CV-QSDC, which effectively
reduced the system noise to the original 0.58, and improved
the safety performance of the system by 43.6%.3% The two-
mode squeezed state entanglement source used in this exper-
iment is a common continuous variable entanglement source.
The two-mode squeezed state can be generated with the help
of the parameters of spontaneous parameter down conversion.
It is a common choice for preparing entanglement sources. Its
structure is simple and its cost is low. 8] At the same time, be-
cause of the entanglement property of the two-mode squeezed
state, any measurement of one mode will affect the other
mode. This property can be used to detect potential eavesdrop-
ping behavior, thus enhancing the security of communication.

Although QSDC has made significant progress in both
theory and engineering, it still needs to be further investigated
in terms of engineering implementation and practicality. In
order to achieve long-distance quantum communication, com-
munication protocols need to have higher channel capacity
and noise suppression capabilities. The multiplexing of or-
bital angular momentum (OAM) and mask-coding is an ef-
fective way to solve this problem. OAM is a basic photon
physical quantity, which has great application potential in op-
tical research.3!! Photonic OAM has promising characteris-
tics for realizing multiplexing technology. At present, OAM
is often employed in the following aspects: using higher-
dimensional Hilbert space to encode information in quantum
information processing systems,*? and as an efficient carrier
of information reuse. The OAM state has infinity and orthog-
onality properties, making it an effective approach to imple-
menting multiplexing technology; it can also effectively in-

crease the capacity of the QSDC protocol. In addition, in-

Step 1

corporating mask-coding technology into the protocol can ef-
fectively enhance the anti-interference ability of information
during transmission. 3333
Here, we firstly propose a mask-coding-assisted
continuous-variable quantum direct communication method
based on OAM multiplexing and verify its feasibility through
experiments. According to Wyner’s wiretap channel model,
the performance of the proposed protocol is analyzed. In our
experiment, the hash function is used to mask the secret mes-
sages into a random sequence to improve the security of infor-
mation transmission. Taking advantage of the orthogonality
between OAM modes, each mode can be regarded as an in-
dependent sub-channel, which changes the information block
from serial transmission to parallel transmission and improves
the communication capacity of the system. Finally, in the 800
information blocks x 1310 bits length 10 km experiment, the
results show that the statistical average of the bit error rate
reaches 0.38%. The system excess noise is 0.0184 SNU and
the final secrecy capacity is 6.319 x 10° bps, fully validating
the feasibility of the proposed protocol.

The paper is organized as follows. In Section 2, we pro-
vide a detailed introduction to the designed protocol and an-
alyze its performance based on Wyner’s model; in Section 3,
the experimental results are analyzed based on parameter esti-
mation by building an experimental platform. The conclusion
and discussion are presented in Section 4.

2. Protocol and performance analysis

The first part of this section introduces the content of the
protocol, as shown in Fig. 1. By combining it with the Wyner’s
eavesdropping channel model, as shown in Fig. 3, the second
part specifically analyzes the improvement brought about by
the OAM multiplexing and mask-coding in this protocol.

Bob

Alice
(oro) Sc

Mask
coding

Step 2

- J

Fig. 1. System diagram of mask-coding-assisted CV-QSDC based on OAM multiplexing. OPO: optical parametric oscillator; BS: beam splitter;
Sc: detection light; Sy: signal light; CE: checking eavesdropping; OAM: orbital angular momentum; GM: Gaussian mapping; HD: homodyne

detection; GRM: Gaussian remapping.

2.1. Protocol description

Step 1 (preparation of entangled light) In this proto-
col, Alice uses two-mode compressed light as entangled light.
Alice uses a 50:50 beam splitter to couple two single-mode
squeezed entangled states to prepare a two-mode squeezed en-

tangled state, which respectively are recorded as Sc (detection
light) and Sy (signal light). Alice retains the signal light Sy
and sends the detection light Sc after OAM multiplexing to
Bob through the quantum channel. Specifically, the quadrature

components of the single-mode squeezed states are expressed
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as

{XI = exp(—r) |0>x1 y P1= exp(r) ‘O>P1 ’ (1)

x2 =exp(—r)[0),,, p2=exp(r)[0),,,
where r (> 0) is the squeezing factor, x and p denote the
quadrature position and quadrature momentum, respectively.

|0) denotes the vacuum state. Then quadrature components of
the two-mode squeezed entangled state can be expressed as

st:%(xl—Fm), Psc:%(l?l—pz), @
XSM:%(XZ_-xl% Psy = \sz(pZ'i_pl)

Step 2 (channel security detection) Alice divides the de-
tection light Sc and signal light Sy into two parts, a and b,
respectively. The preprocessing scheme for entangled light is
shown in Fig. 2. Furthermore, b is used for security detection
and identity authentication, while a is used for information car-
rying and measurement. In order to achieve OAM multiplex-
ing of beams, the Sc, is transformed by a group of spatial light
modulators (SLMs) with a spiral phase of exp(i/,0) to obtain
Scai- Alice performs the same operation on Sy, after channel
security detection, identity authentication, and mask-coding:

N
ES"X(r,0,1) = Y Ese,, (r,1)exp(il,0), 3)
p=1

where, Eggx (r,0,t) is the quantized light field of Scy;, and
Es..,; (r,t) is the quantized light field of Sc,;. The definition
of Es., (r,t) will be provided in the following text. Alice
randomly selects time slots to measure the quadrature com-
ponents of Sy, and then tells Bob the selected time slots and
measurement results. After receiving the detection light Sc,
Bob selects the same time slots as Alice to measure the quadra-
ture components of Scp, and makes a joint judgment using Al-
ice’s measurement results:

<{A (W)D%{A (W)D <2, (4)

where x(p)ma and x(p)mp represent the measurement results
of both communication parties. If Bob’s measurement results
and Alice’s measurement results are against Eq. (4), the quan-
tum channel is safe and communication continues; otherwise,
the communication is terminated.

Step 3 (identity authentication) Similarly, Bob ran-
domly selects other time slots on the remaining Scp for mea-
surement, and then sends the time slots and measurement re-
sults to Alice. Alice also conducts joint measurement through
Eq. (4). The purpose of this phase is for Alice to verify and
confirm Bob’s identity. If the identity is legitimate, Alice goes
to the next step. Otherwise, the communication is terminated.

a: Secret message

Information blocks: [IFiN | 24+iN | 3+ilN | eee [ N+ilV]

[7R )

Fig. 2. Preprocessing of entangled light. Sc: detection light; Syp: signal light; the subscript “a” is used for security detection and identity
authentication, while the subscript “b” is used for information carrying and measurement; CE: checking eavesdropping; OAM: orbital angular

momentum; N: OAM multiplexing modes.

Step 4 (information mask-coding) Alice employs mask-
coding to mask the secret messages to obtain a random mes-
sage sequence M.13%! This protocol takes the hash function
cluster designed by the Toeplitz matrix as an example to il-
lustrate the mask-coding:

(i) Alice randomly selects a random code sequence s of
length k+n — 1 and constructs a k x n binary Toeplitz ma-
trix (where k is the length of the secret messages and n is the
length of the masked target). The Toeplitz matrix, also known
as a constant quantity matrix, has equal elements on the same
diagonal parallel to the main diagonal, each row of the ma-
trix is the result of moving one element to the right relative to
the row above it, and the newly added position on the left is
filled by another sequence. The k x n Toeplitz matrix can be

represented as follows: 3]
all ap a3 a4 o Ay
ag, a1 Az ars aip-1
Aip-1 Aip a1 a2 ain-—2 . 06)

A1k Alk—1 A1 k-2 A1 k=3 *** Aln—k+1 | pyp

Taking secret message m = 001, n =5 as an example, Al-
ice selects a random number sequence s = ajasazasasaga; =
1100100 and constructs a Toeplitz matrix as follows:
ap ap az a4 as 11001
ar ay ay asz a4 =10110
aeg a7 a; az as 0011

Toe = 0 (6)
3x5 0

(i1) Alice transforms the Toeplitz matrix into rows to ob-
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tain a standardized matrix

01]10
To. =[Ar.JE]= [ 01|01 (7)
11100

— o o

Among them, the sub-matrix A7,, and the randomized re-
dundant sequence Roe = [1 0]T are used to construct the matrix
[Roe m— A7, Roe]™ , as shown in Eq. (8), and then the masked

message sequence M = 10000 is obtained,

1
o) 1
. 0
o oe _ _
M_{m—ATRoe]_ 0] [o1 =0 ®

oe 1 0
IR

1] |11

(iii) Alice sends Bob the starting digit of the random se-
quence s used through the classic authentic channel after de-
multiplexing and measurement, so that Alice and Bob share
the same hash function to assist Bob in extracting secret infor-
mation.

Step 5 (Gaussian mapping) Alice first unifies the mask
message sequence M to obtain a balanced sequence M’, so
that the sequence M’ has a stable uniform distribution. 7]
Then the balanced sequence is mapped to a set of Gaus-
sian random numbers with zero mean and variance V.
This protocol takes each information block containing 3 bits
as an example,[38] and the Gaussian random number is
divided into 8 intervals according to the principle of
equal probability. The corresponding Gaussian intervals

e [—7,—3.25], (-3.25,—1.91], (—1.91,—0.90], (—0.90,0],
(0,0.90], (0.90,1.91], (1.91,3.25], (3.25,+7], and the eight
intervals from left to right correspond to 000 to 111 of a 3-bit
binary string.

Step 6 (information multiplexing) Alice generates
OAM signal lights with different modes {Syili = 1,2,...,N}
from signal light Sy, through spatial light modulators, **! and
groups the information blocks according to OAM’s modes N.
Each information block is modulated on the quadrature com-
ponent (x or p) of Syy; in order to obtain the final information
beam Siyf0, as shown in the Fig. 2. Specifically, the quantized
light field of the signal light Sya; can be expressed as

—i(wt—k-r)

Egy (r,0) =K xi {ae _gteil@—km] (g

where K = (ﬁ%) 2 and 7 is the Planck constant. & is the
dielectric constant, @ is the angular frequency, k represents
the wave number and 7 represents the wave vector. a and a'
represent the generation operator and the annihilation opera-
tor, respectively. The quantized light field of the OAM beam
generated by Alice is represented as

N
EMUX(r, 0,t) =Y Es,, (r.t) x exp(il,6), (10)
p=1

where [, represents the topological charge of OAM beam, and
N is the number of modes used for multiplexing. The quan-
tized light field of the final signal light beam Sjn, generated
by Alice is represented as

MUX .V
SMai (T, G,t)exp <1v>

T

Esinfu (T‘, G,t) =

X i i Ay (axt + ¢,)
X 1 COoS
p = Vn- k 'p

= EAP{aAexp [i(k-r— )]
+&Aexp[—i(k-r—a)kt)]}, (11)

where W, represents the bias voltage of the amplitude modu-
lator, V represents the half-wave voltage of the phase modu-
lator, A, represents a random number obeying Rayleigh dis-
tribution for amplitude modulation, ¢, represents a uniformly
distributed random number for phase modulation and a4 rep-
resents the dimensionless complex amplitude operator after
Gaussian modulation.

Step 7 (demultiplexing and measurement) After receiv-
ing the signal light S/, . (after channel transmission), Bob sep-
arates N OAM beams of S(.,; from the detection light St (after
channel transmission), and separates the N OAM beams sig-
nal light S},
mode OAM signal light S}, can be measured and recovered

/
from Sj ..

The detection light S.; with the same

to a Gaussian plane light from the spiral phase. After passing
through the quantum channel, the optical light of the detection
light and signal light received by Bob are

Eg?®(1) = Esc -exp(i9),
Bob . 12)
ES:nl'o (t) = ESinfo ’ exp(l¢)7
where exp('d)) represents the evolution of channel
transmission.**! Bob performs CV Bell detection on the de-

tection light and signal light, and the measurement results can
be written as

+oo 2T
o[

where * represents conjugate transformation. The result after

EMUX
Maz

EMUX} ’ rdrdo,  (13)

removing the direct-current component can be expressed as

o0
I'r = Re{/ / El\deX MUX} rdrd@}
4o 21 | N
{7

Y. Bs,,,,, ex0( ilqe)]

XES/Ca,exp(—iqu)rdrdG}. (14

In addition, different modes of OAM light satisfy orthog-
onal characteristics, and only vortex light with the same mode
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can be successfully demultiplexed and measured during detec-
tion. The joint measurement result is represented as

1 /
Xm = &= | X —X
m \/E ( SI’VI&I Séjdl)
_ 1 ! !
Pm = \ﬁ <pS{V[ai * pSEai) '

Step 8 (information extraction) Bob then remaps the

5)

measured results through information reconciliation to obtain
the masked message sequence. Alice sends the description se-
quence s of the hash function to Bob. Subsequently, Bob uses
sequence s to perform mask-decoding on the masked message
sequence. Corresponding to step 4, the original secret message
m = 001 can be obtained. At this point, the communication
between the two parties ends.

1
01100710 0
m=T'.M=|01010||0]|=]0 (16)
11001/ /0 1
0

2.2. System performance analysis

The channel with eavesdroppers is called the eavesdrop-
ping channel, and the secrecy capacity is the maximum secure
transmission rate between Alice and Bob. According to the
communication model in Wyner’s wiretap channel theory, [4°]
as shown in Fig. 3, the difference between the main channel
capacity and the eavesdropping channel capacity in Wyner’s
wiretap channel model is defined as the secrecy capacity be-
tween the two communication parties:

Co > O[2—ha(e)] — Qg [h(ex) +h(e)] =5 Cy — Cw

= OBIAB — OEXBE, (17)

where Cs represents the secrecy capacity, Cy represents the
main channel capacity, Cy represents the eavesdropping chan-
nel capacity, Iap represents the amount of mutual information
between Alice and Bob,*!! and xBE represents the Holevo
bound that eavesdropper Eve can obtain. Qg is the recep-
tion rate of Bob, Qg is the maximum rate Eve can access the
qubits. The secrecy capacity with orbital angular momentum
multiplexing can be calculated as

N
CMUX =¥ (Cwmin — Cwn)

n=1

N
- Z (OBnlaBn — OEnXBEn), (18)
n=1

where N is the number of OAM modes. Taking the measure-
ment of quantum signals using CV Bell detection as an exam-
ple, Iap can be represented as

1 Vs ) <V+Xtot>
I =2 x ~log, [ =2 ) =1Io .19
AB 2o (VBA £ 1+ Xtot

where V =V, + 1, Xiot = Xiine + (Xn/T) represents the total
noise, Xine = 1/T — 1+ € represents the linear noise present

in the channel, and ), = 2(1+ ve)/N — 1 represents the de-
tection noise from CV Bell detection, wherein v, represents
the electrical noise and 1) represents the detection efficiency.
Moreover ygg can be represented as

XBE—ZG< ) ZG( ), (20)

where G(x) = (x+ 1)logy(x+ 1) — xlog,(x). A; is the sym-
plectic eigenvalue calculated according to the covariance ma-

trix corresponding to the quantum state pag, Per, PAFG at each
stage, which can be obtained from

Ja=1} A+ Va2 =aB],
Jaa =4[V =aD], @n
As=1,

where

A=V21=2T)+2T +T*(V + Xiine),
B= T2 (VXIine + 1)2
C= AxhetJrBwL1+2Xhel(v\F+T(V+75hne))+2’r(v2 l) (22)

T2(V+Yiot)? ’
D= (V+vVBYnet)?
T2(V+x0)?

Then we can get the system performance of Gaussian
mapping CV-QSDC based on OAM and mask-coding when
the eavesdropper attacks the communication system with a
collective attack. Four modes of OAM beams are selected

in this protocol, and the secrecy capacity can be expressed as
4
=1 (QBnIABn -

CMUX — OFEnXBEn)-

mapping

Quantum

channel

_____________ — -

l l
| Messa o Hash inverse OAM& [
| & masking remapping |
\ Bob )

Fig. 3. Wyner’s wiretap channel model. Quantum channel: main channel
between Alice and Bob; wiretap channel: eavesdropping channel of Eve;
OAM: orbital angular momentum; pap: initial state between Alice and
Bob; pgr: auxiliary state of Eve; parg: receiving state after eavesdrop-
ping and interference.

In combination with Subsection 2.2, the relationship be-
tween secrecy capacity and transmission distance is calculated
for different Op and Qp. According to Fig. 4, in different
transmission environments, this scheme can improve system
performance as compared with existing schemes. On the other
hand, under the same multiplexing conditions, the lower the
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system error rate, the more significant the performance im-
provement effect of this scheme. Furthermore, in this scheme,
mask-coding is used to protect the transmission security of
massages and resist the influence of channel noise. The com-
bination of orbital angular momentum and information block
transmission can effectively improve system performance.

10?

10?

_
o
|
[N}

[y
o
|

=

AN
~ N

— - Qp=Q=0.5, Non OAM MUX"
F—— Qg =Qr=0.5, OAM MUX

— - Qp=Qp=0.1, Non OAM MUX
e Qp=Qg=0.1, OAM MUX
— -Qp=0, Qg=1, Non OAM MUX
— Qp=0, Qg=1, OAM MUX

0 50 100 150 200 250 300 350 400 450 500
Transmission distance (km)

Secrecy capacity (bits/pluse)
= =
= =
L L

10—12

Fig. 4. Secrecy capacity. The dotted line indicates the secrecy capacity
without orbital angular momentum multiplexing under different Op and
Ok, and the solid line indicates the secrecy capacity with orbital angular
momentum multiplexing under different Op and Qg.

3. Experimental analysis

This section introduces the experimental analysis of the
proposed scheme. First of all, the set-up of the experimental
platform is introduced. Then, the parameters of the experi-
mental data are estimated, and the results finally are analyzed
to draw a conclusion.

3.1. Experiment implementation

This protocol requires the multiplexing of four OAM
modes, and the experimental platform setup is shown in Fig. 4.

In this experiment, we divide the information block into four
parts and estimate the parameters of the 800-blocks data re-
sults, and based on the measurement results, the core param-
eters of the system are estimated to evaluate the effectiveness
of the experiment.
Alice employs a commercial frequency-stabilized
1550 nm wavelength continuous-wave (CW) laser with
150 kHz linewidth as the signal laser, and uses a customized
10 GHz lithium niobate electro-optic amplitude modulator to
transform the CW light into an optical pulse train with 2 ns
pulse width and at a repetition rate of 50 MHz. The NOPA
cavity consists of two flat concave mirrors with a radius of
curvature of 30 mm. A type-II KTP crystal is placed in the
center of the cavity, and the cavity bandwidth is 28 MHz.[4?]
Then, Alice prepares a two-mode squeezed entangled state
by passing an optical pulse through a non-degenerate optical
parametric amplifier, one as signal light and another as detec-
tion light. After that, the detection light is sent to Bob after
passing a variable optical attenuator./*3! After the signal light
is adjusted through the optical fiber delay line, it is divided
into four ways through a three-component beam splitter. Alice
preprocesses the secret messages according to Subsection 2.1
and rotates the four modulated signal lights through spatial
light modulators to four orthogonal OAMs, and then sends
them to Bob after a multiplexer. The introduction of optical
devices to modulate the compressed light will not cause the
compression to disappear, but the entanglement property will
still exist if compression occurs. The entanglement form of
the two-mode compressed light after passing through each

optical device is given in Ref. [44].

mowge [V
€ ZIZIZIE |2
QIO Q) Q Q
= =g e i =
[aal) faal) faa)) faa} aa]
T Sy vy RO 7
DL
Alice ‘
—————————————————————————————————————————————————— Quantum channel __
Bob
o
SLM, .
a
SLM, DEMUX
SLM;
SLM,
Secret Information -
message UHF extraction L \

Fig. 5. Experiment setup. CW, 1550 nm continuous wave light source; UHF, hash forward transformation; DL, fiber optic delay line; AM,
amplitude modulator; PM, phase modulator; VOA, variable optical attenuator; Blocki, the information block after partitioning; NOPA, non
degenerate optical parametric amplifier; SLM, spatial light modulator; MUX, OAM multiplexing; DEMUX, OAM demultiplexing.
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Fig. 6. Autocorrelation analysis results of four-channel multiplexing OAM data. Panel (a) shows the cross-correlation analysis results of each OAM
channel, and panel (b) shows the cross-correlation analysis result of all data obtained after merging the four-channel data.

Bob receives two lights passing through 10 km quantum
channel. Concretely speaking, Bob receives the detection light
and then processes it through the same three-component beam
splitter and spatial light modulators as Alice for subsequent
CV Bell detection. When Bob receives the modulated signal
light, it is demultiplexed to be combined with the detection
light for CV Bell measurement. Finally, the messages after
demultiplexing and measuring are extracted and the whole ex-
perimental process is completed.

The correlation between the data of the four OAM modes
and the overall data is shown in Fig. 6, and the estimated pa-
rameters are shown in Table 1. From Fig. 5, it can be seen
that the correlation of each OAM channel tends to be con-
sistent, consistent with the overall data correlation, and does
not affect the overall correlation, which verifies the effective-
ness and feasibility of the experiment. According to Table 1,
the estimated results of the system parameters are consistent
with the data correlation in Fig. 5, which verifies the feasibility
of using orbital angular momentum multiplexing in quantum

communication.

Table 1. Parameter estimation results of the experimental variable.

Parameter\Channels OAM 1 OAM 2 OAM 3 OAM 4 MUX channel

0.6275
0.0184

T 0.6273 0.6284 0.6271 0.6274
& (SNU) 0.0184 0.0184 0.0184 0.0184

3.2. Parameter estimation

This section performs parameter estimation on the vari-
able after passing through the channel to ensure the validity
of experimental data, and to estimate the information obtained
by Alice and Bob with the help of calculating the error rate of
this experiment. In parameter estimations, it is necessary to

obtain the confidence interval. Here, we introduce the normal
model#40] of Alice and Bob’s variables:

y=tx+tz, 23)

where t = /NT € R. z follows the normal distribution of vari-
ance 62 = Ny+ NT &+ ve. Similar to the analysis in Ref. [46],
the maximum-likelihood estimator 7, 62 and 6g can be calcu-
lated according to the following equation:
A TN i a0 L v 232
= ﬁ7 o~ = NZi:l(yi_txi) 5

A2 1L vN 2 U _ 1LyN 2
6y = 77 Li=1 Yo Va= x Liz1Xi-

These estimators are independent and satisfy the follow-

(24)

ing distribution:

2
A [}
zNN<t,—Z,.N:lx_2),
1
N&2 N6 AV,
62 b Gg 9 Va

(25)

~x*(m—1).

From this, the confidence intervals of these parameters
can be calculated as
t€[f—At,f+ A,
02 € [67—Ac?,6% +Ac?],

26
o2 € [62— AR, 62+ Ac?], (26)
Va € [Va— AV, V2 +AV,],
where
52 52

At = Zepg /2 %\G’ AGZ = Z'EPE/ZO-T\mﬁ’ (27)

72 502v/2

AVa = ZSPE/Z V‘i\/\r\{i7 AG& = ZEPE/ZO-Of]\\IIf7

wherein parameter zg, / satisfies the following relationship:
1 —erf(—zg\"}%/z) S

2 px . 2 (28)
erf (x) = = [g exp (—7%)dr.
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Fig. 7. Results analysis. Panel (a) shows the estimated bit error rate of
more than 800 groups of different secret information transmitted by the
proposed protocol, and the light colors represent results obtained without
masking operations under the same conditions, in which the efficiency
of the detector is 0.5. In panel (b), the blue line indicates the amount of
mutual information between Alice and Bob, and the red line indicates the
amount of mutual information with eavesdroppers; the dotted line indi-
cates the result without OAM multiplexing, and the solid line indicates
the results after OAM multiplexing; the dotted dashed line indicates the

0

results without OAM multiplexing and masking; the “x” mark refers to

TR

the results obtained through experiments, and the “e” mark refers to the
results obtained without reuse under the same conditions, the “I” mark
refers to the results obtained without reuse and mask under the same con-
ditions.

The system error rate results for masked message extrac-
tion are shown in Fig. 7(a). It can be seen that the error rate
of the experimental system remains stable, with an average of
0.0038. Compared with the results of similar schemes, 28] the
average error rate is about 0.60% at a distance of 1.5 km; we
can achieve a longer transmission distance with the same or-
der of error rate. This verifies that mask-coding can be used to
protect the transmission security of information in the channel
and resist the influence of channel noise, further reflecting the
stability and feasibility of the experimental system.

Based on the parameter estimation results in Fig. 6 and
Table 1, as well as the transmission error rate in Fig. 7(a), the
relationship between system transmission distance and secrecy
capacity is shown in Fig. 7(b). The four curves in Fig. 7(b)

represent the theoretical value of multiplexing, experimental
value of multiplexing, single-channel theoretical value, and
single-channel experimental value from top to bottom, respec-
tively. At the same distance, this scheme has a significant im-
provement in secrecy capacity compared to existing schemes,
which is determined by the quanta of observable orbital an-
gular momentum in the experiment. At the same time, there
is a certain gap between the experimental value and the theo-
retical value; this gap is caused by channel errors. In future,
further research can be conducted on quantum state oriented
coding and decoding techniques to reduce transmission errors
and further improve system performance.

4. Discussion and conclusion

Based on a QSDC scheme from the perspective of both
protocol and experiment, in terms of ensuring the security and
performance of the protocol, the combination of mask-coding
technology and orbital angular momentum multiplexing not
only improves the security capacity of the system, but also ef-
fectively combats the impact of channel noise and eavesdrop-
ping. The experimental results show that in the transmission
of 800 information blocks x 1310 bits length, the statistical
average of the bit error rate for this scheme is 0.38%, the sys-
tem excess noise is 0.0184 SNU, and the final security ca-
pacity is 6.319 x 10° bps. Therefore, the proposed protocol
ensures that legitimate parties can obtain more confidential in-
formation while improving both security and transmission effi-
ciency. The research on the actual security of the protocol will
further optimize our protocol and address more complex com-
munication environments, which will be the focus of our work
in the future. Therefore, the proposed protocol will further
enrich QSDC technology and promote the implementation of
practical QSDC systems.
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