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SPECIAL TOPIC — Quantum communication and quantum network
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Reference-frame-independent quantum key distribution (RFI-QKD) can avoid real-time calibration operation of ref-
erence frames and improve the efficiency of the communication process. However, due to imperfections of optical devices,
there will inevitably exist intensity fluctuations in the source side of the QKD system, which will affect the final secure key
rate. To reduce the influence of intensity fluctuations, an improved 3-intensity RFI-QKD scheme is proposed in this paper.
After considering statistical fluctuations and implementing global parameter optimization, we conduct corresponding sim-
ulation analysis. The results show that our present work can present both higher key rate and a farther transmission distance

than the standard method.
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1. Introduction

In 1984, Bennett and Brassard proposed the so-called
BB84 protocol,!!?! representing the beginning of quantum key
distribution (QKD). The security of QKD is based on the law
of quantum physics, and in principle, it can allow two distant
parties Alice and Bob to construct unconditional secure com-
munications. Thereafter, a great number of theoretical and ex-
perimental works have been carried out.l’!

As we know, some assumptions are made in the security
proof of QKD, which are very hard to satisfy in practice. This
leads to many vulnerabilities in QKD systems.*8 An eaves-
dropper, Eve, can exploit these vulnerabilities to attack QKD
systems, and thus threaten their practical security. Besides,
there exists drift of reference frames between Alice and Bob in
practical QKD applications. People have to do reference frame
calibration before the key transmission, making the QKD sys-
tem inefficient. Fortunately, the reference-frame-independent
QKD (RFI-QKD) protocol was proposed,'®! which allows Al-
ice and Bob to share secret keys without the alignment of ref-
erence frames. As a result, the RFI-QKD protocol can show
much better performance compared with standard BB84 pro-
tocols and thus attracted a lot of attention.['%-171 On the other
hand, the decoy state method was put forward!!8-2%! to resist
the photon-number-splitting attack./?!=2% Usually, it requires
the stability of the light source. However, in practice, im-
perfect modulators or lasers will inevitably produce intensity
fluctuations, making this requirement impossible to achieve.

TCorresponding author. E-mail: qinw @njupt.edu.cn

CSTR: 32038.14.CPB.ad99cb

In recent years, several methods were proposed to reduce the
influences of intensity fluctuations.?*-26! Here we present an
improved RFI-QKD protocol by taking intensity fluctuations
into account, and significantly increase its performance.

The paper is arranged as follows: we describe the the-
ory for the improved RFI-QKD protocol with intensity fluctu-
ations in Section 2. Then, we carry out numerical simulations
and discussions in Section 3. Finally, conclusions are given in
Section 4.

2. Improved RFI-QKD protocol with intensity
fluctuations

In this section, we introduce the theory of the improved
protocol. Below let us introduce the protocol step by step.

(1) Quantum state preparation: At the sender’s side, Alice
randomly modulates light sources into three different intensi-
ties (U, Vv, 0), each called the signal state, the decoy state, and
the vacuum state, with probabilities Py, Py, and 1 — P, — Py,
respectively. For the signal state, Alice prepares each pulse on
Z, X, and Y bases with conditional probabilities P, AN PXA| 1>
and 1 — Pz, — P, |y, respectively. For the decoy state, Al-
ice prepares each pulse on Z, X, and Y bases with conditional
probabilities Py, |y, Px,|y, and 1 — P, |, — P, |y, correspond-
ingly.

(2) Quantum state measurement: At the receiver’s side,
Bob randomly selects Z, X, or Y bases to measure the received
pulses with probabilities Pz, Py, and 1 — Pz, — Py,, respec-
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tively, and records the measurement results.

(3) Basis vector comparison: Alice and Bob publicly an-
nounce the basis and intensity selection information, and ob-
tain the sifted key.

(4) Parameter estimation: Alice and Bob select some bits
from the sifted key for comparison, and estimate the single-
photon count rate and single-photon error rate.

(5) Post-processing: Alice and Bob perform error correc-
tion, and privacy amplification processes to extract the secure
key.

In RFI-QKD protocol, as shown in Fig. 1, the Z basis of
the Alice and Bob ends can remain aligned, while the X and Y
bases can be unaligned, and the three bases satisfy the follow-
ing relationship:

Zp =Zp,
Xp = cos BX4 +sinBYy,
Yp = cos BY4 —sin S X4, (1)

where [ represents the deflection angle of the reference frame.

Fig. 1. Bloch sphere of Alice and Bob’s reference frames. The solid

line represents Alice’s reference frame, while the dashed line represents
Bob’s drifted reference frame.

In the real protocol, as shown in Fig. 2(a), Alice sends out
N light pulses, and randomly modulates each pulse into three
different intensities (i, v,0). Due to the instability of the light
source, the intensity of the signal state in the i-th light pulse is
denoted as u', and the intensity of the decoy state in the i-th
light pulse is denoted as v/, where

w=(1+8,)n,

vi=(1+8)v, )
and \5;1\ < 8y, |8} < 8y, 8, and &, are known values in this
protocol. The lower and upper bounds of a physical quan-

tity are represented by the superscripts L and U, respectively.
Therefore, we have

pt = (1+5u)#a = (1-8u)n,
Wo(148,)v, vE=(1-8,)v. 3)

In order to give a tighter estimation, below we construct
a virtual protocol,[*%! as shown in Fig. 2(b). Its security is ex-
actly equivalent to that of the real protocol. We assume that we
can strictly control the fluctuation range in [—Jy,+8y], and we
can precisely control the intensity of the decoy state as vU.[>]

In the actual experiment, we will first measure the in-
tensity fluctuation multiple times and then take its maximum
value among the signal state and the decoy state. The intensity
fluctuation value mentioned in the paper is based on accumu-
(1+8))v
From this, we can get the attenuation factor 1 of the attenua-

lated data. After passing the attenuator we get v =

tor, which is

A
N IR 1+6,

“

Then we have u = u’/n’, where u’ is the intensity of
the signal state before the attenuator and u’ is the intensity of
the signal state after passing the attenuator.

(a) The real protocol

' /Y /0 |—.| ATT(n) |—> Bob

(b) The virtual protocol

Alice

Fig. 2. Comparison between (a) the real protocol and (b) the virtual
protocol. ATT represents the attenuator and 7' is the attenuation factor.
In the real protocol, Alice sends signal state u’, decoy state v/ and vac-
uum state 0 to Bob. In the virtual protocol, Alice sends signal state u”,
decoy state vV and vacuum state 0 to Bob.

Here we use the weak coherent source (WCS) as the light
source, which obeys the Poisson distribution

o0 Akefl
pr = Z D

k=0

k) k|, (A=u,v; k=0,1,2...). (5)

In the i-th light pulse of preparing quantum states by the
RFI-QKD protocol, at the sending end, Alice sends intensity
pulses of signal state, decoy state and vacuum state with proba-
bility P, Py and 1 — P, — Py, respectively. For the signal pulse,
the probability that Alice chooses the Z, X and Y bases is P, ANE
Px,u and 1 — Pz, |, — Px, |, respectively. For the decoy pulse,
the probability that Alice chooses the Z, X and Y bases is Pz, |y,
Px,|v and 1 — Pz |, — Px, |y, respectively. At the receiving end,
Bob randomly selects the Z, X and Y bases to measure the
pulse with probabilities Pz;, Py, and 1 — Pz, — P,, respec-
tively. If source v is chosen, Alice actually prepares a WCS
'v/vU), where 6! is random in [0,27], the
=(1+6y)v. If
source U is chosen, Alice actually prepares a WCS pulse in
state |e'% /1), where

i 140y
1+ 6}

pulse in state |el%
imaginary unit is represented by i and vV

', (©6)
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and then we can derive that

ut=pu, @)
1+§
U _ u
—1_6“H 3)

After considering the intensity fluctuations, the photon
number distribution of WCS follows the Poisson distribution
with an average photon number of A/, whose upper bound and
lower bound are respectively

+oo L\"
ray -y Bl ©)
n=0 n.
Joo (A UN!
(2Y) (%) e, (10)
= n!

where P}”0 o represents the probability that Bob’s measure-
A °B
ment result after using &g basis measurement is O under the

condition that Alice prepares the quantum state &P, &4 €
{Xa,Ya,Z4}, Ep € {Xp,Yp,Zp}, and its upper and lower
bounds are

PAL Y pl (L
Py = LB (D)

XZCJ

/lU Z«P’F()’U)

T (ENEDP) F (), an

XZC’ (e F ). a2)
In the same way, we can get the expression for the upper
5A o and P’L g1

Then we can get the upper and lower bounds of the gain

A .
Q% &5

and lower bounds of P

AL 1
Q<§A58 (P§A0+P 1+P 0+PA‘§B) (13)
au 1
o}y = (PéA0+P 4P 0+PA§B> (14)

The upper and lower bounds of quantum-bit error rate
EQA g, CaN be expressed as

ALU) . [ #AL(U) ~1.L(U)
ggp D {E5A<§B ’ E@@B }’ (15)
where
FAL(U) _ L(U) A.L(U)
Eee, —ed(l 2, )*eéAéB (16
A,L(U) ( )
P, P
éA[:B Q@iéB

The lower bound YZIA’IEB of the single photon count rate

and the upper bound e]Z;‘UZB of the single photon bit error rate
under the basis vector combination Z4Zg can be obtained as

<§A & follows:[27]
|
yIL s Pr(uh)0yh, — PP (v — [P (uh)RY (vY) — B (uh)PY (vU)] oV (18)
nin = PHDPI(V) ~ PP (vY) |
U
WU 2:72597,75 _PU(VU)EOQO’L (19)
s = PU(VU)YZAZB )
where EY = 0.5. where

Using the same method, the upper bounds EXB(B e,l(g,B

e,l//’g(B and eYA[f,B of the single-photon bit error rate for basis
vector combinations XaXp, XaYp, YaXp and Y4Yg can be esti-
mated. By using eXA Xy e)l(/H,B ell,A[)j(B and eYAY , the intermediate

parameter C can be obtained, and the calculation formula is™!

2 2
C = (1-2ep5,) +(1-2¢45)
2 2
+(1-2ep,) +(1-261,) @0
The information /g stolen by Eve is a function of the up-
per bound e]ZfZB of the single-photon error rate, the intermedi-

ate parameter C and the basis vector combination Z4Zg, which

can be expressed as!’!

1,U w 1,U v
I (l—eZAZB)H(l—l-2)+eZAZBH(1+2), Q1)

\/C/2
wmin{l/u,l}, (22)
1 €. 7

2
\/C/Z— (1 —eé’AUZB) w?
V =

LU J
€z, 7s

(23)

H(x) = —xlog,(x) —
function.

(I —x)log, (1 —x) is the binary Shannon

Combined with the above analysis and GLLP formula,
the formula of the RFI-QKD protocol security key rate with
source errors is®]

R- = Pulz, |ulzs [P ('LLL) ZAZB( —Ig)
— 055, H(ELS,)], 24

where f is the error correction efficiency.
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3. Numerical simulation and discussion

In this section, we carry out corresponding numerical
simulations. To demonstrate the performance of our scheme,
we fixed the deflection angle of the reference frame 3 and the
light source fluctuation value & respectively, and compared
the key rate and the transmission distance between the stan-
dard method and our present work. In addition, we applied
our work to the BB84-QKD protocol and compared it with the
RFI-QKD protocol, proving the better characteristics of the
RFI-QKD protocol. To be more realistic, we consider statis-
tical fluctuations and global optimization. The system param-
eters we used are shown in Table 1. Here, 14 is the detection
efficiency of detectors; Yy is the dark count rate of the sin-
gle photon detector; e4 is the misalignment error probability;
« is the loss coefficient of the transmission fibers; f is the
error correction efficiency; 7y is a parameter corresponding to
the standard deviation of statistical fluctuations; N is the total
number of signals sent by Alice and Bob. We carried out full
parameter optimization for u, v, Py, Py, PZAlu» PXAI#’ PZA|V,
PXA\V’ PZB and PXB'

Table 1. List of experimental parameters used in numerical simulations.

Na Yo ed o f Y N
0.145 3.0x10°® 15% 02dB/km 1.16 53 1.0x 10!

In Fig. 3, we make a comparison between our present
work and the standard method for different intensity fluctu-
ations by setting the deflection angle § at 0. We can see
from Fig. 3 that when the value of intensity fluctuations o
increases from 0.03 to 0.05, the transmission distance of our
present work only slightly decreases its value, i.e., by 1.4 km.
However, for the standard method, its transmission distance
depresses more than 6 km. We also analyzed the situation
where the intensity fluctuation value is beyond the normal
range (0 = 0.15), and it can be seen that our method still per-
forms much better, which means it is not limited by the inten-
sity fluctuation value 6. The longest transmission distances
for different methods are listed in Table 2.

10—t T T T

10723

1073

— =0
—— 6=0.03 (present method)
—— 6=0.05 (present method)

Secure key rate (bit/pulse)

10724 §=0.15 (present method) E
--=- §=0.03 (standard method)
--=- §=0.05 (standard method)

10-6+ §=0.15 (standard method) 3

0 40 80 120 160
Distance (km)

Fig. 3. Comparison of the key rate between our present work and the
standard method, setting the deflection angle as § = 0. The dashed lines
represent key rates using the standard method. The solid lines represent
the key rates using our present work.

Table 2. Comparison of transmission distance between standard
method and present work. (B =0, R = 5.0 x 1077 bit/pulse).
=0 6=0.03 §=005
153.1km 141.9km 135.1km
153.1km  150.4km  148.7 km

6=0.15
102.6 km
140.5 km

Standard method
Present work

In Fig. 4, we compare the key rate between the standard
method and our present work under different deflection angles
by setting intensity fluctuation value § at 0.05. We find that
our present work can give a much higher key rate than the
standard method when the deflection angle is 0. When the de-
flection angle increases to 7/8, the transmission distance of
our present work only decreases by a few kilometers, while
that of the standard method will reduce more than 13 km. The
transmission distances for different methods under different
deflection angles are listed in Table 3.

_
T

10725~

1073

—— B3=0 (present method)\ \\.'\\\
—— B=m/8 (present method) '\_\\
10-54— 8= /4 (present method) \\'\
-.-.-3=0 (standard method) \\'
- - - B=mn/8 (standard method) o
10-64- - -B=n/4 (standard method) '

1043

Secure key rate (bit/pulse)

1
0 40 80 120 160
Distance (km)

Fig. 4. Comparison of the key rate between our present work and the
standard method, setting the intensity error as 6 = 0.05. The dashed
lines represent key rates using the standard method. The solid lines
represent the key rates using our present work.

Table 3. Comparison of transmission distance between standard
method and present work. (6 = 0.05, R =5.0 X 1077 bit/pulse).
B=0 B=m/8 B=m/4
Standard method 135.1 km 122.8 km 117.9 km
Present work 148.7 km 142.0 km 140.0 km

H
S
L

—§=0 (RFI-QKD)
—— §=0.03 (RFL-QKD)
—— §=0.05 (RFLQKD) 4
-=-6=0 (BB84-QKD)

- - -§=0.03 (BB84-QKD)
- - -5=0.05 (BB84-QKD)?

1072

10734

1074

10754

Secure key rate (bit/pulse)

1079

0 40 80 120 160
Distance (km)

Fig. 5. Comparison of the key rate between the RFI-QKD protocol and
the BB84-QKD protocol when using our present method and setting
the deflection angle at § = /4. The dashed lines represent key rates
of the RFI-QKD protocol. The solid lines represent the key rates of the
BB84-QKD protocol.
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Table 4. Comparison of transmission distance between BB84-QKD and
RFI-QKD. (8 = 7/4, R = 5.0 x 1077 bit/pulse).

6=0 6=0.03 6 =0.05
BB84-QKD 117.1 km 111.1 km 106.7 km
RFI-QKD 144.6 km 141.8 km 140.0 km

In Fig. 5, we make comparisons between the BB84-QKD
protocol and the RFI-QKD protocol when both using the im-
proved method of analyzing intensity fluctuations by setting
the deflection angle at B = m/4. Obviously, our present
improved RFI-QKD protocol can show much better perfor-
mance than the BB84-QKD protocol for 6 =0, 6 = 0.03, and
0 = 0.05. And the larger the intensity fluctuation, the more
advantages our present work can show. The detailed transmis-
sion distances for different protocols are listed in Table 4.

4. Conclusion

In this study, we propose an improved method to enhance
the performance of the RFI-QKD protocol with intensity fluc-
tuations. In order to obtain a tighter boundary, we introduce
an equivalent virtual RFI-QKD protocol and construct the se-
curity model. Moreover, we take the finite data size effect into
account and implement full parameter optimization in our sim-
ulations. Simulation results show that, when there exists in-
tensity fluctuation in light sources, our present work can show
much better performance than either the standard RFI-QKD
protocol and the BB84 protocol. Therefore, our work can pro-
vide a valuable tool for practical implementation of quantum
key distributions in the near future.
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