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SPECIAL TOPIC — Quantum communication and quantum network

Effect of pseudo-random number on the security of
quantum key distribution protocol

Xiao-Liang Yang(#1%5%), Yu-Qing Li(Z=#i%), and Hong-Wei Li(Z=% )"
Henan Key Laboratory of Quantum Information and Cryptography, SSF IEU, Zhengzhou 450000, China
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In the process of quantum key distribution (QKD), the communicating parties need to randomly determine quantum
states and measurement bases. To ensure the security of key distribution, we aim to use true random sequences generated
by true random number generators as the source of randomness. In practical systems, due to the difficulty of obtaining true
random numbers, pseudo-random number generators are used instead. Although the random numbers generated by pseudo-
random number generators are statistically random, meeting the requirements of uniform distribution and independence,
they rely on an initial seed to generate corresponding pseudo-random sequences. Attackers may predict future elements
from the initial elements of the random sequence, posing a security risk to quantum key distribution. This paper analyzes the
problems existing in current pseudo-random number generators and proposes corresponding attack methods and applicable
scenarios based on the vulnerabilities in the pseudo-random sequence generation process. Under certain conditions, it is
possible to obtain the keys of the communicating parties with very low error rates, thus effectively attacking the quantum
key system. This paper presents new requirements for the use of random numbers in quantum key systems, which can
effectively guide the security evaluation of quantum key distribution protocols.
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1. Introduction

The security of QKD depends on the basic principle of
quantum mechanics and the true random numbers to prepare
and measure the quantum states, its security is independent of
the eavesdrop’s calculation and storage capacity. The commu-
nication parties Alice and Bob select the basis vector at ran-
dom, thus the eavesdropper Eve cannot guarantee that the cor-
rect basis vector must be chosen for measurement. Once the
wrong basis vector is selected, Eve can not get the right quan-
tum states. Therefore, in a QKD protocol, both sides of the
communication parties often judge the existence of the eaves-
dropper by the bit error rate. In the previous BB84 protocol
security analysis result with perfect devices, the secure key
can be generated if the bit error rate is less than 11%.

The communication parties Alice and Bob apply true ran-
dom numbers to encode the quantum states, thus the eaves-
dropper is unable to select the correct basis vector for mea-
surement, which ensures the security of the QKD protocol.
On the contrary, if the quantum state in communication is not
encoded with true random numbers, the eavesdropper will get
more information at lower bit error rate. In most prepare-and-
measure protocols, both the sender Alice and the receiver Bob
need to generate basis vectors at random. [21 However, in ac-
tual systems, it is possible to replace true random sequences
with pseudo-random sequences. As for the randomness of the

TCorresponding author. E-mail: lihow @ustc.edu.cn

CSTR: 32038.14.CPB.ad99¢c9

sequence, the quantitative description cannot be given math-
ematically. In general, the randomness of the sequence is
described qualitatively by comparing the statistical value of
the pseudo-random sequence and that of the true random se-
quence. For example, the ratio of 0 to 1 in a true random
sequence should be 1:1, the period of the sequence should be
long enough, and so on. Currently, hypothesis testing is gen-
erally used to describe the randomness of a sequence, such as
NIST’s randomness test. Once passing the verification, the se-
quence is considered to be random. In this paper, it is proved
that the security of the system cannot be guaranteed by using a
pseudo-random sequence for coding quantum state. Thus, the
security requirements of the random number of the quantum
key distribution protocol are given.

2. Pseudo-random generation model

A pseudo-random number generator (PRNG), also known
as a deterministic random bit generator (DRBG), is an algo-
rithm for generating sequences of numbers that approximate
the properties of random numbers. The sequences generated
by PRNGs are not truly random, as each number is completely
determined by an initial value known as the random seed (the
seed is sometimes generated using a hardware random num-
ber generator that approximates true randomness). Although
sequences close to true randomness can be generated using
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hardware random number generators, PRNGs are particularly
important in practice due to their generation speed and repro-
ducibility. There are many types of PRNGs, commonly in-
cluding:

Linear congruential generator (LCG): An algorithm that
produces a pseudo-random sequence using a piecewise linear
equation. It represents one of the oldest and most well-known
PRNG algorithms, theoretically easy to understand, simple to
implement, and fast, especially on computer hardware that
provides modulus operations via bit truncation.

Linear feedback shift register (LFSR): A shift register
whose input bit is a linear function of its previous state’s out-
put. XOR is the most common single-bit linear function: after
performing XOR operations on certain bits of the register, the
result is used as input, and the whole register is then shifted.

Cryptographically secure pseudo-random number gener-
ator (CSPRNG): A type of PRNG that is considered suitable
for cryptographic purposes. Compared to statistical PRNGs
and weaker PRNGs, the numbers generated by CSPRNGs pos-
sess additional pseudo-random properties.

Although PRNGs generate numbers that are statistically
random, meeting the requirements of uniform distribution and
independence, they depend on an initial value, or seed, to pro-
duce the corresponding pseudo-random sequence. An attacker
might predict future elements from the initial sequence ele-
ments.

The German Federal Office for Information Security
(BSI) has established four criteria for evaluating determinis-
tic random bit generators: !

K1: The probabilities that the generated random number
sequences are different from each other should be very high.

K2: According to certain statistical tests, it should be im-
possible to distinguish the generated sequences from true ran-
dom sequences.

K3: Given any subsequence, it should be computationally
infeasible for any attacker to predict subsequent sequences or
determine the internal state of the generator.

K4: Given the internal state of the generator, it should be
computationally infeasible for any attacker to determine pre-
vious sequences or the previous state of the generator.

Generators that only meet the K1 and K2 criteria can be
used to compute subsequent sequences or the internal state
from a given subsequence.

3. Application and attack methods of pseudo-
random sequences

Although pseudo-random sequences are not absolutely
secure in theory, they are quick to implement, and eavesdrop-
pers require substantial resources to crack them, especially
large computational power. Since pseudo-random sequences
are designed based on mathematical models, attacks on them

can also be implemented using certain mathematical methods.
Generally, there are two main approaches:

1. Since the pseudo-random sequence is generated by the
expansion of the random number seed through a mathemat-
ical model, the eavesdropper can generate the same random
number sequence again based on the same random number
model when the random number seed is known. This approach
can come down to taking the random number seed as the un-
known quantity and solving the algebraic equation about ran-
dom number seeds when we know the contents of some ran-
dom number sequences.

2. In pseudo-random sequences, random numbers are not
independent of each other, and there is correlation between
them. Therefore, we can derive the random number of the
unknown part through the known partial random number, and
finally get the information of the whole sequence of random
numbers.

Since pseudorandom numbers are generated through ran-
dom seeds, in theory, if we obtain a sufficient amount of ran-
dom numbers, we can predict the subsequent random num-
ber sequence. However, some pseudorandom numbers re-
quire an enormously large amount of known random numbers
to predict the subsequent sequence, making these pseudoran-
dom numbers practically unpredictable. We classify pseudo-
random numbers as weak pseudo-random numbers and strong
pseudo-random numbers based on whether they possess un-
predictability.

Weak pseudo-random numbers are generated according
to certain patterns to produce a random value. These num-
bers are characterized by possessing only a certain degree of
randomness and failing to achieve unpredictability.

Strong pseudo-random numbers exhibit stronger random
number characteristics, fulfilling both randomness and unpre-
dictability.

According to the four evaluation criteria established by
the BSI, weak pseudo-random number generators only meet
the K1 and K2 generation standards, while strong pseudo-
random number generators meet the K3 generation standard.
Random number generators such as counters, linear congruen-
tial generators, and linear shift registers only satisfy the K1 and
K2 generation standards, therefore they are all weak pseudo-
random number generators. For random number sequences
generated by weak pseudo-random number generators, we can
predict subsequent random number sequences based on known
sequences. Two examples are given below.

1. The rand function, frequently used in the C language.
The generation of the rand function starts with a seed value,
which is usually set through the srand function. If the seed
is not explicitly set, the default seed value is 1. Calling
srand(time(NULL)) initializes the seed using the current time.
The generation of random numbers is based on the LCG algo-
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rithm, where the rand function generates the next value based
on the current state of the generator. To predict the next ran-
dom number value of an LCG, one needs to know the specific
parameters used by the generator, namely, the multiplier a, in-
crement ¢, modulus m, and the current random number X,,.
The formula for generating the next random number is¥!

Xp+1 = (axX,+c¢) mod m.

These parameters can be solved by observing the generated
pseudo-random sequence. Here’s a simplified explanation of
the process.

Collect data: Generate at least four consecutive pseudo-
random numbers X, X», X3, X4.

Establish equations: Based on the LCG formula X, =
(ax X, +c) modm, we can establish three equations

X, =(axX;+c¢) mod m,
X3=(axX,+c) mod m,
Xy =(axXz+c) mod m.

Eliminate the increment c: By eliminating the increment

¢, it simplifies to solving for the multiplier @ and modulus m.

Let Ay =Xo — X1, Ay = X3 — X, Az = X4 — X3, we get a new
equation

A — A

a—m mod m.

Solve for modulus m: By solving the system of equations
and simplifying the modulus m, we can determine the value of
m.

Determine the increment c: Once a and m are known, use
any of the pseudo-random numbers to solve for the increment
c:

c=(Xp—axX;) mod m.

When we know these parameters and the current random
number X,,, we can substitute these values to calculate the next
random number X, 1. In fact, in most programming environ-
ments, the parameters of the LCG are usually fixed. As long
as we know these fixed parameters and the current state, we
can accurately predict the next random number.

2. LFSR. In pseudo-random sequence generation algo-
rithms, LFSRs are commonly used as the initial source of
randomness. The user sets an initial value for the LFSR,
also known as a random seed. The LFSR can generate se-
quences based on the seed. Among these, sequences generated
by an LFSR with a primitive polynomial as the connection
polynomial (m-sequence) satisfy Golomb’s three randomness
postulates. ! Furthermore, due to its ease of implementation,
LFSR is widely used.

In 1969, Massey proposed the B-M algorithm.®! If the
linear complexity of a sequence is 7, then only 2n consecutive

bits are needed to recover the entire sequence. Assume that
the recursive formula for an n-th order LFSR is given by!”)

ai=c1a;i 1D c2a; 2D Dcpdip, 12N

We need to obtain 2n consecutive random number sequences
to determine parameters cy, cy,...,c,. By expressing the
known latter n random number sequences in terms of the for-
mer n random number sequences, we get a system of equations

with ¢y, cy,...,c, as the unknown variable

apt+1 = C1ap D C2ap—1 D --- D cpay,

an+2 = Clap+1 D20y, - - D cpay,

azp = C1au—1 D 20242 D - - Dcpay.

It can be proven that this system of equations is always
full rank, and thus the unknown parameter cy,cy,...,c, can be
uniquely solved. Using the recursive formula, we can pre-
dict subsequent random number sequences with n consecu-
tive random number sequences and the values of parameters
C1,Cly...,Cp.

Additionally, any pseudo-random sequence a of length N
can be used to derive an LFSR using the B-M algorithm, so
that the generated LFSR produces the same first N random
numbers as the sequence a. Due to the linear nature of the gen-
eration algorithm, the linear complexity is low. For an N-stage
LFSR, knowing its continuous N outputs and corresponding
times allows for the entire sequence to be reconstructed.

Weak pseudo-random number generators are widely
used. For instance, the A5-1 algorithm used in GSM com-
munication employs a clock-controlled model to generate en-
cryption randomness.!8! The EO algorithm used for bluetooth
encryption employs a nonlinear combination model.”” How-
ever, the random numbers produced by weak pseudo-random
number generators are not highly secure and can, under certain
conditions, allow the reconstruction of the initial randomness
source and the entire sequence. For the A5-1 and EO algo-
rithms, there are already well-established attack algorithms.
So far, for strong pseudo-random numbers, we cannot predict
subsequent random sequences based on the existing random
sequences. Examples include random sequences generated by
recursive call of a block cipher, counter with hash function,
and RSA generator. For example, the pseudo-random num-
ber generator algorithm ChaCha in Linux kernel 4.8 or higher
versions requires at least 2% bits of data to predict the next

random value for the 8-round ChaCha algorithm. [!*]

4. The attack model of QKD system with
pseudo-random sequences

In a QKD system, during the basis reconciliation pro-
cess, the communicating parties will publish the basis infor-
mation on a public channel, allowing eavesdroppers to easily
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obtain all basis information. Since this information is acquired
through a public channel, no error rate is introduced at this
stage. Additionally, eavesdroppers can actively choose to per-
form an intercept—resend attack to obtain partial coding bit in-
formation. This type of attack introduces a certain error rate,
but when the key is sufficiently long, the error rate introduced
remains relatively low.

Through the above analysis, we can see that if a sys-
tem uses a weak pseudo-random number generator to gen-
erate random sequences, under certain conditions, an eaves-
dropper can derive the entire sequence from partial pseudo-
random sequence information, ultimately obtaining the gener-
ation details of the key vectors and encoded bits. The model
proposed in this paper is only applicable to systems that use
weak pseudo-random number generators and is ineffective for
systems that use strong pseudo-random number generators.

In this security analysis, Eve will master the pseudo-
random sequence generation algorithm adopted by QKD sys-
tem of Alice and Bob, as well as the method of selecting ba-
sis bit and coding bit by pseudo-random sequence. There are
three cases.

4.1. Alice uses the same random sequence for both basis
vectors and coding bits

First scenario: Alice generates pseudo-random sequence
a; based on the pseudo-random sequence generation algo-
rithm f(x) in her QKD system. According to a;, Alice se-
lects her basis bit and coding bit. It is assumed that the quan-
tity of pseudo-random numbers that are required to restore
the pseudo-random sequence q; is N, that is, for any pseudo-
random sequence a; generated by f(x), all information of a;
can be restored from any N positions in a;. Alice prepares the
quantum state according to her basis bit and coding bit. Bob
then measures the quantum state and carries out sifting proto-
col and post processing with Alice.

Alice Eve Bob
Alice sends quantum states to Bob
Bob sends the basis to Alice
- ——— ———————— — F———— -

|
Eve gets the basis of Bob

Alice tells Bob which quantum states to retain

Eve obtains all of Alice’s encoding methods
(horizontal or diagonal basis) v

—— > Quantum channel
————— — Classical channel
_——— . » Wiretaps

Fig. 1. The flow chart of the first scenario.

In the sifting step, Eve can obtain the basis bit of Al-
ice and Bob. According to the relation between the pseudo-
random sequence a; and the basis bit, Eve obtains some correct
value of random number in g;.

Once the right amount Eve gets is over N, Eve can restore
all the sequences a;.

4.2. Alice uses different random sequences for basis vec-
tors and coding bits

Alice generates pseudo-random sequences a} and ai2 by
pseudo-random sequence generation methods f(x) and g(x) in
her QKD system. According to ail, Alice selects her basis bit,
and according to aiz, Alice selects her own coding bit. It is as-
sumed that the quantities of pseudo-random numbers that are
required to restore the pseudo-random sequences ail and ai2 are
N; and N,, that is, for any pseudo-random sequence ai1 gener-
ated by f(x), all information of a! can be restored from any
N positions in al-l; for any pseudo-random sequence ai2 gener-
ated by g(x), all information of a? can be restored from any N>
positions in aiz. Alice prepares the quantum state according to
her basis bit and coding bit. Bob then measures the quantum
state and carries out sifting protocol and post processing with
Alice.

Second scenario: In two consecutive quantum state trans-
missions, if the encoding method of Alice’s quantum state is
from the same pseudo-random sequences, Eve can use the at-
tack method in the first case. Eve restores pseudo-random se-
quence a} after the first sift step, and then deduces the basis bit
of the second quantum state transmission. Eve uses the same
basis bit as Alice to measure the quantum state in the second
transmission. At this point, no quantum state will be changed,
and no error bit will be generated.

Alice Eve Bob

Alice sends quantum states to Bob

Bob sends the basis to Alice

‘ """"""""""""""""""" " """"""""""""""""""
First i
Step Eve gets the basis of Bob

Alice tells Bob which quantum states to retain

Eve obtains all of Alice’s encoding methods
(horizontal or diagonal basis),
Eve can obtain a random sequence of Alice’s encoding manner.

Alice sends quantum states to Bob
4
Eve uses the correct measurement basis to

carry out an intercept-resend attack,
Step it will not introduce an error rate.

Second

Bob sends the basis to Alice
4

i
Eve maintains the same key as Alice by
A preserving basis information A

—— Quantum channel
--------------- » Classical channel

------------ » Wiretaps

Fig. 2. The flow chart of the second scenario.
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Third scenario: In two consecutive quantum state trans-
missions, if the encoding method of Alice’s quantum state uses
different pseudo-random sequences, we cannot predict the ran-
dom number sequence used in Alice’s encoding method. At
this point, Eve can use partial “intercept-resend” to eavesdrop.

Eve obtains Ny bits of quantum state information through
an intercept-and-resend attack. Since Eve randomly selects
the measurement basis, Eve may choose the incorrect basis,
leading to errors in the Ny bits of information. After Alice
and Bob disclose their bases, Eve can determine which of her
measurement bases are correct and only retain the quantum
state information at those positions. Since the probability of
Eve choosing the correct measurement basis is 50%, she can
acquire Ny /2 bits of information about the random number se-
quence al.z. When the number of correct bits exceeds N,, Eve
can reconstruct @? and obtain all of Alice’s encoded bit infor-

mation.
Alice Eve Bob
Alice sends quantum states to Bob
¥
|
Eve launches an intercept-and-resend attack
Bob sends the basis to Alice
— — — — — — — — —

Eve can determine the quantum states at
positions where her measurement basis matches Alice’s,
based on the measurement basis disclosed by Alice.

—» Quantum channel
————— —» Classical channel
—— == » Wiretaps

Fig. 3. The flow chart of the third scenario.

5. Performance analysis of the attack model
5.1. Validity

In the above attack model, Eve will get all the quantum
state information as long as the correct number in the pseudo-
random sequence she gets exceeds N. If Eve achieves this
goal, this attack is effective. Now let’s analyze how Eve can
get N correct random numbers.

Suppose Alice and Bob disclose Ny basis vector choices
during basis comparison. Since basis comparison is conducted
over a public channel, Eve can obtain Ny bits of basis vector
information. Thus, when N satisfies

No > N.

Eve gets N random numbers in &, Eve can obtain all of Alice’s
basis vector choices. In the first scenario, since the same ran-
dom sequence is used, Eve does not need to take any action to
obtain all quantum state information. In the second scenario,
since Eve already knows the subsequent basis vector informa-
tion, she can use the correct measurement basis to perform an

intercept-and-resend attack. In this case, she correctly obtains
all quantum state information without introducing any error
rates.

In the third scenario, since the selection of the basis vec-
tor of Eve is also random, the probability that Eve and Alice
select the same basis bit for the same quantum state is 50%.
Assuming that Eve measures Ny quantum states, when Ny sat-
isfies

Ny / 2> N.

Eve gets N random numbers in a?. So just intercepting and re-

sending 2N quantum states on average, Eve gets the N correct
2

i

random numbers in sequence a

5.2. Reliability

Reliability is considered from the aspect of bit error rate
introduced by the attack method. If Eve carries out the attack
without being found, this attack is reliable.

In the first scenario and second scenario, since Eve does
not eavesdrop on the quantum channel, there is no extra bit
error rate. Alice and Bob do not discover the presence of Eve.

In the third scenario, suppose the number of quantum
states transmitted by Alice on the quantum channel is g, and
the number of quantum states which Eve has handled is 2N.
Based on the bit error rate analysis of the protocol, in 2N quan-
tum states, on average about N quantum states can cause error
codes. Therefore, the increased bit error rate due to eavesdrop-
ping is N /a,. So, the smaller the ratio of N to ay, the smaller
the error rate.

6. Case study

The core point of the attack model proposed in this pa-
per is to predict subsequent sequences through existing ran-
dom sequences. Therefore, as long as the system uses a weak
pseudo-random number generator, we can launch an effective
attack. For instance, the previously mentioned rand function
and LFSR can be easily predicted to determine the subsequent
random sequences, so further examples are not provided here.

The above mentioned EO algorithm is an international
standard bluetooth encryption algorithm. The random number
generated by the encryption has good randomness. In the third
scenario, Alice uses different random number generators for
the basis vector information and the quantum bit information,
and uses the pseudo-random sequences generation algorithm
in EO algorithm to generate pseudo-random sequences. Each
number in aiz decides one coding bit option.

Table 1 is the performance index needed to restore the
random number generated by EO algorithm.!''-14] If Eve em-
ploys a BDD attack, when she wiretaps in the average 28 quan-
tum states, she can get 27 random numbers in a,-2 and restores
al-z. If Alice and Bob negotiate the quantum state of 1M bits,
the bit error rate introduced by Eve eavesdropping is

27/220 — 2713.
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Table 1. Simulation parameters.

Memory complexity Required quantum state

Attack method The size of the N Time complexity
Algebraic attack 223.07 267:5

Fast algebraic attack 2234 249

BDDattack 27 281

Fast correlation attack 237 2351

246.14 224.07
237 924.4
281 28
232 238

Since the QKD system generally sets the security upper
limit of bit error rate to 11%, at this point, the error bit rate can
be ignored.

In the first scenario and second scenario, because Eve can
get part of the pseudo-random sequence information in the
public channel during sifting protocol, once Alice and Bob dis-
close the number of measurement bases exceeds 27, Eve can
restore pseudo-random number sequence through BDD attack,
and get all of the information of the key.

7. Conclusion

In quantum key distribution, to ensure system secu-
rity, true random sequences with good randomness properties
should be used. In pseudo-random sequences, the correlation
between individual random numbers allows an eavesdropper
to reconstruct the entire sequence from partial information.
The analysis presented in this paper sets clear requirements
for the quality of random numbers for the practical security
evaluation of quantum key distribution protocols.

From the previous analysis, it is evident that in quan-
tum key distribution systems, random sequences generated
by weak pseudo-random number generators, such as the rand
function and linear feedback shift register, should not be used.
However, strong pseudo-random number generators can be
used with a slight compromise in security, provided that ran-
dom seeds are frequently changed, such as the pseudo-random

number generator algorithm ChaCha in Linux operating sys-
tems.
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