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As the first stage of the quantum Internet, quantum key distribution (QKD) networks hold the promise of providing
long-term security for diverse users. Most existing QKD networks have been constructed based on independent QKD
protocols, and they commonly rely on the deployment of single-protocol trusted relay chains for long reach. Driven by the
evolution of QKD protocols, large-scale QKD networking is expected to migrate from a single-protocol to a multi-protocol
paradigm, during which some useful evolutionary elements for the later stages of the quantum Internet may be incorporated.
In this work, we delve into a pivotal technique for large-scale QKD networking, namely, multi-protocol relay chaining. A
multi-protocol relay chain is established by connecting a set of trusted/untrusted relays relying on multiple QKD protocols
between a pair of QKD nodes. The structures of diverse multi-protocol relay chains are described, based on which the
associated model is formulated and the policies are defined for the deployment of multi-protocol relay chains. Furthermore,
we propose three multi-protocol relay chaining heuristics. Numerical simulations indicate that the designed heuristics can
effectively reduce the number of trusted relays deployed and enhance the average security level versus the commonly used
single-protocol trusted relay chaining methods on backbone network topologies.

Keywords: quantum communications, quantum networks, trusted relay, untrusted relay
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1. Introduction

In numerous fields of defense, finance, telecom, etc., mas-
sive confidential data is exchanged among diverse users across
the classical Internet. These data are typically secured us-
ing cryptographic algorithms belonging to the family of clas-
sical cryptography. However, the classical cryptographic al-
gorithms built on computational complexities may be com-
promised by the emerging powerful quantum computers.!-!
By contrast, quantum cryptography holds the promise of pro-
viding information-theoretic security even in the presence of
quantum computers. As one of the most popular applications
belonging to the family of quantum cryptography, quantum
key distribution>#! (QKD) is expected to open up a bright
prospect for network and information security.

The basic functionality of QKD is negotiating secret keys
between a pair of authorized users. Thus, QKD is essentially
a key negotiation method, whose counterpart in the classi-
cal cryptography family may be exemplified by the Diffie—
Hellman algorithm.’! QKD also belongs to the branch of
quantum communications, hence its basic elements are the
QKD transmitter (QTx) and the QKD receiver (QRx) con-
nected via a QKD link. In order to support key negotiation
for numerous user pairs, QKD is required to be extended
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to network settings beyond a single link, ultimately result-
ing in a QKD network paradigm.!®! In recent years, a grow-
ing number of QKD networks have been deployed in both
metropolitan!’~13] and backbone!'*-1%! by relying on optical
fiber networks. Furthermore, an integrated space-to-ground
QKD network has been constructed by relying on the optical
fiber metropolitan and backbone networks as well as satellite—
terrestrial free-space links.[!”]

Given that the quantum no-cloning theorem prohibits
quantum signals from being amplified, long-distance QKD has
to rely on the aid of relays, especially in large-scale QKD net-
works. The end-to-end secret keys (also known as global se-
cret keys) are generated by placing relays between the source
and destination QKD nodes as well as chaining them together
to form a so-called relay chain. The most cutting-edge relay is
the quantum repeater,!'%1% but it is not yet mature enough to
be employed in a real-world environment. As a compromise
solution, trusted relays are commonly used to extend the re-
lay chain to an arbitrary distance.!®! The trusted relay stores
the local secret keys and forwards the global secret keys from
source to destination QKD nodes in a segment-by-segment
fashion. In practice, single-protocol trusted relay chains have
been established relying on the QTx—QRx connectivity pattern
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belonging to the family of single-point-to-point (SP2P) QKD

14-17] However, the trusted relays may be vulnera-

protocols. !
ble to eavesdropping since they have knowledge of the global
secret keys, hence they might become the weak points of se-
curity in a realistic QKD network.

To date, significant technical advances have been made
in QKD protocols, while bringing additional connectivity pat-
terns such as QTx—QRx-QTx and QRx-QTx—QRx belong-
ing to the families of measurement-device-independent!?%-2!1
(MDI) and entanglement-based[22’23] (EB) protocols, respec-
tively. An MDI-QKD or EB-QKD protocol relies on an un-
trusted relay (containing the MDI-QRx or the EB-QTX) to
considerably extend its secure distance. For example, the twin-
field (TF) protocols belonging to MDI-QKD have reached the
long distance of 833.8 km[?* and even 1002 km?! in the
laboratory. However, the nature of MDI and EB protocols
does not allow the direct connection of two untrusted relays,
hence the untrusted relay may need to be used together with
the trusted relay for extending the end-to-end distance without
limitations.

The existing QKD networks constitute the first stage of
the quantum Internet (Qinternet).!”! More concretely, the
Qinternet interconnects quantum devices relying on quantum
communications for delivering new Internet techniques be-
yond the classical Internet. However, the single-protocol solu-
tion used in existing QKD networks can hardly fulfill the vary-
ing requirements originating from numerous users. Driven
by the development of advanced QKD protocols, large-scale
QKD networking is expected to evolve from a single-protocol
to a multi-protocol paradigm, during which the appropri-
ate QKD protocols can be deployed on demand. The opti-
mal deployment problems of both single-protocol trusted re-

[27 [28] have

lay chains[?” and single-protocol hybrid relay chains
been addressed for single-protocol QKD networking. How-
ever, large-scale QKD networking originates a new research
problem: multi-protocol relay chaining. In this context, how
to optimize the deployment of multi-protocol relay chains and
what benefits can be gained compared to the deployment of
single-protocol relay chains need to be explored.

This paper aims to provide a comprehensive analysis of
the multi-protocol relay chaining problem as well as perform
a detailed comparison and evaluation for the deployment of
multi-protocol and single-protocol relay chains. The major
contributions of this work are summarized below. (i) We de-
scribe the structures of multi-protocol relay chains relying on
independent or hybrid SP2P-QKD, MDI-QKD, and EB-QKD.
(i1) We delve into the multi-protocol relay chain deployment
problem, formulate the network model for QKD backbone net-
works with upgrading or construction purposes, as well as de-
fine the associated objective and policies. (iii) We propose

three heuristics to facilitate the deployment of multi-protocol

relay chains for QKD backbone networks, aiming for achiev-
ing the maximum end-to-end security level. (iv) We conduct
a comparative evaluation of the proposed heuristics and the
commonly used single-protocol trusted relay chaining meth-
ods under different circumstances in terms of deployment suc-
cess probability, trusted relay quantity, and average security
level.

The remainder of this paper is outlined as follows. Sec-
tion 2 reviews the related work. Section 3 details the multi-
protocol relay chain structures. The problem of multi-protocol
relay chaining and the associated policies are formally elabo-
rated in Section 4. The three heuristic algorithms for multi-
protocol relay chain deployment are presented in Section 5.
The performance evaluation and discussion are carried out in
Section 6. Finally, Section 7 concludes this work.

2. Related work

This section briefly reviews the related work on QKD pro-
tocols and networks, with a special emphasis on the network
layer perspective.

Since the pioneering QKD protocol (known as BB84 pro-
tocol) devised by Bennett and Brassard in 1984,[291 more and
more advanced protocols have been invented. The QKD proto-
cols can be grouped into different categories according to their
specific physical characteristics. For example, the protocols
are typically classified into the families of discrete-variable
(DV) QKD and continuous-variable (CV) QKD based on en-
coding schemes. When it comes to the connectivity patterns
of QTx and QRx, QKD protocols can be divided into three
families, namely, SP2P-QKD, MDI-QKD, and EB-QKD, cor-
responding to the QTx-QRx, QTx—QRx-QTx, and QRx—
QTx—QRx patterns, respectively. More concretely, the SP2P-
QKD protocol family includes protocols such as BB84,[2"]
Grosshans-Grangier-2002 (GG02),1*%! and coherent-one-way
(COW),B11" which have been widely employed in realistic
QKD systems. Furthermore, the family of MDI-QKD pro-
tocols comprises the original MDI?%! and TF[*!l protocols,
while the family of EB-QKD protocols can be exemplified by
the Ekert-91!22! (E91) and Bennett-Brassard-Mermin-1992 23]
(BBM92) protocols.

In reality, the available QKD protocols are not limited to
the above-mentioned typical protocols and they are not equiv-
alent in terms of realistic security, but that is not our focus in
this work. A comprehensive overview of diverse QKD pro-
tocols and their realistic security can be found in Ref. [4].
Furthermore, advanced quantum secure direct communication
(QSDC) protocols!®>33! can be incorporated in multi-protocol
quantum networks to provide information security, which re-
quires further investigations. Notably, the internet-working of
multiple QKD protocols has become a valuable research topic
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and is still in its infancy. In Ref. [34], the agile switching be-
tween BB84-QKD and MDI-QKD in a reconfigurable network
was demonstrated. Guccione ef al.[>>! implemented the con-
nection of nodes with mixed CV and DV encoding schemes
by relying on an entanglement swapping protocol. Hence, the
incorporation of multiple protocols in a QKD network is fea-
sible. Furthermore, ITU-T has recently initiated several work
items intending to specify the protocol framework as well as
the interworking framework and requirements for QKD net-
works. For a realistic QKD backbone network reported in
Ref. [17], the secret key rates of 28.1-235.4 kbps were attained
over an average fiber length of 63.8 km.

In recent years, many QKD networks have been con-
structed based on independent QKD protocols. For example,
the QKD metropolitan networks reported in Refs. [7-13] were
deployed in the field relying on independent protocols belong-
ing to MDI, SP2P, or EB QKD. As a result, the feasibility of
deploying QKD networks based on independent connectivity
patterns has been validated in real-world environments. On
the other hand, the 2000 km Beijing—Shanghai (China)!'®!7]
and 121 km Cambridge—Ipswich (UK)!!3! QKD backbone net-
works were constructed with the aid of trusted relay chains.
In Ref. [36], a field trial of TF-QKD relying on an untrusted
relay was realized over a 511 km fiber trunk connecting two
non-adjacent metropolitan areas of Jinan and Qingdao, China.
Additionally, significant experimental progress has been made
in satellite-relayed QKD networks by exploiting the satellite
as a trusted relay®’! and an untrusted relay,*®! but the focus
of this paper is on fiber-based QKD networks.

To elaborate a little further, in addition to dark fiber-
based QKD networks, several practical QKD networks have
realized the coexistence of QKD and classical data sig-
nals by employing wavelength-division multiplexing (WDM)
techniques. #1151 Given that using dark fibers or installing
new fibers may significantly increase costs, combining QKD
with classical communications in existing optical networks
holds the promise of facilitating the widespread deployment
of QKD networks. To date, numerous network layer research
efforts dedicating to the integration of QKD into existing op-
tical fiber networks have been carried out,**3 aiming for
empowering the compatibility and complementarity of QKD
and optical networks.

With special respect to the relay chain deployment for
QKD networks, the cost optimization for the optimal deploy-

(271 and single-

ment of single-protocol trusted relay chains
protocol hybrid trusted/untrusted relay chains[®®! was inves-
tigated by developing the integer linear programming (ILP)
models and the heuristics. However, to the best of the authors’
knowledge, there is almost no research delving into the de-
ployment of multi-protocol relay chains, which is potentially a

pivotal challenge on the road to the large-scale QKD networks

and the Qinternet.

3. Multi-protocol relay chain structures

In this section, we describe the structures of multi-
protocol relay chains. Given that each connectivity pattern
corresponds to multiple QKD protocols, the multi-protocol re-
lay chains can be established relying on independent or hybrid
connectivity patterns.

Figure 1 depicts the structures of multi-protocol relay
chains based on independent SP2P-QKD, MDI-QKD, and EB-
QKD. We define a chain segment as QTx—QRx, QTx—(QRx)-
QTx, and QRx—(QTx)-QRx for SP2P, MDI, and EB QKD,
respectively. A multi-protocol relay chain is established by
connecting a set of chain segments, hence it can be extended
segment-by-segment without constraints. In practice, a relay
may require additional auxiliary equipments such as the key
manager and optical switch,?7-?%4] but we only display the
core components (i.e., QTx and QRx) essential for a relay
chain in Fig. 1. Furthermore, the examples shown in Fig. 1
can be used to depict the single-protocol relay chains, where
only one QKD protocol is employed in the relay chain.

The key negotiation mechanisms of the QKD protocols
belonging to SP2P-QKD, MDI-QKD, and EB-QKD are out-
lined as follows.

SP2P-QKD: The protocols belonging to SP2P-QKD
agree on the local secret keys between a pair of connected
SP2P-QTx and SP2P-QRx, as exemplified by K5, Kp, and
Kc in Fig. 1(a). More concretely, the SP2P-QTx prepares
the quantum states and sends them to the SP2P-QRx for mea-
surement through a unidirectional quantum channel. Subse-
quently, the SP2P-QRx and SP2P-QTx perform key distilla-
tion (including sifting and post-processing)**! by exchang-
ing classical information via a bidirectional classical chan-
nel to generate the final secret keys. A QKD link covers the
above-mentioned quantum and classical channels. More de-
tails of the associated SP2P-QKD protocols can be found in
Refs. [29-31].

MDI-QKD: The protocols belonging to MDI-QKD agree
on the local secret keys between a pair of connected MDI-
QTxs with an MDI-QRx placed in the middle, as exempli-
fied by Kp and Kg in Fig. 1(b). Typically, the MDI-QTxs
are in symmetric locations to their connected MDI-QRX, that
is, the distances from two MDI-QTxs to the MDI-QRx are
symmetric with similar channel losses. However, the chan-
nel asymmetry may be remedied by adding a tailored length
of fiber to the shorter channel or by emerging asymmetric
protocols. 2843461 Both MDI-QTxs produce quantum signals
and send them to the MDI-QRx via the quantum channels. The
MDI-QRx then carries out an interference measurement on
the incoming quantum signals and publicly declares the mea-
surement results to MDI-QTxs. The two MDI-QTxs exchange
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classical information to distill the final secret keys. More de-
tails of the associated MDI-QKD protocols can be found in
Refs. [20,21,47,48].

EB-QKD: The protocols belonging to EB-QKD agree on
the local secret keys between a pair of connected EB-QRxs
with an intermediate EB-QTx, as exemplified by Kr and Kg
in Fig. 1(c). Similar to the MDI-QRx, the EB-QTx can be
placed symmetrically to its connected EB-QRxs for achieving
better secret key rates, while allowing asymmetric channels as

well. The EB-QTx prepares the entangled states (i.e., entan-
gled photon pairs) and distributes them to the EB-QRxs via the
quantum channels. Each EB-QRx then measures its received
photons belonging to the entangled photon pairs. After clas-
sical information processing and interaction, the final secret
keys are shared between the two connected EB-QRxs. More
details of the associated EB-QKD protocols can be found in
Refs. [22,23].

(a) QKD node Trusted Trusted QKD node
(source) relay 1 relay 2 (destination)
<[} / W, le=1

: A~ QKD link =" :
SP2P | SP2P SP2P SP2P SP2P SP2P
QTx " QRx QTx " QRx QTx " QRx

T T T T T :

L T8 Ka E I @K E , o =B Kc E

(b) QKD node Untrusted Trusted Untrusted QKD node
(source) relay 1 relay 1 relay 2 (destination)
& Q) X <55

: = QKD link ~~ : :
MDI | mpI | MDI || MDI | mp1 | MDI
QTx " QRx A QTx QTx " QRx h QTx

T T T T

| & Kp ‘: i & Ki ‘:

L T R R, L T R R,

(¢) QKD node Untrusted Trusted Untrusted QKD node
(source) relay 1 relay 1 relay 2 (destination)
L] X QO Q—]

. = QKD link ~~* : :
EB | EB | EB EB | EB | EB
QRx QTx QRx QRx QTx QRx

T T T T

| =@ Kr : | $=r K¢ :

Fig. 1. Illustration of the structures of multi-protocol relay chains based on independent (a) SP2P-QKD; (b) MDI-QKD; and (c) EB-QKD.

As illustrated in Fig. 1, a SP2P-QKD-based multi-
protocol relay chain involves QKD nodes and trusted relays,
whereas a multi-protocol relay chain relying on MDI-QKD or
EB-QKD involves QKD nodes, trusted relays, and untrusted
relays. The QKD node can serve as a terminal node (e.g.,
source or destination node) for a relay chain. In particular, the
global secret keys are shared between a pair of QKD nodes and
supplied to the users co-located with the corresponding QKD
nodes for securing their end-to-end communications.

Again, the trusted relay is used to forward the global se-
cret keys from the source QKD node to the destination QKD

node in a segment-by-segment fashion. An example of the

trusted relay chain is shown in Fig. 1(a), while the relaying
process performed at each node is explained as follows:

1. Source QKD node encrypts the global secret key Kx us-
ing Ka and sends the ciphertext Ka & Kx to trusted re-
lay 1.

2. Trusted relay 1 decrypts Kx based on Kp & (Kx ©Kx) =
Kx, then encrypts Kx using K and sends the ciphertext
Kp @ Kx to trusted relay 2.

3. Trusted relay 2 decrypts Kx based on Kg & (Kg ®Kx) =
Kx, then encrypts Kx using Kc and sends the ciphertext
Kc @ Kx to destination QKD node.

010310-4



Chin. Phys. B 34, 010310 (2025)

4. Destination QKD node decrypts Kx based on K¢ &
(Kc @ Kx) = Kx. Accordingly, the global secret key
Kx is shared between the source and destination QKD
nodes.

In the above steps, the one-time pad algorithm!*! has to
be used for encryption and decryption, which conducts a bit-
wise XOR operation (&) between the secret keys of the same
string length, aiming for maintaining the information-theoretic
security of secret keys. Some other optional relaying schemes
based on the trusted relay can be found in the ITU-T Y.3803
recommendation.>® The security of trusted relays relies on
an idealized assumption that the relays are trustable (i.e., inac-
cessible to eavesdroppers), hence they may constitute the weak
security points in practice.

By contrast, the untrusted relay has to rely on specific
protocols belonging to MDI-QKD or EB-QKD, which con-
tains either the MDI-QRx or the EB-QTx. The untrusted re-
lay has better security than the trusted relay, because it does
not rely on any security assumptions and its security is not
compromised even in the presence of an eavesdropper. Hence,
MDI-QKD and EB-QKD close the security loopholes on the
detector and source sides, respectively. Given the fact that the
direct linking of two untrusted relays based on MDI/EB-QKD

is not allowed, the untrusted relay is required to be employed
in conjunction with the trusted relay to extend the end-to-end
distance, as depicted in Figs. 1(b) and 1(c). Additionally, a
special relay chain relying on only one untrusted relay can
only implement MDI-QKD or EB-QKD within a limited dis-
tance between a pair of connected MDI-QTxs or EB-QRxs.

On the other hand, several examples of the structures
of multi-protocol relay chains based on hybrid SP2P/MDI,
SP2P/EB, MDI/EB, and SP2P/MDI/EB based QKD are shown
in Figs. 2(a)-2(d), respectively. The SP2P-QKD, MDI-QKD,
and EB-QKD are compatible in a multi-protocol relay chain,
since each chain segment used for producing the local secret
keys is independent. Notably, the blending of SP2P-QKD,
MDI-QKD, and EB-QKD may result in various combinations
of the chain segments for a multi-protocol relay chain, which
may be influenced by the number of relays required. Further-
more, the combination of chain segments based on hybrid con-
nectivity patterns facilitates the accommodation of diverse net-
working environments. As an example, when MDI-QKD or
EB-QKD encounters an even number of relays for establishing
a relay chain, the last chain segment can be implemented by
SP2P-QKD since it cannot fully exploit the merits of MDI/EB-
QKD.

(a) QKD node Trusted Untrusted QKD node (C) QKD node Untrusted Trusted Untrusted QKD node
(source) relay 1 relay 1 (destination) (source) relay 1 relay 1 relay 2 (destination)
YO =y my—® O =y

=29 QKD link ~, ® L= L= : QKD link @ L=
SP2P SP2P || MDI MDI MDI MDI MDI MDI EB EB EB
QTx QRx QTx QRx QTx QTx QRx QTx || QRx QTx QRx

(b) QKD node Trusted Untrusted QKD node (d) QKD node Trusted Untrusted Trusted Untrusted QKD node
(source) relay 1 relay 1 (destination) (source) relay 1 relay 1 relay 2 relay 2 (destination)
w0 o] w=y—O0 O =y

LI QKD tink . @ = = > QKD link® ~ @ =
SP2P SP2pP EB EB EB SP2pP SP2P (| MDI MDI MDI EB EB EB
. | le—| e—]|
QTx QRx || QRx QTx QRx QTx QRx || QTx QRx QTx || QRx QTx QRx
= i & ! Lo ! i [ E i g l

......................................

..............................................

Fig. 2. Illustration of the structures of multi-protocol relay chains based on hybrid (a) SP2P/MDI; (b) SP2P/EB; (c) MDI/EB; and (d) SP2P/MDI/EB QKD.

4. Problem formulation and policy description

In this section, we discuss the multi-protocol relay chain-
ing problem, with a focus on the relatively large QKD net-
work relying on trusted/untrusted relays, especially on the
QKD backbone network. We formulate the associated net-
work model, provide the definitions, as well as describe the
objective and policies.

4.1. Network model

We model a backbone network topology as G(V, E),
where V and E denote the sets of backbone nodes and phys-
ical links, respectively. The length of a physical link e € E
is denoted by d,. The backbone node is a terminal node that

can act as a QKD node or an optical backbone node. A physi-
cal link connects two adjacent backbone nodes. The backbone
network is the infrastructure over which the multi-protocol re-
lay chains are planned to be deployed. Based on the status
of the backbone network in different periods, we consider the
following two network paradigms.

1) The G(V, E) represents the existing QKD backbone
network: The motivation for deploying multi-protocol relay
chains is to upgrade the existing QKD backbone network to
improve its performance. The set of relays in the existing
QKD backbone network is denoted by N, where each relay
always has a fixed location known in advance without being
altered during the upgrade phase. The set of QKD links in
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the existing QKD backbone network is denoted by L, where a
QKD link connects two adjacent relays.

2) The G(V, E) represents the existing optical fiber back-
bone network: The motivation for deploying multi-protocol
relay chains is to construct a new QKD backbone network over
the existing optical fiber backbone network. The relay location
can be flexible without pre-knowledge, while the topology of
the QKD backbone network is the same as that of the existing
optical fiber backbone network.

The set of wavelength channels reserved for QKD on each
physical link is denoted by W, which is predetermined to avoid
the wavelength overlapping usage between QKD and classi-
cal data communications. It is important to note that both
the commonly used dark fibers and WDM techniques are as-
sumed to be available for multi-protocol relay chain deploy-
ment. Hence, the wavelength channels reserved for QKD may
belong to a single fiber or a group of fibers. The set of avail-
able QKD protocols is denoted by P, which may consist of
SP2P-QKD, MDI-QKD, and EB-QKD protocols.

A multi-protocol relay chain is established between a pair
of QKD nodes. We model a multi-protocol relay chain request
as r(sy, d, w,), where s, and d, denote the source and destina-
tion QKD nodes of r, respectively, and w, denotes the number
of wavelength channels required for . Let R denote the set of
all multi-protocol relay chain requests to be deployed.

4.2. Definitions

Definition 1 (end-to-end security level of a relay chain):
The end-to-end security level of a relay chain is directly af-
fected by the number of trusted relays, which decreases as the
quantity of its owned trusted relays increases. Given that a
trusted relay may be either risky or risk-free in pessimistic
realistic scenarios, in this work we assume a fixed potential
risk probability of m for each trusted relay under certain safe-
guard countermeasures. Then, we define the end-to-end secu-
rity level of a multi-protocol relay chain request  as

Ny = (1—m)Mr, (1)

where Ny denotes the number of trusted relays deployed for
r.

Definition 2 (deployment success probability): The suc-
cess probability of multi-protocol relay chain deployment may
be limited by the wavelength resources and requirements. We
define the deployment success probability as

4 IF]

Ly 2
IR 2

where F' is the set of successfully deployed multi-protocol
relay chain requests (i.e., the requests successfully allocated
with their required wavelength channels).

Definition 3 (average security level of a QKD backbone
network): The QKD backbone network consists of the suc-
cessfully deployed multi-protocol relay chains. The average
number of trusted relays for each successfully deployed multi-
protocol relay chain is formulated as

Ler N
Nk = LreF TR 3)
|F]
Based on Definition 1 and Eq. (3), we define the average secu-
rity level of a QKD backbone network as

Sp = (1 —m)Vav, 4

It is important to note that the security level defined and dis-
cussed in this paper is characterized in the network layer of
the QKD network, which is only used as the metric for com-
paring the end-to-end security performance of single-protocol
and multi-protocol relay chains, and it is not equivalent to the
security considered in other domains. Indeed, how to test and
examine the value of m is still an open issue. For example, the
value of m may be characterized by the proportion of the vul-
nerable components to all components enclosed in the trusted
relay. The ideal value of m should be 0, which can be achieved
with the untrusted relays relying on MDI/EB-QKD.

In order to achieve a preferable secret key rate for each
multi-protocol relay chain, the direct connection of non-
adjacent relays relying on intermediate relay bypass is not al-
lowed. In addition, the QKD node has to be a trusted node pro-
tected against any intrusion or attack, since it has knowledge
of the real secret keys. Hence, the relays in the QKD nodes are
not involved in the multi-protocol relay chain deployment. We
assume that the desired secret key rate can be achieved for each
chain segment by choosing the suitable QKD protocol. Fur-
thermore, multiple QKD protocols can be flexibly deployed to
fit various special circumstances, such as SP2P-QKD without
relay between source and destination QKD nodes, MDI/EB-
QKD over asymmetric channels, as well as the last chain seg-
ment with a fiber length less than half of the achievable dis-
tance of MDI-QKD or EB-QKD.

4.3. Objective and policies

In contrast to minimizing the deployment cost addressed
in Refs. [27,28], the objective considered in the multi-protocol
relay chaining problem for large-scale QKD networks is to
minimize the number of trusted relays deployed for each
multi-protocol relay chain, ultimately resulting in the maxi-
mum end-to-end security level. Given the fact that directly
connecting two untrusted relays is not allowed, we present
an interleaving scheme for deploying trusted and untrusted
relays, aiming for the maximum usage of untrusted relays.
As illustrated in Fig. 3, we introduce two policies (named
trusted relay first and untrusted relay first) for deploying

010310-6



Chin. Phys. B 34, 010310 (2025)

trusted/untrusted relays based on the interleaving scheme. The
trusted relay first and untrusted relay first policies deploy the
trusted relay and the untrusted relay as the first relay connected
to the source QKD node of the multi-protocol relay chain, re-

spectively.

a

EYO® 00080 Y
QKD node First Trusted Untrusted QKD node
(source) relay relay relay (destination)

"EI® 08 0e0® &

QKD node First Untrusted Trusted QKD node
(source) relay relay relay (destination)

Fig. 3. Illustration of (a) trusted relay first and (b) untrusted relay first
policies for deploying trusted/untrusted relays based on the interleaving
scheme.

Let N, represent the total number of relays deployed for
a multi-protocol relay chain request r, which can be either an
odd or an even number. Then, the numbers of trusted relays
deployed for r using the untrusted relay first policy and the
trusted relay first policy based on the interleaving scheme are
respectively formulated as

Nigr < [N,/2], )
Nigg > [Ny/2]. (6)

In view of Mjpr < Nigp. for each multi-protocol relay chain
request that relies on an interleaving scheme to deploy its re-
quired trusted and untrusted relays, the number of trusted re-
lays deployed with the untrusted relay first policy is no larger
than that with the trusted relay first policy. Notably, this is
applicable to both manners for passing the intermediate QKD
nodes defined in subsequent paragraphs.

As a result, the untrusted relay first policy based on the
interleaving scheme is utilized in this work to achieve a higher
security level, where the set P is assumed to cover at least
one SP2P-QKD protocol as well as one protocol belonging to
MDI-QKD or EB-QKD. Furthermore, the number of trusted
relays deployed for a multi-protocol relay chain request is di-
rectly associated with the network model, as formulated be-
low.

1) Number of trusted relays deployed for a multi-protocol
relay chain request over the existing QKD backbone network:
Let N, denote the number of relays on a physical link e in the
existing QKD backbone network. The minimum number of
trusted relays deployed on a physical link e is formulated as

TR = [Ne/2]. )
Based on Eq. (7), the number of trusted relays deployed for
a multi-protocol relay chain request r over the existing QKD
backbone network is formulated as

Nig = Y x,Nig, (8)

ecE

where x}, is a Boolean variable that equals 1 if link e is occu-
pied by the multi-protocol relay chain request r, and 0 other-
wise.

2) Number of trusted relays deployed for a multi-protocol
relay chain request over the existing optical fiber backbone
network: Given the location of each relay is not identified in
advance, we define the distance between two adjacent relays
belonging to an interval [dpin, dmax], Which can cover both
fixed and flexible distances for a more general consideration.
In practice, there may exist intermediate QKD nodes between
the source and destination QKD nodes of a multi-protocol re-
lay chain. We define two manners for passing the intermediate
QKD nodes, namely, transparent and opaque, as depicted in
Fig. 4. More concretely, the intermediate QKD nodes are by-
passed by relying on optical switching techniques in the for-
mer one, while the QKD links are terminated at the intermedi-
ate QKD nodes equipped with trusted relays in the latter one.

(a) Transparent
o=t <= I fffffff <= I
QKD node Tru’stcd QKD node Untrusted QKD node
(source) relay (intermediate) relay (destination)

(b) Opaque

Y- 0O ®-f=3-® O =g

QKD node Untrusted QKD node QKD node
(source) relay (intermediate) relay (destination)

Trusted

Fig. 4. Tllustration of (a) transparent and (b) opaque manners for passing
the intermediate QKD nodes.
The total distance between the source and destination
QKD nodes of a multi-protocol relay chain request r is for-
mulated as

D, =Y xd,. ©)

ecE
Based on Eq. (9), the minimum and maximum numbers of re-
lays deployed for a multi-protocol relay chain request r in a
transparent manner are formulated as

Opin = [Dr/dmax — 11, (10)
ar;ax = ’VDr/dmin - 1—| an

Let o, represent the number of relays deployed for the multi-
protocol relay chain request r in a transparent manner. ¢, be-
longs to an interval [ ; , O ..]. The untrusted relay first
policy is enforced on the path of the multi-protocol relay
chain. Then, the number of trusted relays deployed for a multi-

protocol relay chain request r is formulated as
Nig = |o:/2]. (12)

For an opaque manner, the minimum and maximum num-
bers of relays deployed on physical link e are formulated as

arilin = (de/dmax - ﬂ, (13)
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O ax = [de/dmin — 1]. (14)

Let a, denote the number of relays deployed on physical link
e in an opaque manner. &, belongs to an interval [, , 065, ].
The untrusted relay first policy is performed on each physical
link along the path of the multi-protocol relay chain. Then,
the number of trusted relays deployed for a multi-protocol re-
lay chain request r is formulated as

Nig =Y x| o /2]. (15)

ecE

5. Heuristic algorithm design

Based on the above formulated network model and de-
fined policies, we present three heuristics in this section to
facilitate the deployment of multi-protocol relay chains for
large-scale QKD networks. These three heuristics are named
as existing network upgrade (ENU), transparent intermediate
node (TIN), and opaque intermediate node (OIN) based multi-
protocol relay chaining (MPRC) algorithms, whose detailed
pseudocodes are shown in Algorithms 1, 2, and 3, respectively.
More concretely, Algorithm 1 is designed for upgrading the
existing QKD backbone network, while Algorithms 2 and 3
are designed for constructing a new QKD backbone network
over the existing optical fiber backbone network based on the
above-mentioned transparent and opaque manners for passing
the intermediate QKD nodes, respectively. Lines 1 and 3 in the
three algorithms are for the initialization, while lines 25, 23,

and 28 in Algorithms 1, 2, and 3 return the results of multi-
protocol relay chain deployment, respectively. Based on the
returned results, the values of Z and Sr can be calculated.

In Algorithm 1, the for-loop covering lines 2 to 24 car-
ries out the ENU-MPRC by processing all multi-protocol re-
lay chain requests to be deployed, aiming for upgrading the
existing QKD backbone network. Each multi-protocol relay
chain request r € R is handled in lines 3 to 23. Given that the
path for each multi-protocol relay chain request in the exist-
ing QKD backbone network is known in advance, line 4 finds
the path between the source and destination QKD nodes of r,
and line 5 finds all physical links on this path. The inner for-
loop covering lines 6 to 16 calculates the minimum number
of trusted relays deployed for each request that is successfully
assigned with the required wavelength channels.

In Algorithms 2 and 3, the for-loops covering lines 2—
22 and 2-27 accomplish the TIN-MPRC and OIN-MPRC by
handling all multi-protocol relay chain requests to be deployed
over the existing optical fiber backbone network, respectively.
Each multi-protocol relay chain request r € R is processed
in lines 3-21 and 3-26 of Algorithms 2 and 3, respectively.
For r in both algorithms, the shortest path between its source
and destination QKD nodes is computed and selected using
Dijkstra’s algorithm (line 4 in Algorithms 2 and 3), with the
intention of facilitating the minimization of the number of re-
lays deployed. Lines 5 to 8 in Algorithm 2 calculate the total
distance between the source and destination QKD nodes of r.

Algorithm 1: ENU-MPRC algorithm

Input: G(V,E),N,L,W,P,R, N,.

Output: F, Ny for r € F, result of multi-protocol relay chain deployment over the existing QKD backbone network, updated network status.

initialize F < 0;

1:
2:  for each multi-protocol relay chain request r € R do
3: initialize Nyp « 0;
4. find the path p, between s, and d,;
5: find all physical links on p, and insert them into set E(p;);
6: for each physical link e € E(p,) do
7: find available wavelength channels in W on e and insert them into set W,;
8: if |[W,|> w, then
9: select w, wavelength channels from W, with first-fit algorithm for r;
10: mark A as SUCCESS;
11: Nig < Nig + [Ne/2];
12: else
13: mark A as FAILURE;
14: break;
15: end
16: end
17: if A is marked as SUCCESS then
18: insert r into F;
19: record Nyg for r;
20: else
21: release the selected wavelength channels for r;
22: end
23: update network status;
24:  end
25:

return F, Ny for r € F, result of multi-protocol relay chain deployment over the existing QKD backbone network, updated network status.
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Algorithm 2: TIN-MPRC algorithm

Input: G(V, E), de, W, P, R, duin, dmax-

Output: F, Ny for r € F, result of multi-protocol relay chain deployment over the existing optical fiber backbone network, updated network status.

1 initialize F < 0;
2 for each multi-protocol relay chain request r € R do
3 initialize Nyg < 0, D, <= 0;
4: compute and select the shortest path p, between s, and d, with Dijkstra’s algorithm;
5: find all physical links on p, and insert them into set E(p;);
6 for each physical link e € E(p,) do
7 D, < D, +d,;
8 end
9: find available wavelength channels in W on p, and insert them into set W (p,);
10: if [W(p,)| > w, then
11: select w, wavelength channels from W (p,) with first-fir algorithm for r;
12: o < [Dy/dmax — 17;
13: ar:lax — [D"/dmin - H;
14: identify ¢ randomly from [ ;. 0ok
15: Nig < o /2];
16: else
17: continue;
18: end
19: insert r into F;
20: record Niyg for r;
21: update network status;
22:  end

23:  return F, Ny for r € F, result of multi-protocol relay chain deployment over the existing optical fiber backbone network, updated network status.

Algorithm 3: OIN-MPRC algorithm

Input: G(V, E)s de, Ws Pa R, dmin, dmax~

Output: F, Ny for r € F, result of multi-protocol relay chain deployment over the existing optical fiber backbone network, updated network status.

1:  initialize F < 0;
2:  for each multi-protocol relay chain request r € R do
3: initialize Nyg < 0;
4: compute and select the shortest path p, between s, and d, with Dijkstra’s algorithm;
5: find all physical links on p, and insert them into set E(p;);
6: for each physical link e € E(p,) do
7: find available wavelength channels in W on e and insert them into set W,;
8: if |[W,| > w, then
9: select w, wavelength channels from W, with first-fit algorithm for r;
10: mark A as SUCCESS;
11: ol [de/dmax — 115
12: O ax < [de/dmin — 11;
13: identify o, randomly from [0, , o515
14: Nig < Nig + /2]
15: else
16: mark A as FAILURE;
17: break;
18: end
19: end
20: if A is marked as SUCCESS then
21: insert r into F;
22: record Nyg for r;
23: else
24: release the selected wavelength channels for r;
25: end
26: update network status;
27:  end
28:

return F', Nyp, for r € F, result of multi-protocol relay chain deployment over the existing optical fiber backbone network, updated network status.

The main difference between Algorithms 2 and 3 is the manner
for passing the intermediate QKD nodes between the source
and destination QKD nodes of r, where the transparent and
opaque intermediate QKD nodes are involved, respectively. In

this context, lines 9-18 and 5-19 in Algorithms 2 and 3 calcu-

late the minimum number of trusted relays deployed for each
request that is successfully assigned with the required wave-
length channels, respectively. In the case of a flexible distance
between two adjacent relays, the number of relays deployed

for r is identified randomly from the potential relay quantity
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interval.

Furthermore, a simple and efficient first-fit algorithm is
utilized for allocating the available wavelength channels to
each successfully deployed multi-protocol relay chain request.
Such an algorithm has been widely employed for resource

27.283940] wwhere all available resource units are

allocation,|
numbered and an available resource unit with a lower serial
number is given a higher priority to be selected. Each suc-
cessfully deployed r is accommodated in F' and the number of
trusted relays deployed for r is recorded, both of which are im-
plemented by lines 18—-19, 19-20, and 21-22 in Algorithms 1,
2, and 3, respectively.

The complexities of the designed three heuristics for
MPRC are discussed below. In the worst case, the time
complexities are O(|V||W|), O(|E| + |[V|log|V|+ |W]), and
O[|E| + |V| (log|V |+ |[W|)] for processing one multi-protocol
relay chain request in Algorithms 1, 2, and 3, respectively.

6. Performance evaluation and discussion

In this section, we conduct numerical simulations to an-
alyze the proposed three MPRC heuristic algorithms. To
evaluate them against the commonly used single-protocol
trusted relay chaining methods for practical QKD backbone
networks, 317271 we introduce three benchmark algorithms
(named ENU-BM, TIN-BM, and OIN-BM) corresponding to
the three MPRC heuristics. In fact, the TIN-BM algorithm
is essentially the same as the cost-efficient QKD networking
(CEQN) algorithm presented in Ref. [27], while the other two
benchmark algorithms are redesigned according to the associ-
ated network paradigms and MPRC heuristics. Each bench-
mark algorithm relies on the number of all relays to character-
ize the security level, where each relay is set as the trusted re-
lay based on a single SP2P-QKD protocol. Hence, the bench-
mark algorithms can only accommodate SP2P-QKD-based
single-protocol relay chain requests. The available protocols
for multi-protocol relay chain requests cover diverse protocols
belonging to SP2P-QKD, MDI-QKD, and EB-QKD. Further,
we carry out a comparative evaluation of the MPRC heuristics
and their benchmarks in terms of deployment success proba-
bility, trusted relay quantity, and average security level.

As depicted in Fig. 5, two backbone network topologies
are employed in simulations. Based on the scope of the de-
signed heuristics described in Section 5, an existing QKD
backbone network comprising four backbone nodes (i.e., QKD
nodes) and 28 trusted relays in Fig. 5(a) is adopted for evalu-
ating the ENU-MPRC algorithm. It involves a bus network
topology belonging to the Beijing—Shanghai QKD backbone
network (called BSQNET).['7l As shown in Fig. 5(b), an ex-
isting large optical fiber backbone network (commonly known
as USNET) with 24 backbone nodes?7-281 is used for evalu-
ating the TIN-MPRC and OIN-MPRC algorithms. The loca-

tion of each trusted relay is fixed with pre-knowledge on the
BSQNET topology, while the distance (in units of km) of each
physical link is indicated on the USNET topology.

(a) Beijing

1 N N N N N I\
U ) ) U ) U
N N N N I ()
) U U ) ) 2/
Jinan
N N N (3) N N
U ) ) 1SV ) U
Hefei
1 N N N I\ N I\
) ) ) ) ) )

Shanghai

Fig. 5.
(a) BSQNET topology:I'7! (b) USNET topology.?7-28!

Backbone network topologies employed in simulations:

Given that each single/multi-protocol relay chain request
can normally fulfill the known secret key demands between
its source and destination QKD nodes, each QKD (backbone)
node pair may trigger one or more relay chain requests to sat-
isfy current or future secret key demands. Based on the as-
sumption given in Section 4, the specific secret key rate of
each relay chain request is not involved in simulations. We
set the number of relay chain requests within [3, 27] and [20,
180] on the BSQNET and USNET topologies, respectively,
aiming to discuss the upgrading or construction of QKD back-
bone networks. The value of m is assumed to be 10%. Specifi-
cally, each relay chain request is randomly generated between
any two backbone nodes. The results are averaged from 1000
independent simulations for maintaining sufficient statistical
accuracy.

6.1. Different wavelength resources and requirements

We consider different wavelength resources/requirements
to compare different heuristics. The following three cases are
defined in the performance comparison: case-1, |W| = 40,
wy =2; case-2, [W| =20, w, =2; case-3, |[W| =40, w, € [2, 4].
More concretely, the number of wavelength channels reserved
for QKD (i.e., wavelength resource) on each physical link is
set to 40 or 20, while the number of wavelength channels re-
quired (i.e., wavelength requirement) for each relay chain re-
quest is set to 2 or within [2, 4]. Each relay chain request can
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optionally use two or more wavelength channels, since a wave-
length channel for exchanging quantum signals and a wave-
length channel for synchronization are typically essential, but
other classical functions such as key distillation and key man-
agement for QKD can be implemented relying on individ-
ual wavelength channels or classical data channels.[?7-28441 A
span of 50-100 km between two adjacent relays is employed,
which is derived from a realistic QKD backbone network. 7]
The deployment success probability versus the number
of relay chain requests is shown in Fig. 6, where the BSQNET
and USNET topologies are adopted in the heuristics associated
with ENU and TIN/OIN, respectively. It can be observed that
the deployment success probability for each algorithm main-
tains at 1 when the number of relay chain requests is rela-
tively small, and then it declines as the number of relay chain
requests rises. This is because the increased wavelength re-
quirements of relay chain requests cannot be fulfilled by the
limited wavelength resources. In addition, when the number

of relay chain requests is relatively large, e.g., more than 12
and 40 in Figs. 6(a) and 6(b)/6(c), respectively, the deploy-
ment success probability reduces with |W| decreasing, which
stems from the decrease in the total available wavelength re-
sources. The deployment success probability also decreases as
the range of w, expands, because the total wavelength require-
ments for establishing relay chains increase. In particular, the
deployment success probability of the MPRC-oriented algo-
rithm is the same as that of its benchmark algorithm in each
case. This reflects that the deployment success probability is
not influenced by the QKD protocols. Further, from Figs. 6(b)
and 6(c) we can see that the deployment success probability of
the OIN-based algorithm is a little higher than that of the TIN-
based algorithm in the context of a large number of relay chain
requests. The reason is that the TIN-based heuristics are sub-
ject to the wavelength continuity constraint in the wavelength
allocation stage.
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Fig. 6. Deployment success probability versus number of relay chain requests: (a) ENU-MPRC on the BSQNET topology; (b) TIN-
MPRC on the USNET topology; (c) OIN-MPRC on the USNET topology.
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Fig. 7. Number of trusted relays versus number of relay chain requests: (a) ENU-MPRC on the BSQNET topology; (b) TIN-MPRC

on the USNET topology; (c) OIN-MPRC on the USNET topology.

The number of trusted relays versus the number of relay
chain requests is plotted in Fig. 7. Similar to Fig. 6, these re-
sults are obtained based on the heuristics associated with ENU
and TIN/OIN for BSQNET and USNET topologies, respec-
tively. The number of trusted relays grows as the number of
relay chain requests rises. Hence the trusted relay quantity is
directly related to the number of relay chain requests. It should
be noted that the number of trusted relays shown in Fig. 7 does
not reflect the number of relay locations, since many relays
belonging to different relay chains may be placed at the same
physical location. Besides, the number of trusted relays may

partially reveal the QTx/QRx usage and the deployment cost,
but we do not cover such analysis in this work. It can be seen
that the number of trusted relays diminishes with the decrease
of [W| or the expanding range of w,. This can be explain-
able by analyzing Fig. 6, where the number of successfully
deployed relay chain requests decreases. However, in each
case, the number of trusted relays for the OIN-based algorithm
displayed in Fig. 7(c) is reduced compared to that for the TIN-
based algorithm displayed in Fig. 7(b). This is due to the fact
that the opaque manner can fully capitalize on the intermediate
QKD nodes equipped with trusted relays. Notably, the num-
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ber of trusted relays for the MPRC-oriented algorithm is much
lower than that for its corresponding benchmark, because the
usage of untrusted relays based on MDI-QKD or EB-QKD is
maximized, replacing many of the trusted relays relying on
SP2P-QKD used in the benchmark algorithm. As a result, the
number of trusted relays can be considerably reduced by em-
ploying the proposed MPRC heuristics.

Figure 8 shows the average security level versus the num-
ber of relay chain requests on two backbone network topolo-
gies according to the three MPRC heuristics and their bench-
marks. From Fig. 8 we can find that the average security
level first keeps stable with a small number of relay chain
requests, and then it rises as the number of relay chain re-
quests increases. This indicates that the variation of the de-
ployment success probability can result in an unstable aver-
age security level. Specifically, when the number of relay
chain requests becomes relatively large, the average security
level corresponding to a lower deployment success probability
(e.g., in the context of a lower |W| or an expanding range of
w,) is higher than that corresponding to a larger one. In each
case, the average security level for the OIN-based algorithm
shown in Fig. 8(c) is higher than that for the TIN-based algo-
rithm shown in Fig. 8(b) due to the fact that the opaque man-
ner utilized in the OIN-based algorithm facilitates a reduction
in the number of trusted relays deployed. Nonetheless, this
does not mean that the transparent manner always exhibits the
worse performance, since these two manners are not equiva-

—~

lent in the QKD node cost, space, and scalability. Further, the
MPRC-oriented algorithm significantly outperforms its bench-
mark algorithm in terms of the average security level. This
phenomenon can be explainable based on the above analysis
of the reduced number of trusted relays shown in Figs. 7(b)
and 7(c).

Based on Fig. 8, the average security level enhancements
of the proposed three MPRC heuristics versus their bench-
marks in different cases are listed in Table 1. In each case,
the average security level enhancement essentially declines as
the number of relay chain requests rises, which stems from
the decrease in the deployment success probability. When the
ENU-MPRC algorithm is adopted, the average security level
enhancement ranges from 114% to 130%, where the num-
ber of relays on each physical link of the BSQNET topol-
ogy is a fixed even number. In particular, the combination
of the untrusted relay first policy and the interleaving scheme
can reduce the total number of trusted relays by at least half
compared to the commonly adopted single-protocol trusted re-
lay chaining approaches. The average security level enhance-
ments of the TIN-MPRC and OIN-MPRC algorithms relative
to their benchmarks can reach approximately 86%—108% and
88%—108% on the USNET topology, respectively. Such an av-
erage security level enhancement may be different for diverse
network topologies, but the proposed heuristic algorithms are
applicable to MPRC on various backbone network topologies
with upgrading or construction purposes.
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Fig. 8. Average security level versus number of relay chain requests: (a) ENU-MPRC on the BSQNET topology; (b) TIN-MPRC on
the USNET topology; (c) OIN-MPRC on the USNET topology.

Table 1. Average security level enhancements of MPRC heuristics versus their benchmarks in different cases.

BSQNET topology USNET topology

ENU-MPRC vs. ENU-BM (%) TIN-MPRC vs. TIN-BM (%) OIN-MPRC vs. OIN-BM (%)
IR| Case-1 Case-2 Case-3 R| Case-1 Case-2 Case-3 Case-1 Case-2 Case-3
3 129.8 130.1 129.8 20 108.1 108.0 108.6 108.7 107.5 107.9

129.0 128.8 128.8 40 107.9 106.8 107.8 107.6 107.0 107.2

9 128.9 128.0 128.5 60 107.5 104.3 107.3 107.3 104.8 106.7
12 128.4 127.1 128.1 80 107.4 100.7 104.3 107.3 101.6 105.3
15 128.3 125.7 127.3 100 107.2 96.8 101.9 106.9 98.6 102.5
18 128.3 122.8 126.6 120 105.7 933 99.2 106.0 95.5 100.4
21 128.2 1189 125.1 140 104.0 90.6 96.3 104.4 93.0 98.2
24 128.1 117.3 122.5 160 102.1 88.2 93.6 102.9 90.8 96.0
27 128.0 114.3 119.5 180 100.6 86.3 91.9 101.5 88.7 93.8
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6.2. Fixed and flexible distances between adjacent relays

The fixed and flexible distances between two adjacent re-
lays are considered in the performance comparison for differ-
ent algorithms. In order to achieve a secret key rate of kbps
level, a fixed distance of 80 km or a flexible distance of 80—
100 km is utilized. In the former case, each relay is placed
at the same physical location as an erbium-doped fiber ampli-
fier (EDFA) in the optical fiber backbone network to facilitate
EDFA bypass;[?"-28>11 while in the latter one, the distance pa-
rameter is derived from a typical span of the optical fiber back-
bone network.[’?! Given the fact that the relay locations are
fixed on the BSQNET topology, here we only conduct perfor-
mance evaluation on the USNET topology. Also, we assume
that the wavelength channels reserved for QKD on each phys-
ical link have no limit, such that all relay chain requests can be
successfully deployed over the existing optical fiber backbone
network.
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Fig. 9. Number of trusted relays versus number of relay chain requests
under fixed/flexible distances between two adjacent relays on the US-
NET topology: (a) TIN-MPRC; (b) OIN-MPRC.

The number of trusted relays versus the number of re-
lay chain requests on the USNET topology is illustrated in
Fig. 9, where the TIN-MPRC/BM and OIN-MPRC/BM algo-
rithms are employed. Similar to Fig. 7, we can observe that
the number of trusted relays increases with the growing num-
ber of relay chain requests, and it shows larger values for the
TIN-based algorithm compared to the OIN-based algorithm.

These phenomena have already been discussed in the previous
subsection. However, the number of trusted relays displays an
approximately linear increasing tendency with the number of
relay chain requests in Fig. 9. This is because all the randomly
generated relay chain requests are successfully accommodated
on the USNET topology. From Fig. 9 we can also see that
each algorithm under 80-100 km yields fewer trusted relays
than that under 80 km, which results from the decrease in the
average number of relays deployed per relay chain. In reality,
the secret key rate of a relay chain in the case of 80-100 km
may be reduced compared to that under 80 km, but the specific
secret key rate is not our focus in this work. Furthermore, the
number of trusted relays for the MPRC-oriented algorithm is
considerably fewer than its benchmark under both fixed and
flexible distances, demonstrating the applicability of the de-
signed MPRC heuristic algorithms in the context of diverse
parameters for the distance between two adjacent relays.

(a) 0.65F

= 0.60F © —0
> —8—8—8—8 818 58——~-
— 0.55F

> 72.8%

= 0.50

5 —F— TIN-MPRC fix(80 km)

9 0.45[ |-~ TIN-MPRC flex(80-100 km) 83,59

® TIN-BM fix(80 km) -0

g)o 0.40r TIN-BM flex(80-100 km)

)

= 0.35F

]

>

<

20 40 60 80 100 120 150 160 18
Number of relay chain requests

(b) 0.70F
€ ©

© 065F o oo e
5 = =) = 1= 1= = = = £]
— 0.60F

[ 72.3%

= 0.55F

= —E— OIN-MPRC fix(80 km)

9 0.50F |—©— OIN-MPRC flex(80-100 km)|

9]

® OIN-BM fix(80 km) 84.2%
g)o 0.45r OIN-BM flex(80-100 km)

)

= 0.40F

0

>

<

20 40 60 80 100 120 150 160 18
Number of relay chain requests

Fig. 10. Average security level versus number of relay chain requests
under fixed/flexible distances between two adjacent relays on the US-
NET topology: (a) TIN-MPRC; (b) OIN-MPRC.

Figure 10 demonstrates the average security level versus
the number of relay chain requests for the two MPRC heuris-
tics and their benchmarks on the USNET topology. The aver-
age security level for each algorithm remains essentially sta-
ble with the variation of the number of relay chain requests
under both fixed and flexible distances between two adjacent
relays. This can be explicable according to the linear in-
creasing tendency discussed in Fig. 9. More concretely, the

average security level enhancements of the TIN-MPRC and
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OIN-MPRC algorithms relative to their benchmarks are up
to 83.5% and 84.2% under the fixed distance of 80 km, re-
spectively; while they are up to 72.8% and 72.3% under the
flexible distance of 80-100 km, respectively. Hence, the av-
erage security level enhancement of the MPRC-oriented algo-
rithm versus its benchmark is closely associated with the dis-
tance between two adjacent relays, while it is weakly related
to the manner of passing the intermediate QKD nodes. No-
tably, both TIN-MPRC and OIN-MPRC algorithms relying on
hybrid SP2P and MDI/EB QKD significantly outperform the
commonly used single-protocol trusted relay chaining meth-
ods based on SP2P-QKD, while the OIN-MPRC algorithm
achieves a similar average security level improvement as the
TIN-MPRC algorithm.

7. Conclusion

In this paper, we delved into the multi-protocol relay
chain deployment for QKD backbone networking. Based
on the independent/hybrid SP2P-QKD, MDI-QKD, and EB-
QKD, we described the structures of diverse multi-protocol re-
lay chains. Next, we formulated the network model according
to the upgrading and construction purposes over the existing
QKD backbone network and the existing optical fiber back-
bone network, respectively. We also provided the definitions
as well as elaborated the objective and policies. Further, we
proposed three MPRC heuristic algorithms for minimizing the
number of trusted relays deployed to achieve the maximum
end-to-end security level. Simulation results demonstrated the
applicability of the three MPRC heuristics in the context of
diverse network environments and fixed/flexible distances be-
tween two adjacent relays. Thanks to the intermediate QKD
nodes equipped with trusted relays, the OIN-MPRC algo-
rithm achieved a higher average security level than the TIN-
MPRC algorithm. In particular, the ENU-MPRC algorithm
can achieve up to 130% average security level enhancement
versus existing SP2P-QKD-based trusted relay chains on the
BSQNET topology. In the case of 80 km between two adja-
cent relays on the USNET topology, the average security level
can be enhanced by up to 84.2% with the OIN-MPRC algo-
rithm relative to the commonly used single-protocol trusted re-
lay chaining methods. Hence, MPRC holds the promise of fa-
cilitating the practical evolution of large-scale QKD networks
on the road to the Qinternet. In future work, we will further
balance the trade-off between deployment cost and security
level for MPRC as well as explore the new benefits of MPRC.
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