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In the field of Internet, an image is of great significance to information transmission. Meanwhile, how to ensure
and improve its security has become the focus of international research. We combine DNA codec with quantum Arnold
transform (QArT) to propose a new double encryption algorithm for quantum color images to improve the security and
robustness of image encryption. First, we utilize the biological characteristics of DNA codecs to perform encoding and
decoding operations on pixel color information in quantum color images, and achieve pixel-level diffusion. Second, we use
QAT to scramble the position information of quantum images and use the operated image as the key matrix for quantum
XOR operations. All quantum operations in this paper are reversible, so the decryption operation of the ciphertext image
can be realized by the reverse operation of the encryption process. We conduct simulation experiments on encryption and
decryption using three color images of “Monkey”, “Flower”, and “House”. The experimental results show that the peak
value and correlation of the encrypted images on the histogram have good similarity, and the average normalized pixel
change rate (NPCR) of RGB three-channel is 99.61%, the average uniform average change intensity (UACI) is 33.41%,
and the average information entropy is about 7.9992. In addition, the robustness of the proposed algorithm is verified by

the simulation of noise interference in the actual scenario.

Keywords: DNA codec, quantum Arnold transform, quantum image encryption algorithm
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1. Introduction

In the era of continuous development of communication
technology and network, images and videos have become the
main carriers of data transmission and exchange. However,
the question of how to ensure their security has become an
important topic of research.!!=3 Therefore, the encryption and
protection of traditional digital images have been extensively
studied by many scholars.*8] Subsequently, digital images
have been combined with quantum computing frameworks
for quantum image processing (QIP). QIP exploits proper-
ties such as superposition and entanglement of qubits to pro-
vide more efficient image processing capabilities in certain
situations. 13

Image encryption generally includes traditional image
encryption algorithms and quantum image encryption algo-
rithms. Among them, DNA encoding combines the fields
of mathematics and biology, with advantages such as paral-
lel processing ability and strong computing power.!!%13] Tts
unique DNA complementary rules have been widely applied
in a series of traditional encryption algorithms. In 2009, based
on pseudo DNA operation, Kang et al. put forward a charac-
ter encryption algorithm, ') which utilizes the central princi-
ples of molecular biology to implement encryption technol-
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ogy. In 2014, Huang et al. proposed an image encryption
algorithm based on a combination of hyperchaos and DNA
sequences.'!7! In 2018, Ur Rehman et al. proposed a color im-
age encryption technique using exclusive-OR with DNA com-
plementary rules, underpinned by chaos theory and the SHA-
2 algorithm, which has good resistance to transmission noise
and partially encrypted image loss characteristics.!'8) How-
ever, due to the characteristics of quantum parallelism and
entanglement, quantum computing has powerful computing
and decryption capabilities.!'>?° The powerful performance
of quantum computing often poses a direct threat to some tra-
ditional image encryption algorithms. Therefore, in the field
of information security, quantum image encryption algorithms
play an increasingly important role. [>!-2>!

Transforming classical images into quantum images is es-
sential for the process of quantum image encryption. There-
fore, various models for representing quantum images have
In 2011, Le et al. introduced a flexible
quantum image representation (FRQI), which encodes both

been developed.

the color and position information of image pixels in quan-

(261 In 2013, Zhang et al. presented a new en-

tum states.
hanced quantum representation model (NEQR),?”! which is
evolved from the FRQI framework and utilizes the basic state

of qubits to store pixel values in images. Moreover, there are
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many quantum image representation methods, such as quan-
tum log-polar image (QUALPI),”® multi-channel quantum
image (MCQI) model ?!, normal arbitrary superposition state
(NASS) model,B% and others. In recent years, building on
these quantum image representation techniques, an increasing
number of quantum image encryption algorithms have been
introduced.31-34

The commonly used method in quantum image encryp-
tion is to transform the position information of image pix-
els to achieve the conversion from the original image to an
unordered image in order to improve the security of im-
age information and resist external attacks. In 2014, Jiang
et al. applied traditional image scrambling methods such as
Hilbert, Fibonacci, and Arnold to the field of quantum im-
age processing.>>3¢! In 2017, Jin er al. introduced an im-
age encryption algorithm that utilizes a key-generalized two-
dimensional Arnold transform in conjunction with quantum
chaotic mapping."*’! By using the Arnold scrambling algo-
rithm to scramble pixels and using quantum chaos mapping to
change the values of diffused pixels, the original image is en-
crypted. In 2022, Zhao et al. proposed a color image encryp-
tion scheme based on alternating quantum walking and con-
trolled Rubik’s cube*®! In 2024, Zhu et al. proposed a mixed
double perturbation MQIR image encryption technique based
on random permutation. Their experiment proves that the al-
gorithm has a large key space and low computational complex-
ity, making it suitable for non-square quantum images. *°!

In this paper, we combine DNA codec technology with
quantum Arnold transform (QArT) to propose a new quantum
color image encryption algorithm. Among them, we use the

Red

NEQR representation method to transform classical color im-
ages into quantum images and encode the color information
of pixels by using DNA encoding technology. Meanwhile, we
use QArT to scramble the position information of pixels to
enhance the encryption effect. Then, we design a decryption
method based on DNA decoding rules and the reversibility of
quantum circuits. Finally, we prove that the encryption algo-
rithm has good encryption effect and strong anti-attack ability
through simulation.

The outline of this paper is as follows. Section 2 intro-
duces the quantum image representation scheme of NEQR,
DNA codec and its quantum circuits, quantum Arnold trans-
form method, and other related work. Section 3 presents the
detailed operation of the proposed scheme. Section 4 presents
experimental verifications of the algorithm’s performance and
feasibility. Finally, a conclusion is drawn in Section 5.

2. Related work
2.1. Quantum color image representation

We use the NEQR representation model, which converts
digital images into quantum state representations and stores
pixel values using ground states. For a classic image of size
2N x 2N, the NEQR model representation method is

1 2N _12N

) = N Z ZO IC(YosXo0)) @ [yoXo) ,

,V():O Xo=

ey

where y, and x,, respectively, represent the vertical and hori-
zontal position information of original image pixels,

Green Blue

IC(yo,%0)) = |R%'RG 2 - RLRO,GE!

represents the color information, which is the range of pixel
values of R, G, and B three-channel pixels satisfies [0,27 — 1].
Figure 1 shows a color image of size 4 x 4 and its NEQR form.
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Fig. 1. The NEQR representation of a color image of size 4 x 4.

2.2. DNA codec

Cytosine (C), adenine (A), guanine (G), and thymine (T),
that is, four nucleotides constitute the molecular structure of a

yx yx

Gi2... G;XGO BI; 13;1;2 .. B;x38x>

\
deoxyribonucleotide (DNA). According to DNA pairing rules

and binary sequences of image pixels, eight complementary
schemes are given in Ref. [40]. In addition, Ref. [41] designed
a quantum circuit of a DNA codec based on rule 1 with 7
encoding methods. It uses quantum encoding and decoding
technology to encrypt the color information of pixels. Fig-
ure 2 shows the quantum circuit of DNA codec and how it
works. Afterwards, the package of the analog circuit of the
DNA codec. The DNA codec is shown in Fig. 3. If the high
and low qubits are different, rule 2 can flip the high and low
qubits to achieve the exchange pairing of C and G to achieve
decoding. If the decoding is done using rule 3, all the low
qubits can be flipped to achieve the exchange between A, T
and C, G. In rule 4, all the high and low qubits are flipped
simultaneously and the high qubits are flipped if they are dif-
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ferent from the low qubits. Rule 5 reverses rule 4 by flipping
the high qubit when it is different from the low qubit, and flip-
ping the low qubit if the high qubit is the same as the low qubit.
Rule 6 is to flip each set of high qubits, and rule 7 decodes by
flipping both high and low qubits. Rule 8 switches between A
and T and between C and G by inverting all high qubits and
low qubits.

DNA codec black box

Encoding ASOZ/-G s nes s
lines Asj——— . - :

o Ll 11]] i /
As,—SSR 77T J11]— 17 1] 1
I T
W 7 11 T T .
/) 711/ I/ —Output
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Fig. 2. The architecture of DNA codec black box. Image pixels are con-
verted into binary sequences which serve as input to the DNA codec, and
encrypt the color information using corresponding encoding and decod-
ing rules.
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Fig. 3. Quantum circuit structure and working principle of DNA codec,
where Dsg, Dsi, and Ds, represent the sequence numbers of the decod-
ing rule, which are used for decoding. Bsgp and Bs; represent binary se-
quences of encoded image color pixels.

2.3. Quantum Arnold transform

The classical Arnold transform is a two-dimensional dis-
crete dynamical system often used to study chaos and image
scrambling. For a classical image |I,) of size 2" x 2", the
scrambling process is as follows:

Xnt\ 2 —1 Xo " B i
()= () () omeaz ootz

where xy and yy are the new positions of the pixels after the
clutter.

The quantum Arnold transform (QArT) is a quantum ver-
sion of the classical Arnold transform. The scrambling corre-
lation quantum circuit is shown in Fig. 4. In QArT, we pass
the quantum states through the corresponding quantum trans-
formation matrix to achieve a similar disturbing effect. For a
quantum image |I,) of size 27 x 24, the scrambling process is
as follows:

[%qt) = [%oq +Yoq) mod 27,

3)
[Yat) = |Xoq +2Yoq) mod 29,

where (Xoq,Yoq) is the original position information of the
pixel and (xg,yqt) is the position information after transform-
ing.

Meanwhile, for quantum Arnold inverse transform, the
formula is

[Foq) = QAT [xq) = (2xie) ) mod 21,
[Yoa) = QAIT ™ yg0) = (— [xqe) + [ yqr)) mod 2.

3. Encryption and decryption algorithm
3.1. Encryption scheme

The diffusion and scrambling of pixels in an image are
two key stages of image encryption. During the diffusion pro-
cess, we use DNA encoding and decoding to confuse images,
and use quantum XOR operations to encode image pixels,
and encrypt the position information of image pixels through
QAIT. The detailed encryption process is shown in Fig. 4.

Step 1 Divide the original image into RGB three channels
and then process each color channel of the original image us-
ing the NEQR model to achieve the conversion from classical
images to quantum images. Here Eq. (1) can be redefined as

1 29—1 29-1

24 Z Z |C(yoqvx0q)>®|y°qx°q>

Yoq=0x0q=0

|Iimagel> =

1 29—1 29-1

~ g Z Z |C()’0qvxoq)>

)’oqzoxoqzo
® ’)’q—l - Y2V1Y0) ‘xq—l cexxxg),  (5)

where yoq and xoq represent the positional information of orig-
inal pixels.

Step 2 In this paper, the color information is converted
into a binary sequence using rule 1, which serves as input to
the quantum DNA codec to achieve encoding operations on
quantum color images, and using the corresponding quantum
circuit part of rule 4, decoding is realized by simultaneously
inverting high and low qubits. The process is as follows:

|Iimag62> = Erl,r4 |Iimage1> ’ (6)

where 1i and rj, respectively, represent the encoding and de-
coding schemes used. |Iimag62> is the image after DNA encod-
ing and decoding, with a pixel size of 29 x 29.
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Fig. 4. The flow of the proposed encryption algorithm.

Step 3 Use QArT to perform quantum image scrambling
on ‘Iimag62>'

According to Ref. [42], we used qubits carrying position
Yg—1++Y2Y150) [Xg—1 -+~ x2x1X0), to perform
block processing on |Iimage2>- Assuming that each subblock

information, i.e.,

size is 2" x 2", then leave the least significant w bit unchanged,
and use the other ¢ — w qubits to determine the image block
index. After partitioning, we obtain the number of image sub-
blocks as 297" x 297", where g — w qubits represent the posi-
tion information of each segmented image subblock. We apply
QAT to g — w qubits representing the position information of
image subblocks, and get scrambled images |Iimag62b>. The
process is as follows:

IimageZb> = QAIT ‘Iimage2>

|

1 2=t 29-1 .
E Z ‘C(yoqaxoq»

Yoq=0x6q=0

®QAIT |yg—1yg—2*Yw) [Yw—1Yw—2""Y0)

®QAI’T ’xq_lxq_g .- ~xw> |xw—1)CW—2 .. 'x0>

1 29—1 29—1
? Z ‘C(ygqax;q»

)'é)q =0 xé)q =0

® |y 12 Y w-1-+y1y0)

® |x;,1x;,2 co X ) [X—1 X)) (N

o
mation after codec in DNA codec according to rule

1 and rule 4, and ’y;_ly;_2~"yi,,>|yw71"'y1yo> and

where ygq and x,, represent the image pixel infor-

/
q—1
mation after scrambling. According to Eq. (3), the location

X x;_z---x’w |x—1--x1x0) represent the position infor-

information of the subblock is that
Xy Xy o X, = QArT(‘xq,lxq,z X))
= (xg-134-2-+-x)
+ |yg—1Yg—2--yw)) mod 27" (8)
Yye1Yg—2 - ¥w) = QAIT(|yg-1y4-2--yw))
— (rpxgmax)
2 |yg—1Yg—2+-yw)) mod 27" (9)

Finally, we restore the subblocks of the transformed im-
age to the original size:

’Iimage3> = QArTy |Iimage2b> )

where QArT,q represents scrambling an image of size 29 x 29

10)

by using QArT, and [i,ge3 represents the transformed image.
Step 4 Use quantum XOR encoding between the origi-
nal image and the transformed quantum image. According to
Ref. [43], it is necessary to divide it into 2" sub-operations to
perform XOR operation on pixel information of each image.
We set sequence D = {d|,d,...,dyn} based on the
pixel color information of image ‘Iimagel >, where dyx =
MY myymyymiy .. .m¥y,miy € [0,1], and convert it into an
octal sequence. Afterwards, according to the formula and se-
quence D, generate the consequential quantum operation

Syx = 0Vx0yx O3 x Qix -+ Opxs (11

where 0-7, 8-15, and 16-23, respectively, control the R, G,
and B channels, and

Qi :Xmgfx = X m;X =1
™ I, miy =0

represents X-gate transformation or /-gate transformation.
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The XOR operation of pixel values can be achieved
through Syx. Construct quantum operation Oyy through Syx:

Orx = (10 X255 £25" 1) (2] ) +Syx © Y X) (¥X], (12)

where yx # Y X.
Finally, apply Oyy to the entire image, and finally get the
image }Iimage4> after the operation. The integration process is

0|Iimage4> = H H Byx |I>

Y=0 X=0

1 29—-129—1

% Z Z ®,’230|C§/X @m§x>|YX>
Y=0 X=0

1 29-129—1

= 57 L X X)) rx). (13)
X=0

Y=0

Step 5 Put the obtained image ’Iimage4> into the quantum
DNA codec, and use rule 8 to decode the image by inverting
all high and low qubits to obtain |Iimag65>. The encryption pro-
cess ends

|Iimag35> = Erl,r8 |Iimage4> . (14)

3.2. Decryption scheme

Based on the reversibility of quantum circuits, we design
a quantum color image decryption technique. The specific
steps are as follows:

Step 6 For encrypted image, the preliminary decryption
is achieved by utilizing the quantum circuit of DNA codec and
analyzing the decoding and encoding processes of rule 8 and
rule 1. We perform inverse quantum DNA decoding and in-
verse XOR encoding operations on the image, as follows:

‘Iimag63> = XOR?lDr&rl ‘IimageS> . (15)

Step 7 Because of the reversible design of quantum cir-
cuits, there will be no information loss during the decryption
process of images using quantum circuits. Therefore, based on
this condition, we perform quantum Arnold inverse transform
on the image. The specific process is as follows:

|Iimag62> = QArTz_ql |Iimag63> . (16)

According to Egs. (4), (8), and (9), the original coordi-
nates of the pixel positions after inverse transformation can be
obtained by

|%0q) = QAT |xiy)
= (2fg-1xg—2--2,)
— [Yy-1Yg-a2-+-¥)) mod 297, a7
[oa) = QAIT ! [y5q)

= (=g ox)

+[yg—1Yy—a--¥,) ) mod 297", (18)

Step 8 Use the decoding of the DNA codec and the in-
verse operation of rule 4 and 1 to obtain the final decrypted
original image:

|Iimagel> = Dr4,r1 |Iimag32> . (19)

4. Analysis and verification of security

We comprehensively evaluate the effectiveness of encryp-
tion and decryption algorithms by using color images such as
“Monkey”, “Flower”, and “House” as the original images for
security analysis. The pixel size of each image is 512 x 512.
We use the following indicators to assess the capabilities of
encryption algorithms: time complexity analysis, histogram
analysis, pixel correlation, key sensitivity analysis, informa-
tion entropy, and analysis of anti-noise effect.

4.1. Encryption effect

Because there is currently a lack of available quantum de-
vices to actually execute the proposed encryption scheme, we
use classic computing environments such as MATLAB and
Python to evaluate and verify the ability of the algorithm by
simulating the quantum computing. Figure 5 shows the com-
parison of encryption and decryption effects. By using the
proposed algorithm to encrypt plaintext images, the encrypted
images cannot see any plaintext information, which proves the
feasibility of the technique. Meanwhile, the ciphertext image
is decrypted, and through comparison the obtained image is

identical to the original image.

Fig. 5. Analysis of encryption and decryption effects. The three columns
represent the encryption and decryption effects of “Monkey”, “Flower”,
and “House”, respectively.
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4.2. Time complexity analysis

O (N x N). After that, QArT is used to realize the scrambling

In the process of using DNA codec to realize color infor-  ©f quantum image position information, and the time complex-
mation scrambling of quantum image, we process R, G,and B ity is O (N x N), so the complexity of the whole encryption

three-channel images respectively, and the time complexity is ~ process is O (N x N). The key generation time is 0.4521 s.
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Fig. 6. A comparison of the RGB three-channel histogram of the encrypted “Monkey” image with the plaintext image.

8000
7000
6000
5000
4000
3000
2000
1000

8000
7000
6000
5000
4000
3000
2000
1000

R channel G channel B channel
7000 14000
6000 12000
5000 10000
4000 8000
3000 6000
2000 4000
1000 2000
50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250
R channel G channel B channel
8000 8000
7000 7000
6000 6000
5000 5000
4000 4000
- & - & -
2000 2000
1000 1000
0 0

50 100 150 200 250

0 50 100 150 200 250 0 50 100 150 200 250

Fig. 7. A comparison of the RGB three-channel histogram of the encrypted “Flower” image with the plaintext image.
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Fig. 8. A comparison of the RGB three-channel histogram of the encrypted “House” image with the plaintext image.
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4.3. Histogram analysis

As an important evaluation indicator for the feasibility of
encryption algorithms, histograms reflect the pixel intensity
distribution of the image. As shown in Figs. 6-8, the origi-
nal histograms and encrypted histograms of the three images
prove that the algorithm successfully blurred the statistical fea-
tures of different plaintext images after encryption, resulting in
similar distributions of peak values on the histogram of their
encrypted images. This similarity indicates that the algorithm
effectively maintains the overall appearance consistency of the
image, making it difficult to easily distinguish different plain-
text images through histogram analysis. It effectively resists
attacks from external histogram analysis, thereby improving
the security of encryption.

4.4. Correlation analysis

To demonstrate that the encryption scheme can decrease
the high relevance of contiguous pixels, we selected 3000 sets
of contiguous pixels from the horizontal, vertical, and diago-
nal directions of plaintext and ciphertext images as references
to achieve the visualization results of correlation analysis. The
specific results are shown in Figs. 9 and 10. We prove the ca-
pability of the scheme by computing the relevance coefficient
Cy z of contiguous pixels. The results are shown in Tables 2
and 3. The calculation process of the correlation coefficient is
as follows:

Cyz =

Horizontal
250 .1 250
200 200
(a) 150 150
100 100
50 50

0L
0 50 100 150 200 250

Horizontal

250 250

200
150
100

50

200
150
100

50

G W-EW)(Zi-E(2))
VXL WimEW)? 532, (2~ E(2))

, (20)

where W and Z represent adjacent average pixel values, E (W)
and E (Z) represent the average value of adjacent pixels, i.e.,
E(W) = é):iQ:HDi and E (Z) = éZiQ:lZi, cov (W, Z) repre-
sents the covariance of adjacent pixel values, D (W) and D (Z)
represent variance, and Q represents the total logarithm of ad-
jacent pixels.

From Figs. 9 and 10, the encrypted image pixels have al-
most no correlation. Moreover, Tables 1 and 2 indicate that the
plaintext image has high pixel correlation, almost approaching
1, while the ciphertext images are approaching 0. The above
results indicate that our algorithm has the ability to resist at-
tacks from correlations.

Table 1. The correlation coefficient in the ciphertext images.

Image  Channel Horizontal Vertical Diagonal
R 0.9148 0.8588 0.8462
Monkey G 0.8625 0.7773 0.7525
B 0.9001 0.8708 0.8400
R 0.9244 0.9037 0.8752
Flower G 0.9158 0.8914 0.8605
B 0.9186 0.8932 0.8653
R 0.9631 0.9610 0.9452
House G 0.9605 0.9583 0.9423
B 0.9753 0.9742 0.9651
Vertical Diagonal
250
200
150
100
50
: . - 0
0 50 100 150 200 250 0 50 100 150 200 250
Vertical Diagonal
= 2 250 e

200
150
100

50

0 0 50 100 150 200 250 ’ 0 50 100 150 200 250 ’ 0 50 100 150 200 250
Horizontal Vertical Diagonal
250 250 250 5
200 200 200
150 150 150
100 100 100
50 50 50
0 0 0
0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250

Fig. 9. (a) The relevance of plaintext image “Monkey”, (b) the relevance of plaintext image “Flower”, and (c) the relevance of plaintext image

“House”.
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Fig. 10. (a) The relevance analysis of the cryptographic image “Monkey”, (b) the correlation analysis of the cryptographic image “Flower”,
(c) the correlation analysis of the encrypted cryptographic image “House”.

Table 2. The correlation coefficient in plaintext images.

Image  Channel Horizontal Vertical Diagonal
R —0.0151 —0.0029 —0.0061
Monkey G 0.0248 —0.0003 0.0077
B 0.0063 0.0347 0.0098
R 0.0024 —0.0027 0.0003
Flower G —0.0085 0.0161 —0.0119
B —0.0012 0.0167 0.0279
R 0.0010 —0.0034 —0.0026
House G 0.0033 0.0154 —0.0051
B -0.0141 0.0173 —0.0107

4.5. Key sensitivity analysis

We obtain the key sensitivity of the image by calculat-
ing normalized pixel change rate (NPCR) and uniform aver-
age change intensity (UACI) between the plaintext and cryp-
tographic images to obtain key sensitivity of the image. The
process follows

NPCR = Zel125) 1009, o
_ 1 Y(C(a,7)-C(o,
UACI = L Ha@n @), 1009,

where H represents the height of the image, K represents the
width, and the value of T (@, 7) is 0 or 1, which is represented
as follows:

1
T(w,7)= 0’

Ci(0.7) Gy (@,7),

22
otherwise, @2)

where T (@, 7) represents the pixel value at position (®,7),
and C; and C; are images encrypted with different keys.

Table 3. The NPCR and UCAI of cryptographic images.

Image  Channel NPCR (%) UCAI (%)
R 99.6082 33.0673
Monkey G 99.6078 33.5795
B 99.6094 33.6274
R 99.6065 33.4045
Flower G 99.6099 33.5298
B 99.6102 33.3976
R 99.6047 33.4903
House G 99.6133 33.4306
B 99.6094 33.1811

Table 4. The NPCR and UCALI of different schemes.

Schemes NPCR (%) UCAI (%)
Ours 99.61 33.41
Only DNA codec 98.69 30.41
Only QAIT 99.27 31.58
Ref. [44] 99.61 31.60
Ref. [45] 99.63 31.46
Ref. [46] 99.57 35.08
Ref. [47] 99.57 33.38

Ideally, when NPCR approaches 99.6094% and UCAI ap-
proaches 33.4635%, the key sensitivity of the image becomes
stronger. Table 3 shows the average NPCR and UCAI of im-
ages before and after encryption. Meanwhile, on the premise
of ensuring the same image size, we conduct comparative ex-
periments on our encryption scheme with other schemes. The
results are shown in Table 4. Tables 3 and 4 prove that our
encryption scheme has better performance and stronger confi-
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dentiality.

4.6. Information entropy

In the field of image encryption, pixel values can be used
as random variables, and information entropy can measure the
uncertainty of pixel value distribution based on pixel values. In
general, the uniformity of pixel distribution in the three chan-
nels of encrypted images directly affects the capability of the
encryption algorithm. The calculation formula is as follows:

ZP

where P ({;) is the probability that ¢ takes value ¢;, and the
perfect value of E (¢) is 8.1 Table 5 indicates the informa-
and “House”,

Ylog, P (4:), (23)

tion entropy of “Monkey”, “Flower”, the aver-
age value of all cryptographic images is about 7.9992, which

fully verifies the capability of the algorithm.

Table 5. Information entropy of cryptographic image.

Image Channel R Channel G Channel B
Monkey 7.9994 7.9991 7.9992
Flower 7.9990 7.9994 7.9993
House 7.9993 7.9991 7.9994

s&p noise = 0.05

Decrypt 1

s&p noise =0.1

Decrypt 2

s&p noise = 0.15

Decrypt 3

DEcrypt
(Gaussian) var =0.10 # (Monkey)
() —)

(Gaussian) var =0.15

(Gaussian) var =0

4.7. Analysis of anti-noise effect

In the real environment, the influence of environmental
factors or external attackers will add interference in the pro-
cess of image information transmission, resulting in noise,
which will affect the effect of image decryption. Therefore,
the detection of image anti-noise ability is a vital index to mea-
sure the robustness of the encryption algorithm.

In this paper, “House” image and “Flower” image are
taken as examples, and salt and pepper noise and Gaussian
noise of different degrees are added to the two encrypted im-
ages, respectively, to simulate the real environment or attack.
We add salt and pepper noise levels of 0.05, 0.10, and 0.15 to
the cryptographic image of “House”. At the same time, Gaus-
sian noise is added to the encrypted “Flower” image, where
the values of var are 0.10, 0.15, and 0.20, respectively. In addi-
tion, we carry out clipping attack on the encrypted image, and
test the anti-clipping performance of the proposed algorithm.
The final generated cryptographic image is decrypted, and the
results are shown in Fig. 11, which prove that the proposed
encryption algorithm has the advantage of high robustness.

Decrypt 1

DEcrypt g
(Flower)
[——]

Decrypt 2

(House)

Decrypt 3

Fig. 11. (a) The encryption effect of “House” image under the influence of different s&p noises. (b) The encryption effect of “Flower” image under the
influence of different Gaussian noises. (c) The decryption result of three color images under cropping attack.

5. Conclusion

In this paper, we propose a quantum color image encryp-
tion algorithm that combines DNA codecs and QArT, and have
successfully achieved double scrambling of color and position,
which greatly improves the encryption efficiency. Afterwards,
we conduct comparative analysis experiments on the plaintext
image and the ciphertext image from six aspects: time com-
plexity analysis, histogram, correlation, key sensitivity, infor-
mation entropy, and analysis of anti-noise effect. The simula-
tion verifies that the proposed algorithm has better encryption
performance, strong robustness, and security. In the future,

we will work hard to improve and research encryption algo-
rithms to improve the algorithm’s performance and encryption
efficiency.
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