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Quantum digital signature (QDS) can guarantee the information-theoretical security of a signature with the funda-
mental laws of quantum physics. However, most current QDS protocols do not take source security into account, leading to
an overestimation of the signature rate. In this paper, we propose to utilize Hong—Ou—Mandel interference to characterize
the upper bound of the source imperfections, and further to quantify information leakage from potential side-channels.
Additionally, we combine decoy-state methods and finite-size analysis in analyzing the signature rate. Simulation results
demonstrate the performance and feasibility of our approach. Our current work can improve the practical security of QDS
systems, thereby promoting their further networked applications.
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1. Introduction

The digital signature,!!! as an important cornerstone to
ensure the security of the current internet, can ensure the un-
forgeability, transference and non-repudiation of messages,
and is widely used in financial transactions and e-commerce.
Generally, the security of classical digital signatures is based
on the computational complexity of mathematical problems.
However, with the development of quantum computers,?! its
security is under threat.

Compared with classical digital signatures, quantum dig-
ital signature (QDS) based on the basic principles of quan-
tum mechanics can offer a higher level of security. Since the
first QDS protocol, known as the GC-01 protocol, proposed by
Gottesman and Chuang in 2001,3! experiment-friendly pro-
tocols have been proposed and validated.[*®! Subsequently,
researchers have successively implemented measurement-
device-independent QDS,!”8! passive decoy-state QDS,!
long-distance transmission of QDS,!'?l and efficient QDS
based on a one-time universal hashing.!''] And at present, it
is developing towards practical applications.

QDS is a multi-user encryption system that includes a
distribution stage and a messaging stage. In the three-party
scenario, assume Alice is the signer of the message, Bob and
Charlie are the verifiers of the signed message. In the distribu-
tion stage, the pairs Alice-Bob and Alice—Charlie individually
adopt key generation protocol (KGP) to generate correlated bit
strings. In the message stage, Alice signs the message and
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transmits it to a desired recipient, say Bob. After verifying
the received signed message, Bob forwards it to Charlie for
verification. The KGP process is actually the quantum part of
quantum key distribution, that is, two pairs independently im-
plement the decoy-state QKD protocol but without error cor-
rection or privacy amplification.

Although QDS is guaranteed to be unconditionally se-
cure by quantum mechanics, it is necessary to assume that the
eavesdropper will not gain any desired information in the KGP
process.[1>~191 However, active and passive side-channel at-
tacks on the sender can easily undermine this assumption. For
example, an active attack, called Trojan horse attack,!'”! where
the eavesdropper sends a strong light to the sender and obtains
information about the devices by analyzing the reflected light.
In passive attacks, the idea is to utilize the deviations of the ac-
tual quantum signal from the desired one, which exist in higher
dimensions and are influenced by factors such as spectrum
bandwidth,'® frequency,!'”! time jitter,?”) and so on. Unlike
the problem of state preparation flaws at the source, ! which
can be addressed by loss-tolerant method because it only exists
in two dimensions,!??! the differences between actual signals
are influenced by multidimensional factors. These influences
are difficult to characterize accurately through measurements
in a single dimension. Fortunately, Hong—Ou—Mandel (HOM)
interference visibility can be applied to characterize the dis-
tinguishability in all dimensions of the signal, and Ref. [23]
provides a method of using the maximum HOM interference
visibility between different emitted signals to characterize the
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distinguishability with the same intensity at different bases.
Besides, a fundamental implicit assumption in the decoy-state
protocol is that the yield of an n-photon state is independent
of the intensity, it will also be broken as different intensities
are likely to exhibit distinguishability in source.*! Here we
present a more practical QDS protocol and consider its finite
size effect.

The paper is organized as follows. In Section 2, we
present the scheme of QDS with source monitoring. In Sec-
tion 3, the signature rates of QDS with distinguishable decoy-
state and bases are re-estimated. Then, in Section 4 we carry
out corresponding numerical calculations and simulations. Fi-
nally, conclusions are given in Section 5.

2. QDS protocol with source monitoring

The process of the two-decoy QDS protocol with source
monitoring will be introduced below. Figure 1(a) shows the
schematic of our present scheme, i.e., the QDS with source
monitoring modules. Suppose the total number of pulses used
for key transmission in each round is Ny, and then one selects
the L-length block from the key pool for signing a message m
(m=0and1).

_________________

[W% """

Charlie

Monitoring

______________________________

______________________________

Fig. 1. (a) The schematic of QDS scheme with source monitoring mod-
ules. WCP, weak coherent pulses; MOS, mechanical optical switch;
BS, beam-splitter. (b) Monitoring module. IM, intensity modulator;
OD, optical delay.

Distribution stage Bob (Charlie) prepares Ny, pho-
ton pulses. After the pulses enter the monitoring module
in Fig. 1(b), they are divided into two portions by BS. The
pulses of the upper path are modulated by intensity mod-
ulator (IM) and encoder, and each of them is randomly
modulated into intensity @ € {u,v,0} (signal, decoyl, de-
coy2) with probability Py, and basis ¢ € {X,Z} with proba-
bility P;. Then there are a total of eight modulated states:
‘0>u7|1>w ‘+>pv |_>yv |0>vv |1>v7 |+>v’ ‘_>v’ where ‘O>a) and
|1),, are the encoded states of Z basis, |+),, and |—),, are the

encoded states of X basis. Then the light of the upper path is
defined as pg, @ € {|0),,|1) s [+)ws|—) e} The lower path
serves as a reference light and is defined as pg, where its po-
larization is different from that of the upper path, written as ¢’,
and for simplicity @ = v. To characterize the defects of the
modulator including IM and encoder, two paths of light inter-
fere at the V-test, monitoring the source in real time. We call
this module as V-test as we use HOM interference visibility to
test the IM and encoder. It is worth noting that the optical de-
lay (OD) in the lower path is used to achieve the synchronous
arrival time of the two optical paths and ensure phase random-
ization of the pulses. Subsequently, rest pulses are transmitted
to Alice through the quantum channel.

Alice randomly chooses ¢ basis to measure the pulses she
received. Later, Alice—Bob (Alice—Charlie) publicly announce
their basis options through the authenticated classical channel
and keep the matched results. When they all choose Z basis,
the corresponding bits are used to extract sifted keys, say Nz,
but in the case that Alice chooses the X basis, the correspond-
ing bits are used for parameter estimation. Furthermore, they
randomly select a portion of keys of Z basis, say nyest, to esti-
mate the error rate eap (eac). The rest keys of Z basis are kept
as the key pool npq, for the signature. To sign for a future pos-
sible message m, Alice and Bob (Charlie) opt for a L-length
block from n,00 to generate signature sequences KB and BY
(KS and C2), where KB and K§, are held by Alice, B} (C2)
are held by Bob (Charlie). Finally, Bob (Charlie) randomly
selects half of his keys and transmits them with their corre-
sponding positions to Charlie (Bob) through a secret channel.
The half of the keys that Bob (Charlie) keeps is denoted as
Biy keep (Cmkeep)> and the other half as Bj ¢ oq (Chy torard)-
At this point, the symmetric keys held by Bob and Charlie
are SB = (BA, .., CA yand S = (CA,...,BA

m.keep’ ~m,forward m.keep’ n1,f0rward)’re_

spectively.
According to the error rate eap, the upper bound of the
observed error rate eXB can be estimated using the Serfling

inequality*>]

eXB=€AB+i\/m(21n/£PE)(L/Z—i—l)(L/Z—i—ntest), €))]
test

where é&pg is the failure probability of Eq. (1). Likely, the up-
per bound of observed error rate eXC can also be calculated,
and eV = max(eYy,e8c). Next, consider the minimum rate at
which eavesdropper Eve can make errors pg, which satisfies

Hy(pe) =255, [1 —Ha(93,)] /N2, )

where Hj (x) = —xlogyx — (1 —x)log, (1 —x) is the binary
Shannon entropy function; s | and ¢§ | are the lower bound of
single-photon counts and the upper bound of the single-photon
error rate in Z basis.
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Messaging stage Alice sends (m,Sig,,) to a recipient
(such as Bob), where Sig,, = (K5, Kf;). Bob records the mis-
matching number between S5 and Sig,,. If the number in both
parts of SB is less than s,L/2 , then Bob accepts the signa-
ture message and forwards it to Charlie, where s, denotes the
authentication threshold required for the security level of the
QDS protocol. Otherwise, Bob rejects the message and an-
nounces termination of protocol, Charlie tests the signature
message forwarded by Bob by the same method with another
threshold s, (0 < 54 < s, < 0.5). Finally, Charlie accepts the
message if the numbers of mismatches in both halves of his
keys are still less than s,L/2.

Next, consider the three major security analyses of QDS
protocol: robustness Pp, non-repudiation Fe, and non-
forging P;,;. To ensure the security of QDS system, the se-
curity level Py satisfies!®]

max {Prob;Prepanor} < Pec- 3

3. Method with distinguishable decoy states and
bases imbalance

Considering that each pulse pair entering the V-test mea-
surement has different polarization and intensity, it is neces-
sary to normalize the HOM interference visibility of each pair.
The measured and corresponding ideal visibility under each
pair is defined as Vi and (V ), respectively. After normaliz-
ing, we define the visibility for each pair as follows:

o (Va)— Ve —(Va)|
Ve = X3 .

To characterize the imperfection of the source, the fidelity

“4)

between two states can be calculated by (232!

F(p8.08) =X

n=0

POPYTH?, )

where P2 represents the Poisson distribution at n-photon and

o intensity, 75 = 2V is applied to define the similarity be-
/

tween states, P& and ﬁg, represent the density matrices of the

single-photon states >3

pe — m{«%ﬂﬂh—%m)mwn

n=0
(V1= tBan ) ©
AW A RUICICH ™

where d]r and d; represent the creation and annihilation opera-
tors, aAL and @ | represent all modes orthogonal to &i and 4y,
respectively.

A fundamental assumption in the decoy-state analysis is
that the yield is independent of the intensity. However, the im-
perfection of the source can cause differences between signal

states and decoy states in high-dimension freedom. According
to Refs. [24,27], the imperfection can be characterized by

L 1o Ao 52 57
pG=3Te|pd G| <\ 1-F(p8.05).  ®

and for simplicity, we assume every pair shares the same and
worst imperfection Dy, = max DY . It is convenient to acquire
=L

‘Sg,n - S;,n‘ < NiotPzaPzeTwDyy from Eq. (8), where 57, ex-

presses the counts of n-photon states with intensity @, Pza rep-
resents the probability of Alice using Z basis for detection, Pzp
represents the probability of Bob using Z basis for preparation
and 7, is the probability that sender prepares an n-photon state.
Actually, in a QDS system based on prepare-and-measure pro-
tocol, according to the optical transmittance of receiver 14, we

can obtain!?8]

U \Y
‘SZ,n - SZ,n

< NeotPzaPzetDyy [1 - (1-14)"],  (9)

then we can obtain the lower bound of single-photon counts in
Z basis

L nuw [e'Nzy  VvZelNzy
1T w2\ R, W P
u v u u
_ (u* —Vv?) NoPzaPss
T Py

— PzAPz8NiotDyy [ev _ev(lind)} }7 (10)

where Ngw is the observed counts of intensity @ on ¢
We use the Hoeffding
inequalities'**! to give lower bound and upper bound: N o=
New—6 (Ng,ESF) and Neo = Neo+ 6 (Ng,ESF), where
6 (m,n) =

vacuum state.

basis with statistical fluctuations.

\/mIn (%) /2. Ny is the upper bound on counts of

Next, we consider the estimation of phase error rate for
the Z basis when there are differences between signal states
and decoy states in high-dimension freedom. The upper bound
of single-photon bit error rate (])}({1 can be estimated by

VY
0% =7 (an
Sx.1
where s}( | 1s the lower bound of single-photon counts in X
basis
L T4 evﬂx,v v2 e*Nx 1
X1 = 2 T2
uv—v Py us Py
B (IJ2 - VZ) NoPxaPxs
u? Py

— PeaPxaNDyy [e¥ =" } (12)

and vy | denotes the upper bound on the number of bit errors,

and it can be estimated by?"!

vy, <min{K* K¥ K"'}, (13)
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where K*, K¥ and KV can be calculated by

T et —U
Kt = Nl (PMX’“ _PXAPXBNtote()YO) ; 14
u
T1 e —U
K = " {PVMX’V — Py A PxBNiot

X pon)vlhw(evev—vm)}}7 (15)

71 [et—u e
KM = —— [MX,;L - 7M§(J,v
w—v P Py

+ PxaPxaNotDyuv (ev - evvnd):| ) (16)

where Mgﬁw is the observed error counts of intensity @ in ¢
basis with statistical fluctuations, and the equations above can
be calculated from

Vi = V| < NiotPzaPzeTDyy (1— (1-14)"),

where v, expresses the bit error of n-photon states with in-
tensity .

In an ideal scenario, an eavesdropper cannot distinguish
between different bases. However, considering the imperfec-
tion at the source side, differences may arise in the density
matrices of different bases. According to Ref. [31], the value
called bases imbalance can be applied to quantify the differ-
ences between density matrices of the X and Z bases

Ao 1—/F(px,Pz)

> ; A7)

where F (px,pz) is the fidelity between X and Z bases. Al-
though it is hard to obtain the bases imbalance directly, we use
the distance and triangle inequality to construct a lower bound
on fidelity between X and Z bases depending on the fidelity
between the initial and auxiliary states?”]

arccos \/F (Px, pz)

F (Px.i,Pz,j)

< arccos max

i,je0,1
1+ \/F (Pv.0:P.1)
+ Z arccos , (18)
be{X,Z} 2

where Py ; and pz; respectively denote the auxiliary for each
basis, and b represents for the X and Z bases. To simplify
the final result, we assume every pair of bits share the same
fidelity and represent them as F. After substituting Eq. (17)
into Eq. (18), we can obtain

1
A<
)

N =

1 F
cos (2 arccos JrT\F + arccos \/17> . (19

In consideration of the ability of Eve to access a lossless
channel, we use a method mentioned in Ref. [31] to quan-
tify the impacts of the differences between different bases:

A= LAPZAPZBNK,{ 71. Then the upper bound of single-photon
SZ 1

phase error rate in Z basis is obtained as follows:

U =o¥ 14144 (1-297))

+4(1—2A/) \/A’(I—A/)(P}({l (1—(1)}({1), (20)

after this, we replace ¢7; in Eq. (2) with q)lz{ll in Eq. (20) for
subsequent signature rate estimation.

4. Simulation results

Based on the formulas presented above, we perform nu-
merical simulations of signature rates with the two-decoy
method. The system parameters we used are listed in Table 1.
Here, Py is the security level of the protocol. Py and 14 are
the dark rate and detection efficiency of receiver’s detectors; o
represents the channel attenuation; eq is the optical misalign-
ment error; Ny is the total number of pulses sent by sender;
epg and &g are the probability of failure for the error test and
statistical fluctuation. To estimate the worst case, we assume
V= miar)l V. Our simulation considers the finite size effect

and global optimization to achieve more practical results.

Table 1. List of system parameters used in numerical simulations.3?!

Piec Py n o (dB/km) eq Not  €pE £F
1075 1078 0.85 0.2 0.015 10" 107 10710

To ensure the security of the QDS protocol, it is neces-
sary to ensure that the minimum rate pg is larger than the error
rate caused by normal communication between the communi-
cating parties eY, ie., PE > eY. After calculating eY and PE,
we construct the relationship between the number of pulses
emitted by the sender and the security level of the protocol to
calculate the signature rate, which is defined as R = 1/N, and
N refers to the minimum number of pulses needed to sign a bit
of message given a certain security level.

10-5
) S - —-— V=0.49995
= 1076}" - — V=0.4995
E . .. ;\ e V=0.495
£ 1077 e TS TN e V=0.47

~ . N N,

2 1o-s TN .
° SRR o
] . N\ .
= 1079 ., N N
@ N L\ \
2 10-10p L \
g ooy \
o 10—t ' R |
n \ Yoy \

1012 1 . \

0 40 80 120

Transmission distance (km)
Fig. 2. The variation of the signature rate with transmission distance
considering side-channel leakage. Each color corresponds to a different
HOM interference visibility.

Figure 2 shows the signature rate versus HOM inter-
ference visibility, where each line corresponds to a differ-
ent HOM interference visibility (V), ranging from 0.49995
to 0.47.1331 We can see from Fig. 2 that the performance

010301-4
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of the present scheme is quite sensitive to the value of V.
For example, the transmission distance quickly declines from
105 km to 60 km, with the value of V decreasing from 0.49995
to 0.47. Second, with current experimental conditions, i.e.,
V = 0.495,129 the transmission distance can exceed 75 km.

Figure 3 illustrates the variation of the signature rate ver-
sus visibilities at fixed transmission distances of 0 km, 20 km,
40 km, and 60 km respectively. It is evident that the signa-
ture rate exhibits a rapid decline as the visibility gradually de-
creases at each fixed transmission distance. For instance, at
40 km, the signature rate experiences a significant decrease of
two orders of magnitude when the visibility changes from 0.5
to 0.45. Moreover, the signature rate at 60 km exhibits an even
steeper decline compared to those at transmission distances of
0 km, 20 km, and 40 km, and it becomes almost unfeasible to
achieve an effective signature process when the visibility falls
below 0.47.

)

& 10-6F

=]

o

= 107}

2

[} 10_8"

e

g

° 10-9¢ 0 km
= 20 km
g 10710 40 km
- 60 km

0.50 0.49 048 0.47 0.46 0.45
Visibility

Fig. 3. The signature rate versus HOM interference visibility. Here
the transmission distance is fixed at 0 km, 20 km, 40 km and 60 km
respectively.

Figure 4 provides the variation of single-photon phase er-
ror rate ¢g.l/ versus the transmission distance under different
HOM interference visibilities. As we can see, when the value
of V is close to the idea visibility (0.5), i.e., V = 0.49995, the
value of (1)21/ gradually increases its value with the increas-
ing transmission distance; while when the value of V is rela-
tively lower, i.e., V = 0.47, ¢IZJ’1/ rapidly rises its value with
the increasing transmission distance. This is consistent with
the results in Figs. 3 and 4.

0.25
; V =0.49995
0.20+ I.' """ V =0.4995
;o ==V =0.495
! V=047
0.15¢ 1 ’
oN /7 /
< S /
0.107 s
0.05F 7 L
0 . .
0 40 80 120

Transmission distance (km)

Fig. 4. The single-photon phase error rate (z)lzj_ll versus transmission
distance with different HOM interference visibilities.

5. Conclusion and perspectives

In this paper, we propose a scheme to improve the prac-
tical security of QDS system by monitoring the HOM inter-
ference visibility of the source. Considering source imperfec-
tions might cause information leakage from side channels, 34!
we give a more general model by taking the distinguishabili-
tiy between the signal state and the decoy state into account.
It only needs one parameter to characterize the source secu-
rity, which simplifies the system complexity compared with
other existing methods using individual parameters for each
device. 3 But, we should admit that additional devices are in-
corporated in the V-test module and a high HOM interference
visibility is required to maintain good system performance in
the present scheme. Then better analytical methods are needed
to make the parameter estimation more precise and enhance
the robustness of the scheme. Besides, the monitoring mod-
ule can be constructed as a plug-and-play module in practi-
cal applications to reduce its system complexity. Moreover,
some advanced technologies, such as the advantage distilla-

[36-38]

tion technology can also be implemented to further im-

prove its performance, which will be our future research work.
We hope our present work can provide a valuable reference for
practical applications of QDS.
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