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Synchronization of fractional-order chaotic systems is receiving significant attention in the literature due to its appli-
cations in a variety of fields, including cryptography, optics, and secure communications. In this paper, a three-dimensional
fractional-order chaotic Lorenz model of chemical reactions is discussed. Some basic dynamical properties, such as stability
of equilibria, Lyapunov exponents, bifurcation diagrams, Poincaré map, and sensitivity to initial conditions, are studied. By
adopting the Adomian decomposition algorithm (ADM), the numerical solution of the fractional-order system is obtained.
It is found that the lowest derivative order in which the proposed system exhibits chaos is ¢ = 0.694 by applying ADM.
The result has been validated by the existence of one positive Lyapunov exponent and by employing some phase diagrams.
In addition, the richer dynamics of the system are confirmed by using powerful tools in nonlinear dynamic analysis, such
as the 0-1 test and Cy complexity. Moreover, modified projective synchronization has been implemented based on the
stability theory of fractional-order systems. This paper presents the application of the modified projective synchronization
in secure communication, where the information signal can be transmitted and recovered successfully through the channel.
MATLAB simulations are provided to show the validity of the constructed secure communication scheme.

Keywords: chaotic system, Adomian decomposition method, modified projective synchronization, secure

communication
PACS: 05.45.—a, 05.45.Gg, 05.45.Pq, 05.45.Vx

1. Introduction

Fractional calculus is an important topic in modern math-
ematics that generalizes the classical calculus, including inte-
grals and derivatives of arbitrary order. In fact, fractional cal-
culus tools have become widely used to understand real-world
phenomena that are modeled with non-integer-order deriva-
tives. The applications of fractional calculus have increased
in many different areas, including biology,[!! medicine,?!
physics,P! chemistry, finance,® signal processing,®! con-
trol theory,!”! optimization,!®! chaos theory,!”! and many oth-
ers. To our knowledge, Leibniz explored the first idea of
the fractional derivative in his works in 1695.10 Later, sev-
eral types of fractional derivatives have been discovered,
with and without singular kernels. With singular kernels,
we have the well-known Caputo derivative and Riemann—
Liouville derivative.!'! Without singular kernels, we have the
Caputo—Fabrizio derivative,'?! which is known as fractional
derivative with exponential kernel, and the Atangana—Baleanu
derivative,[13! which is known as fractional derivative with
Mittag—Leffler kernel. In particular, fractional calculus has
several significant applications in chemical systems. For ex-
ample, fractional calculus is used to design advanced con-
trollers that enhance the performance of the traditional con-
trollers in certain chemical processes. These controllers have

fCorresponding author. E-mail: nabil.haneche @doc.umc.edu.dz
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the advantage of improving the stability of irregular motions
in chemical systems. On the other hand, fractional calculus
aids in accurately modeling mass transfer in various adsorp-
tion processes, thereby significantly enhancing their predic-
tion and optimization. In addition, fractional derivatives can
display what is called the “memory effect”, where the cur-
rent state depends on past states over a long period. This can
aid chemists in comprehending the behaviors of various sys-
tems more precisely because fractional calculus plays a crucial
role in modeling complex systems with memory and heredi-
tary properties, which are very common in nonlinear chemi-
cal systems.[!'*] The Caputo fractional derivative is often cho-
sen for modeling chemical and biological systems due to sev-
eral key advantages. First, the Caputo derivative incorporates
memory effects, which are critical for accurate phenomenon
modeling where the current state depends on the system’s his-
tory. Second, it allows for more flexible modeling of com-
plex dynamics compared to integer-order derivatives due to its
compatibility with classical initial conditions typically used in
real-world systems.[>! In particular, it helps us to better de-
scribe the behaviors observed in chemical reactions. Further-
more, the Caputo derivative provides stability, accuracy, and
smoothness in numerical simulations for solving complex sys-
tems in chemistry and biology.

In recent decades, nonlinear systems have been studied
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and developed due to their sensitivity to both parameter val-
ues and initial conditions. A small change in the system pa-
rameters or initial conditions can lead to completely different
outcomes, which is known as chaos phenomena.[!6! A chaotic
system is a deterministic nonlinear system that has at least one
positive Lyapunov exponent.!!”! In the chaos literature, there
is a significant interest shown in the study of chaotic dynam-
ical systems, particularly physics and chemistry. In physics,
the authors in Ref. [18] have studied the Rucklidge chaotic
system, which is similar to the Lorenz system, which is a
three-dimensional model of a double convection process. In
Ref. [19], Ageel et al. have investigated the chaotic dynam-
ics of the Krause and Robert (KR) system, which is a sim-
ple mathematical model of the Rikitake two-disc dynamo geo-
magnetic system. In chemistry, Bodale et al. have investigated
in Ref. [20] the chaos control for the Willamowski—Rossler
model of chemical reactions. In addition, they achieved a
chaos synchronization for two Willamowski—Rdssler systems
with the aim of determining the suitable conditions for a prac-
In Ref. [21],
Yadav et al. presented a three-dimensional fractional-order

tical implementation of this synchronization.

chaotic chemical reactor system. This model has been inves-
tigated using the Lyapunov stability theory of fractional-order
systems, stability analysis, chaos control, and chaos synchro-
nization. For more mathematical models of chaotic systems in
physics and chemistry, see Refs. [22-25].

Since the works of Pecora and Carroll in 1990,129] the
synchronization of chaotic systems has gained significant at-
tention in the last few years due to its potential applications
in secure communications and signal processing. In the syn-
chronization of chaotic systems, we consider a pair of iden-
tical or different chaotic systems, known as the drive and re-
sponse systems, for the synchronization process. By adopt-
ing a suitable controller, the state trajectories of the response
systems asymptotically track the state trajectories of the drive
system in infinite time. From the literature survey, various
types of chaotic synchronizations have been introduced, such
as complete synchronization,?”) where the difference of states
of the synchronized systems converges to zero for a large time,
anti-synchronization,?®! projective synchronization,!?°! gen-
eralized synchronization,*®] phase synchronization,!! lag
synchronization, 32! etc. In recent years, a new kind of chaotic
synchronization has been introduced called function projec-
tive synchronization (FPS), 33 where two identical or different
chaotic systems could be synchronized up to a scaling func-
tion. Furthermore, in Ref. [34] Du ef al. proposed a new kind
of synchronization, which is the modified function projective
synchronization (MFPS), where the drive and response sys-
tems could be synchronized up to a scaling function matrix. In
Ref. [35], Li proposed the modified projective synchronization
(MPS) of chaotic systems, where the drive and response sys-

tems could be synchronized up to a constant scaling matrix.
According to our understanding, the application of the scal-
ing matrix in secure communication can enhance the security
level of the scheme. Motivated by the above discussion, it is
useful to study MPS of chaotic systems and apply it to secure
communication.

Given that the derivative order can be viewed as an ad-
ditional system parameter and that a chaotic system is sen-
sitive to variations in its parameters and derivative order, the
application of fractional-order chaotic systems in secure com-
munication schemes can offer greater security and accuracy
compared to integer-order systems. The main idea of trans-
mitting an information signal using chaotic systems is to in-
ject the message into a chaotic signal, hide this information
via a public channel, and then send it to the receiver system.
Finally, when the synchronization of the transmitter and re-
ceiver systems is achieved, the original message can be suc-
cessfully recovered at the receiver. From a mathematical per-
spective, researchers have studied and used various fractional-
order chaotic systems to achieve secure communication. 3631
Three types based on chaos have been proposed to realize a se-
cure communication scheme, including chaotic masking, !
chaotic modulation,*!! and chaotic shift keying.[*?! In chaotic
masking, the original message is added to a chaotic signal,
which is then transmitted to the receiver. In chaotic modu-
lation, the original message is either injected into one of the
states or system parameters, or it is modulated by introduc-
ing an invertible function. When the transmitter and receiver
systems are synchronized, the information signal can be re-
covered at the receiver. In the chaotic shift keying technique, a
chaotic system generates a chaotic signal, which serves as the
carrier wave. The information to be transmitted is viewed as
binary data, which modulates the chaotic signal. The informa-
tion signal can be recovered at the receiver after the synchro-
nization between the transmitter and receiver systems. In this
work, the chaotic modulation technique is used to achieve a
secure communication scheme.

The rest of this work is planned as follows. Section 2
presents basic notions related to fractional calculus. Based on
ADM algorithm, Section 3 deals with the numerical solution
of the proposed fractional-order system and then the stability
of equilibrium points is analyzed. In Section 4, the dynam-
ical properties of the fractional-order system are studied by
means of powerful tools in the nonlinear dynamic analysis. In
Section 5, the complexity of the proposed fractional-order sys-
tem is measured by adopting the 0-1 test and Cy complexity
algorithms. Section 6 focuses on the MPS of the fractional-
order chaotic systems. In Section 7, a secure communication
scheme based on the MPS of fractional-order chaotic systems

is constructed. We draw conclusions in Section 8.
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2. Mathematical background

This section presents some basic notions of fractional cal-
culus that will aid the reader to understand the content of this
paper.

Definition 1 The Riemann-Liouville fractional integral
of order g € R™ of a continuous function & : R™ — R is de-
fined as!+’!

1

b7 0%=f@i£u—uw*éwm% ()

where ¢ > 1y, I'(+) is the Euler Gamma function.
For Y > —1 and C is a given real constant, we have the
following properties of the fractional integral operator J,’f):

Jn& (1) = &),

L(y+1)
q(r 4 \Y )
Jto(t t(]) 1—‘(,)/+ 1 +q)

(t—10)7. 2

(t - t0)7+q’

C
JIC=——"—
T T(g+)
Definition 2 The Caputo fractional derivative of order

g € RT of a continuous function & : [fy, +oo[— R is defined
[44]
as

(m)
1 /t’ & (u) du. 3)

T(m—q) Jiy (t —u)ati—

where r > fg, m— 1 < g <m withm = [q].

‘D& (t) =

Two fundamental properties of the Caputo differential op-
erator are given as follows:

D& (1) = &(1),
JL(CDEVE(r) = JLITIDPE (1)
= JaDRé ()

m—1 4 \n
= &) L e Pt

n

“)

2.1. Adomian decomposition algorithm

Generally, a fractional-order nonlinear system can be di-
vided into three parts

‘DI&(r) = LE(1) +N&(1) +h(1), Q)

where &(t) = [&(¢), & (1), ..., Eq(¢)]T is the system state vari-
ables. We denote by L& (¢) and N&(¢) the linear and nonlin-
ear terms in the fractional-order system, respectively. Here,
h(t) = [hi(t),h2(t),...,h,(t)]T is the constant term of the
system. We take the initial conditions as &®) (ty) =bx =
[él(to),éz([0)7...,én(t())]T, k=0, 1,....m—1,me Nom—1<
q < m. By applying the fractional integral operator J,‘g to both
sides of Eq. (5), the following equation is obtained: +!

E(t) =JLE(t) +JINE (1) + T h(t) + ¢, (6)

where ¢ = Y7 by (t_k[f’)k.
By adopting the following decomposition items:
m—1 k
t—t

éo = Z bk% +9,
k=0 :

&' = JRLE  +/5A% ("),

& = JLe + Al (£ 8,

& = JLET HpATIER e,
™

the exact solution of the fractional-order system is obtained as

oo =

E=Y =Y I+ Y AT+ TIE+9, (8)
j=0

J=0 Jj=0

where A/ is the Adomian polynomial, which is calculated
[46]
as

. 1 d/ .
v =g [ ()], ©

where 6/ (1) =YJ_ (A)*EL, j=0,1,...,0andi=1,2,...,n.
The nonlinear terms are expressed as

NE = iAf(éo,él,...,éf). (10)
Jj=0

In practice, it is impossible to compute an infinite number of
terms to obtain the exact solution of Eq. (5). So, we compute
only the first terms with this method, because the ADM algo-
rithm converges quickly.[*”]

3. System description, numerical solution, and
stability of equilibria
3.1. Mathematical model

The classical Lorenz dynamical system is described by

the following dynamics: [43]
X=o0(Y—-X),
Y = pX—Y - XZ, (11)
7Z—XY—-BZ,

where X, Y, and Z are three species, and o, p, and f3 are
positive constant parameters. When the parameters are set as
o =10, p =28, and § = 8/3, the Lorenz system (11) exhibits
a strange chaotic attractor. It is noted that in system (11), X
and Y take both positive and negative values but Z remains
positive. For chemical considerations, to keep X and Y always
in the positive quadrant, we consider the following transfor-

mation:
x=X+a, y=Y+4a, z=2Z2, (12)
then system (11) becomes
x=0(y—x),
y=px—y+taz—xz—a(p—1), (13)

;= —ax—ay— Bz+xy+ad’.
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When the parameter a is selected as a = 30, the Lorenz chaotic
attractor is centered in the positive quadrant. From the chem-
ical point of view, four categories can be used to classify the
Lorenz-based chemical reactions: irreversible source reactions
S, cooperative catalytic species of constant concentration C,
irreversible deletion to an external sink E, and rate limiting
(slow/fast) R. The slow and fast consecutive reactions can be

described by the following relations: [4°!

(slow),

D — D"
{ +x+42z +x42z (14)

D*+y— D+R (fast),

where x and y act as catalysts to produce D*, which is an ac-
tivated form of species D that is thought to have a large and
constant concentration. If we denote by A, B, etc, the species
of constant concentration, the required reactions are given by
the following relations:

S):R22 o

G
G
G

Cy
Ry

JS = o,

LAty B xty, JC =y,
:B—I—xﬂw—l—x7 JC = x03,
:B—|—z£>y+z, JC3 = zats,
:C+x+y&>z+x—|—y, JCy =xyayy,
:D+x47 —% D*fx+7,

(slow

(
(
(
(
(
(

— — ~— ~— ~—

D*+y— D+R, JR| =xz0,
(fast)
(R,): D -2 D*,
(slow)
D*+y— D+R, JR, =y,
(fast)
(R3) :E+x —% E*+x,
(slow)
E*+z—E+R, JR3=x0g,
(fast)
(Ry) :E+y = E* 4y,
(slow)
E*+z—E+R, JR;=yQo,
(fast)
(E)):x 25 R, JE, =xa,
(E)):y 5 R, JE; = yau,
(E3):z 2% R, JE;=zouo, (15)
where aj (j=1,2,...,12) are rate constants and related to the

Lorenz equations.
The following dynamical system is governed by these re-
actions in terms of constant rates J:
x=JC—JE,,
y=JC —JE; +JC3 —JR1 +JR>, (16)
Z2=—JR3—JRy—JE3 +JCs+JS.
Substituting the rates of relations (15) into the right side of
equations (16), we obtain the following dynamical system:
X= 0y — ax,
Y= 03X — Olgy + Otsz — OlgxZ + 7, a7
= —0gx — Olgy — Ql1pZ + Ol11xy + Qa2

where o; (j =1,2,...,12) are constant rates, and x, y, and z
are the concentrations of species X, Y, and Z, respectively. Un-
der the system parameters listed in Table 1 and the initial con-
ditions (xq,v0,20) = (32,32,32), the integer-order system (17)
exhibits chaotic behavior. The double-scroll chaotic attractor
of system (17) is shown in Fig. 1.

Table 1. Parameter values of the Lorenz-based chemical system (17).

Parameter Value Parameter Value
(0] 10 o7 —810
(0%) 10 og 30
o3 28 Oy 35.5
(071 1 (2510 8 / 3
Os 30 o1 1
Olg 1 [03%) 900

100

50

—-50
150

Fig. 1. Chaotic attractor of the integer-order Lorenz-based chemical
system (17) in x—y—z space.

The significance of chaos in the Lorenz chemical system
is to help us understand the complex dynamic behaviors in
chemical reactions where the system can display rich nonlin-
ear dynamics originally developed to model atmospheric con-
vection. From a chemical perspective, nonlinear dynamics can
describe how certain reactions evolve over time, particularly
under nonequilibrium conditions. Furthermore, because the
Lorenz system is dissipative, the chemical reactions occur in
an open system where energy and matter are exchanged over
time. Thus, the Lorenz system serves as an example of how
dissipative systems can exhibit chaotic behavior, where even
a small change in initial conditions can result in vastly differ-
ent behaviors. This property helps chemists understand how
energy dissipation and entropy changes can be affected by
the chaotic behavior in the Lorenz chemical system. Hence,
chemists can develop better predictive models for complex re-
actions by studying chaotic systems. Our contribution is to
study the previous chemical model in its fractional-order coun-
terpart in order to investigate its richer dynamic properties and
achieve a chaos synchronization. Hence, by taking the frac-
tional derivative operator on system (17), we obtain the follow-
ing three-dimensional fractional-order Lorenz-based chemical
system:

CDZ)x = apy — X,
Dy = o3x — auy+ 05z — Oexz + 017, (18)
CDZ)Z = —0gx — gy — 102 + 011Xy + A2,
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where x, y, and z are the state variables, o;; (j =1,2,...,12) are constant parameters, and CD?O is the Caputo fractional derivative

with order g € (0,1]. Applying ADM algorithm described in Section 2, the discrete iterative formula of the fractional-order

Lorenz-based chemical system (18) is obtained as

hd h24
= Wy, —Q — + (X, — Ol5Zm — O o |t
Xm+1 Xm +( 2Vm 1)Cm) r(q+ 1) +[ 2( 3Xm 4ym+ 53m GXmZm+ 7) + ] F(2q+ 1) + 5
ha
Ymtl = Ym+ [(ngm — O4Ym + OlsZm — aﬁxmzm"‘aﬂ m
h%4
+ [a3(a2ym - alxm) - 064(063)6,,1 — 04Ym + 052 — aéxmzm+a7) + - ] m +eey
ha
il = — 08Xy — QoY — O X Ym + ) =———
Zntl = Zm+ [~ OXm — QoYm — Q10Zm + X1 1XmYm + 012] TG+ 1)
h*1
+ [~ o5 (0ym — Q1Xm) — 09 (X — Oaym + CsZm — Ot XinZm + 07) + -+ -] T2q+1) +ee (19)
\
where £ is iteration step 51z.e. As we said about the fas.t con Tty (c?c% + (3¢g+1) ( c{ c% + c% c% )+ c? c%) :
vergence of the ADM algorithm, we only calculate the six first [(g+1)I(2q+1)
terms as follows: 24
5 4 4
c(l) = Xm, ] = Ohcy — Oy,
(044 S 4 4 4
Cg = Ym +J;(I)((X7) :ym"r m(t—mﬂ Cz (X3Cl OC4C2+(X56‘1§‘(4 i 1)
0 . Q. — Qs (c(l)c§ + 7 (cic3 +cich)
€3 = Zm +Jt0(a12) =Zm+ m(l—lo)q; (20) F(q—f— l)F(3q+ 1)
. 0 0 1 I(4g+1) 222 4 Al
c|p = ey, — oy, r‘2(2q+1)clc3 €16 |
0 0 0 0,0
o = o3c] — auch + asc§ — agcic, ¢ = —agc] — oo — aoch
1 0 0 0 0.0
c3 = —0gCc] — 0gcy — Oljpc3 + Q1€ Cy; 21 I'(4g+1
g e (A ey e e
c] = Ohcy; —Qgcy, I(g+1)I'(3g+1)
'(4g+1
3 = ase] — asch + oueh g (cled + ). o dddd); o9
q
c% = —agc} — Ozgcé—ocloc;—&—an (c{cg—l—cﬁ)cé); (22) 6 5 5
= et —oyc? = Gemoa,
Lo R S = e — ouc; + osc; — o (Vs
63206362—0!46‘2+065C2 2 B 02 >0 v
: ! 2 1—~(2 3+1) r(5q+l) (C1C4+C4C1)
_%(C(I)C%‘FIQ(Z_'_I)C%C;,"_C%C%)), F(q+1)r(4q+1) ' '
I'(5¢+1
& = —asch — o}~ od] Bat D) (e +eid)+eid)
3 8CT 2 — Q103 '(2¢g+1)I'(3g+1)
I'(2¢g+1
+ o <c?c%+1%c%cé+c%cg>; (23) Cg = —dgC?—%Cg—alocg—Fall(c?cg
4 3 3 [(5q+1) (clcd 4 ctel)
C1 :aZCQfalcl, F(q+1)r(4q+]) 1¢2 142
4 3 3 3
Cy = 03¢ — 04cy + Os¢ I'(5¢+1
2T e s bt ) (G rdd) rdd). o
I'(3g+1) 12, 21 F(2g+1)I'(3g+1)
— | 3+ (i3 +cics) +eic ),
g+ 1)'(2g+1)
cg‘ = —agc§—a9c§—a10c§ Thus, we can obtain
|
Xm+1 C(l) C{ C% le" CA]t C? C? hd ]’l2q h3q h4‘] hSq h6q T
Y+l | = cg cé c% cg c% cg cg [1 . (27
0 1 5 3 4 s & I(g+1) I'(2q+1) T(3g+1) T'(4g+1) I'(Sq+1) I'(6g+1)
Zm+1 €3 €3 €3 €3 C3 C3 C3

Based on the recursive formulas (27), the discrete counterpart of fractional-order Lorenz-based chemical system (18) is obtained.

Thus, by adopting the chaotic sequences, we can easily investigate the qualitative characteristics of the chemical system.
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3.2. Stability of equilibria

This subsection deals with the existence and stability
analysis of the equilibrium points of fractional-order Lorenz-
based chemical system (18). In order to investigate the stabil-
ity of equilibrium points of fractional-order system, we con-
sider the following commensurate fractional-order system:

‘DiX(t) = f(X), X(0)=Xo, (28)

where 0 < ¢ <1,X e R".
Theorem 151 The commensurate fractional-order sys-
tem (28) is asymptotically stable if and only if

arg(A)| > 47 29)

where A is the eigenvalue of the Jacobian matrix J =
df(X)/9X of system (28) evaluated at the equilibrium point
E.

To provide further clarification, Fig. 2 shows the stability
region of commensurate fractional-order system.

Fix the system parameters as mentioned in Table 1 and
solve the following system of equations:

apy— o x=0,
o3x — 04y + 057 — Ogxz+ 07 =0, (30)
— 06X — Oy — 010z + 011Xy + Q2 = 0.
We find that the system (18) has three equilibrium points:
E; = (30,30,0), E, = (21.514,21.514,27), and E; =

(38.485,38.485,27). By linearization around the equilibria
E* = (x*,y*,z"), the Jacobian matrix of system (18) is given
by

— 0 (07) 0
o3 — Qgz" —0y as—ogx* | . (31)
—og+aiy* —ow+oq1xt  —ai

JE* =

According to the stability criterion of the fractional-order dy-
namical systems (1), the stability of equilibria of system (18)
is shown in Table 2.

jw
Stable Stable
Unstable
T
73
™
—q=
Unstable
Stable Stable

Fig. 2. Stability region of commensurate fractional-order system.

Table 1. Stability of equilibria of the fractional-order Lorenz-based chemical system (18).

Equilibrium points Characteristic equations Eigenvalues Stability
E; = (30,30,0) A3 4 13.6742 —240.651 —719.75 A = —22.827, 4y = 11.827, A3 = —2.666 unstable
E; = (21.514,21.514,27) A3 +13.67A2 +101.34A + 1440.24 A = —13.854, A5 3 = 0.094+10.195i unstable
E3 = (38.485,38.485,27) A3 4+13.67A2 +101.33A +1439.91 A = —13.854, Ap3 = 0.093 + 10.194i unstable
4. Dynamical analysis of the fractional-order = —(0q + a4+ 01p)- (33)

Lorenz-based chemical system

In this section, we study the dynamics of the fractional-
order Lorenz-based chemical system (18). By varying the sys-
tem parameters and fractional order, we can investigate the
chaotic behavior of the system.

4.1. Dissipativity

We can write the system (18) in vector form as

‘Dipx 0y — 01X
V= CDZ)y = | 03X — 04y + 057 — OgXZ + 07 . (32)
‘Dz —0gx — Oy — 0107 + O 1 Xy + Q12

Thus, the divergence of vector field V is expressed as
J (Otzy — Otlx)
dx

d(a3x — Quy + sz — Qlgxz + Q)

_|_
dy
d(—agx — gy — atjoz+ Q1 xy + Qp2)
dz

VvV =

+

Since a; > 0, g > 0, a9 > 0, the system (18) is dissipative.
Thus, the fractional-order system (18) has an attractor.

4.2. Bifurcation diagrams, Lyapunov exponent spectra
and Poincaré map

The Lyapunov exponent is used to evaluate the exponen-
tial convergence or divergence of neighboring trajectories in a
deterministic dynamical system. A positive Lyapunov expo-
nent is a reliable sign of chaos. Based on the discrete formu-
las, the QR decomposition method is used to estimate the Lya-
punov exponents of the fractional-order Lorenz-based chemi-
cal system (18).15!] The QR-factorization is applied to the Ja-
cobian matrix J of the system in the following manner:

qr(Jndm—1---J2Jy)
= gr(Jndm—1---J2(J1Q0))
= gr(Jpdm—1---J3(J201))(R1)
= qr(Jndm-1 - Ja(J3Q2))(RaRy)
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= gr(Jndm—1--Jix1(JiQi-1))(Ri-1Ri—2--- Ry Ry)

= Qm(RmRmfl tee RZRI)

= QmRv (34)

where gr(+) is the QR decomposition function. Thus, the Lya-
punov exponent is calculated as

m
4= i LB 65)
where £ is the step size.

Now, we study the influence of the derivative order on
the dynamics of the Lorenz-based chemical system (18). Let
h = 0.001, the iteration number M = 20000, and the parame-
ter values as mentioned in Table 1. The bifurcation diagram
and its corresponding Lyapunov exponent spectra are depicted
in Figs. 3(a) and 3(b), respectively, when the derivative order
ranges between 0.65 < g < 1 with a step size of 0.01. From
Fig. 3, the minimum derivative order in which the fractional-
order system (18) exhibits chaotic behavior is 0.694. As we
can observe, the maximum Lyapunov exponent (MLE) takes
strictly positive values for 0.694 < g < 1, meaning that the
system (18) is in a chaotic state. Additionally, the unstable dy-
namics of system are confirmed by the finding of bifurcation
diagram when the chaotic zone shifts to right as ¢t increases.
Thus, we consider from this study that the lowest derivative or-
der in which the fractional-order Lorenz-based chemical sys-
tem (18) generates chaos is ¢ = 0.694 by applying ADM.

Fix the system parameters as listed in Table 1 under the
initial conditions (xo,Y0,20) = (32,32,32), phase portrait of

the fractional-order Lorenz-based chemical system (18) is de-
picted in Fig. 4. As shown in Fig. 4(b), the chaotic attractor
is not smooth, then the solution of the fractional-order sys-
tem (18) is not accurate when g = 0.694 with iteration step size
h =0.001. To get smoother phase diagram, smaller /# should
be used in the simulation. In Fig. 4(c), & = 0.0005 is used
for computer simulation and it is shown that a smooth chaotic
attractor is obtained. Thus, in this case, the lowest derivative
order to exhibit chaos is ¢ = 0.694. Time-series of the states
x, y, and z for g = 0.694 are shown in Fig. 5.

120
(a)

0.8 0.9 1.0
q

8 T T T T T

6t —LE, |
4t — LE, |
2. o
0 -

2. 4

0.7 0.8 0.9 1.0

07 08 09 10
q

Fig. 3. Dynamics of the system (18) as g varies: (a) bifurcation diagram
and (b) Lyapunov exponent spectra.

25 100 = 120
80 100
20t 60 80
> > 40 - 60
40
i 20
15 20
0 0
10 —20 _ '
13 15 17 T 21 0 10 20 30 40 50 60 70 29 20 10 60 80
T X

Fig. 4. Phase diagrams of the fractional-order Lorenz-based chemical system (18): (a) convergent state for g = 0.693; (b) chaotic attractor (not
smooth) for ¢ = 0.694 with 1 = 0.001; (c) chaotic attractor (smooth) for ¢ = 0.694 with 7 = 0.0005.

A common phenomenon characterizes the chaotic sys-
tems, which is the sensitivity to initial conditions. A small
change in the initial conditions can lead to completely differ-
ent outcomes. In order to show this property in the chemi-
cal system (18), we select ¢ = 0.98 and plot two trajectories
with different initial conditions: (xo,y0,z0) = (32,32,32) and

(x0,¥0,20) = (32.001,32.001,32.001), respectively. The re-
sults are illustrated in Fig. 6. As we can see, at the beginning,
the time series are identical, but after a short time the differ-
ence between them is clear. Thus, we can conclude that the
fractional-order Lorenz-based chemical system (18) is sensi-
tive to initial conditions.
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2(t)

80 120
(a) (b)
60 80
= 40 s
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t t

Fig. 5. (a) Time-series of the state x; (b) time-series of the state y; (c) time-series of the state z.
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Fig. 6. Sensitive dependence on initial conditions for the fractional-order Lorenz-based chemical system (18).
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Fig. 7. Dynamics of the system (18) as g varies: (a) bifurcation dia-
gram and (b) Lyapunov exponent spectra.

Now, we study the influence of the system parameters on
the dynamics of the system (18). We can choose any parame-
ters among the system parameters. For example, we choose g
as the bifurcation parameter. Let 7 = 0.001, g = 0.98, and the
system parameters as mentioned in Table 1, the bifurcation di-
agram and its corresponding Lyapunov exponent spectra when
the parameter 0 ranges between 28 < oy < 36 with a step size
of 0.01 are shown in Figs. 7(a) and 7(b), respectively.

By examining the bifurcation diagram shown in Fig. 7(a),
it can be seen that the dynamics of the system (18) are chaotic
when o9 varies between 29.52 < g < 36, and in this case

the chaotic zone shifts to the right as the system parameter oy
increases. This finding is confirmed by the result of the maxi-
mum Lyapunov exponent in Fig. 7(b), in which the MLE takes
positive values in this range, indicating that the system is in an
unstable state.

70
60
501
401
>
301 2
201 4

107 /
O L L L L

15 20 25 30 35 40 4.5 50
T

Fig. 8. A Poincaré map of the Lorenz-based chemical system (18).

In chaos theory, we can use the Poincaré map to study
the bifurcation aspect and chaotic properties of a continu-
ous dynamical system. For g = 0.98, a Poincaré map of the
fractional-order Lorenz-based chemical system (18) obtained
intersecting the orbit with the Poincaré section z = 32 is shown
in Fig. 8. From this study, we can conclude that the fractional-
order system (17) has rich dynamics.

5. The 0-1 test and complexity analysis of the
fractional-order Lorenz-based chemical sys-
tem

In this section, we study the complexity of the fractional-
order Lorenz-based chemical system (18) and compare the re-
sults with the findings of bifurcation diagrams and Lyapunov
exponent spectra.
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5.1. The 0-1 test

In a deterministic dynamical system, the O-1 test is an
efficient method that allows us to determine whether or not
the system exhibits chaotic dynamics. This powerful tool
can determine if the dynamics of a system are regular or
chaotic by means of a single scalar result, usually in the range
[0,1].57) Based on a set of discrete data x(n) selected from
the fractional-order Lorenz-based chemical system (18), we

define the translation variables p(n) and g(n) as follows:
n
q(n) =) ¢(i)sin(6(7)), (36)

where 6(i) = i(p—l—Z;-:l ¢(j) and @ € [Z,*E] is a random con-
stant. Furthermore, we plot the translation variables p(n) and
g(n) in the p—q plane, in which the bounded trajectories imply
regular dynamics, while the Brownian-like trajectories imply
chaotic dynamics. Fix the system parameters as mentioned in
Table 1 with 7 =0.001, Fig. 9 shows the dynamics of the trans-
lation variables p(n) and g(n) for different values of derivative
order g.

1400

ol @ 1200
1000

-5
800
S 10 = 600
400

—15 200/,

—200

—-20 —-15 —-10 —5 0

5000

1000 4000

0 u%f o /3000
KT g
—1000| “E o 2000
= 1000
—2000 ok
—~3000 —1000} s
—4000 —2000 PN ]
—4000  —2000 0 ~1000 0 1000 2000
p p

Fig. 9. The 0-1 test of the chemical system (18): (a) for g = 0.693; (b) for
q = 0.694; (c) for ¢ = 0.894; (d) for ¢ = 0.98.

5.2. The Cy complexity

The Cy complexity algorithm is a numerical method based
on the discrete Fourier transformation. It has significant im-
portance and has produced good complexity analysis results
in real-world applications due to its efficient and fast calcula-
tion speed. We use the Cp complexity algorithm to measure the
level of complexity of fractional-order Lorenz-based chemical
system (18). Generally, the Cyp complexity algorithm is an in-
dicator that can characterize the degree of randomness in dis-
crete data. The implementation of this algorithm is as follows.

(I) Given a set of discrete data x(n) (n=1,2,...,N) of
length N from the system (18), the corresponding discrete
Fourier transformation is given by

_27mk}7 37)

X(6) = ¥ stmjerp | i

where k =1,2,...,N and j is the imaginary unit.
(1) Taking the mean square value of X (k) as

1 Y )
Gy == Y IX(K)*. (38)
Nk=1

(III) Introducing a positive control parameter r such that

vy = X0, if X(K)] > rG,
X(k) = { 0, it |[X(K)?<rGy. (39
(IV) Next, the inverse Fourier transformation of X (k) is
given by
#m) = L Y R (0expp 2K (40)
“NE PUmN )

where n =1,2,...,N.
(V) Finally, the Cy complexity is defined as>>!

oy ()~ En) an
Yot x(m)?
We adopt the Cy complexity algorithm to explore the

Co(nN) =

chaotic dynamics in the system (18). Fix the system param-
eters as mentioned in Table 1, let the derivative order g vary
from 0.65 to 1 with a step size of 0.01. The Cy complexity of
the fractional-order system (18) is represented in Fig. 10.

07 08 09 1.0
q

Fig. 10. The Cy complexity of the chemical system (18) versus g.

As shown in Fig. 10, the complexity of the fractional-
order Lorenz-based chemical system (18) has a high level
when the derivative order ranges between 0.694 < g < 1,
meaning that the fractional-order system (18) is in a chaotic
state, whereas the complexity of the system approaches O for
0.65 < g < 0.694, meaning that the system’s dynamics are sta-
ble, which agrees well with the findings of 0—1 test, bifurcation
diagram, and maximum Lyapunov exponent.

In order to show the sensitivity of the system (18) to vari-
ation of its parameters and derivative order simultaneously, we
plot the chaos diagrams in the plane. In practice, we can use
the chaos diagram to select the parameters if a more complex
structure is required in real-world applications. A chaos dia-
gram of the fractional-order system (18) based on Cy complex-
ity, where the derivative order g ranges between 0.65 < g <1
with a step size of 0.01, and the parameter g ranges between
29.5 < a9 < 36 with a step size of 0.05 is illustrated in Fig. 11.
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Fig. 11. Chaos diagram based on Cy complexity in the g—05 plane.

From Fig. 11, it is shown that the complexity of the chem-
ical system (18) changes according to the derivative order g
and parameter 09 values. A high complexity level has been
obtained when the derivative order ¢ is greater than 0.694 and
the parameter og approaches 35.5, meaning that the system
has complex dynamics, which agrees with our selection of pa-
rameter values and derivative order in this paper.

6. Modified projective synchronization of the
fractional-order Lorenz-based chemical sys-
tem

Based on the Lyapunov stability theory of fractional-
order dynamical systems, a modified projective synchroniza-
tion of chaotic systems is presented in this section.

6.1. Theoretical analysis

Consider the drive chaotic system described by
‘DX =F(X), (42)

where the state vector X = (x,x2,... ,xn)T. Assuming that the
response chaotic system can be expressed as

‘DY =CY +g(Y)+U, (43)

where the state vector ¥ = (v1,y2,...,y,)1, C € R, g(Y) is
the nonlinear part, and U = (uy,u, . ..,u,)" is the controller.

Definition 3 For the drive system (42) and the response
system (43), it is said to achieve MPS if there exists a con-
troller U such that lim; . ||Y () — AX(¢)|] = 0, where A €
R™" is a diagonal matrix, i.e., A = diag(fi, B2,...,B,), and
Bj#0for j=1,2,....n.

Remark 1 The matrix A is called the scaling matrix, and
Bj(j=1,2,...,n) are real numbers called the scaling factors.

If B; = 1(Bj = —1, respectively) for j =1,2,...,n, MPS
is reduced to complete synchronization (anti-synchronization,
respectively).

Our goal is to construct an efficient controller U, in which
the trajectories of the response chaotic system asymptotically

track the trajectories of the drive chaotic system in the sense
of MPS. First, we give the following theorem.

Theorem 2 For a given real scaling matrix and any ini-
tial conditions, the MPS between systems (42) and (43) can be
achieved under the following control law:

U=(C—K)e—CY—g(Y)+AF(X), “4)

where C € R"*" is a diagonal matrix that has the same diago-
nal elements as the matrix C. K € R"*" is a control gain matrix
that satisfies |arg(2,(C — K))| > g% for j =1,2,...,n. Here,
we denote by 4;(A) the set of eigenvalues of the matrix A.

Proof Let us define the MPS error between the sys-
tems (42) and (43) as

e=Y—-AX. (45)
Thus, the error dynamics are easily obtained as
CDZ)e = CD,?O(Y —AX) = CDZ)Y —A CDZ)X
CY+g(Y)—AF(X)+U. (46)

Substituting Eq. (44) into Eq. (46) yields
‘Die=(C—K)e. (47)

We have |arg(4;(C —K))| > ¢% for j =1,2,...,n, according
to the Lyapunov stability theory, the error vector e converges
asymptotically towards zero as t — co. Hence, the drive and
response systems in Egs. (42) and (43) are synchronized in the
sense of MPS under the controller (44). The proof is complete.

6.2. MPS of the fractional-order Lorenz-based chemical
system
To illustrate the feasibility of the proposed MPS method,
we consider the fractional-order Lorenz-based chemical sys-
tem (18) as an example of synchronization. Thus, the drive
and response chaotic systems are described by

D{l X —ap o 0 X,
Diym | = | a5 —ou 05 Vm
Dl zm —0g — 0y —0 Zm
0
+ —O06XmZm + 07 |,
O 1 XmYm + Q12
cn4
Dfox“' -0 0 0 X
Diys | = | s —as o5 ¥s
D{l z —0g —0y —Uio Zs
0 ui
+ —OexsZs+07 | + | u2 |, (48)
A11Xsys + 012 u3

where the subscripts of m and s denote the drive system and re-
sponse system, respectively. U = (uy,up,u3)7 is the controller.
According to Eq. (43), we obtain

— 0 o 0
C= o3 —0 s ’
—0g —0y —0Uo
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0
glxyz) = | —aexztoy 49)
o1xy + 012
Next, the synchronization error is defined as
er = Xs — Pixm,
e2=ys = PBoym, (50)

e3 =z — B3zm,

where A = diag(B1, B2, B3) is the scaling matrix with B; # 0

for j = 1,2,3. Using Eq. (48), the error dynamical system is

obtained as

‘Di ey = —auer + 0a(ys — Brym) +u1,

CDZ)ez = —0yer+ 03 (xs — ﬂzxm) + 05 (ZS — BZZm)
— OeXyZs + BaOlXmzm + (1 — B2) 07 + 1z, (S51)

°Df e3 = —ouoes — og(xy — B3xm) — 0 (ys — B3ym)
+ a1X5ys — B30 1 Xmym + (1 — B3) 02 4 us.

According to theorem 2, the controllers u; (j = 1,2,3) are
constructed as
luy = = (ys — Brym) —kien,
up = — 053 (x5 — Boxm) — Qs (25 — Pazm)
+ 06525 — BaOsXmzm — (1 — Br) g — kaea,  (52)

uz = 03 (xs - ﬁSxm) + O“)(ys - ﬁBYm) — 011X)Ys
+ B3 a1 xmym — (1= B3) 012 — k3es,

where K = diag(ky,k,k3) is the control gain matrix. Substi-
tuting Eq. (52) into Eq. (51), the error dynamical system can
be simplified as

C'D;qoel 7(061 Jrk]) 0 0 e
CDZ)ez = 0 —((X4+k2) 0 e
D e3 0 0 — (oo +k3) | \e3
= (C—K)e, (53)
where
—a; 0 0
C=| 0 —as O (54)
0 0 —a

If the control gain matrix K is selected so that |arg(A;(C —
K))| > g% (j =1,2,3), according to the stability theory of
fractional-order systems, the trivial solution of the dynamical
error system (53) is asymptotically stable. Therefore, the MPS
between the chaotic systems is achieved.

For the computer simulations, the system parameters are
taken as listed in Table 1 and the derivative order is se-
lected as ¢ = 0.98, and then the fractional-order system (18)
is chaotic. We select the initial states of the drive and re-
sponse systems as (x,(0),y,(0),2,(0)) = (32,32,32), and

(x5(0),y5(0),z5(0)) = (12,18,24), respectively. Also, we take
the scaling matrix as A = diag(1.5,—0.5,—2) and the control
gain matrix as K = diag(0,1,1/3). Hence, the eigenvalues
of the matrix (C — K) are obtained as A; = —10, A, = —2,
A3 = —3, then we have |arg(4;)| = & > ¢ for j=1,2,3, and
the stability condition is satisfied. The simulation results of the
proposed synchronization technique are shown in Figs. 12 and
13. Figure 12 represents the three-dimensional projection of
chaotic attractors of the drive and response systems described
in Eq. (48). In Figs. 13(a)-13(c), we show the time-series of
states when the MPS occurs, whereas Fig. 13(d) depicts the
evolution of the MPS error e = (e1,e2,e3)T which converges
towards zero as t — oo. Hence, the MPS between the chaotic
systems is obtained under the designed controller (52).

100 Tmy Ym, Zm

G, . 20
s —100" 0

Fig. 12. Three-dimensional projection of the chaotic attractors of the
drive and response systems for g = 0.98.
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Fig. 13. Simulation results of MPS of the chaotic chemical system (18):
(a) time series of x,, and x;; (b) time series of y,, and yj; (c) time series
of z,, and z,; (d) time-history of the synchronization errors.

7. Realization of secure communication

7.1. A general method for secure communication scheme
based on MPS of chaotic systems
Recently, researchers and engineers have shown signifi-
cant progress in using chaotic systems for secure communica-
tion. By exploiting the qualitative properties of chaotic sys-
tems, a high security level is gained when the information sig-

nal is transmitted. In this section, the application of MPS of
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the chaotic systems in secure communication is investigated.
The block diagram of our secure communication scheme
based on chaotic modulation is shown in Fig. 14, where the
fractional-order chaotic system (18) is considered as the trans-
U is
the designed controller for synchronization. In the transmit-

mitter and receiver systems in the proposed scheme.

ter, we modulate the information signal m(¢) into the chaotic
signal by employing an invertible function @ (X, Vi, Zm, m(t)),
which is defined by m' (1) = @ (X, Y, zm, m(t)). Next, the sig-
nal m/(¢) is injected into one of the three variables X, ym,

m(t)

D (Tms Yy Zmy M)

m'(t)

and z,,. Assuming, for instance, that the signal m'(z) is mixed
with the variable x,, and derives a combined signal ¥(¢) =
Xm(t) +m'(t), which is transmitted with x,,, Y, and z,, to the
receiver through the channel. In the receiver, the MPS between
the drive and response chaotic systems is obtained by employ-
ing the designed controller U. So, the state x; will approach to
Bixn. Hence, the signal m’(¢) can be extracted via the transfor-
mation m'(t) = ¥(t) — x,/P:. Finally, the information signal

m(t) can be recovered by m(t) = @~ (x;,ys, 25,1 (1)).

T
Ym
Zm

)

— O

(

Ts
Ys
Zs

)

m(t)
D (25, Y5y 20 M (1)) ——

Zm
— - U )—»

Transmitter Receiver

Fig. 14. Block diagram of the proposed chaos-based secure communication system.

7.2. Numerical simulations

To illustrate the previous theoretical method, MATLAB
simulations are provided in this paper. First, we select the
system parameters, the initial states of the transmitter and re-
ceiver systems, the derivative order, the scaling matrix, and
the control gain matrix as in Section 6. Thus, the MPS be-
tween the chaotic systems is achieved. The information signal
m(t) is taken as a sinusoidal signal m(¢) = 20sin(27¢/3), and
the transformation @ is selected as ' (t) = y,, + m(t). Here,
m'(t) is assumed to be injected into the variable x,. Figure 15
illustrates the simulation process. The information signal m(t)

25 200
201, (a) (b)
15 150
10
~ 5 100
= S
S5 ® 50
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Fig. 15. Secure communication results based on the MPS of chaotic sys-
tems. An example of a sinusoidal signal: (a) the original signal m(r);
(b) the transmitted signal ¥(z); (c) the recovered signal 7i(r); (d) the error
signal /(t) —m(t).
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Fig. 16. Secure communication results based on the MPS of chaotic
systems. An example of a square wave: (a) the original information
signal m(z); (b) the transmitted signal ©¥(¢); (c) the recovered signal
m(t); (d) the error signal 7i(r) — m(r).
and the transmitted signal ©¥(¢) are depicted in Figs. 15(a)
and 15(b), respectively. The recovered signal /() is shown
in Fig. 15(c). Figure 15(d) illustrates the error between the
original signal and the recovered one. From Fig. 15(d), it can
be observed that the error of the transmitted information con-
verges towards zero as t — oo, and then the original signal can
be successfully recovered.

To better demonstrate the accuracy of the constructed
chaos-based secure communication scheme, we take the orig-
inal signal as a square wave. Here, the transformation @ is
selected as m’(¢) = x,, +m(¢) and inject m’(¢) into the variable
ym. Figure 16 illustrates the simulation process. Figures 16(a)
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and 16(b) depict the original signal m(¢) and the transmitted
signal ¥(¢), respectively. Figure 16(c) represents the recov-
ered signal /7(¢). Figure 16(c) shows that the recovered signal
m(t) coincides with high accuracy with the original signal m(t)
after a brief transitional period. As shown in Fig. 16(d), the er-
ror signal 7i1(t) — m(t) converges towards zero in infinite time,
which validates the feasibility of our secure communication
scheme.

8. Conclusions and future works

Two main objectives have been gained from this research
study. The first objective was to investigate the dynamics prop-
erties of the fractional-order Lorenz-based chemical system
using powerful nonlinear tools, such as phase plots, bifur-
cation diagrams, Lyapunov exponent spectra, and chaos di-
agrams. In addition, the complexity of the fractional-order
system has been analyzed based on the Cy algorithm. The
second objective was to achieve a chaos synchronization be-
tween two identical fractional-order systems, where the MPS
method is illustrated. As a result, a secure communication
scheme based on the MPS of fractional-order chaotic systems
has been developed. Computer simulations were provided in
this research paper to verify the validity and effectiveness of
the chaotic synchronization method and secure communica-
tion scheme. Regarding open research problems, chaos-based
image encryption is an important topic related to the applica-
tions of chaotic systems. Our future plan is to focus our efforts
on this topic because we believe that developing new image
encryption algorithms might help engineers provide robust se-
curity in practical applications, including medical and satellite
fields.
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