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Finite-time decentralized event-triggered state estimation for
coupled neural networks under unreliable Markovian
network against mixed cyberattacks

Xiulin Wang(YE/EHK), Youzhi Cai(%75 &), and Feng Li(Z=4)T
School of Electrical and Information Engineering, Anhui University of Technology, Maanshan 243032, China
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This article investigates the issue of finite-time state estimation in coupled neural networks under random mixed
cyberattacks, in which the Markov process is used to model the mixed cyberattacks. To optimize the utilization of channel
resources, a decentralized event-triggered mechanism is adopted during the information transmission. By establishing
the augmentation system and constructing the Lyapunov function, sufficient conditions are obtained for the system to be
finite-time bounded and satisfy the H., performance index. Then, under these conditions, a suitable state estimator gain is
obtained. Finally, the feasibility of the method is verified by a given illustrative example.

Keywords: Markov jump systems, coupled neural networks, decentralized event-triggered mechanism, finite-

time state estimation
PACS: 02.30.Yy, 07.05.Mh, 02.50.Ga

1. Introduction

In recent years, neural networks (NNs) have been applied
more and more widely in the physical layer.!'! NNs can be
used to analyze a large number of particle collision data and
extract useful information from it. It can also analyze the
structure and properties of materials, and predict the physical
properties of materials such as hardness and electrical conduc-
tivity. In addition, NNs can be used as an effective model-
ing tool for some physical systems that are difficult to model
with traditional analytical methods. More and more reports
have been published to investigate the application of NNs in
physics.[>#l NNs can also handle distributed information by
adjusting the connection relationship between internal nodes.
It is used in pattern recognition, signal processing, knowledge
engineering, optimization combination, robot control, and so
on.’=1 Coupled neural networks (CNNs) are a special type
of NNs structure, which unique coupling mechanism signifi-
cantly improves the performance of NNs. Through this cou-
pling mechanism, feedback connections are introduced be-
tween different layers of the NNs, so as to realize the trans-
mission of physical signals and data analysis. Compared with
traditional NNs, CNNs have obvious advantages in model rep-
resentation, information interaction, and cooperative process-
ing, robustness, and interpretability./1%-11]

In addition, there is an increasing number of studies on
issues such as synchronization control, state estimation, and
target detection of CNNs.[!2-131 State estimation, as one of the
main issues in the study of CNN:ss, is of great significance in
robot control, aerospace, and other areas, to achieve intelli-
gence and automation. However, in the study of the state es-
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timation problem for CNNs, the channel resources for trans-
mitting information are usually limited. To rationalize the use
of limited channel resources, an event-triggered mechanism
(ETM) was proposed in Ref. [16]. Compared with the time-
triggered mechanism, there are no unnecessary transmissions
and calculations due to periodicity, and the trigger threshold
conditions can be set artificially to reasonably select the infor-
mation to be transmitted. Therefore, the ETM was utilized
to deal with the state estimation problem of CNNs has be-

17-191 Constructed

come a hot research topic in recent years.!
time-delayed event-triggered estimators in order to achieve
energy-efficient estimation of CNNs and a more flexible dy-
namic ETM based on the original static ETM by setting the
threshold parameter as a variable was adopted in Ref. [20].
Besides, the authors considered the characteristics of multiple
network nodes in Ref. [21], the use of decentralized event-
triggered mechanism (DETM) made the operation of CNNs
more flexible. The calculation and communication of the node
will be triggered only when the state of the node changes,
which greatly reduces the amount of calculation and saves
communication bandwidth.

With the continuous development of the network, net-
work security problems have gradually become apparent. Cy-
berattacks have emerged as a serious threat to network security
and have become a focal point of research. These attacks in-
clude denial-of-service (DoS) attacks, deception attacks, and
other kind of attacks. Generally, DoS attacks occur when at-
tackers send numerous false service requests that are inacces-
sible to the target user, resulting in channel blockage.?*! The
probability of DoS attacks based on the Bernoulli sequence
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was discussed in Ref. [23]. In Ref. [24], deception attacks
were essentially a form of cyberattack that deceives trust. The
attacker exploited the flaws in the authentication mechanism
and disguised himself as a trusted party to communicate with
the victim and ultimately collect information or launch further
attacks. The authors designed state estimators based on partial
nodes of the system under random deception attacks, where
Bernoulli sequences were used for modeling and the attack
signals were norm-bounded. In the above-mentioned refer-
ence that introduced cyberattacks, only the impact of a single
cyberattack on the system was considered, and the Bernoulli

[25-271 However, in

sequence was used to model cyberattacks.
practice, it is not sufficient to consider only one type of cy-
berattack, and when modeling cyber attacks using Bernoulli
sequences, it is only possible to indicate whether or not an
attack has been suffered, switching between the two modes
of attack and normal. This approach is inappropriate when
there are multiple attacks. Therefore, mixed cyberattacks were
modeled using Markov processes, which can better reflect the

[28-301 When subjected to multiple

dynamic nature of attacks.
attacks, systems can randomly switch between normal opera-
tion and different attack modalities. Markov process model-
ing allows for a more accurate representation and analysis of
network attacks based on different modes and transition prob-
abilities, enabling predictions about future attacker behavior.
The superiority of Markov process modeling attracted atten-
tion from researchers and was applied to study and solve var-

31-331 However, there has been no research to

ious problems.|
date using this approach to model mixed cyberattacks. This
article aims to fill that gap by focusing on this topic.

The above-mentioned problems of state estimation for
studying CNNs are in the infinite time horizon. However, in
practical engineering applications, due to time, resource, and
other constraints, it is not appropriate to consider the asymp-
totic stabilization properties of the system in infinite time, and
it is necessary to ensure that the state of the system achieves
the desired effect within the specified constraints, hence, the
finite-time state estimation problem became a topic of wide in-
terest in recent years.**37! It is due to the application of this
finite-time boundedness that the study of the above problem in
finite time is very meaningful and necessary.

Inspired by the above analyses, this article mainly studies
the finite-time state estimation of coupled neural networks us-
ing DETM under randomly occurring cyberattacks. There are
the main contributions of the article.

(1) Unlike existing research CNNs that use the Bernoulli
distribution to model mixed cyberattacks, this article uses a
Markov process to model the mixed cyberattacks suffered by
CNNs during data transmission. The mixed cyberattack model
based on the Markov process can be updated and adapted in
real time to adapt to dynamically changing cyberattacks. The

mode transition probabilities therein can be used to explain the
relationship between different attack behaviors, enhancing the
interpretability of the mixed cyberattacks model.

(i) Aiming at the finite-time state estimation problem
of CNNs, an effective DETM is established, and an event-
triggering-based state estimator design method is given, which
can effectively reduce the occupation of the channel band-
width and achieve the effect of reasonable information pro-
cessing.

(iii) Different from considering the state estimation of
CNN s in the sense of Lyapunov stability, this article considers
the state estimation problem of CNNs in a finite-time range.
The system can stay within a certain bounded range in a finite-
time interval.

The rest of this article is as follows. Section 2 explains the
cyberattacks, DETM, and design of the state estimator. Sec-
tion 3 gives the conditions of stochastic finite-time bounded-
(SFTB). Section 4 gives a numerical example to prove the cor-
rectness of the conclusion. Section 5 summarizes the full text
and get conclusion.

Notation: In this article, R” and R™*" indicate the n-
dimensional Euclidean space and all m x n real matrices re-
spectively. diagy {-} and Iy represent the N-dimensional diag-
onal matrix and the N-dimensional identity matrix. * denotes
the transpose of the symmetrical position. & represents the
Kronecker product. E{-} represents the mathematical expec-
tation.

2. Problem formulation
2.1. Coupled neural networks
Consider the following class of CNNs containing n state
vectors
Xi (k + 1) =Ax; (k) +CiF (X,' (k))
+XV, @;Tx; (k) + Biv (k)

yi (k) = Dix; (k) W
Zi (k) = N,-x,- (k),
where x; (k) 2 [xi (k) x2(k) - xi(k)]" € R is the

neural state vector. The
diag, {71, 7,..., T} = 0.

matrix W, satisfies w; =

inner-coupling matrix I' £
The symmetric outer-coupling
721]\-,:1’1»#(0,:]', ;>0 (i#)).
They represent the coupling between neurons, reflecting how
yi(k) €
The di-
agonal elements in A; = diag, {a1;,a2i,...,an;} represent
F(xi (k) =
denotes the non-

different parts of each other affect and interact.
R™ denotes the measurement output of node i.

specific coefficients for individual neurons.
[ 1 Gen () f2 (i (K)) =+ o i (K)) ]
linear neuron activation function vector. z; (k) € R™ is the
control output of node i. B; € R™", C; € R™", N; € R"™ ",
D; € R™" are the known constants matrices that represent
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linear processing of the networks. v (k) € R" indicates the
external disturbance which satisfies E{v (k)T v (k)} <7, v > 0.

Assumption 1131 In order to enhance the expression
ability of CNNs, some nonlinear and continuous bounded neu-
ron activation functions are introduced to deal with the com-
plex practical problems of CNNs, and f; (0) = 0, at this point
there are upper and lower bounds §; and s;. Thus it is possible
to obtain

fil) = fi(v) _

8 < filw) = /i) <5, 2
u—v

where u, v € R represent any two different points in the neuron

activation functions.

2.2. Decentralized event-triggered mechanism

In the process of the sensor collecting information and
transmitting it to the state estimator, To reduce the occupancy
of channel resources and consider the respective state of each
node to transmit the information reasonably, DETM is used
for the measurement output in this article, and the triggering
conditions are as follows:

Kipr = Ky +min {d] [yi (k) +d) i (k)]

< [y (ki) =i (k)] > o (ki) By (ki) 3, 3)
where ¥ > 0 is a symmetric matrix. k € [ki,kl ) and
¢ €1[0,1). y;(ki) represents the last transmitted measure-
ment output and y; (k;, +d) represents the current sampling
measurement output. If y; (k) and y; (k); +d) satisfy inequal-
ity (3) then it means that the trigger condition has been reached
and this sampling data can be transmitted, otherwise it is not
be transmitted. Define an error h; (k) = y; (k) — yi (k), the
h; (k) satisfies this trigger condition

hi (k)" i (k) < 6 [vi (k) + hi (k)] % [yi (k) + hi (k)] . (4)
With the DETM, the measured output can be expressed as
vi(k) = yi (ki) k€ [k k) - ©)
Remark 1 Considering that CNNs have multiple nodes,
so the data information of multiple nodes needs to be trans-
mitted. Therefore, it is necessary to use ETM to save channel
resources. The ETM adopted in Ref. [39] is an overall ETM,
which judges the trigger condition by combining the data in-
formation of all nodes at the same time. However, because the
changes of some nodes are not obvious, the information that
needs to be transmitted by these nodes having large changes
and may not be accurately transmitted. Therefore, this article
uses the node-based DETM. In this way, multiple sensors are
used to transmit the information of each node, and the data
information of each node is judged separately, and the data
information can be transmitted when the transmission condi-
tions are met. This DETM fully takes into account the multi-
node characteristics of CNNs, and can more rationally save
resources and transmit required data information.

2.3. Cyberattacks

It is essential to analyze cyberattacks in terms of the ac-
tual network environment. During transmission over a com-
munication channel, one may be subjected to deception attacks
with potentially unknown sequences as well as DoS attacks
caused by large amounts of data messages blocking the chan-
nel. Whether these two cyberattacks are generated satisfies
a stochastic Markov process. o (k) € ¢° = {1,2,3} is a ho-
mogeneous Markov chain with completely known probability
matrix and the system has three working modes: o (k) = 1 nor-
mal operation, o (k) = 2 deception attacks, and o (k) = 3 DoS
attacks. For example, 4|, represents the transition probability
from normal operation to deception attacks. The remaining
transition probabilities are similar, from which the following
transition probability matrix can be obtained:

A Az Az
Moy Az Anz |, (6)
31 Az Asz

where 0 < A,5 < 1, and Z?}:l Aop = 1 forall a € ¢°. Com-
bining Eq. (5) and taking into account the effects of cyberat-

—
o —
—_

tacks, the actual measured output is shown below:
5i (k) = aiou)yi (Ky) + bigy (—vi (k) +& (vi (ky))) . (D

where g (y; (k;)) indicates the deception attack signal. Define

(i) o (k) =1, ajt = Lyxm»> bit = Opxm Which means that
the system is working properly.

(ii) o (k) =2, ap = Luxm, bio = Lnxm Which means that
the system is under a deception attack.

(iii) o (k) = 3, a3 = Omxms i3 = Oxm Which means that
the system is under a DoS attack.

Remark 2 Different from the network attacks modeled
by two Bernoulli sequences, ! this paper uses Markov pro-
cess to simulate two different kinds of attacks on the network.
Compared with Bernoulli sequence, Markov process can take
into account the correlation between different states of the
system and better capture the transfer relationship between
states, which is not reflected by Bernoulli sequence. Sec-
ondly, Markov process can modify the state transition prob-
ability matrix according to the actual situation to flexibly ad-
just and extend it to better simulate the actual attack situation.
Finally, Bernoulli sequences are mainly applicable to single
or independent events and cannot provide long-term informa-
tion about the behavior of the system. Therefore, the method
adopted in this article is more reasonable.

Assumption 2491 In a deception attack, the attacker’s
energy is generally limited, so the deception signal g (y; (k}))
is a string of unknown signals that satisfies the following con-
ditions:

| g (vi (K)) 112<|| Gy: (k) |1 8)

where G denotes the upper bound of g (y; (k/)) and is a con-
stant coefficient matrix.
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2.4. State estimators

Combining Eq. (1) and Eq. (7), the state estimator can be
considered in the following form:

xT; (k—|— 1) =A;x; (k) +CiF (SC,' (k)) +ijy=1 C!),'jFSCj (k)
+ Kio () (i (k) — Dizi (k) , )
zj (k) = Niz; (k) ,

where the state estimator gain K () will be designed later. To

simplify the system expression, define

x(k) £ col [ x1 (k) x2 (k) -+ xn (k) ],

x (k) £col [z (k) @z (k) -+ xy (k) ],

F (x(k)) = col [ F (x1 (k) F(x2(k)) --- F (xw (k) ],

A2 diagy {A1,As,..., AN},

Bécol[Bl By - BN],

C £ diagy {Cy,Cy,...,Cn},

D £diagy {D1,Ds,...,Dy},

y(kg) & col [ y1 (k}) y2 (k) - yn (K)) ],

3 (k) £ col [ 71 (k) 32 (k) -+ sw (k) ],
ag() = diagy {a16(0), @0 aNo(k) } »

Ko £ diagy {Kio(k), Kooty -+ Know) } »

h(kq) = col [ hy (kg) ha (ka) -~ hy (ka) ],

'I’édiag,\,{'fll,'f’z,...,'PN}7

N £ diagy {N1,Na,...,Ny},

z(k) £ col [z (k) z2(k) - zv (k) ].

The CNNs (1) and its actual measured output can be rewritten
as

+(Wp@T)x (k) + Bv(k), (10)
¥ (k) = (ag() = bogw) y (ka) +bg )8 (v (ka))
z(k) = Nx (k).
The state estimation system (9) can be rewritten as
x(k+1)=Ax(k)+CF (x (k) + (WpI')x (k)
+Ko(k) (5 (k) — Dz (k)), an
z (k) =Nz (k).

Define e(k) = x(k) — x(k), F(e(k)) = F(x(k)) —
F (x (k)), the state estimation error system can be expressed

as
e(k+1)=Ae(k)+CF (e(k))+ (Ww®F)e(k)
+Bv (k) = Ko (¥(k) — D (k) , (12)
Z(k)=Ne(k).

To simplify the notation, the parameters o (k) and o (k+1)

are rewritten as subscript o and f. Let n(k) =

col [x(k) e (k) ] F(n (k)) = col [F(x(k)) F (e (k)) ] Sys-

tems (10) and (12) can be further rewritten as an augmentation

system
N (k+1) =04n (k) +Co.F (1 (k)
+Byv (k) +Hh(k)+Yg(y(ks)), (13)
Z(k) =N (k),
where
042 A+W,eI 0
IC(X(nN a(x+b(x)DA IC(XD+W0)®F
2[5
s | B A 0
S T
A 0 \~ A
Y_|:_1Caba:|, NE[ON].

Definition 134 The augmentation system (13) is the
stochastic finite-time bounded-(py, p1, R, h, V), where 0 < pg <
p1 and matrix R > 0, if k € {1,2,3...
equality holds:

,h}, the following in-

=E{n (k) Rn(k)} < pi. (14)

Definition 234! The augmentation system (13) is the
stochastic finite-time bounded-(py, p1, R, h, V) and satisfies the
H., performance index g, where 0 < pp < p1 and matrix R > 0,
if (i) the augmentation system (13) is the stochastic finite-time
bounded-(po, p1,R,h,7) and (ii) under zero initial state ? (k)

satisfies
{Z }<q21E{kZ‘6v k)}.

The primary purpose of this article is the design of state esti-
mator which ensures the augmentation system (13) is SFTB-
(Po; p1,R, A, 7).

Remark 3 In this article, SFTB is considered, which has
a clear time limit and can accurately grasp the dynamic char-
acteristics of the system in a short time. In many real CNNs
state estimation problems, there will be a variety of short-term,
specific time period tasks, SFTB provides a more appropri-
ate performance guarantee for these practical scenarios. And
the state estimator designed in this paper meets the H.. perfor-
mance index, and has stronger robustness when there is exter-
nal interference.

3. Main results

The SFTB-(py,p1,R,h, V) conditions for the augmenta-
tion system are given in this section. It can be derived from
the following theorem.
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Theorem 1 Given some constants § >0, h >0, > 1,
po >0, p1 >0, >0, @ > 0. The augmentation system (13)
is SFTB with respect to (po, p1, R, h, v) and satisfies an H.. per-
formance indicator g = cj\/[,? . If there exist a constant @, > 0,
block diagonal matrix ¥ > 0, symmetric matrix Py > 0, diag-
onal matrix 1" > 0 and satisfy the following conditions:

-@11 Z 0 &4 0 @.}1 |
*x —1 0 0 0 CZT
x x —g 0 0 Bg 0 15
* * * @44 0 HT < ’ ( )
¥ ok * x  —I, yT
* * * * * —Pﬁ_l_

[ —Py VO, IR} 0, (16)

—R

o
b 7’y

o' u [a)'zpo-ﬁ-‘u_l} <pi, (18)

where
ﬁﬁ 2 Z laﬁPﬁ, l{lédiagN{lI’],%7,,.,lPN}7

Beg°
A T T \7

1
+ [0] (P'G'GD+¢D"¥D) [10],

(1>

oy 2c|l|prws || DTG,
0 0
Dy 2 (c—1)P+G'G.

Proof For the augmentation system (13) chooses the fol-
lowing Lyapunov function:

V (k) =1 (k)" Pun (k),

then, let Q (k) = col [ (k) F (n (k) v (k) h(k) g(y(ka)) ],
W=[04C, B, HY],E{AV (k)} can be written as

19)

E{AV (K)} = E{V (k+1)} - uV (&)

=nk+1)" Y AgpPpn (k+1)
Beg°o

—un (k)" Pym (k)
= Q(k)"WTPsWQ (k) — un (k)" Pan (k). (20)

From Assumption 1, it follows that

T c Sits; .
[ nij (k) ] |:8isisi —& er } [ nij (k) }<O
Fj(nij(k)) * & Fi(mij(k)) | =
where & >0,i 2 {1,2,3,...,n}, j2{1,2,3,...,N}. Expand-

ing the dimension of the above matrix yields

n (k
(

nw” Faw)) [EF] [ A0, ] <o e

where

7sn§n}7

FA §1+81 5245, Snts

[2d n
lag{ 2 b 2 9 ) 2 }7

L

diag {slgl,szgz, ...

Y £ diagy {,€,...,&}, &=diag{e,&,...,&}-

From Assumption 2, it follows that
—g(v(ka))" g
It follows from inequality (4) that
Sy (k) +h (k)" [y (k) + h (k)]

According to the constructed Lyapunov function one ob-
tains

v (ka)" GTGy (kq) (v(ka)) = 0. (22)

—h(k)"Wh(k)>0. (23)

V(K) = Amin (R™2PaR™2) 1 (K R (0).
According to Eq. (20) it is possible to obtain

E{AV (K)} - v (0)v
— E{V (k+1)} —uV (k) +

(24)

(k) +2" (k)2 (k)

T R)2(k) = v (k) v (k). 25)
due to ]E{v(k)Tv(k)} < ¥ for all k € {1,2,...,h},
1 (0)TRn (0) < po. One can get that from Eq. (25)

+q22u" (k)" (k)
’)/_

Zu" (02 (k)

V (k) <p'v

k
k o ur—1
<uV(0)+q vu—l

1
<pt {lmax (R72PaRY2) 0 (0)" R (0) + P 1]

1
p—1]

Combined with Schur’s complement,
ties (16) and (17) we can obtain

<" [Am (R*‘/zPaR*‘/z) po+G>v

from inequali-

o <R PRV < @l (26)
From expressions (25) and (24) we can get
T 1,k 7*v
n (0" R0 (k) < o7 Pmm+u_l]§m. @)

Thus by Definition 1, it is known that the system is SFTB
with respect to(pg, p1,R,h, 7).

In addition, the zero initial condition can be obtained
V(0) =0, V(k) > 0. From the above derivation it follows
that

V) < £ T
’J/_

Zu" 2 (k)" 2 (k)

110207-5
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k—1 k—1
<@ Y v vk = Y 2" (k)2 (k)
y=0 y=0
since 1 > 1, it follows that
% T 2 : T
Y 2 (k)z(k) <g” Y v(k) v(k),
k=0 k=0

where g = q\/ﬂ. Thus the H.. performance index q is satis-
fied. Proof of completion at this point.

Theorem 2 Given constants § > 0,2 >0, u > 1, pg > 0,
p1 >0, 9> 0, @ > 0. The augmentation system (13) is SFTB
with respect to (po, p1, R, h, V) and satisfies an H., performance
indicator g = q\/ﬁ . If there exist a constant @, > 0, several
block diagonal matrices ¥ > 0, Aq, Iy, symmetric matrix
Py >0, and diagonal matrix 1" > 0 satisfying inequalities (16)—
(18) and the following conditions:

(@& L 0 @y 0 01Q%7
s -1 0 0 0 CJQ!
s« —g1 0 0 BIQl <0, 28)
*% %k * Py 0 ’HT.Qg
*% %k * x =, YT.Qg
Lo*x  *  x  k ok  Pgg o |

where

. Ag O
D6 = Py — Qo — Qg Qa{OaA ],
o

¥ £ diagy {1, P, ..., W},
A(Z é diagN{V1a7V2(X7"'7VNOC}7
HO( é dlagN {MlaaMZOC,"'aMNO!})

then the state estimator gain Kjy = Vi&lM,-a.
Proof According to the inequality

(Pp — Qa) Py (B — 24) >0,
thus it can be obtained

Py — Q0 — Q4 > —QaPy' Q. (29)

According to inequalities (28) and (29) we get

D11 L 0 &4 O @}1.(25
*=* — 0 0 O cIol
xk * —g4 0 0 BIQT
I 2% <0 (30)
*k Kk * Py 0 H 2,
*k ok * * =1 YT.QE
| xx * x % —Qaﬁﬁlﬂg |

By multiplying both sides of the matrix (30) by the diag-
onal matrix diag {1,1,1,1,1,Q24"'} and diag {I,1,1,1,1,2,"},
which implies inequality (15). According to inequalities (16)—
(18) and (28), it can be obtained that the augmentation system
is SFTB-(po, p1,R, h, V).

Remark 4 According to Definition 1, it can be seen that
if pg is given constants and the initial state of the system is set
to be less than given constant. This article deals with SFTB,
so in a finite period of time, the state trajectories of the sys-
tem will be less than a certain threshold, that is, p;. Then, the
value of p; in the experiment involves a problem of parame-
ter optimization. In this article, the minimum value algorithm
is adopted to find the minimum value of p, and its minimum
value is adopted in the subsequent experiment, which can re-
duce the conservatism of the experiment and make the experi-
ment effect better.

4. An illustrative example

Considering the feasibility of the results, this section
gives a numerical example to demonstrate the results. Ana-
lyze the four operating states of the three nodes of the system:
system working normally, system suffering from deception at-
tack, system suffering from DoS attack, and system suffering
from mixed cyberattacks. Given the following parameters for
the three nodes of the system

[0.55 0 ] (0.4 0.3] [0.05]
Ar= 0 052 Gi= 0302] B1=o004]
Dy =[085090], Ny=[0500.30],

[0.51 0 (0.3 0.3] [0.05]
A2=1"0 0s0]" 2= [o0204] 527|006
D> =[0.800.80], N>=[0.450.50],

(052 0 | [0.20.2] [0.04 ]
=10 060" @ [0203] B 003

Ds=[0.90 0.80], N;=1[050040].

The transfer probabilities for the four operating states are
shown in Table 1. The out-coupling matrix for the three nodes
is given as follows:

—-04 02 0.2
Wep=1] 02 —-04 0.2
02 02 -04

The inner-coupling matrix for three nodes is expressed as

05 0
F‘[o 0.3]'

The neuron activation function and deception attacks function
is defined as

F (xi (k) = 0.1 (| (xi (k) + 1)| = | (x; (k) = 1)),
g (yi (Ky)) = —2tanh (y; (K})) i € {1,2,3},

where po = 0.1, u = 1.01, ¢ = 0.01, @, = 1.01, h = 40,
g =1.3,v=0.01 and R is the identity matrix of appropriate
dimensions. According to Remark 4, min (p;) = 4.3861, The
external disturbance v (k) = 0.1sin (0.8k) e ~0:1%,

110207-6



Chin. Phys. B 33, 110207 (2024)

Table 1. Transfer probability matrix for different operating states.

Case I: normal operation

Case II: deception attacks

Case III: DoS attacks Case IV: hybrid cyberattacks

100
100
100

T

By =

=2

|

07030
07030
0.6 04 0

|

According to Theorem 2 and Table 1, when the system is

in the case I, the state estimator gains are as follows:

=025
=93]
= [3]
e[ 0]
= 333)
o= [ 002]

| e

~ [ —0.0242 |

—0.0339
—0.0270

[—0.0597 ]
~0.0710 |

[ —0.0323 ]

|

When the system is in the case II, the state estimator gains

are as follows:

o= 325 o= [0
e[ 027]
N e S
e 0]
= [328]. o[22
e 022

)

When the system is in the case III, the state estimator

gains are as follows:

0.3157
Ky = [

| o]

—0.0339

|

0.7 003 0.7 0.1 0.2
E3=107003 E4=10.7020.1
0.6 0 0.4 0.6 0.2 0.2
[0.4938 ] [—0.0593 ]
K= 105868 " X2 | ~0.0706 "
[ —0.0550
Ko = _—0.0654} !
[0.2991 | [ —0.0324 ]
Ksr=1o020a7|" *2=| 00043 ]
[—0.0334
Kz = _0.0250} '

When the system is in the case IV, the state estimator
gains are as follows:

O A ]
= o]
= [35). o= [9055].
=0
e R |
=003

Assume that the initial state is

a0 =|gis |- »0=[01] s@=[73],
210=[o]. =0=[g]. mo=[g].

From the above conditions it can be easily obtained
E{v(k)"v(k)} < 1n(0)"Rn(0) < po. Since the cyberat-

0.2529 —0.0271 |’ tacks in the estimation system of this article are stochastic,
—0.0352 500 experiments are simulated to find the estimation error of
Kiz = [ —0.0281 ] ) the system in Figs. 2-5 to avoid randomness.
2.0 2.0 3.0
(a) Node 1 (b) Node 2 05 (c) Node 3
1.5 15 '
2.0
1.0 1.0 1.5
1.0
0.5 0.5
00 10 20 30 40 O0 10 20 30 40 0 10 20 30 40
k k k

Fig. 1. Trigger sequence of three nodes.
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0.15
(a) Node 1 0.2 (b) Node 2 (c) Node 3
e11(k) : e21(k) 0.2 es1(k)
0.10 e1z(k) eas(k) es2(k)
-~ E{en(k)} 0.19 - E{en(k)} 01 -~ E{esn(k)}
- E{eia(k)} | - E{exn(k)} ’ - E{esa(k)}
0.05 \ \
| 0 I \
i 0.
\
0 e —0—o —-0.1
0 10 20 30 40 0 10 20 30 40 0 10 20 30 40
k k k
Fig. 2. Estimation error of three nodes in normal operation.
0.15
(a) Node 1 0.2 (b) Node 2 (c) Node 3
: 621(k) 0.2 63](](7)
| ex(k) es2(k)
0.14 -~ E{exn(k)} o1 -~ FE{esi(k)}

k"‘ —o- Ef{exn(k)}

- E{esa(k)}

0
0 N
—0.05 —0.1
0 10 20 30 40 0 10 20 30 40 0 10 20 30 40
k k k
Fig. 3. Estimation error of three nodes under deception attacks.
0.15
(a) Node 1 0.2 (b) Node 2 (c) Node 3
e (k) : e21(k) 0.2 es1(k)
0.10 e2(k) A eaa(k) esa(k)
- E{en(k)} 0.14 - B{en(k)} -~ Efes(k)}
—o- E{eia(k)} \“ - E{exn(k)} 0.1 - E{ezn(k)}
»
0 P
0 P
—0.1
0 10 20 30 40 0 10 20 30 40
k k k
Fig. 4. Estimation error of three nodes under DoS attacks.
0.15¢—
(a) Node 1 0.2 (b) Node 2 (c) Node 3
: e21(k) 0.2
i e (k)
0.14 -~ E{exa(k)}

—-0.1

i‘\ - E{es(k)}

10

20
k

30 40 10 20 30 40

Fig. 5. Estimation error of three nodes under mixed cyberattacks.

In Fig. 1, from left to right is the trigger sequence dia-
gram of node one to node three, due to the DETM, the trigger
moment of each node is based on the actual state of each node
to determine whether to trigger or not, so the trigger moment
will be different.

In Fig. 2, when k = 20, the estimation error of node 1
is equal to 0; when k = 20, the estimation error of node 2 is
zero; when k = 15, the estimation error of node 3 is also 0.
It can be seen that after these moments, the state trajectory of
the estimation system has coincided with that of the original
system, as well as achieving the desired estimation effect. In
this article, the system parameters are not related to the modal
state, so when the system works completely normally, the 500
experimental results of the error system are completely coin-

cident with its expected curve, so we can only see the two
lines after the coincidence in the figure. In Figs. 3-5, it can
be seen that the error may be different at the same moment in
each experiment because the system may suffer from random
cyberattacks. Observing the expected error it can be obtained
that the error of each node is O after a certain moment, and all

of them achieve a better estimation.

In Fig. 6, the trajectories are all zero after k = 10. It
can be seen that the system in either operating state satis-
fies 17 (k)T Rn (k) < min (p, ), which shows the system satisfies
the finite-time threshold condition that indicates the system is
SFTB-(po, p1, R, h, V).
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0.10 - 0.10
(a) Normal operation (b) Deception attacks
0.08 n(k)TRn(k) 0.08 n(k)TRn(k)
- TR
0.06 E{n(k)"Rn(k)} 0.06 = E{n(k)TRn(k)}
0.04 0.04
0.02 0.02
0 0
0 10 20 30 40 0 10 20 30 40
k k
0.10 0.10
(c) DoS attacks (d) Hybrid cyberattacks
0.08 n(k)TRn(k) 0.08 1(k) " Ray(k)
0.06 == E{n(k)"Bn(R)} .06 = E{n(k)"Rn(k)}
0.04 0.04
0.02 0.02
0 0 -
0 10 20 30 4 0 10 20 30 40
k k

Fig. 6. State trajectories of 1) (k)T R (k) in four operating states.

5. Conclusions

This article has studied the finite-time state estima-
tion problem of CNNs under unreliable Markovian network
against mixed cyberattacks. Under the condition of SFTB-
(po,p1,R,h, V), the Markov process is used to establish the
design strategy of state estimators in different working modes
under cyberattacks. Combining with the DETM, the Lyapunov
function is constructed to get sufficient conditions for the de-
sign of the state estimator. By solving the LMIs, the necessary
and appropriate gain of state estimator is obtained so that the
coupled neural network can achieve the finite-time state esti-
mation under the H., performance index. Finally, a numerical
example is given to prove the effectiveness and feasibility of
the proposed method.
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