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Currently, all quantum private comparison protocols based on two-dimensional quantum states can only compare
equality, via using high-dimensional quantum states that it is possible to compare the size relation in existing work. In
addition, it is difficult to manipulate high-dimensional quantum states under the existing conditions of quantum information
processing, leading to low practicality and engineering feasibility of protocols for comparing size relation. Considering
this situation, we propose an innovative protocol. The proposed protocol can make size comparison by exploiting more
manageable two-dimensional Bell states, which significantly enhances its feasibility with current quantum technologies.
Simultaneously, the proposed protocol enables multiple participants to compare their privacies with the semi-quantum
model. The communication process of the protocol is simulated on the IBM Quantum Experience platform to verify its
effectiveness. Security analysis shows that the proposed protocol can withstand common attacks while preserving the
privacies of all participants. Thus, the devised protocol may provide an important reference for implementation of quantum
private size comparison protocols.

Keywords: two-dimensional Bell state, size relation, multi-party, semi-quantum private comparison
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1. Introduction

Quantum private comparison (QPC) refers to the fact that
two or more participants holding privacies can confirm the
size relation of their privacies by executing a quantum cryp-
tographic protocol without disclosing their own privacies. It
is a special case of quantum secure multiparty computation,
which originates from Yao’s millionaire problem.[1] To ad-
dress Yao’s millionaire problem, Boudot et al. designed a
protocol to determine whether or not two millionaires are
equally rich.[2] However, the introduction of a third-party in
the QPC protocol became necessary after Mayers,[3] Lo[4]

and Colbeck[5] demonstrated independently that it is impos-
sible to construct a secure two-party protocol with compar-
ison function. In the existing protocols, the third party, of-
ten involving to help the participants achieve private compar-
ison, may be completely honest,[6] malicious dishonest,[7,8]

or semi-honest.[9–11] Therein, the semi-honest third party
(STP) does not conspire with others despite having curiosity
about participants’ privacies but attempts to deduce them from
available information. QPC protocols have been found for
many applications in quantum auction,[12,13] quantum multi-
party summation,[14] anonymous voting.[15,16] Generally, the
QPC protocols can be broadly categorized into two cases,
one is to compare the equality of the participants’ privacies
(QPCE),[17–19] and the other is to compare the size relation
(QPCS). The latter is more versatile and has led to the proposal

of various QPCS protocols based on the high-dimensional
quantum states over the past decade, where high dimension
means that the quantum state has a dimension greater than two.

Jia et al. introduced the first QPCS protocol,[11] where the
participants’ privacies were encrypted into the phases of the d-
dimensional entangled states by local operations and an STP
performed collective measurement on each d-dimensional en-
tangled state. Based on these measurements, STP can be used
to determine the size relation between two participants’ priva-
cies. In 2013, Lin et al. presented a new QPCS protocol based
on the d-dimensional Bell states.[20] Several other QPCS pro-
tocols were put forth by using the high-dimensional quantum
states in the same year.[21–23] However, the QPCS protocols
mentioned above can only make private comparison between
two participants. Fortunately, Luo et al. designed the first
multi-party QPCS protocol,[24] in which STP prepares and
sends the d-dimensional maximally entangled states, while
each participant needs to measure the d-dimensional quan-
tum states. In 2018, Ye et al. also put forward two novel
multi-party QPCS protocols with the d-dimensional single-
particles.[25] Henceforth, the multi-party QPCS protocols at-
tracted increasing attention.[26–28]

Boyer et al. proved that cryptographic protocol can be
unconditional security with quantum resources or operators
as few as possible. Based on this, they put forward a semi-
quantum theorical model.[29,30] In the semi-quantum model,
quantum party is generally thought to have powerful quantum
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ability to prepare and control the quantum states with quan-
tum devices, while classical party has a limited or no quan-
tum ability to perform only some restricted quantum or classi-
cal operations.[31] Due to its high practicability, the QPC pro-
tocols based on the semi-quantum model (SQPC) have been
widely investigated in recent years. In 2021, Zhou et al. came
up with the first two-party SQPC protocol to compare the
size relation (SQPCS) by considering the d-dimensional Bell
states as information carriers.[32] Luo et al. also proposed a
novel two-party SQPCS protocol based on the d-dimensional
Bell states in 2022.[33] Later, several SQPCS protocols have
been designed all depending on the high-dimensional quan-
tum states.[34–36]

As we can see, all size comparison protocols rely on
the high-dimensional quantum states. However, it is quite
difficult to prepare, send, and especially measure the high-
dimensional quantum state during experiments now.[37] There-
fore, there are serious constraints on the practical applications
of such protocols. Furthermore, we found that all the proto-
cols based on the two-dimensional quantum states can only
compare the equality.[38–40] Considering this, we propose a
brand-new multi-party SQPCS protocol with the following ad-
vantages: (1) The designed protocol can determine the size re-
lation just only with more manageable two-dimensional Bell
state. (2) Our protocol enables multiple participants to com-
pare their privacies based on the semi-quantum model. (3) The
communication processes of the proposed protocol are simu-
lated on the IBM Quantum Experience[41] to further demon-
strate its feasibility.

The rest is organized as follows: In Section 2, the pre-
liminaries are introduced. In Sections 3 and 4, the multi-party
SQPCS protocol with the analysis of correctness is described
in detail. In Section 5, the proposed protocol is simulated on
the IBM Quantum Experience platform. In Section 6 the se-
curity is analyzed. Finally, the discussion and conclusion are
given in Section 7.

2. Preliminaries

Before presenting the protocol, some basic knowledge
and preparations are introduced.

2.1. Two-dimensional Bell state

Two-dimensional Bell state, the most common quantum
entangled state, is used to describe the four maximal entan-
gled states in a two-qubit system

|ϕ±⟩= 1√
2
(|00⟩± |11⟩),

|ψ±⟩= 1√
2
(|01⟩± |10⟩). (1)

In the proposed protocol, we do not consider the robustness of
the two qubits in the correlated quantum channel and default
to using various methods[42] to keep them at ideal values.

2.2. Semi-quantum model

In the proposed protocol, STP can prepare the two-
dimensional Bell states, send them to the classical participants
via the quantum channel, measure these Bell states and per-
form the binary logic operations, while the classical partici-
pants are limited to perform the addition operations with carry
and the following specific operations: (I) Return the particle
without any disturbance. (II) Perform a Pauli gate operation
on the particle and distribute it back.

2.3. Pauli gate operations

There are four Pauli gate operations I, X , Y , Z:

I =
[

1 0
0 1

]
, X =

[
0 1
1 0

]
, Y =

[
0 1
−1 0

]
, Z =

[
1 0
0 −1

]
.

When Pn performs a Pauli gate operation on particle A, the
Bell state would be changed as follows:

|ϕ+⟩AB
XA−→ |ψ+⟩AB, |ϕ+⟩AB

YA−→ |ψ−⟩AB,

|ϕ+⟩AB
ZA−→ |ϕ−⟩AB, (2)

|ϕ−⟩AB
XA−→ |ψ−⟩AB, |ϕ−⟩AB

YA−→ |ψ+⟩AB,

|ϕ−⟩AB
ZA−→ |ϕ+⟩AB, (3)

|ψ+⟩AB
XA−→ |ϕ+⟩AB, |ψ+⟩AB

YA−→ |ϕ−⟩AB,

|ψ+⟩AB
ZA−→ |ψ−⟩AB, (4)

|ψ−⟩AB
XA−→ |ϕ−⟩AB, |ψ−⟩AB

YA−→ |ϕ+⟩AB,

|ψ−⟩AB
ZA−→ |ψ+⟩AB. (5)

2.4. Preparation

Assume that there are N classical participants
(P1,P2, . . . ,PN) and each of them has a privacy expressed as
pn = pL

n · · · p2
n p1

n, where pl
n ∈ {0,1}, n ∈ {1,2, . . . ,N} and

l ∈ {1,2, . . . ,L,L + 1}. When the length of pn is less than
L, Pn would add sufficient zeros to the highest bit. There
is a secure key K = kL · · ·k2k1 shared among the classical
participants in advance through a secure multi-party secret
sharing protocol, where kl ∈ {0,1}. In addition, a secure key
dn = dL+1

n dL
n · · ·d2

nd1
n is pre-shared between STP and Pn in

advance through a secure two-party secret sharing protocol,
where dl

n ∈ {0,1}.

3. Multi-party SQPCS protocol
These participants are all curious about the size relation

of their privacies. With STP’s help, they can carry out the pro-
tocol as follows (also see Fig. 1).
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STP

P1 P2 Pn

Forward quantum channel

Reverse quantum channel

Prepare the Bell states and send

sequence An.

Perform operation I or operation II.

2

Check security, write down Fn and

compute Cn.

4

Sort C1, C2,...,CN, and obtain

the size relation of the privacies.

5

3

Encrypt the privacy and obtain fn.1

l

l

Fig. 1. The proposed protocol. STP would implement steps 2○, 4○ and 5○, while each classical participant would implement steps 1○ and 3○.

Step 1 Each participant would encrypt his privacy be-
fore communication. Firstly, Pn can obtain a string of data
cn = cL

n · · ·c2
nc1

n or cn = cL+1
n cL

n · · ·c2
nc1

n according to the follow-
ing equation:

cl
n = pl

n + kl , (6)

where + represents the addition operation with carry. Hence,
if cn ≥ cn′ , one can obtain pn ≥ pn′ , with n′ ∈ {1,2, . . . ,N}
and n ̸= n′. Additionally, if cn only has L bits, one could
add one zero to the highest bit. Consequently, cn can be ex-
pressed as cL+1

n cL
n · · ·c2

nc1
n. Secondly, Pn would perform the

logical operation with Eq. (7) and obtain a string of data
fn = f L+1

n f L
n · · · f 2

n f 1
n ,

f l
n = cl

n ⊕dl
n, (7)

where ⊕ represents the logical xor operation.
Step 2 STP randomly prepares N(L+1) two-dimensional

Bell states as follows:

|A1
1B1

1⟩, |A1
2B1

2⟩, . . . , |A1
NB1

N⟩,
|A2

1B2
1⟩, |A2

2B2
2⟩, . . . , |A2

NB2
N⟩,

· · ·
|AL

1BL
1⟩, |AL

2BL
2⟩, . . . , |AL

NBL
N⟩,

|AL+1
1 BL+1

1 ⟩, |AL+1
2 BL+1

2 ⟩, . . . , |AL+1
N BL+1

N ⟩, (8)

where A represents the second particle and B represents
the first particle of the Bell state. With these Bell states,
one can prepare 2N quantum sequences in which the se-
quences A = [A1,A2, . . . ,AN ] and B = [B1,B2, . . . ,BN ] contain
all the second and the first particles, respectively, where An =

[A1
n,A

2
n, . . . ,A

L
n ,A

L+1
n ] and Bn = [B1

n,B
2
n, . . . ,B

L
n ,B

L+1
n ]. Then,

STP sends the sequence An to the Pn and puts the sequence Bn

on reserve.
Step 3 When Pn has received the particle Al

n, Pn would
select operation I or operation II according to the value of f l

n.
As shown in Table 1, if f l

n is 0, Pn would return the particle Al
n

directly without any disturbance, in the other case, one would
perform a Pauli gate operation on the particle and distribute it
back.

Table 1. Pn’s operation.

f l
n Operation on the particle Al

n

0
Operation I: return the particle via the reverse quantum channel

without any disturbance

1
Operation II: perform a Pauli gate operation on the particle and

distribute it back via the reverse quantum channel

Step 4 When STP confirms that the particle Al
n has been

received, Pn would announce the operation on it. Here, Pn’s
announcement is sent through an open channel and is directly
exposed to all. When Pn performs operation I on particle Al

n,
STP would make Bell measurement on particles Al

n and Bl
n.

According to the measurement, Pn could know whether there
exists the eavesdropping or not in the quantum channel. If the
eavesdropping does not exist, STP would write down F l

n = 0,
or they will abort the protocol. When Pn performs operation II
on the particle, STP would make the Bell measurement on par-
ticles Al

n and Bl
n too. According to the measurement, STP

could also know whether the eavesdropping exists or not in
the quantum channel. If there is not the eavesdropping, STP
would write down F l

n = 1, or they would abort the protocol.
When all particles in sequence An have been done, STP would
obtain a bunch of data Fn = FL+1

n FL
n · · ·F2

n F1
n . Then, STP

would compute Cl
n,

Cl
n = F l

n ⊕dl
n. (9)

Step 5 After STP has done with all particles from all par-
ticipants, STP would obtain N bunches of data C1,C2, . . . ,CN .
Next, STP would take out the same digits (the l-th digit) from
C1,C2, . . . ,CN to compute Rl

nn′ ,

Rl
nn′ =Cl

n ⊕Cl
n′ . (10)

Based on Eq. (10), STP would obtain

Cl
n =Cl

n′ , if Rl
nn′ = 0;

Cl
n ̸=Cl

n′ , if Rl
nn′ = 1. (11)

When Rl
nn′ = 1, Cl

n is not equal to Cl
n′ , and one of them is 0

(the small number), the other is 1 (the large number). STP can
tell if Cl

n is 0 or 1 by rl
n,

rl
n =Cl

n ⊕1; (12)
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Cl
n = 1 and Cl

n >Cl
n′ , if rl

n = 0;

Cl
n = 0 and Cl

n <Cl
n′ , if rl

n = 1. (13)

To sum up, the size relation between Cl
n and Cl

n′ can be deter-
mined as follows:

if Rl
nn′ = 0 ⇒ Cl

n =Cl
n′ ;

if Rl
nn′ = 1 and rl

n = 0 ⇒ Cl
n >Cl

n′ ;

if Rl
nn′ = 1 and rl

n = 1 ⇒ Cl
n <Cl

n′ . (14)

Thus, STP can sort C1,C2, . . . ,CN according to the above com-
pared results.

4. Correctness
4.1. Output correctness

From Table 1 and step 4, one can see

Fn = fn. (15)

With Eqs. (7) and (15), one can obtain

Cl
n = F l

n ⊕dl
n = f l

n ⊕dl
n = cl

n ⊕dl
n ⊕dl

n = cl
n. (16)

Therefore, the size relation between cn and cn′ (n ̸= n′) can be
obtained from Eq. (14). According to Eq. (6), it must follow
that when cn is greater than or equal to cn′ , pn must be greater
than or equal to pn′ . That is to say, the size relation among the
privacies p1, p2, . . . , pN can be obtained with Eq. (14).

4.2. Examples

Assume that there are three participants (P1, P2, P3) and
each of them has a privacy (p1 = 101, p2 = 010, p3 = 110).

The key K is 100. In addition, the keys d1, d2, and d3 are 1011,
0011, and 0101, respectively. With the help of STP, they can
carry out the following steps.

Step S1 The participants would encrypt their privacies,
and obtain some data with Eq. (6),

c1 = 1001, c2 = 110, c3 = 1010. (17)

Since c2 has fewer than 4 digits, P2 adds a zero to the highest
digit, resulting in c2 = 0110. Then, the participants proceed to
encrypt their private information by Eq. (7), yielding

f1 = 0010, f2 = 0101, f3 = 1111. (18)

Step S2 STP would randomly prepare 3 × 4 two-
dimensional Bell states,

|A1
1B1

1⟩, |A1
2B1

2⟩, |A1
3B1

3⟩,

|A2
1B2

1⟩, |A2
2B2

2⟩, |A2
3B2

3⟩,

|A3
1B3

1⟩, |A3
2B3

2⟩, |A3
3B3

3⟩,

|A4
1B4

1⟩, |A4
2B4

2⟩, |A4
3B4

3⟩. (19)

Then, STP would prepare the particle sequences according to
step 2, and send the particle sequence A1 to P1, A2 to P2, and
A3 to P3.

Step S3 When the participants received the particle se-
quence, they would perform the corresponding action based
on the value of f l

n. The detailed actions are shown in Table 2.

Table 2. Pn’s detailed actions. R: return, P: Pauli gate operation.

Participant P1 P2 P3

Particle A1
1 A2

1 A3
1 A4

1 A1
2 A2

2 A3
2 A4

2 A1
3 A2

3 A3
3 A4

3
f l
n 0 0 1 0 0 1 0 1 1 1 1 1

Action R R P R R P R P P P P P

Step S4 After STP received all the particles, the partici-
pants would announce their actions on each particle. Accord-
ing to step 3, STP can obtain F1 = 0010, F2 = 0101, F3 = 1111.
From Eq. (18), we have

F1 = f1, F2 = f2, F3 = f3. (20)

Then based on Eq. (10), STP can obtain

C1 = 1001, C2 = 0110, C3 = 1010. (21)

Form Eq. (17), it can be seen that

C1 = c1, C2 = c2, C3 = c3. (22)

Step S5 STP would take the same bits from Cn (n = 1, 2,
3) to compare them. With Eqs. (10) and (12), we can obtain

R1
12 =C1

1 ⊕C1
2 = 1, r1

1 =C1
1 ⊕1 = 0; R2

12 = 1, r2
1 = 1;

R3
12 = 1, r3

1 = 1; R4
12 = 1, r4

1 = 0;

R1
13 =C1

1 ⊕C1
3 = 1, r1

1 =C1
1 ⊕1 = 0; R2

13 = 1, r2
1 = 1;

R3
13 = 0; R4

13 = 0; R1
23 =C1

2 ⊕C1
3 = 0; R2

23 = 0;

R3
23 = 1, r3

2 = 0; R4
23 = 1, r4

2 = 1. (23)

According to Eq. (16), STP can obtain

C1
1 >C1

2 =C1
3 , C2

1 <C2
2 =C2

3 ,

C3
1 =C3

3 <C3
2 , C4

1 =C4
3 >C4

2 . (24)

Therefore, STP can obtain the size relation among C1, C2 and
C3 as follows:

C3 >C1 >C2. (25)

Following Eqs. (6) and (22), STP can obtain the size relation
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of the participants’ privacies,

p3 > p1 > p2. (26)

Compared with their actual privacies (p1 = 101, p2 = 010,

p3 = 110), it can be seen that the comparison results in

Eq. (26) are correct. More examples are given in Table 3 to

further prove the correctness of the proposed protocol.

Table 3. Proof of the correctness. It can be seen that all the comparison results are turned out to be correct compared with the
participants’ privacies. Thus, the proposed protocol can compare the size relation among multiple participants’ privacies.

K Pn pn cn dn fn = Fn Cn Rl
nn′

11
P1 11 110 001 111 110

R3
12 = 0

P2 10 101 011 110 101
R2

12 = 1
R1

12 = 1

001

P1 100 0101 0110 0011 0101
R4

12 = 1, R4
13 = R4

23 = 1

P2 111 1000 0011 1011 1000
R3

12 = 1, R3
13 = 1, R3

23 = 0

P3 001 0010 1100 1110 0010
R2

12 = 0, R2
13 = 1, R2

23 = 1
R1

12 = 1, R1
13 = 1, R1

23 = 0

1010

P1 1011 10101 01010 11111 10101
R5

12 = 0, R5
13 = 0, R5

14 = 1, R5
23 = 0, R5

24 = 1, R5
34 = 1

P2 0110 10000 11111 01111 10000
R4

12 = 0, R4
13 = 1, R4

14 = 1, R4
23 = 1, R4

24 = 1, R4
34 = 0

P3 1110 11000 00011 11011 11000
R3

12 = 1, R3
13 = 1, R3

14 = 1, R3
23 = 0, R3

24 = 0, R3
34 = 0

P4 0001 01011 11100 10111 01011
R2

12 = 0, R2
13 = 0, R2

14 = 1, R2
23 = 0, R2

24 = 1, R2
34 = 1

R1
12 = 1, R1

13 = 1, R1
14 = 0, R1

23 = 0, R1
24 = 1, R1

34 = 1

K rl
nn′ The size relation between Cl

n and Cl
n′ The size relation of Cn(pn)

11
r2

1 = 0
C3

1 =C3
2 C1 >C2

r1
1 = 1

C2
1 >C2

2 (p1 > p2)C1
1 <C1

2

001

r4
1 = 1, r4

2 = 0 C4
1 <C4

2 , C4
1 =C4

3 , C4
2 >C4

3

C2 >C1 >C3r3
1 = 0 C3

1 >C3
2 , C3

1 >C3
3 , C3

2 =C3
3
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5. Simulations
Next, two types of quantum communication processes are

simulated on the IBM Quantum Experience platform accord-
ing to the operation Pn performed on the particle. Before sim-
ulations, the basic knowledge is introduced.

On the IBM Quantum Experience platform, the Bell state
can be prepared by the Hadamard and the CNOT gate opera-
tions in quantum circuit.

H =
1√
2

[
1 1
1 −1

]
, CNOT =

[
I 0
0 X

]
; (27)

|00⟩AB
HAIB−−−→ 1√

2
(|00⟩+ |10⟩)AB

CNOTAB−−−−−→ 1√
2
(|00⟩+ |11⟩)AB = |ϕ+⟩AB, (28)

|10⟩AB
HAIB−−−→ 1√

2
(|00⟩− |10⟩)AB

CNOTAB−−−−−→ 1√
2
(|00⟩− |11⟩)AB = |ϕ−⟩AB, (29)

|01⟩AB
HAIB−−−→ 1√

2
(|01⟩+ |11⟩)AB

CNOTAB−−−−−→ 1√
2
(|01⟩+ |10⟩)AB = |ψ+⟩AB, (30)

|11⟩AB
HAIB−−−→ 1√

2
(|01⟩− |11⟩)AB

CNOTAB−−−−−→ 1√
2
(|01⟩− |10⟩)AB = |ψ−⟩AB. (31)

Correspondingly, the Bell measurement can be performed by
the CNOT and the Hadamard gate operations in quantum cir-
cuit.

|ϕ+⟩AB =
1√
2
(|00⟩+ |11⟩)AB

CNOTAB−−−−−→ 1√
2
(|00⟩+ |10⟩)AB

HAIB−−−→ |00⟩AB, (32)

|ϕ−⟩AB =
1√
2
(|00⟩− |11⟩)AB

CNOTAB−−−−−→ 1√
2
(|00⟩− |10⟩)AB

HAIB−−−→ |10⟩AB, (33)

|ψ+⟩AB =
1√
2
(|01⟩+ |10⟩)AB

CNOTAB−−−−−→ 1√
2
(|01⟩+ |11⟩)AB

HAIB−−−→ |01⟩AB, (34)

|ψ−⟩AB =
1√
2
(|01⟩− |11⟩)AB

CNOTAB−−−−−→ 1√
2
(|01⟩− |10⟩)AB

HAIB−−−→ |11⟩AB. (35)
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5.1. Simulation for Pn performing operation I

When Pn performs operation I on the particle Al
n and

the Bell state STP prepared is |ϕ+⟩AB, the quantum circuit
is shown in Fig. 2(a). If there is no attack in the quantum
channel, STP’s measurement result must be 00 according to
Eq. (32), as shown in Fig. 2(b). When the output is not 00,
there must exist eavesdropping. For example, Eve, an external
attacker, intercepts and measures the particle Al

n, then returns

a new particle with the same measurement as the measurement
of the particle Al

n (the intercept-measure-resend attack). When
her measurement result is 1, the particle Bl

n would collapse
into |1⟩ according to Eq. (1). Eve would resend a new particle
with the measurement result of 1. The corresponding quantum
circuit and the output are shown in Fig. 3. Obviously, the out-
put is not 00. Therefore, according to the output, STP can tell
us if there exists eavesdropping in the quantum channel.
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Fig. 2. Simulation without eavesdropping: (a) quantum circuit, (b) output.
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Fig. 3. Simulation with the intercept-measure-resend attack: (a) quantum circuit, (b) output.

5.2. Simulation for Pn performing operation II

When Pn selects operation II on particle Al
n, it means that

Pn would perform a Pauli gate operation on the particle accord-
ing to Table 1.

Suppose that the Bell state STP prepared is |ϕ−⟩AB and
Pn performs the Pauli-X gate operation, the quantum circuit is
shown in Fig. 4(a). If there is no attack in the quantum chan-
nel, the output must be 11 according to Eqs. (3) and (35), as
shown in Fig. 4(b). When the output is not 11, there must ex-
ist eavesdropping in the quantum channel. For example, Eve

intercepts the particle Al
n and resends a new particle to STP

(the intercept-resend attack). The corresponding simulation
shown in Fig. 5 indicates that the outputs are 00, 01, 10, 11
with equal probability (approximately 25%) instead of 11 with
100% probability.

Assume that the Bell state STP prepared is |ψ+⟩AB and Pn

performs the Pauli-Y gate operation on particle Al
n, the corre-

sponding quantum circuit and output are shown in Fig. 6.
When the Bell state STP prepared is |ψ−⟩AB and the

Pauli-Z gate operation is performed on particle Al
n, the cor-

responding quantum circuit and output are shown in Fig. 7.
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Fig. 4. Simulation with the Pauli-X gate operation on particle Al
n: (a) quantum circuit, (b) output.
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Fig. 5. Simulation with the intercept-resend attack: (a) quantum circuit, (b) output.
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Fig. 6. Simulation with the Pauli-Y gate operation on particle Al
n: (a) quantum circuit, (b) output.
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Fig. 7. Simulation with the Pauli-Z gate operation on particle Al
n: (a) quantum circuit, (b) output.

6. Security
Both the external and the internal attacks on the devised

protocol will be analyzed. The quantum channels are assumed
to be ideal.

6.1. External attacks

Eve, an external attacker, may launch many kinds of com-
mon attacks on the quantum channel to obtain some useful
information, such as the intercept-resend attack, the intercept-
measure-resend attack, and the entanglement attack. From the
above simulations, one can see that the intercept-resend attack
and the intercept-measure-resend attack to the quantum chan-
nel would be detected by the STP. Therefore, both kinds of
attacks are invalid to our protocol. Then, a detailed analysis
about the entanglement attack will be given.

The entanglement attack occurs when Eve applies opera-
tion Uφ and attaches an auxiliary entanglement state |φ⟩ to the
particles transmitted in the quantum channel,

Uφ |k⟩|φ⟩=
1

∑
l=0

alk|l⟩|εlk⟩, (36)

where |εlk⟩ is the pure auxiliary state determined uniquely by

Uφ , and
1
∑

l=0
|alk|2 = 1. When Eve performs the entanglement

attack on particle Al
n, she would obtain

Uφ |0⟩|φ⟩= a00|0⟩|ε00⟩+a10|1⟩|ε10⟩, (37)

Uφ |1⟩|φ⟩= a01|0⟩|ε01⟩+a11|1⟩|ε11⟩. (38)

The initial Bell state would become

Uφ |ϕ±⟩|φ⟩= 1√
2

Uφ (|00⟩± |11⟩)|φ⟩

=
1√
2
(a00|00⟩|ε00⟩+a10|10⟩|ε10⟩

±a01|01⟩|ε01⟩±a11|11⟩|ε11⟩), (39)

Uφ |ψ±|φ⟩= 1√
2

Uφ (|01⟩± |10⟩)|φ⟩

=
1√
2
(a00|01⟩|ε00⟩+a10|11⟩|ε10⟩

±a01|00⟩|ε01⟩±a11|10⟩|ε11⟩). (40)

It is generally known that the Bell measurement result would
also be changed, accordingly the initial Bell state would
change. Therefore, Eve has to set a10 = a01 = 0 and a00|ε00⟩=
a11|ε11⟩ to avoid being detected. Then Eqs. (39) and (40)
would turn out to be

Uφ |ϕ±⟩|φ⟩= 1√
2

a00(|00⟩± |11⟩)|ε00⟩, (41)

Uφ |ψ±⟩|φ⟩= 1√
2

a00(|01⟩± |10⟩)|ε00⟩. (42)

Equations (41) and (42) imply that Eve has no effect on the
initial Bell state if she attempts to eavesdrop without being
detected. One can conclude that the entanglement attack is
invalid to the devised protocol.

6.2. Internal attacks

The internal attacks from dishonest Pn and STP will be
analyzed.

The dishonest Pn may gain some useful information by
two ways: (a) Pn launches an attack to the quantum channel;
(b) Pn derives other participants’ privacies from the available
information. In case (a), Pn would be detected as an external
attacker who cannot obtain any information just as analyzed in
Subsection 5.1. In case (b), since Pn knows nothing about the
key shared between Pn′ (n ̸= n′) and STP, Pn cannot decrypt the
available information and obtain other participant’s privacies,

STP, a semi-honest third party, would strictly and faith-
fully follow the process of the protocol. Hence, STP would
neither prepare other quantum states (e.g., GHZ states or sin-
gle photons) nor collude with other eavesdroppers to steal the
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participants’ privacies. However, he is curious to know the
participants’ privacies, and try to extract the privacies from
the available information. Since STP does not know the key
K = kL · · ·k2k1 pre-shared among the participants, STP cannot
derive the privacies from the ciphertext cl

n = pl
n + kl . There-

fore, this kind of attack to the proposed protocol is invalid.

7. Discussion and conclusion
Before presenting the conclusions, we will make compar-

isons with some existing protocols to highlight the novel con-
tributions of our protocol and to distinguish it from existing
protocols. Quantum resource, dimensions of used quantum

state, category, requirement for participants, number of partic-
ipants, simulation, and efficiency η are collected in Table 4.
Here, η = (qc/qt)×100%, where qc is the total qubit number
to be compared, and qt is the bit number used in all (inclusive
qubit and classical bit in the bits), except for the bits used for
key pre-shared among the participants. During the execution
of our protocol, the STP requires 2N(L+1) qubits to prepare
N(L+1) Bell states, and the classical participants do not con-
sume any qubit since they only need to return or perform an
operation on the particle. NL is the total number of compared
qubits. As a result, the efficiency η is L/2(L+1) approaching
50%.

Table 4. Comparisons with some existing protocols. QR: quantum resource, DQS: dimensions of used quantum state, RP: requirement for the participants,
NP: number of participants.

Compared aspects Ref. [43] Ref. [44] Ref. [45] Ref. [46] Ref. [27] Ref. [47] Our protocol
QR Single state Bell state Bell state GHZ-type state Bell state GHZ state Bell state

DQS d = 2 d = 2 d = 2 d = 2 d > 2 d > 2 d = 2
Category Equality Equality Equality Equality Size Size Size

RP Quantum Classical Classical Classical Quantum Classical Classical
NP N = 2 N = 2 N = 2 N ≥ 2 N ≥ 2 N = 2 N ≥ 2

Simulation NO Yes Yes No No No Yes
Efficiency 50% 12.5% 12.5% 14.3% 25% 12.5% 50%

From Table 4, we can see that our protocol is able to com-
pare size relation based on the manageable two-dimensional
quantum state, whereas the existing protocols can only com-
pare equality. Only when the high-dimensional quantum
states are used as the quantum resources, a size compari-
son protocol becomes possible in existing works. Thus, our
protocol can overcome the challenges associated with high-
dimensional quantum states by exploiting more manageable
two-dimensional states, making it more feasible with current
quantum technologies. Moreover, under the semi-quantum
model, our protocol can allow multiple classical participants
to make private comparison. The correctness of the proposed
protocol is proved by several examples, and its effectiveness
has been tested via simulation on the IBM Quantum Experi-
ence platform. Security analysis shows that the proposed pro-
tocol can defend against common attacks. It should be noted
that our protocol is only suitable for scenarios such as ideal-
ized environments without quantum noise. In the future, we
will focus on how to improve the protocol to accommodate
more complex environments.
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