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The data post-processing scheme based on two-way classical communication (TWCC) can improve the tolerable bit
error rate and extend the maximal transmission distance when used in a quantum key distribution (QKD) system. In this
study, we apply the TWCC method to improve the performance of reference-frame-independent quantum key distribu-
tion (RFI-QKD), and analyze the influence of the TWCC method on the performance of decoy-state RFI-QKD in both
asymptotic and non-asymptotic cases. Our numerical simulation results show that the TWCC method is able to extend the
maximal transmission distance from 175 km to 198 km and improve the tolerable bit error rate from 10.48% to 16.75%. At
the same time, the performance of RFI-QKD in terms of the secret key rate and maximum transmission distance are still
greatly improved when statistical fluctuations are considered. We conclude that RFI-QKD with the TWCC method is of

practical interest.

Keywords: quantum key distribution, reference-frame-independent, two-way classical communication

PACS: 03.67.Dd, 03.67.Hk, 03.67.—a

1. Introduction

Quantum key distribution (QKD) provides information-
theoretic security for legitimate communication between two
parties, Alice and Bob, based on the basic principles of
quantum mechanics.!"? Since Bennett and Brassard proposed
BB84 protocol in 1984,13] researchers have made significant
efforts!*! to promote the development of QKD.

In most QKD systems, Alice and Bob need to share the
reference frame to complete the correct encoding and decod-
ing operation. However, due to the movement of the relative
position of the communicating parties and the change of en-
vironment, the reference frame of the communicating parties
will drift, causing large errors and reducing system perfor-
mance. Therefore, the communication parties need to actively
correct the reference frame to ensure the normal operation of
the QKD system, such as the phase compensation in the phase
encoding system or the correction of the polarization states
in the polarization encoding system. In the practical point-
to-point QKD system, especially in the QKD network with
large-scale multi-user nodes, active correction of the reference
frame will consume a lot of time and reduce the efficiency
of the entire communication process. In addition, the device
for correcting the reference frame will increase the complex-
ity and cost of the QKD system, and may even bring poten-
tial security risks. Fortunately, reference-frame-independent
QKD (RFI-QKD)!'% bypasses the requirement of reference
frame alignment and can use an unknown and slowly drift-
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ing reference frame to generate keys better. The significant
progresses!! =181 have been made in several aspects of the RFI-
QKD.

The RFI-QKD protocol improves the stability of the sys-
tem, but the transmission distance and secret key rate are still
the key issues worth considering. In order to improve the max-
imum transmission distance and the tolerable bit error rate,
the two-way classical communication (TWCC)!?2 based on
the entanglement distillation has been proposed, which plays
a crucial role especially in the scenarios of high channel losses
and system errors. The advantage distillation technology is
also a kind of the TWCC method, which has been exploited
to increase transmission distance.?!=?4! Chau!?*! further used
the TWCC scheme to improve the tolerable bit error rate of the
six-state QKD protocol. In 2006, Ma et al.*®! combined the
TWCC method with the decoy-state method and provided an
lower bound of the analytic key rate, which promoted the prac-
tical implementation of the TWCC method. In 2016, Tan et
al.?") gave the secret key rate formula of the MDI-QKD pro-
tocol on the TWCC method. In 2020, Xu et al.!*! proposed
the active parity-pairing (AOPP) method on the TWCC theory,
which effectively improved the secret key rate and maximal
transmission distance of the sending-or-not-sending twin-field
quantum key distribution (SNS TF-QKD) protocol. However,
whether the TWCC method can improve the performance of
RFI-QKD protocol is a problem which further worths explor-
ing.

In this study, we improve the performance of RFI-QKD
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by exploiting the TWCC method. Based on the TWCC
method, we analyze its influence on the performance of decoy-
state RFI-QKD protocols in both asymptotic and nonasymp-
totic cases. The simulation results demonstrate that the pro-
posed scheme extends the transmission distance from 175 km
to 198 km in the asymptotic case. The maximum tolera-
ble quantum bit error rate (QBER) of the proposed system
is increased from 10.48% to 16.75%. Moreover, in order to
make the RFI-QKD protocol more practical, we study the
performance of the RFI-QKD protocol with TWCC when
considering statistical fluctuations. Under the condition of
the nonasymptotic case, the simulation results show that the
TWCC method can improve the secret key rate and maximum
transmission distance, and make the system more tolerant to
the bit error rate. Notably, the TWCC method only modifies
the classical postprocessing step without changing the hard-
ware of a realistic RFI-QKD system and can be directly ap-
plied to current RFI-QKD systems.

This paper is arranged as follows: in Section 2, we pro-
pose the security analysis of RFI-QKD with TWCC. In Sec-
tion 3, we combine the TWCC method with decoy-state RFI-
QKD. We use the TWCC method to conduct the statistical
fluctuation in the decoy-state RFI-QKD. In Section 4, the nu-
merical simulation and discussion is given. Finally, the con-
clusion is given in Section 5.

2. RFI-QKD with TWCC

Firstly, we briefly review the RFI-QKD protocol and
perform security analysis. Define the three Pauli matrices
{ox,0y,07} as {X,Y,Z} respectively. In RFI-QKD, it is as-
sumed that the Z basis remains well aligned at Alice’s end and
Bob’s end, that is, Z, = Zg, while the X basis and Y basis may
change slowly over time in the quantum channel. Therefore,
the other two sets of encoding basis between Alice and Bob
have the following relationship:

Xg = cos BX, +sin BY,,
Yz = cos BY, —sin fX,, (1)

where [ represents the drift amount of the reference frame
between the X basis and Y basis of the communicating par-
ties, which changes slowly with time.l'% The value of B can
be measured experimentally, but Alice and Bob do not need
to measure the value of § in the RFI-QKD protocol, which
means that the value of  is unknown to Alice and Bob.

Alice and Bob share a pair of entangled states, which
are ideally Bell states |¢*) = |00) + |11)/+/2, they randomly
choose one basis to measure the quantum signal, and then an-
nounce their chosen basis in the classic channel. Both par-
ties use the Z basis to generate the raw key, the corresponding

quantum bit error rate (QBER) is given as follows: "]
1 —(ZsZ,
0= 7<2A ), @

The event where both of them select X and Y bases is used to
estimate Eve’s information, and we can define the intermediate

quantity 1%

C = (XaXs)* + (XaYs)? + (VaXs)? + (VaYs)%,  (3)

which is independent of 8 according to Eq. (1). The maximum
value of C is 2 and the value of Q is 0. At this time, there are
no eavesdroppers and other system errors, and the two qubits
are maximum entangled state.

In this study, we focus on the entanglement-based version
of RFI-QKD. First, we assume that Alice and Bob share the
two-qubit quantum state p,p. Without loss of generality, it is
considered that p,p is known to Eve and can be expressed as a
diagonalization matrix of Bell states. We find that C is invari-
ant when making the transformation X, — —X,, YA — —Y,,
Xg & —Xg, Y5 — —VYs.
mented on p,p itself by the unitary Z,Zg. Therefore, there is
no limit to replacing pap With Pap = (Pap + ZaZpPasZaZs)/2

This transformation can be imple-

for analysis, and Eve can obtain the same information from
Pap and ZyZgpapZaZg. As for Alice and Bob, they will not be
affected in any way since they only focus on the values of O

and C. Thus, we can obtain%

~ a, . _
Pap = W1 Pp+ + o Pp- + (§|(P ><(D+| +HC)

b _
Py 1Py + (S +He), @

where Py = |y)(y| and four states represent the usual
Bell bases. Due to symmetry, pap(a,b) and Pap(—a*, —b*)
have the same value of C, then one can get p’ =
L[p(a,b)+p(—a*,b*)] = p(iA,iB), with A = Im(a), B =
Im(b). The Bell state diagonalization expansion can be given
as follows: 1"

4
Pas = Y Al Pe) (P, (%)
k=1
where
ei2|00)+e1%[11) eiZ'|01) £ e~ 1% [10)
[Py (2)) = 7 s | DP3y) = 7 ~
Define

A=/ (m — )’ +42, B = V(U3 —a)*+ B2,

then
(W +up£A") S N
M) = T, o cos xX= §+ YO
(U3 +us£+B') 2 13—
7%(4):f7 cos %/25‘*‘ B
In this case, C has the same value as previous report and now
can be expressed as!!%)
C=2[(h = h)* + (A = 44)?), ©)
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where {A1,42,A3,A4} are constrained by the following three
conditions: ¥ | A; = 1 and the practical measured values of
Q and C can be obtained, and one of the free variables can get
Eve’s information maximum. Here, two parameters u# and v
can be introduced to represent the above constraints. Accord-
ing to the first two constraints, the expression of four parame-
ters can be obtained as follows: !

14u 1—u
=102 h=(1-0-—"
1+v 1—v
B=0—— M=0—— Q)
In this case, the information obtained by Eve can be expressed
as!10l

14+u 1+v

(Quy)=(1-QH(—=)+0H(—=).  ®

where H(x) = —xlogyx — (1 —x)log, (1 —x) is the binary en-
tropy function. To obtain the security key rate of the RFI-
QKD protocol, we need to consider the worst case, that is,
consider the maximum value of Eve information I(0,C) =

H[(14+/C/2)/2]. For 0 > 0, v(u) = \/C/2 — (1 — 0)2u2/Q

and u € [Umin, Umax], Where upin = @« /max[% —02,0] and

Umax = min[@ §,1]. Therefore, the secret key rate formula
can be written as

R> min [S(A|E)—-H(A|B
- {/11,/12,/13,/14}[ (AIE) “iB)
= min 1-—H(A|B) —Iz(Q,u,v)]. ©))
{Mﬁzﬁa-h}[ (418) ~ & )
We can get from Eq. (7) that u = ;:;2, = t;ﬁ

Then, we can derive v(u) = m S — (M —22)% tin =

2 .
ﬁ\/max[% —(A3+A4)7,0] and upmax = mm[m \/g7 1].
Next, we briefly introduce the TWCC method. The two-
way classical communication consists of a series of B steps

and P steps. In the B step, Alice and Bob perform a bilateral
XOR (BXOR) operation between EPR pairs and measure the
target qubits in the Z basis. If Alice’s and Bob’s measurement
outcomes disagree, they discard the remaining EPR pair; oth-
erwise, they keep the control qubit. In the P step, Alice and
Bob group the EPR pairs into three sets, and measure XX,
and X1 X3 on each set. If Alice and Bob disagree on one mea-
surement, Bob concludes that the phase error was probably on
one of the EPR pairs which was measured and does nothing; if
both measurements disagree for Alice and Bob, Bob assumes
that the phase error was on the surviving EPR pair and corrects
it by performing a Z operation. However, the P step is proved
to be less useful than the B step when it came to contributing
to the key generation rate. In the following, we consider only
using the B step when performing two-way classical commu-
nication.

Finally, we consider applying the TWCC method to the
RFI-QKD protocol. This is shown in Fig. 1. The TWCC
method only changes the postprocessing steps. The only
change is in the postprocessing procedure of the original RFI-
QKD. The specific details are presented in the following. Al-
ice and Bob divide their raw key into blocks of 2 bits {x,x,}
and {y;,y2}, and calculate the parity of each pair of bits,
x1 D x; and y; B y,. Afterwards, both Alice and Bob announce
the parities. If their parities are the same, they retain x; and
y1 as the original key; otherwise, discard x1, x, y; and y,. Fi-
nally, Alice and Bob perform error correction and privacy am-
plification on the original key to extract the secret key. After
the two-way classic communication, the survival probability
Ps is given by

ps=(1-0+0Q" (10)

Parameters:

Alice Bob

input: (z1,,x,) input: (y1,",yn)

randomly pairing: {(wi,5),,("4-174) } {wi) - (Va-r¥h) }

parity checking:

(e1mep) = @i®es o) Sop) S (diidg) = WiSYsv) O vy)

if ca=d if a=d

output x| output y;

else discard z,z5 else discard y1,ys

if en=d

if cn=dn n n
2 2 2 2
output z), output y,,
o 2
2 2
else discard z%qué else discard y%il,y%

Fig. 1. Classical description of the TWCC method in RFI-QKD.

After the two-way classical communication between Al-
ice and Bob, the QBER @’ can be changed from Q to

2
o - %, (11)

and then the quantum state shared by Alice and Bob can be
expressed as

4
P = Y A k| i) (Dl (12)
i=1

where

p Mt MR

Ps Ps
23, 20 A
M: 3 47 24: 1 2.
Ps Ps

What’s more, we put these coefficients into the expression of
the intermediate quantities C, u, and v, which can be modified
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to
C'=2[(A1 = A2)" + (A5 - 107,
V() = ﬁ %’_ (A') = A12)%,
oo = ey max§ — s £, 0
U, = Min M\/§7 (13)

Lastly, the key rate formula of RFI-QKD based on the TWCC
method can be expressed as

1

5 Ps[S'(AIE) —H'(A|B)]

—I(Q',u' V). (14)

> min
{MA2,243,24}

= min [1-H'(A|B)

{)Ll A2,43,24}

3. Decoy state RFI-QKD with TWCC

Next, we combine TWCC with the decoy-state method
to perform security analysis on decoy-state RFI-QKD. Due to
the lack of ideal single-photon source in the practical QKD
system, we usually combine the weak coherent state (WCS)
with the decoy-state method in the practical RFI-QKD system.
Thus, we focus on the three-intensity decoy state scheme, [*°]
and give the decoy-state RFI-QKD protocol with TWCC as
follows:

Step 1 Quantum state preparation. Alice randomly selects
an intensity I, € {uy,v4,w,} to prepare a phase-randomized
weak coherent state |e!% /1), with 8, € [0,27). Then Al-
ice randomly chooses a basis §, € {X4,Ys,Zx} and a bit
mg € {0,1} to prepare the corresponding quantum state, and
sends it to Bob through the quantum channel. The pre-
pared quantum state is related to the specific coding method.
Here, we consider to use polarization coding. There are
three groups of bases and two bits corresponding to six states
(), V), 1), =), 1), 1))

chooses the Z basis and 0 bit, she can prepare a quantum state

For example, when Alice

|eiA\/I,)y by polarization encoding.

Step 2 Measurement and announcement. Bob randomly
chooses a basis g € {X3, ¥z, Z5} to measure the received light
pulse. Alice then publicly announces her basis and intensity
information, and Bob publicly announces her (his) basis infor-
mation through the authenticated classic channel.

Step 3 Basis sifting. After Alice and Bob publicly ex-
change the basis information, they retain the events with the
basis combination {X,Xg, X, Ys,Ya Xz, YaYs}.

Step 4 Parameter estimation. Alice and Bob use the Z
basis to generate a key. They apply the decoy-state method to
estimate the lower bound of single-photon counting rates Y}
and the upper bound of Eve’s information IV.

Step 5 Two-way classical communication. Alice and Bob
apply the TWCC method on the sifted key to extract highly

correlated raw key, and then calculate the bit errors, residuals
of untagged bits, and other variables. However, the two-way
classical communication may be omitted if the QBER is small
in practical QKD systems, where the TWCC method may have
no advantage in improving the performance of QKD systems.

Step 6 Postprocessing. Alice and Bob perform error cor-
rection and privacy amplification on the raw key data to extract
the final secret key.

Since all errors in the post-processing step must be
corrected by Alice and Bob, H'(A|B) can be expressed as
H'(A|B) < fH(E'), where E! = ——£

E2+(1-E)?
rate after the two-way classical communication step, f is the

is the total bit error

error correction efficiency. Since Eve can obtain all the clas-
sical information in the classical channel, this represents the
maximum information that Eve can steal in the error correc-
tion process. Therefore, the secret key rate of the decoy-state
RFI-QKD protocol combined with two-way classic communi-
cation can be given as follows:

R> min RO 0 1=+ A )H( 1 ;)
(A5 +/1’4)H(1J;V,>} ffH(E’)}, (15)

where E’ is the overall bit error rate, r is the overall survival
residue, ' is the fraction of untagged states in the final sur-

vival states, and QMAZB

is the overall gain of Alice sending out
state with u, intensity and the Z,Z; basis combination after a
sequence of B steps. In the following, we will show how these
variables change on performing B steps.

Firstly, we consider how the fraction of untagged states
€, the bit error rate of the overall surviving state E, the bit
error rate of the untagged states Eyyagged are transformed after
performing a B step. Before perforrzning one B step, the frac-
tion of the untagged states is Q2 = QZ 7 (QZAZB is the number

of successful measurement events 1n Wthh Alice sends a sin-

gle photon state under the Z, Zy basis combination), the overall
QBER is E, the bit error rate of the untagged states is Eyptagged-
In addition, the overall survival probability ps and the survival

probability of the untagged states pi"*2%*? after one B step are
given by!?!
= (1 - )2 +E 2a
d
plsmtagge [Euntagged + (1 — Euntagged)z} . (16)

Then the residue after one B step is given as follows:

1

= 5 a7)

where the 1/2 is due to the fact that Alice and Bob keep only
one qubit from a survival pair. Then, after one B step, the
fraction of untagged states €', the overall bit error rate E’,

100302-4
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the bit error rate of the untagged states El/mtagged’ parameter
A, A2, A3, A4} and parameter C are given b
p g y
QzPuntagged
Q== (18)
Ps
EZ
El=—— (19)
(1—E)"+E?2
E2 ssed
El:ntagged = gee 2 (20)
E&ntagged + (1 - Eumagged)
2 2
C' = 2[(1’1 — /1/2) + (7L/3 — /1’4) ] 21

In practical QKD systems, only a finite number of sig-
nals are transmitted. Thus there are certain statistical fluctu-
ations in the parameter estimations (our analysis only contain
statistical fluctuation, but the full finite-key analysis is not con-
tained). Then, we can apply TWCC for statistical fluctuation
analysis. In the non-asymptotic case, the secret key rate with
decoy-state RFI-QKD can be given by

R> AIE%M%QNQZB{Q'(1 —oh +7L’2)H<1—;M/)
— (A +/1’4)H<1J;vl)) ffH(E’)}, 22)

where N is the total number of emitted pulses, NuzaAZB is the
total number of detection counts of Alice sending the state in
the Z,Zg basis combination with intensity u,, and anZB is the
number of successful measurement events in which Alice sent
the single-photon state in the Z,Zy basis combination.

Based on the decoy-state method, we can derive the lower
bound of the single photon events n%AZB’L and the upper bound
of the corresponding bit error rate efAZB"U of the RFI-QKD

protocol:

nZAZ8 5 ZaZel _ Ug Ty
1 = =
(Va—wa) (g — vy —wy)
2 2 va yZAZB,U
[ua —Wg" — VaWq €)4Ny)
2
u[,l pVa
ZAZg L

Ua? =V = VaWq e

o 2
l/ta pWa
ZaZp.U

Va2 _ Wa2 euanv;\ B> 3

- 2 ) (2 )
u(l pua
AATs < ZaZsU _ T
1 =1 ZaZg,L
(Va —wa)n]
ZAZg,U ZaZg L
e"“mv(f B ewamw/z B
X - , (24
Pv, Pw,

where 7| is the probability that Alice prepares a single pho-
ton state, ng(AZB is the total number of detections when Alice
sends the state with intensity ¢ under the Z,Zy basis combina-
tion, méAZB is the total number of errors when Alice sends the
state with intensity o under the Z,Zg basis combination, and

Do is the probability of Alice’s modulation intensity o.

For a limited number of samples, if we adopt the im-

[30,31]

proved Chernoff bound to analyze the statistical fluctu-

ations of independent random samples, the relationship be-

tween the observed value nd, and the expected value (nd,) is

expressed as
d
nOC

(e =17 (25)

ng
-6’
under the condition that the failure probability is at least

1 —2&, the values 8y and & can be obtained by solving the
equation

() =

-
|

X/(1-8y)
1—&)1*%}

_eo { ed :|X/<1+5L)

(1+8)H+o
(26)

Thus, we can get the upper bound and lower bound of (nd). In
the same way, the upper and lower bounds of <mg(> can also be
obtained. Finally, we can obtain the lower bound of final key
rate of the decoy state RFI-QKD combining with the above
formula.

4. Numerical simulation

In this section, we simulate the impact of the TWCC
method on the performance of decoy state RFI-QKD under
asymptotic and non-asymptotic conditions. We set the experi-
mental parameters and analyze the experimental results. First,
we define 7 = 10-7/10 a5 the fiber transmittance, where y
is the fiber loss coefficient (dB/km), 7nq is the single-photon
detector efficiency, and pq is the detector dark count. The
failure probability of statistical fluctuation analysis is fixed as
& =1x10719, fis the error correction efficiency, and j3 is the

32,33

reference frame deviation. The practical parameters*>33] for

all numerical simulations used by us are listed in Table 1.

Table 1. Simulation parameters.

Variable Parameter Simulation value
Y fiber loss coefficient 0.2 dB/km
Nd single-photon detector efficiency 0.145
eq intrinsic misalignment error 3.3%
f error correction efficiency 1.22
Pd dark count rate 107
g failure probability of 10-10

statistical fluctuations analysis

As illustrated in Fig. 2, we demonstrate the impact of the
TWCC method on the performance of decoy-state RFI-QKD
in the asymptotic case. The blue solid line corresponds to the
results with the TWCC method, and the orange solid line cor-
responds to the results without the TWCC method. And we
find that the maximal transmission distance can be improved
from 175 km to 198 km, the maximal tolerable background
error rate eg can be improved from 10.48% to 16.75%, and the
maximal transmission distance can be improved from 0 km to
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167 km when eq = 10.49%. The simulation results show that
the TWCC method can significantly improve the performance
of decoy state RFI-QKD.

102 T T T

10-3F

104}

10-5¢

10 6L
—— RFI-QKD-TWCC eq=3.3%
—— RFI-QKD eq=3.3%

10-7F

Secret key rate (bit per pulse)

10 8 1 1 1
0 50 100 150 200

Standard fiber link (km)

Fig. 2. Performance comparison between the proposed scheme (RFI-
QKD-TWCC) and the original RFI-QKD scheme and the relationship
between the optimal key rates (per pulse) and the transmission distance
assuming eq = 3.3% in the asymptotic case. The blue solid line repre-
sents the secret key rate of the proposed scheme, the orange solid line
represents the secret key rate of the original RFI-QKD scheme.

Furthermore, as shown in Fig. 3, we analyze the im-
pact of the TWCC method on decoy state RFI-QKD for the
non-asymptotic case. Here we set the total number of trans-
mitted pulses N = 10'3 and the reference frame deviation
B =0, ©/9, ©/6. And it can be seen from Fig.3 that the
maximum transmission distance is increased from 173 km to
191 km, from 162 km to 186 km, and from 143 km to 178 km
respectively, when f =0, ©/9, /6.

10-2 . . .

104

106

107°F  — _RFI-QKD-TWCC =0 ) 1
- - =RFI-QKD =0 ’
—RFI-QKD-TWCC B =n/9
- - ~RFI-QKD B=17/9
RFI-QKD-TWCC 8 =n/6 y
RFI-QKD B=7/6

10-10f

Secret key rate (bit per pulse)

10-12 L n n
0 50 100 150 200

Standard fiber link (km)

Fig. 3. Performance of the proposed scheme corresponding to different
B. Relationship between the secret key rate and the total transmission
distance corresponding to different 3. The solid lines and dotted lines
of different colors represent the performances of the proposed scheme
and the original RFI-QKD corresponding to different f3.

To further analyze the improvement effect of the TWCC
method on the decoy state RFI-QKD protocol for the non-
asymptotic case, we consider the statistical fluctuation based
on the improved Chernoff bound. We set the reference frame
deviation 8 = /12 and different total number of transmission
pulses N = 101,102, 10'3. As shown in Fig. 4 the maximum
transmission distance is increased from 140 km to 167 km,
from 161 km to 182 km, and from 170 km to 192 km, respec-
tively. This observation results implies that TWCC can still

improve the key rate and transmission distance under statisti-
cal fluctuation conditions.

10-4

106

10-8§

—— RFI-QKD-TWCC, N=10%
- - - RFI-QKD, N= 101
—— RFI-QKD-TWCC, N =10
- - = RFI-QKD, N=10'2 1
RFI-QKD-TWCC, N =101
RFI-QKD, N =10

10-10L

Secret key rate (bit per pulse)

10-12 . . . . . . . . .
0 20 40 60 80 100 120 140 160 180

Standard fiber link (km)

Fig. 4. Relationship between the secret key rate and the total trans-
mission distance with and without the TWCC method corresponding to
different N = 10'1,10'2,10'3 for 8 = 7/12. The solid lines and dot-
ted lines of different colors represent the performances of the proposed
scheme and the original RFI-QKD corresponding to different N.

In the end, we study the effect of misalignment error e4
on the performance of the proposed scheme, and the results are
shown in Fig. 5. When eq = 1% (eq = 4%, eq = 6%), the trans-
mission distance of the proposed scheme increases by 18 km
(25 km, 33 km). The simulation results demonstrate that, as
the system misalignment error increases, the distance exten-
sion of the scheme with the TWCC method also increases.

10~6F ——— RFI-QKD-TWCC, eq4=1%
- = = RFI-QKD, e4=1%

RFI-QKD-TWCC, eq=4%

- — = RFI-QKD, e;=4%

108 RFI-QKD-TWCC, eq= 6%

RFI-QKD, e;=6%

Secret key rate (bit per pulse)

L L L

0 50 100 150 200 250
Standard fiber link (km)

Fig. 5. Performance of the proposed scheme corresponding to different
e4. Relationship between the secret key rate and the total transmission
distance corresponding to different eq. The solid lines and dotted lines
of different colors represent the performances of the proposed scheme
and the original RFI-QKD corresponding to different eg.

5. Conclusion

In summary, this study applies the TWCC method to RFI-
QKD and analyzes the impact of the TWCC method on the
performance of decoy-state RFI-QKD. The analysis results
reveal that the TWCC method can significantly improve the
maximum transmission distance and tolerable bit error rate of
decoy-state RFI-QKD. We find that the TWCC method can
still improve the performance of decoy-state RFI-QKD when
reference frame deviation changes, statistical fluctuations and
misalignment error are considered in the non-asymptotic case.
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Thus, the combination of TWCC and RFI-QKD protocols en-
hances the robustness of the QKD system. More importantly,
the TWCC method does not change the quantum process of
the RFI-QKD protocol, it only needs to adjust the classical
post-processing process. Thus, it can be applied to existing
RFI-QKD systems easily to improve their performance. We
hope that our study can promote applications of the TWCC
method in different QKD systems in the future research.
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