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With the rapid development of digital information technology, images are increasingly used in various fields. To
ensure the security of image data, prevent unauthorized tampering and leakage, maintain personal privacy, and protect
intellectual property rights, this study proposes an innovative color image encryption algorithm. Initially, the Mersenne
Twister algorithm is utilized to generate high-quality pseudo-random numbers, establishing a robust basis for subsequent
operations. Subsequently, two distinct chaotic systems, the autonomous non-Hamiltonian chaotic system and the tent-
logistic-cosine chaotic mapping, are employed to produce chaotic random sequences. These chaotic sequences are used to
control the encoding and decoding process of the DNA, effectively scrambling the image pixels. Furthermore, the complex-
ity of the encryption process is enhanced through improved Joseph block scrambling. Thorough experimental verification,
research, and analysis, the average value of the information entropy test data reaches as high as 7.999. Additionally, the
average value of the number of pixels change rate (NPCR) test data is 99.6101%, which closely approaches the ideal value
0of 99.6094%. This algorithm not only guarantees image quality but also substantially raises the difficulty of decryption.

Keywords: mersenne twister algorithm, DNA coding confusion, pixel XOR operation, improved Joseph block

scrambling
PACS: 42.30.Va, 07.05.Pj

1. Introduction

With the rapid development of information technology,
digital images have been widely used in many fields, such as
medical imaging, communication transmission, and social me-
dia, and play an indispensable role in modern society. How-
ever, the accompanying image security and privacy protection
issues are receiving increasing attention. In this context, image
encryption technology has gradually attracted widespread re-
search interest as a key information security measure.[!?! Sci-
entific research in the field of image encryption mainly focuses
on how to effectively protect the content security of digital im-
ages during storage, transmission, and processing to prevent
unauthorized access and malicious tampering. !

Early image encryption algorithms mainly focused
on single chaotic systems, pixel scrambling, or XOR
operations./*! However, in recent years, the field of image en-
cryption has undergone profound interdisciplinary crossover
and has been widely and deeply studied.!®”! Lai et al. de-
veloped a two-dimensional hyperchaotic map by combining
mathematical functions and sine chaotic maps, and proposed a
cross-channel color image encryption algorithm that can effec-
tively resist various illegal attacks.!®! Zhang et al. developed a
multi-image encryption algorithm that integrates row-column
confusion and closed-loop bidirectional diffusion. This al-
gorithm notably enhances encryption efficiency while main-
taining adequate security.[”) Guo et al. introduced a dual-
channel image encryption and authentication algorithm uti-
lizing computational ghost imaging, demonstrating promis-
ing application potential.['”! Chen et al. established a frame-
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work for creating super-enhanced memristive hyperchaotic
maps, derived four chaotic maps, and utilized them in the de-
sign of image encryption algorithms.!'!! Gong et al. studied
a dual-color image watermarking algorithm based on geomet-
ric correction by combining least squares support vector re-
gression with quaternion fractional-order orthogonal Fourier—

Mellin matrix. Their algorithm has good robustness and

U121 Jiang et al. proposed a quantum image en-

imperceptibility.
cryption algorithm based on the dual quantum image model
and hyperchaotic system, which enhanced the ability to re-
sist attacks and interference.!'3! Zhou et al. studied a multi-
color image encryption algorithm based on a bit-level exten-
sion algorithm and verified the effectiveness and reliability of
the algorithm through comprehensive analysis.!'*! Zhou et al.
proposed a multi-image encryption algorithm based on quater-
nion discrete fractional-order Chebyshev differential matrix
transformation and cross-coupled chaotic system. The algo-
rithm performs double-layer encryption processing in the ver-
tical and horizontal directions of the image./">! In the field of
physics, advanced technologies such as optical image encryp-
tion and quantum image encryption have emerged.!!®!7] Si-
multaneously, the field of computer science is actively explor-
ing image encryption techniques related to neural networks
and deep learning.!'8-201 Research in the field of biology also
involves DNA-based image encryption methods.[?!?? These
interdisciplinary studies not only provide a rich theoretical
foundation for image encryption but also introduce innovative
ideas that have beneficially promoted the further development
and application expansion of image encryption technology. >3]

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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In this study, we designed a color image encryption
scheme based on multiple chaotic systems and improved
Joseph block scrambling. The main contributions of our
study are as follows. (I) Based on the Mersenne Twister al-
gorithm, we have developed a high-quality pseudo-random
number generator. This generator can produce highly ran-
dom and unpredictable keys, greatly enhancing the security
of data encryption. (II) The random chaotic sequences gener-
ated by the autonomous non-Hamiltonian chaotic system!26-7]
and the tent-logistic-cosine chaotic mapping!?3?°! can effec-
tively control the encoding and decoding process of DNA to
meet various security requirements and application scenarios.
(IIT) Based on the principles of the Joseph algorithm, we pro-
pose an enhanced Joseph block scrambling technique. This
technology aims to increase the complexity and unpredictabil-
ity of the image encryption process, ensuring the confidential-
ity and integrity of the image during transmission and storage.

In Section 2, we discuss related research works on color
image encryption schemes. Sections 3 and 4 provide a detailed
description of the specific process and steps involved in color
image encryption. Section 5 deeply analyzes the research re-
sults and experimental data obtained, comprehensively evalu-
ating the feasibility of the proposed scheme. The last section
summarizes the color image encryption schemes and antici-

pates future developments in the field of image encryption.

2. Related work
2.1. Pseudo-random number generator

As a high-quality pseudo-random number generator in the
field of computer science application design, the Mersenne
Twister algorithm is known for its long period and good sta-

tistical properties. >4

We developed a dice game using the
Mersenne Twister algorithm and utilized it as the key for the
color image encryption algorithm.[>>] The game costs $0 to
start, and two dice are rolled simultaneously in each round.
When the numbers on the two dice are the same, the player
will receive a bonus five times the value of the random num-
ber. If the numbers are different, the random number bonus

will be doubled and deducted.

dice; = dicey,
dice; # dice.

5 x randompgpys,
—randompomuys,

Total = { 1)
Figure 1 shows the trend chart resulting from 100 sets of com-
parative experiments and 1000 simulations. The data shows a
high degree of complexity and lacks regularity.

1.0

Value

0 200 400 600 800
Number of iterations

Fig. 1. Pseudo-random number generator.

2.2. Autonomous non-Hamiltonian chaotic system

Based on the foundation of Hamiltonian chaotic systems,
autonomous non-Hamiltonian chaotic systems are highly sen-
sitive to small changes in the initial conditions. Its trajec-
tory is complex and random, making it difficult to predict

accurately. [?627] The expression is as follows:
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Fig. 2. Motion trajectories in different dimensions.
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xX=a-y-w,
y=x2

2)
z=—x-y+b-w,

w=—c-x-y—d-z.

When the parameter a = b = ¢ = d = 2 and the initial
condition x =z = 1,y = w = —1, Fig. 2 vividly shows the
motion trajectory of the four-dimensional autonomous non-
Hamiltonian chaotic system in different dimensions.

p(i+1)—{

cos(m(2-r-p(i) +4-(1—r)-p(i)- (1= p(i)) = 0.5)),

cos(m(2-r-(1=p(i)) +4-(1—r)-p(i)- (1= p(i)) = 0.5)),

2.3. TLC chaotic mapping

The TLC chaotic mapping introduces the cosine trigono-
metric function based on the tent chaotic mapping and the lo-
gistic chaotic mapping, thus creating a new composite chaotic
mapping.?$?°1 TLC chaotic mapping not only retains its ba-
sic properties but also enhances the complexity and diversity
of the system, leading to richer chaotic dynamic behaviors.
The expression is as follows:

p(i) < 0.5,

p(i) > 0.5. ©)

When the parameter r = 0.987654321 and the initial condition p = 0.456789123, Fig. 3 fully presents the overall situation

of the TLC chaotic mapping.
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(c) Scatter diagram
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Fig. 3. Random sequence distribution of TLC chaotic mapping.

2.4. DNA coding

In the field of image encryption, DNA coding signifi-
cantly enhances the security of encryption algorithms, and im-
proves the confidentiality and integrity of image data by con-
verting image pixel data into DNA sequences. This is achieved
by leveraging the unique combination and sequence properties
of DNA. The detailed DNA coding rules are shown in Fig. 4.

A 00 00 01 01 10 10 11 11
C 11 11 10 10 01 01 00 00
G 01 10 00 11 00 11 01 10

T 10 01 11 00 11 00 10 01

Fig. 4. DNA coding rules.

DNA coding technology utilizes a combination of mathe-
matical operations, including addition, subtraction, and XOR,
to enhance the complexity of the encryption process. This en-
sures that data is not easily tampered with or leaked during
transmission and storage. The specific calculation method is
shown in Fig. 5.

CTAGCTGAAGCT

T C G A T C A G G A T C
A G C T G A BCRET C T A G
G A T C A G T C T cC G A

(a) DNA addition operation  (b) DNA subtraction operation (c) DNA XOR operation

Fig. 5. DNA computing operations.

2.5. Improved Joseph problem

The Joseph problem is a classic puzzle in mathematics
and computer science. It arranges a group of objects in a cir-
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cle, starting from a specific point, and counting in a cycle ac-
cording to fixed rules. Whenever the count reaches a certain
number, the current object will be removed until only one ob-
ject is left.[30-31]

We have improved the Joseph problem. After each traver-
sal, we reverse the sequence after object U and place it in front

|%.3|4|5|6|7|8

‘14|5|13|10|4|3|1|15|6.11|16|7|8|

BE[>

21119] 4 |43

1521204 61
143| 52 | 95 [251

Scrambled sequence

Original sequence

of object U. At the same time, the sequence in front of object
U is arranged in positive order and placed behind object U.
This process is then iterated to achieve optimization. Figure 6
illustrates the detailed implementation of the enhanced Joseph
problem, with 16 objects being arranged and nine as the initial
value.

Original sequence: o eoooee @m @m@@
sip1: BHOOOOO OO =l
sz QOECOBOEEOO0— Ml
sep 3 (DOBBE OB =>
T 600 000 IO
ser: OODOB DO —r W[5
Step 6: @AD()7)E)IHAB (4 )(1)==>| 14] 5 [13]10
S0 L cooi OOT TH
Step 8: AD(6)X(7)(8)15[6) = 14] 5 [3]i0] 4 [ 3
Step 9: @@@eom =>| 14] 5 [13]10] 4 [3 [ 1
Step 10: @O =
Step 11: @3 )7 @D =Bl 1] 5 [13]10] 4 [3] 1 [15] 6|
Step 12: @@(3)(7) ==>{BIBN14] 5 [1310] 4 [3 [ 1 [15] 6 [i3]
Step 13: (7)(8)(160) == 14] 5 [13]10] 4 [ 3 | 1 [15] 6 [iB]]
Step 14: (7)(8) mm BN 14] 5 [13]50] 4 [ 3 | 1 [15] 6 [2[11]i6]
Step 15: (8) ==>[BIBN 1] 5 [13]10] 4 | 3 | 1 [15] 6 [12]11]16
Step 16: BB 1] 5 [13]10] 4 [3 [ 1 [15] 6 [i2[ua[16] 7

o[ <]

Fig. 6. Improved Joseph problem.

3. Color image encryption algorithm
3.1. Key generation

Based on the dice game introduced above, we simu-
lated and recorded the results of each throw to generate a

highly complex and irregular pseudo-random sequence K =
{ki,ka,...,k,}. The random sequence K is then used as the
initial key to demonstrate the complex and unpredictable be-
haviors of the two chaotic systems. The values of the initial
key K are presented in Table 1.

Table 1. ISCM parameter values.

Parameter Parameter values Parameter Parameter values
P1 k1 =0.6305649609929008 r ky =0.37467144716866357
P2 k3 =0.8872061131379535 r k4 =0.47332341075940884
X ks =0.47252460239982186 y ke =0.31789340297042483
z k7 =0.7511157012734713 ks =0.6919659608146955

3.2. XOR confusion

Based on the initial condition of TLC chaotic mapping
as p1 = ki, r| = kp, we performed 3wh iterations to generate
the chaotic random sequence P;_,,. Then, we use the chaotic
random sequence P;_,, to perform XOR confusion operation
on the pixel data of the entire color image to provide reliable
protection for image transmission and storage.

=1,2,....3wh. (4)

Py_,, = mod(int(py_,, x 10%),256),
New_Pixel,, = Pixel,, & X|_,,

3.3. Pixel scrambling

Based on the initial condition of TLC chaotic mapping
as pr = k3, = k4, we performed 3wh iterations to gener-
ate the chaotic random sequence P>_,,. At the same time, all
pixel information of image G is merged into a sequence Seq
of size 3wh. Then, P»_,, and Seq are integrated into a two-
dimensional array and arranged in ascending order according

to the numerical relationship of P_,,, which effectively scram-
bles the original pixel information in Seq to obtain a new se-
quence New_Seq. Finally, New_Seq is evenly assigned to the
RGB channels of the color image and combined into a new
scrambled image New_G.

Py =P 1Py 3yn;
Seq = Seq; : Seqs,p; Q)
New_G = G(New_sort(Seq)).

R = [New_G(1) : New_G(wh)],

G = [New_G(wh+1) : New_G(2wh)]

) (6)
B = [New_G(2wh+1) : New_G(3wh)].

3.4. DNA encoding and decoding

Based on the initial condition of TLC chaotic mapping as
x=ks,y= kg, z=k7, w = kg, we performed 3wh iterations to
generate the chaotic random sequence X, Y, Z, W. X, Y, Z; W
are used in four different ways to control the DNA encoding

104205-4
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process, including maximum, sum, average, and sum. The
specific operation methods are shown in Table 2. The DNA

Table 2. DNA encoding process.

No. Control parameters Chaotic segmentation Encoding
1 Mod(Max(X,Y,Z,W) x 10%,32) 1,59,13,17,21,2529  ACGT
2 Mod(Sum(X,Y,Z,W) x 10%,32) 2,6,10,14,18,22,26,30 CATG
3 Mod(Avg(X,Y,Z,W) x 10%,32) 3,7,11,15,19,23,27,31 GATC
4  Mod(Min(X,Y,Z,W) x 108,32) 4,8,12,16,20,24,28,32 TCGA

Table 3. DNA encoding process.

No. Control parameters Chaotic segmentation Encoding
1 Mod(Min(X,Y,Z,W) x 108,32) 4.,8,12,16,20,24,28,32 AGCT
2 Mod(Avg(X,Y,Z,W) x 108,32) 3,7,11,15,19,23,27,31 CTAG
3 Mod(Sum(X,Y,Z,W) x 10%,32) 2,6,10,14,18,22,26,30 GTAC
4  Mod(Max(X,Y,Z,W) x 10%,32) 1,59,13,17,21,2529 TGCA

encoding process can be flexibly controlled and optimized ac-
cording to specific needs, making it suitable for various appli-
cation scenarios and optimization goals. The decoding process
of DNA is similar to the encoding process, and the detailed op-
erational process is shown in Table 3.

3.5. Improved Joseph block scrambling

In the previous article, we discussed in depth how to im-
prove the Joseph problem. Now, we introduce this optimiza-
tion strategy into the scenario of image block scrambling. We
divide the image into 8 X8 block matrices and start scrambling
from an initial value of 2. By incorporating the improved
Joseph algorithm into the image processing process, we can
achieve a more diverse block scrambling. We applied the en-
hanced Joseph block scrambling operation to various images
and presented the results in Fig. 7.

Fig. 7. Improved Joseph block scrambling effect.

4. Color image encryption and decryption pro-
cess

4.1. Color image encryption process

The goal of image encryption is to ensure the security of
image content to prevent unauthorized access or interpretation.
By processing the image, unauthorized users or systems can be
effectively prevented from obtaining image information. The
following will briefly explain the steps of the color image en-
cryption algorithm we proposed.

Step 1 Generate an unpredictable random sequence K =
{ki,k2,...,k,} using a high-quality pseudo-random number
generator based on the Mersenne Twister algorithm, and use
K as the initial key.

Step 2 Set the parameter value of the TLC chaotic map-
ping to p; = ki, r1 = k> and iterate 3wh times to generate a
chaotic sequence Pj_,,.

Step 3 Use the chaotic sequence P;_,, to perform an XOR
operation on the pixel data of the image to enhance the com-
plexity of image encryption.

Step 4 Set the parameter value of the TLC chaotic map-
ping to py = k3, r» = k4 and iterate 3wh times to generate the
chaotic sequence P»_,,.

Step 5 Use the chaotic sequence P>_,, to confuse the im-
age information.

Step 6 Set the parameter value of the autonomous non-
Hamiltonian chaotic system to x = ks,y = k¢,z = k7,w = kg,
and iterate 3wh times to generate the chaotic sequence X, Y,
zZ,W.

Step 7 Use the chaotic sequence X, Y, Z, W in differ-
ent ways to control the DNA encoding process to ensure data
security and reliability.

Step 8 Use the chaotic sequence X, Y, Z, W to control
the operation of DNA decoding in a similar way.

Step 9 Improved Joseph block scrambling processing.
We use a block matrix with an 8x8 resolution to introduce
more detailed changes in image processing.

4.2. Color image decryption process

Image decryption is a highly complex and sophisticated
process with the goal of successfully restoring an encrypted
image to its original state. Our color image decryption pro-
cess is essentially the reverse operation of the image encryp-
tion process. During this process, the information in the ci-
phertext will be carefully analyzed and processed to restore
the original features and details of the image.
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5. Experimental results and analysis

The hardware environment of the experiment includes an
AMD Ryzen 7 5800H processor with a main frequency of
3.20 GHz and 16.0 GB of RAM. All simulation experiments
are implemented in the Python 3.9 environment.

Baboon

Original
Image

Encrypted
Image

Decrypted
Image

Our proposed algorithm focuses on processing images
with a resolution of 512x512 (it can actually be applied to
any resolution). The algorithm can preserve the integrity of
the original image and minimize pixel distortion to an imper-
ceptible level. The experimental results are shown in Fig. 8.

House Peppers

Airplane

Fig. 8. Experimental effect comparison.

5.1. Fourier spectrum analysis

Fourier spectrum analysis is used to transform images
from the spatial domain to the frequency domain for a com-
prehensive analysis of the contribution of various frequency
components in the image. This process aids in gaining a pro-
found understanding of the structure, texture, and character-

Baboon Lake

Decrypted image

; -
L N
Mg Yy A

| i iR ¥

)

Encrypted image

House

istics of the image.!*?! We conducted Fourier spectrum anal-
ysis on both the original image and the encrypted image, and
present the detailed experimental results in Fig. 9. Experimen-
tal analysis demonstrates that the encryption process scram-
bles the pixel data of the image, resulting in blurred features
of the original image and effectively safeguarding the image’s
privacy.

Airplane Peppers

Fig. 9. Fourier spectrum analysis.

5.2. Correlation analysis of adjacent pixels

Adjacent pixel correlation analysis plays a significant role
in evaluating image encryption algorithms in terms of privacy
protection and preventing data leakage. It has become an im-
portant criterion for measuring the security performance and

effectiveness of image encryption.*3 The calculation formula
is as follows:

Ry = — ™
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coviey) = Y (- E)0i-E0), ®)
i=1
E(W =1 Y, ©)
i=1
D) =1 Y (6~ E). (10)

where R,y is the correlation between adjacent pixels, cov(x,y)
is the covariance between the two pixels x and y, /D(x) is
the standard difference, D(x) is the variance, and E(x) is the

Cipher lake

Cipher house

mean.

We conducted a correlation analysis of adjacent pixels on
multiple encrypted images and presented the results in Fig. 10.
Moreover, we selected the image “Baboon” as the focus of
our research and conducted a comprehensive comparison with
other image encryption algorithms. The detailed experimental
data are recorded in Table 4. The results show that the algo-
rithm we proposed can not only maintain image privacy but

also successfully ensure the security of data.

Cipher airplane Cipher peppers

Cipher baboon

R_channel

G_channel

B_channel

Fig. 10. Effect of adjacent pixel correlation on encrypted image.

Table 4. Comparison data of adjacent pixel correlation analysis.

Test Component Cipher baboon Ref. [34] Ref. [35] Ref. [36] Ref. [37]
Horizontal red -0.0002 -0.0023 -0.0031 0.0006 0.0014
green -0.0047 0.0014 -0.0046 -0.0065 -0.0081

blue 0.0042 0.0029 0.0056 -0.0021 -0.0089

Vertical red -0.0022 -0.0041 -0.0052 0.0016 0.0046
green -0.0005 -0.0044 -0.0049 -0.0007 0.0008

blue 0.0018 -0.0033 -0.0022 0.0015 0.0001

Diagonal red -0.0010 -0.0019 0.0074 0.0022 0.0003
green 0.0027 -0.0055 -0.0059 0.0027 0.0053

blue 0.0020 -0.0004 -0.0043 0.0010 0.0017

5.3. Peak signal-to-noise ratio analysis

Peak signal-to-noise ratio (PSNR) is widely used to com-
pare the similarity between the original signal and the pro-
cessed signal to evaluate the quality of signals, such as images
and audio. The calculation expression is as follows:

1 W H 2
MSE = —— 1, j)=T'(i,j))", D
WxH;j:Zl( )
n__ 2
PSNR = 10-log, (2" —1) (12)

MSE

Here MSE is the mean square error, 1(i, j) and I'(i, j) are the
data information of the original image and the encrypted im-
age at the pixel position (i, j), respectively.

We conducted PSNR analysis on the three independent
RGB channels of both the original image and the encrypted
image. The specific experimental data are shown in Table 5.
The results show significant differences in each channel be-

tween the encrypted image and the original image.

Table 5. PSNR analysis data display.

Component Baboon  Lake  House Airplane Peppers
Red 8.7668 9.4917 8.6969  8.1482  9.0995
Green 9.2308 7.7503 8.3429  7.8428  7.6256
Blue 8.3814 7.5119 83781 79535  7.6500
Average 8.7930 82513 8.4726 79815  8.1250

5.4. Histogram analysis

Histogram analysis is utilized to unveil the distribution
characteristics of pixel values in digital images. When the
pixel value distribution is more uniform, it indicates that the
encrypted image is irregular and complex, which effectively
reduces the risk of information leakage. As shown in Fig. 11,
our research solution successfully obfuscated the image data,
demonstrating its broad application prospects in areas such as
data protection and privacy security.

104205-7



Chin. Phys. B 33, 104205 (2024)

Lake

8000

6000

8 &L 8 &
g8 8 8 &
8 8 8 8

4000

2000

Original image

°

House

Airplane Peppers

15000

10000

5000 u

R_channel
s 3 B
g8 & 8

»
R
S

1000 1000

750 750

500 500

Decrypted image
G_channel

250 250

1000 1000

750 750

500 500

B_channel

250 250

0 50

1000

1000

1000

150 200 250

Fig. 11. Histogram analysis results.

5.5. Key sensitivity analysis

Key sensitivity analysis aims to evaluate the sensitivity of
image encryption algorithms to key changes, and to quantify
the performance of the algorithms in maintaining robustness
and security in a scientific manner.*8! In this evaluation, the
number of pixels change rate (NPCR) and the unified average
change intensity (UACI) are two key indicators, and the ideal
values are 99.6094% and 33.4635%, respectively. These met-
rics can accurately measure the differences between encrypted
images caused by changes in encryption keys. The calculation
formulas are shown below:

oy
NpeR = 220D g0a,. (13)
W xH
X (G ) — Cai )
uACt= ZE ISR s 100%,  (4)
0 i — i
D(l,j) _ ) l(l,]) 2(17])7 (15)

I, C1<i7j)7éc2(i7j)7

where C| (i, j) is the pixel information of the encrypted image
at (i, j), and Cy(i, j) is the pixel information after the key has
been slightly changed.

Table 6. Key sensitivity analysis data.

Test Channel Baboon Ref.[39] Ref.[40] Ref.[41] Ref.[23]

NPCR red 99.6067 99.5964  99.6085 99.5880 99.5911
green  99.6014 99.6345 99.6085 99.5880  99.5865

blue 99.6223  99.6220 99.6073  99.5880  99.6292

average 99.6101 99.6176  99.6081 99.5880  99.6023

UACI red 33.4228 33.3934 33.4434 334273 29.5137
green  33.4892 334142 334728 33.4635 28.0464

blue 334710 33.3956 33.4580 33.7951 30.8671

average 33.4610 33.4011 33.4580 33.5620 29.4757

We take the image “Baboon” as the research object, first
encrypt it, then make a small adjustment to the key k> by
k> + 10719 and encrypt it again. Subsequently, key sensitiv-
ity tests were performed on two different encrypted images,
and the complete experimental data is shown in Table 6. The
results show that our proposed algorithm performs well in han-
dling minor changes in the key and maintains a high level of

sensitivity.

5.6. Information entropy analysis

In the field of image encryption, information entropy
analysis is widely used to evaluate the performance of encryp-
tion algorithms. It helps accurately measure the randomness
and irregularity of images. The closer the information entropy
value is to the ideal value of 8, the higher the uncertainty of
the image and the more complex it is. The calculation formula

is as follows:

-

H(x) = —) P(x;)log, P(x;), (16)

i=1

where x; is the gray value of the image, and P(x;) is the prob-
ability of x;, the unit of information entropy is a bit.

We conducted information entropy analysis on the en-
crypted images to assess the effectiveness of the proposed
scheme in terms of privacy protection and information secu-
rity. At the same time, the classic image “Baboon” was chosen
as the reference object for comparison, and the data for infor-
mation entropy analysis is presented in Table 7. The research
findings indicate that our approach demonstrates notable ad-
vantages in information entropy analysis compared to other

algorithms, highlighting its superior security features.
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Table 7. Comparative data of information entropy analysis (Unit: bit).

Images Algorithm Red Green Blue Average
Baboon proposed algorithm 7.99930 7.99920 7.99919 7.99923

Lake proposed algorithm 7.99923 7.99922 7.99931 7.99925

House proposed algorithm 7.99928 7.99930 7.99935 7.99931
Airplane proposed algorithm 7.99928 7.99938 7.99924 7.99930
Peppers proposed algorithm 7.99928 7.99929 7.99940 7.99932
Baboon Ref. [42] 7.9913 7.9916 7.9917 7.99153
Baboon Ref. [43] 7.9969 7.9964 7.9972 7.99683
Baboon Ref. [44] 7.9965 7.9963 7.9967 7.99650

5.7. Analysis of anti-noise attack

The significance of noise attack resistance analysis lies in
enhancing the security and robustness of encryption systems,
thereby ensuring that privacy is effectively protected and can
adapt to changes in real-world situations. After being tested

and verified with various levels of noise interference, the pro-
posed solution is fully illustrated in Fig. 12. The research
results show that our algorithm can restore most of the data
information in the original image and enhance the overall se-
curity level.

Salt-and-pepper noise

Gaussian noise

0.3%
[ i — ]

0.4%

Fig. 12. Anti-noise attack effect.

5.8. Analysis of anti-cropping attack

Images may become corrupted due to transmission errors,
storage issues, or human manipulation. Analysis of resistance
to cropping attacks can help in designing fault-tolerant en-
cryption schemes to ensure that decryption and information
recovery can be performed even if part of the image is lost or

40X4

100X100

180X180

damaged. We apply a cropping attack at random positions on
the encrypted image and then decrypt it, as shown in Fig. 13.
The results demonstrate that our algorithm can successfully re-
store the information of the original image and maintain data
integrity and privacy even when subjected to various levels of
cropping attacks.

60X60

220%220_

240X240

Fig. 13. Anti-cropping attack effect.

6. Discussion and conclusion

This study proposes an innovative color image encryption
algorithm to address the image security challenges posed by

the rapid development of information technology. The algo-
rithm’s core involves utilizing a high-quality pseudo-random

number generator based on the Mersenne Twister algorithm to
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enhance the complexity of the key space. Additionally, the al-
gorithm integrates autonomous non-Hamiltonian chaotic sys-
tems and tent-logistic-cosine chaotic mapping to manage the
DNA encoding and decoding process, enabling image scram-
bling and multi-dimensional confusion. Furthermore, the al-
gorithm’s unpredictability is effectively heightened through
the enhanced Joseph block scrambling technology. Experi-
mental results demonstrate that this comprehensive encryption
strategy not only ensures image quality but also significantly
increases the difficulty of decryption. Looking ahead, research
in the field of image encryption will focus more on integration
with other cutting-edge technologies, such as quantum com-
puting, artificial intelligence, and big data analysis, to adapt to
ever-changing application scenarios. This cross-domain col-
laborative innovation can not only enhance the security of im-
age encryption algorithms but also play a crucial role in a
broader range of applications.
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