CHinese PuysicaL Sociery | IOP Publishing

CPB

Chinese Physics B

http://cpb.iphy.ac.cn https://iopscience.iop.org/journal/1674-1056

CRB: A new rumor blocking algorithm in online social networks based on competitive

spreading model and influence maximization

Chen Dong(# /Z), Gui-Qiong Xu(#&#£31), and Lei Meng(#55)
Citation:Chin. Phys. B, 2024, 33 (8): 088901. DOI: 10.1088/1674-1056/ad531f

What follows is a list of articles you may be interested in

WT-FCTGN: A wavelet-enhanced fully connected time-gated neural network for

complex noisy traffic flow modeling

Zhifang Liao(JE & 7%), Ke Sun(#) 1), Wenlong Liu(X)3CJE), Zhiwu Yu(42 &), Chengguang Liu(XI| 7)), and
Yucheng Song (< & %)
Chin. Phys. B, 2024, 33 (7): 078901. DOI: 10.1088/1674-1056/ad3349

Identifying influential spreaders in social networks: A two-stage quantum-behaved

particle swarm optimization with Lévy flight

Pengli Lu(/ i51N), Jimao Lan(#i4k %), Jianxin Tang(JE 22HT), Li Zhang(5K i), Shihui Song(A41: 1), and Hongyu
Zhu(ZHT )
Chin. Phys. B, 2024, 33 (1): 018901. DOI: 10.1088/1674-1056/acd3e0

Identifying multiple influential spreaders in complex networks based on spectral graph

theory

Dong-Xu Cui(# %< Ji5), Jia-Lin He({7] 52 #K), Zi-Fei Xiao( 4 T &), and Wei-Ping Ren(/T- T*°F)
Chin. Phys. B, 2023, 32 (9): 098904. DOI: 10.1088/1674-1056/acacOb

AlGCrank: A new adaptive algorithm for identifying a set of influential spreaders in

complex networks based on gravity centrality

Ping-Le Yang(#%°F- 5k), Lai-Jun Zhao(i#X 3K %), Chen Dong(#: /= ),Gui-Qiong Xu(1#££¥5), and Li-Xin Zhou(J& 37./ik)
Chin. Phys. B, 2023, 32 (5): 058901. DOI: 10.1088/1674-1056/ac8e56

Subtle role of latency for information diffusion in online social networks

Fei Xiong(fE JE), Xi-Meng Wang(E 4 1), Jun-Jun Cheng(f% Z %)
Chin. Phys. B, 2016, 25 (10): 108904. DOI: 10.1088/1674-1056/25/10/108904


https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ad531f
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ad531f
https://doi.org/10.1088/1674-1056/ad531f
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ad3349
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ad3349
https://doi.org/10.1088/1674-1056/ad3349
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/acd3e0
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/acd3e0
https://doi.org/10.1088/1674-1056/acd3e0
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/acac0b
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/acac0b
https://doi.org/10.1088/1674-1056/acac0b
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ac8e56
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ac8e56
https://doi.org/10.1088/1674-1056/ac8e56
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/25/10/108904
https://doi.org/10.1088/1674-1056/25/10/108904

Chin. Phys. B 33, 088901 (2024)
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The virtuality and openness of online social platforms make networks a hotbed for the rapid propagation of various
rumors. In order to block the outbreak of rumor, one of the most effective containment measures is spreading positive
information to counterbalance the diffusion of rumor. The spreading mechanism of rumors and effective suppression
strategies are significant and challenging research issues. Firstly, in order to simulate the dissemination of multiple types
of information, we propose a competitive linear threshold model with state transition (CLTST) to describe the spreading
process of rumor and anti-rumor in the same network. Subsequently, we put forward a community-based rumor blocking
(CRB) algorithm based on influence maximization theory in social networks. Its crucial step is to identify a set of influential
seeds that propagate anti-rumor information to other nodes, which includes community detection, selection of candidate
anti-rumor seeds and generation of anti-rumor seed set. Under the CLTST model, the CRB algorithm has been compared
with six state-of-the-art algorithms on nine online social networks to verify the performance. Experimental results show that
the proposed model can better reflect the process of rumor propagation, and review the propagation mechanism of rumor
and anti-rumor in online social networks. Moreover, the proposed CRB algorithm has better performance in weakening the
rumor dissemination ability, which can select anti-rumor seeds in networks more accurately and achieve better performance
in influence spread, sensitivity analysis, seeds distribution and running time.

Keywords: online social networks, rumor blocking, competitive linear threshold model, influence maximiza-

tion
PACS: 89.75.Fb

1. Introduction

With the growth of online social networks (OSNs), such
as Facebook, Twitter and WeChat, social media has become
an important platform for users to keep in touch with others,
and stay up to date with breaking events and live news.[=
However, the rise and development of OSNs platform is also a
double-edged sword. On the one hand, the platform provides
an efficient and convenient channel for users to facilitate the
information interaction. On the other hand, the platform re-
duces the cost of propagating rumor inadvertently, which in
turn becomes the breeding ground for rumor.!>-8! Rumors are
typically defined as inaccurate and misleading false statements
about an event.®'2) When users are exposed to new informa-
tion and are unsure of its credibility, they may be easily ac-
tivated by rumor and become new spreaders, which leads to

13-16] [t s conceivable that

the rapid propagation of rumors.
the unrestrained spreading of rumor poses a huge threat to so-
cial stability, economic prosperity and public sentiment. The
large-scale propagation of rumor may greatly endanger peo-
ple’s daily lives, thus it is urgent to search for an efficient strat-
egy for limiting the rumor propagation in OSNs.

The spreading dynamics of rumor is similar to epidemic
propagation to some extent. Considering network topologi-
cal structure and characteristics of users, researchers have de-

signed a series of models to simulate the rumor propagation
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s.[17-211 For example, He et al.!'”! assumed that neg-

proces
ative and positive information can spread in the same net-
work, while the negative influence can be counteracted by pos-
itive one. Tan et al.!'8! put forward an improved susceptible—
infected-recovered (SIR) model for blocking misinformation
propagation in OSNs, which is based on the assumption that
nodes in / state can become S state through self-healing, and
spreaders can change back to recovery state through human
intervention. Sun ef al.!!°! established a comprehensive prop-
agation model by considering some psychological factors of
nodes, where both trust mechanism and correlation mecha-
nism are fused to describe the dynamics of rumor on hetero-
geneous and homogenous networks. Manouchehri et al.!*]
proposed an improved independent cascade (IC) model to sim-
ulate the information propagation in OSNs, they investigated
the influence blocking problem by considering both deadline
and time delay during rumor propagation process. Luo et
al.’>!1 designed an improved SIR model with nonlinear inci-
dence and time delay in heterogeneous networks, which fully
considers intervention mechanism and multilingual environ-
ment in the process of rumor propagation.

In recent years, a series of solutions have been put for-
ward from multiple aspects to solve the rumor blocking max-
imization (RBM) problem, which can be roughly divided
into three categories.!?>”] The first one is to block specific
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[22.23] Thjs kind of methods tends to remove several

nodes.
influential nodes, which plays an important role in informa-
tion spreading, so that the rumor propagation can be blocked
as much as possible. The second one is to remove edge for

1,421 which selects a set of influential edges according

rumo
to the designated criteria, and deletes these edges to ensure that
the spreading of rumor is limited. The third one is to spread
positive information for combating rumors,!?%?71 whose core
idea is to choose a subset of influential nodes as the anti-rumor,
such that the positive information can be adopted by majority
of users. In other words, if users adopt anti-rumor informa-
tion, they will no longer be affected by the rumor, i.e., they
will immune to rumor.

As stated above, although a number of propagation mod-
els (for simulating the spreading process of information) and
anti-rumor seeds selection algorithms (for spreading truth)
have been developed to solve the RBM problem, there are
still some problems that need to be addressed. On the one
hand, typical propagation models pay more attention on the
activation process of nodes with only one state, while the ru-
mor propagation process always exists competition between
negative and positive information. A novel propagation model
should be constructed to simulate the competitive spreading
process between rumor and anti-rumor. On the other hand,
most of the current anti-rumor seeds selection algorithms are
compromising between computational complexity and result
accuracy, while ignoring the local topological characteristics
that the community structure brings, and the “rich-club” phe-
nomenon among seed nodes.

In this work, we study the rumor blocking maximization
problem and put forward a new algorithm to address the rumor
propagation problem. First, we propose a novel propagation
model called the competitive linear threshold model with state
transition (CLTST) to examine the RBM problem. As an ex-
tension of the traditional LT model, CLTST describes the pro-
cess of rumor and anti-rumor spreading in the network simul-
taneously. In CLTST, an inactive node will be activated when
the combined affect of node’s active in-neighbors is larger than
its active threshold, and the activated nodes will transform
theirs state when total influence from the active in-neighbors is
changed. Then, under the framework of CLTST model, a new
community-based rumor blocking algorithm (CRB) based on
influence maximization theory is put forward, which aims to
identify a set of influential seeds that propagate anti-rumor in-
formation to other nodes. The proposed CRB algorithm com-
prehensively considers the information of community struc-
ture, the information about node itself and the mutual interac-
tions with its neighbors, which consists of three phases, com-
munity detection, selection of candidate anti-rumor seeds and
generation of anti-rumor seed set. The major contributions of

this paper are summarized as follows:

(1) Based on the LT model, we propose a CLTST propa-
gation model to simulate the competitive spreading process of
rumor and anti-rumor, which introduces active threshold and
decision threshold to take effect in infecting inactive nodes or
transforming the state of active nodes. In addition, each ac-
tivated node will transform its state with the change of total
influence from the active in-neighbors.

(2) We put forward the CRB algorithm to identify a
set of influential nodes as the source of anti-rumor informa-
tion, which utilizes the information of community structure
to disperse seed distribution and reduce computation cost,
and the candidate anti-rumor seeds are obtained by evaluat-
ing the nodes’ influence in communities. After that, an adap-
tive search strategy is put forward to obtain the best anti-rumor
seed set solution from the candidates.

(3) Under the proposed CLTST model, our CRB algo-
rithm is compared with other six popular algorithms on nine
online social networks, and the experimental results show that
the performance of CRB is superior to those of the contrast
methods.

The rest of this work is organized as follows: Section 2
briefly reviews the related researches. The RBM problem and
CLTST model are introduced in Section 3. Section 4 illustrates
our proposed community-based rumor blocking algorithm in
detail. Next, some essential experimental setup, including the
evaluation metrics, compared algorithms and dataset are listed
in Section 5. Subsequently, the obtained results and related
statistical analysis are shown in Section 6. Finally, we con-

clude the whole work in Section 7.

2. Related work

In this section, we survey the existing researches re-
garding rumor blocking problem, which can be roughly di-
vided into three families: blocking nodes, removing edges and

spreading positive information for rumor blocking.

2.1. Blocking nodes

The first family is blocking some influential nodes such
that the diffusion of rumor in OSNs is minimized. Recently,
numerous researches introduced static topological characteris-
tics to evaluate the importance of nodes in the propagation pro-
cess of rumor.?8-34! For example, Wu and Pan!?®! constructed
two competitive propagation models to simulate the propaga-
tion process of information, and a set of influential nodes with
the largest contagious probability were blocked to address the
influence blocking problem. Pham et al.’*! proposed a time-
constraint deterministic LT model to investigate how to limit

the spreading of rumor in OSNs, and a novel greedy algorithm
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was put forward to find several nodes whose removal will min-
imize the spread of rumor. Taking into account the community
structure of networks, Zheng and PanB39 focused on the least
cost rumor community blocking optimization problem, which
guarantees that the number of activated nodes is less than a
given positive integer when the process of rumor propagation
is terminated. Yan and his coworkers*!! defined the minimiz-
ing rumor influence problem, and the activation probability of
each user was minimized by blocking a set of influential nodes.
Ding et al.’®?) proposed a dynamic rumor propagation model
to get a balance between the effectiveness of rumor blocking
and computational cost, and a set of nodes were blocked to
keep the propagation scale of rumor as low as possible. Yao
et al.!¥ classified users in a network into different groups and
put forward five types of controlling measures for fast con-
trolling of rumors. According to integer linear programming,
Yang et al.®* deduced a mathematical programming formu-
lation to simplify the rumor blocking problem, which aims to
minimize the propagation of rumor by blocking a subset of
influential nodes.

2.2. Removing edges

The second category is removing some edges that takes
effect in rumor propagation, which is an effective approach to
minimize the negative impact of rumor. In other words, the
RBM problem is usually equivalent to the problem of mini-
mizing the influence of rumor, and the selection of influential
edges is vital for designing the blocking strategy. >~ Based
on the high-betweenness immunization sequence, Schneider et
al.B! developed an immunization approach to minimize the
spreading of rumor, where the sum of the largest connected
clusters in graphs is considered as node’s spread susceptibility.
Tong et al.'*%) assumed that the eigenvalue of network matrix
is an important indicator to evaluate the propagation suscepti-
bility of nodes, and tended to identify a set of influential edges
whose removal will minimize the eigenvalue of matrix. Yao

1371 designed a new algorithm for identifying a subset of

et al.
edges to minimize the spread of misinformation, and an it-
erative greedy algorithm was proposed to add edges with the
maximum marginal gain into edge seed set in each iteration.

381 constructed a random walk model for rumor

Dey and Roy
blocking in OSNs, which blocks a set of influential edges with
the highest betweenness centrality to limit the propagation of
rumor. Yan et al.3%! presented a greedy algorithm to address
the problem of rumor spread minimization, and a set of edges
with the maximum marginal gain in the graph were removed
to block activated nodes as much as possible. Jiang et al.[*0]
constructed a general target information disseminating model
to investigate the propagation paths of rumor, and introduced

a random walk algorithm to block a budget-limited set of in-

fluential paths.

2.3. Spreading positive information

The third family aims to spread positive information to
others, such that the negative influence of rumor will mini-
mize. In recent years, several researches about positive influ-
ence maximization have been achieved.*!=#7! Budak et al.[*!]
investigated the problem of two competitive events propaga-
tion in the same network, where a greedy approach is intro-
duced to select a set of seeds for spreading positive influence to
reduce the number of users who accept rumor as much as pos-
sible. Tong et al.'*?! constructed an extended diffusion model
to solve the multi-campaign spreading problem, which pro-
poses a hybrid sampling method to obtain positive seed set,
and considers that nodes more likely to be influenced by mis-

11431 designed a

information needs more attention. Yang ef a
competitive model to simulate the propagation process of ru-
mor and truth in the same network, the model assumed that the
probability of users activated by positive message depends on
various social factors, and users who adopt rumor may reverse
their state as the state of neighbors altering. Xiao et al.[*4]
proposed a group behavior model for modeling the process
of rumor and anti-rumor spreading in networks, which takes
into account the complexity and diversity of rumor propaga-
tion feature space, and takes full advantage of representation
learning in data feature extraction. Based on tensor comple-
tion, evolutionary game theory and sparse representation, Li

1.1%5) put forward a game diffusion model to analyze the

eta
relationship between rumor and anti-rumor in diffusion pro-
cess, and an improved graph convolutional network was pre-
sented to quantify the probability that user’s behavior being
activated. Xiang et al.!*®! investigated the problem of rumor
blocking with pertinence set, and proposed a novel hybrid
greedy framework to find a set of truth seeds. He et al.[*"]
focused on the problem of positive influence maximization
within a limited time, which devises a novel measure to se-
lect seed nodes by making full use of inverted index, forward
index and cost delay.

The core of positive influence maximization is selecting a
set of influential nodes as the source of anti-rumor. To address
this problem, various algorithms have been put forward from
different viewpoints. #3331 Xie er al.1*8] designed an adaptive
degree-based heuristic algorithm to identify some influential
nodes as seed spreaders, considering that nodes have more
neighbors with the seed set unlikely to be selected as seeds.
Yang et al.'*”! developed a community-based influence maxi-
mization algorithm to choose several seed spreaders, they de-
vised a recursive clustering approach to partition entire net-
work into communities, and the topological potential “peak—
slope—valley” structure was introduced to determine seeds.
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1301 developed the module-based influ-

Beni and his coworkers
ence maximization algorithm to select influential nodes, where
graph modules were identified on basis of the information of
node itself and neighbors. In the framework of the gravity cen-
trality model, Xie and his coworkers>!! proposed a novel mea-
sure to determine a set of seed nodes in hypergraphs, where
the influence of nodes is measured by incorporating the degree
and the higher-order distance of nodes. Umrawal ez al.3%! con-
structed a community-aware divide-and-conquer framework to
address the influence maximization problem and proposed a
novel progressive budgeting scheme to identify core nodes in
each community. According to local topology structure and
group trust, Guo et al.!>3! developed a novel algorithm for ad-
dressing influence maximization problem, which fully consid-
ers the influence of group during the propagation of informa-

tion, and the local structure information of different groups.

3. Model formation

Let G = (V,E,w) be a directed network, where V and E
represent the node set and the edge set, respectively. Let N and
M represent the number of nodes and edges of G, respectively.
If exists a direct edge from node i to node j, we decide that
(i,j) € E. Here w; j(1 <i,j <N,i# j) represents the prop-
agation probability to directed edge (i,j) € E. If (i,j) ¢ E,
w; ; = 0; otherwise, w; j = 1 /d}“, where d}“ is the number of
in-degree neighbors of node j.

3.1. Rumor blocking maximization problem

The main idea of the RBM problem is to select some in-
fluential seed nodes for spreading anti-rumor information, so
as to minimize the number of users activated by rumor. Here,
Sr is the source of rumor spreading process, and Sp is the
source of anti-rumor diffusion process. When the propagation
process is terminated, 6(Sg,Sa) denotes the total number of
nodes that are activated by Sr rather than S,. Mathematically,
it can be formulated as

{f(S) = arg min 6(SR,SA), 0

subject to |Sr| = [Sa| < &,

where f(S) represents the minimum number of nodes that are
activated by rumor rather than anti-rumor.

3.2. Competitive linear threshold model

In existing researches, most of the diffusion models as-
sume that when one person is activated by one piece of infor-
mation, he/she remains in that state forever and never changes
his/her mind. This assumption may work well for the prod-
uct marketing related to purchase behavior, once a purchase
has been made, it is difficult to reverse the user’s behavior.

However, in the process of information propagation, new in-
formation gathered from various sources may prompt users to
change their attitudes towards a news event.

Since threshold models are relatively appropriate to de-
scribe collective behaviors,[** this work intends to improve
linear threshold model to characterize the competitive propa-
gation dynamics of rumor and anti-rumor in social networks.
To do this, we propose a competitive linear threshold model
with state transition (CLTST) to simulate the dissemination
process of rumor and anti-rumor in the same network. In
the CLTST model, nodes have three alternative states: R
state (adopting rumor), A state (adopting anti-rumor), inactive
(adopting neither rumor or anti-rumor) and one transient state:
influenced (considering to adopt rumor or anti-rumor). The
transition of four types of nodes is shown in Fig. 1, and the
state transition rules are defined as follows: (1) For a user « in
inactive state, if the influence from the activated in-neighbors
is larger than or equal to its current active threshold (6,), this
user transforms to influenced state. (2) For a user u in in-
fluenced state, if the influence from the activated R-state in-
neighbors is larger than or equal to its current decision thresh-
old (6}), this user transforms to R state; otherwise, this user
transforms to A state. (3) For a user u in R state, if the in-
fluence from the activated R-state in-neighbors is smaller than
its current decision threshold (6%), this user transforms to A
state. (4) For a user u in A state, if the influence from the acti-
vated R-state in-neighbors is larger than or equal to its current
decision threshold (6Y), this user transforms to R state.

R state
|
|
[
|
2 _a PN
' R
L__1
Inactive Influenced
L
A state

Fig. 1. The proposed competitive linear threshold model with state tran-
sition.

The specific idea of the CLTST model is as follows. Ini-
tially, Sg and Sa denote the source seed set of R state and A
state, respectively. Moreover, nodes that not belong to Sg and
Sa are set to inactive state. At each timestamp, if the influence
from the activated in-neighbors is larger than or equal to its
current active threshold, an inactive node u will be activated to
participate into the information propagation process. In other
words, an inactive node u transforms to influenced state when
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it satisfies the following condition:

Y wuB(w) > 6" (u), 2
)

veln(y

where I''" (1) denotes the in-neighbor set of node u; 3’ (u) rep-
resents the active probability that node u is activated at time
t, which depends on the influence of node u’s activated in-
neighbors. The value of 87 (u) is calculated by

[3[(”) =1- H (1 =wyu-x0(2)) - (1 =xu(1))],  (3)
verin(y)
where x,(¢) = 1 means that node v is activated, and x,(t) = 0
means that node v is inactive. In Eq. (2), 6'(u) is the active
threshold of node u at ¢ timestamp, which is calculated by

_ il
N b

6" (u)

“4)

with the current active threshold 6 (u) of node u being defined
as the ratio of active nodes at  — 1 timestamp.

A node u will become R state or A state when it is
activated. If the total influence from the active R-state in-
neighbors is larger than or equal to its current decision thresh-
old, activated node u will adopt rumor and aggressively spread.
Mathematically, it can be formulated as

Zv in(y ﬁl(v) “Wyu
e{rmwnrR} > O (u), &)

ZVE{F“‘(]J)QE,I} Bt(v) : WV,M

Step 0

©, ©) D)

Lpasy
14 —
9R(”t)_ |1—t‘71|7 (6)

where I;_; and I}, represent the set of active nodes and ac-
tive R-state nodes at (1 — 1) timestamp, respectively. Similarly,
the current decision threshold 6} (u) of node u is defined as the
ratio of active R-state nodes at t — 1 timestamp. On the con-
trary, if node u does not satisfy the above inequality, it will
transform to A state.

Furthermore, in most of the existing competitive diffu-
sion models, once a node is activated by one type of infor-
mation, the activated node does not change until the propa-
gation process is terminated. However, people’s perception
towards an event will change according to new information
they gathered, and users who spread rumor will also transform
their stance after receiving positive information.*3! Inspired
by this, we allow that active nodes will transform their states
with the change of total influence of its active in-neighbors. If
the influence from the activated R-state in-neighbors of node u
is larger than or equal to its current decision threshold 6j (u),
the active R-state node u will remain its state. Otherwise, node
u will become A state. Similarly, the active A-state nodes also
undergo the state transforms when the total influence from its
active in-neighbors is change. When no more nodes in the net-
work can be activated and the state of nodes remains stable, the

propagation process will be terminated.

®

Fig. 2. A simple network with ten nodes for illustrating the CLTST model.

In the proposed CLTST model, the states of nodes are
divided into more detailed parts, and two parameters called
active threshold and decision threshold are introduced to take
effect in infecting inactive nodes or transforming the state of
active nodes, so as to fit the real situation of rumor propagation

process as much as possible. Compared with the existing re-

searches, the proposed model can portray the interaction mode
of nodes and the mechanism of rumor propagation more accu-
rately. To illustrate the proposed CLTST model more clearly,
Fig. 2 gives an example for explaining the state transition pro-
cess of nodes. Initially, it is assumed that Sg = 1 and Sp = 6.
In time step 1, the active threshold (6! («) = 1/5) and decision
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threshold (63 (u) = 1/2) for each node are calculated accord-
ing to Egs. (4) and (6). The active probability for nodes 2, 3, 4,
5,7 are calculated as Eq. (3), and the resultis 8'(2) = ' (3) =
B'(4)=pB"(7)=1,B'(5) = 1/5. According to the state trans-
fer rules, nodes 2, 3 and 4 transform to R state, and nodes 5
and 7 transform to A state. In time step 2, 8%(u) = 7/10,
Ox(u) =4/7, B*(5) = p>(7) = B*(8) = B' (4) = B*(10) = L.
Nodes 7, 8 and 10 transform to A state since these three nodes
does not satisfy Eq. (5). For node 5, the total influence from
the active in-neighbors is greater than its current active thresh-
old, so node 5 transforms to R state. In time step 3, the total
influence from the active in-neighbors of node 5 has changed,
and is smaller than its current active threshold (63 (u) = 1/2),
so node 5 transforms to A state again. Meanwhile, the propa-
gation process is terminated.

4. Rumor blocking maximization algorithm

As mentioned above, a number of algorithms have been
established for blocking rumor diffusion. However, there are
still some problems that need to be addressed. On the one
hand, due to the high computational cost, greedy based algo-
rithms are easily constrained in large-scale networks.>*3> On
the other hand, community detection is beneficial in reduc-
ing the computational cost of algorithms and dispersing the

selected seeds, most of the existing research works neglect

the community structure information of networks in selecting
anti-rumor seed set. %371

To address these problems, this work puts forward a new
community-based rumor blocking algorithm (CRB) based on
influence maximization theory. The core step of our algorithm
is to select a set of influential seeds spreading anti-rumor in-
formation to other nodes, which consists of three phases: (1)
community detection, (2) selection of candidate anti-rumor
seeds, (3) generation of anti-rumor seed set. In order to
achieve rapid dissemination of information, the distribution
of anti-rumor seed nodes in the network should be relatively
dispersed, for this purpose we first perform community detec-
tion by employing the classic Louvain algorithm. After the
initial community division, a number of small-scale commu-
nities are merged for reducing computational cost and accel-
erating information propagation. Subsequently, to ensure that
the selected candidate anti-rumor seeds are fully dispersed in
the network, the number of candidate anti-rumor seeds in each
community is determined by community size and the close-
ness of network. Finally, based on the influence of the node
itself and the interaction information between nodes and its
neighboring node set, an adaptive search strategy is employed
to yield a satisfactory solution within a reasonable time and
avoids premature convergence. Details of the CRB algorithm
are illustrated in the following subsections, and all the key pa-
rameters and symbols are presented in Table 1.

Table 1. Notations.

Parameter Description
G An unweighted and directed network
Vv Set of nodes in G
E Set of edges in G
N Number of nodes in G
M Number of edges in G
Wi j The propagation probability between nodes i and j
d.i/“ The number of in-degree neighbors of node j
SR Rumor seed set
Sa Anti-rumor seed set
B (u) The active probability that node u is activated at time ¢
0" (u) The active threshold of node u at time ¢
65 (1) The decision threshold of node u at time 7
k Number of source seeds
We, The community weight of community C;
6. The community influence threshold
c={C,C,...,Cp} Initial community structure
Cy ={C1,C,...,Cp, } Optimized community structure
CNc;, The number of candidate anti-rumor seeds at community C;
PLC, The potential influence score of node x
CSS Optimized candidate anti-rumor seed set
IS = {X,X2,..., X } Initial anti-rumor candidate solution
CS Current solution after each iteration (In the first iteration, CS =1S)
DEDV(CS) The DEDV fitness function value of current solution CS
SA Search area consisting of nodes in the CSS that do not belong to the CS
N A newly generated solution by selecting a seed in CS to randomly replace one node in SA
SSa Anti-rumor seed set obtained by the proposed algorithm
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4.1. Community detection

The inherent characteristics of complex networks com-
plicate the task about selecting some influential nodes as seeds
in an entire network. As is well known, one of the best ad-
vantages of Louvain algorithm is its high efficiency.>®! More-
over, Louvain algorithm requires no prior knowledge on the
community number. Inspired by this, we employ the Louvain
algorithm to divide online social networks into a number of
small communities. After the community detection process,
those small-scale insignificant communities with few nodes
and edges should be merged into large-scale communities.
This is due to the fact that nodes in small communities have
limited influence and they cannot spread information widely
across multiple communities. The influence of each commu-
nity depends on not only the size and connection strength of
communities, but also the mutual attraction and information
transmutation between communities. For a given network, the
community structure C = {C},C>,...,C,} is obtained by em-
ploying the Louvain algorithm, where C; represents the i-th
community and p is the number of communities. The commu-

nity weight is computed as follows:

A iec, dij
W = - Lcady @)
In |G| 2|CGi|(|Ci]—1)
IGi| i
A=Y d Ind’+dy Ind", ®)
x=1

where |C;| is the number of nodes in community C;, x repre-
sents the one of nodes in community C;; ™ and d%* denote
the number of in-degree neighbors and out-degree neighbors
of node x, respectively; d;; is the shortest distance between
nodes i and j, while these two nodes are in the same commu-
nity G;.

Then, we define the community influence threshold (6.)
to determine which communities should be merged. If the in-
fluence of community C; is greater than or equal to 6., C; is
considered as a strong community and is suitable to explore
influential nodes as seeds at a later step. On the contrary, when

the influence of community C; is less than 6., C; is considered
as a weak community and fails to go to the next step. Next,
several weak communities with the closest average distance
are merged into one large community, until the influence of
combined community is greater than .. If there exists only
one weak community or the influence of combined community
is smaller than 6., the weak community or the combined com-
munity is designated to one of the strong communities ran-
domly. The community influence threshold 6, is calculated as

follows:
‘C‘min

‘Clmax +k+p’

is the largest density of all involved

©))

6. = Denpay -

where Denpax

.51 |Clmax and |Clmin represent the scale of

communitie
the largest and smallest communities, respectively; k stands
for the number of anti-rumor seeds in the network; p de-
notes the number of communities. After merging communi-
ties, we can obtain the optimized community structure Cy; =
{C1,Cs,...,Cp, }, where py is the number of communities and
p1<p.

To illustrate the above community detection process, a
simple network with 22 nodes and 33 edges is chosen as an
example. As shown in Fig. 3, the Louvain algorithm is intro-
duced to partition the entire network into 5 communities, and
the weight of each community is W¢, = 0.0595, W, = 0.0521,
We, = 0.0894, W, = 0.1222, and W¢, = 0.0834. If the seed
size k = 2, the community threshold of the simple network is
6. = 0.0714. By comparing the weight of each community
and 6, criteria, communities 3, 4 and 5 can be considered as
a strong communities since Wc,, W, and W¢, are greater than
6.. On the contrary, communities 1 and 2 are considered as a
weak community because the weight of these two communi-
ties are lower than 6.. Then, communities 1 and 2 are merged
into a novel community, and the weight of the new combined
community is W™ = 0.0992, which is larger than 6. There-
fore, the community detection and merging process is com-
pleted, and the optimized community structure of the simple

network is return.

Community T

Community 1

Community
detection
»

,
Lt I

Community 4

Community 2

Community 2

Community 3

Community
merging
»

Lt I

Community 3
Community 5 Community 4

Fig. 3. An example of community detection.
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Algorithm 1. Community detection

Input: Network G = (V,E,w)

1. Apply Louvain algorithm to obtain the initial community structure C = {C;,C»,...,Cp}

2. Generate weak communities Cw = {Cw1,Cw2,...,Cwy} based on community closeness

3. Setj<+ 1
4. while Cy # 0 do

C"}Vl\' — Cwi UCWj
it W, > 6 then
Cw {CW — Cwi —ij} UC(/Vk
end if
10. j«j+1
11. end while

0 P N

Search for the nearest weak community Gy of C

12. return Optimized community structure Cyy = {C1,C,...,Cp, }

The pseudo-code of the community detection is presented
in Algorithm 1. Line 1 divides the entire network into sev-
eral communities according to the conventional Louvain algo-
rithm, and line 2 generates weak communities according to the
closeness of each community. Lines 3—11 merge several weak
communities as a novel strong community. To do this, each
weak community tries to merge another weak community with
the smallest average distance, and the weight of the combined
community is compared with the community threshold of net-
work. The process is terminated until the weight of combined
community is larger than the community threshold of network.
Line 12 returns the optimized community structure.

4.2. Selection of candidate anti-rumor seeds

Influential nodes in OSNs as seed nodes for spreading
truth information can help to suppress the rapid dissemination
of rumors. The aim of this stage is to derive the candidate
anti-rumor seeds based on the community division results. To
achieve this, we first determine the number of candidate anti-
rumor seeds in each community according to the closeness of
network and size of community. Then we introduce the poten-
tial local centrality to assess the node’s influence by consider-
ing the information of node itself and its neighbors.

4.2.1. Determining candidate anti-rumor seeds num-
ber

From the perspective of information propagation and re-
source allocation, it is unreasonable to allocate the same num-
ber of anti-rumor seeds in communities of different sizes.
Therefore, before yielding candidate anti-rumor seed set, we
calculate the number of candidate anti-rumor seeds in each
community. Specifically, the upper bound of candidate anti-
rumor seed set is calculated by the closeness of networks, and
the size of each community determines the distribution of can-
didate anti-rumor seeds. Mathematically, the number of can-

didate anti-rumor seeds at each community is calculated by

CNg, = {exp (N(;Ai l)) k- thfi||ci|—‘7 (10)

where CN; is the number of candidate anti-rumor seeds in
community C;. In Eq. (10), the number of candidate anti-
rumor seeds in each community is determined according to
three main aspects: exp(2M/N(N — 1)) is an adjust parame-
ter to determine the selected number of candidate anti-rumor

seeds in each community, k represents the number of anti-
IGi]

. . . Z?:l 1 Cil . .

bution of candidate anti-rumor seeds. Taking Fig. 3 as an

rumor seeds in the network, and controls the distri-
example, the number of candidate anti-rumor seeds at each
community is CN¢, = CN¢, = [0.7341] =1, CN¢, =CN¢, =
[0.4195] = 1. In other words, we select one node as candidate

anti-rumor seed in each community.

4.2.2. Selecting candidate anti-rumor seeds

For each community, the candidate anti-rumor seeds has
faster and broader influence propagation than other general
nodes. %0621 The higher the propagation capability, the larger
probability that a node will be selected as a candidate anti-
rumor seed. Inspired by three degree of separation(*64 and
community structure in networks, we define the potential lo-
cal centrality (PLC) for calculating the propagation capability
of nodes in each community. The proposed algorithm com-
prehensively considers the information about the source node
itself, its nearest neighbors and the next nearest neighbors, as
well as the mutual interactions between them. Concretely, the

potential influence score of each node can be calculated by

Z dv Wy,

Qu = lcl:lg (M) . Z d[ . Wu,t +dg‘l;t(lxl) .

terin(y) vel o ()
(11)
PLCy =df, () ) Quweutde!(x): Y, Qjrwej,
ueln (x) JEr™(x)
(12)

where nodes u, ¢, v, x and j are in the same community Cg,
and C¢ is a community in optimized community structure
Cum; d (u) and d2"(u) represent the number of in-neighbors
and out-neighbors of node u in community C¢, respectively;
I'™(u) and I'"(u) denote the in-neighbor and out-neighbor
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set of node u, respectively; d; denotes the number of neigh-
bors of node ¢ in the network. The node with larger PLC score
is more likely to affect others within the same community, thus
we select the top-CN¢, nodes in community C; in descending
order of the PLC values, and add these nodes into candidate
anti-rumor seed set. In the case of multiple nodes with the
same PLC value, nodes with the largest number of neighbors
are chosen as candidate anti-rumor seeds.

In order to illustrate the process of selecting candi-
date anti-rumor seeds, we also choose the example network
mentioned in Fig. 3. In community 1, the potential influ-
ence scores of all nodes are {PLC; = 6, PLC, =4, PLC; =
3, PLC4 = 15, PLCs =4, PLCg = 4, PLC;5 = 0}. Since
CNc, = 1, node 4 is selected as the candidate anti-rumor seed
in community 1. In a similar way, the largest PLC values
of communities are 10, 13, and 11, respectively. In sum-
mary, the candidate anti-rumor seed set in Fig. 3 is CSS =
{4,10,11,13}.

The outline of candidate anti-rumor seeds selection is pre-
sented in Algorithm 2. Lines 1-3 calculate the potential influ-
ence score of nodes in the network, which considers the in-
formation of position, neighborhood and topology structure of
nodes in the community. Lines 4-10 generate the candidate
anti-rumor seed set. In order to do so, nodes in each com-
munity should be sorted by the potential influence score in
descending order, then the most influential nodes in the com-
munity are selected as candidate anti-rumor seeds. Line 11
returns the candidate anti-rumor seed set CSS.

Algorithm 2. Selection of candidate anti-rumor seeds

Input: Community structure Cyy = {C1,C,...,Cp, }

1. fori = 1to N do

2. Calculate the PLC value of node i using Eq. (12)
3. end for

4. SetCSS + 0

5. fori = 1to p; do
6. Rank nodes in community C; in descending order of the PLC value
7. Calculate CN; in community C; according to Eq. (10)

8.  Select top-CN; nodes in community C; to generate set CSS;

9. CSS « CSS U CSs;

10. end for

11. return Candidate seed set CSS

4.3. Generation of anti-rumor seed set

The goal of the proposed CRB algorithm is to find the
k nodes in the network that have the largest final sphere of
influence so that these k nodes act as the initial active nodes
to spread truth information, resulting in the maximum num-
ber of nodes being influenced. According to the previous two
phases, we obtain the candidate anti-rumor seed set for a given
network. In this subsection, an adaptive optimized solution is
proposed to obtain the anti-rumor seed set, which can not only
maximize the total influence spreading sphere, but also mini-

mize the overlapping influence of the seeds. The generation of
the seed node set can be proceeded as follows.

4.3.1. Initializing anti-rumor seed set

Considering that the process of self-convergence speed
depends on the selection of the initial anti-rumor seed solution,
a high quality solution is constructed to improve the efficiency
of the algorithm. We select the top-k nodes in descending or-
der of their PLC scores, rather than randomly choose nodes
with the highest degree. To be more specific, we construct an
initial anti-rumor seed solution IS = {X;,X,,...,X;} among
the candidate anti-rumor seed set CSS, where X; > X; 1 in the
value of PLC.

4.3.2. Estimating expected diffusion value

To evaluate the influence spread size of each solution,
the existing greedy algorithm and its various extensions tend
to take the average value through extensive repeated compu-
tation, which accompanies high computational cost in large-
scale datasets. Very recently, a fitness function called ex-
pected diffusion value (EDV) is put forward by Jiang and his
coworkers,[“J which can be considered as the each solution’s
expected diffusion capability. On this basis, we propose a
novel fitness function called directed expected diffusion value
(DEDV) to estimate the spreading capability of each solution
in directed network, which combines the propagation proba-
bility between pairs of nodes with the diffusion value within
one hop. The aim of DEDV is to evaluate how many neighbors

will be activated by seeds, which can be formulated as

DEDV(S) =k+ Y
i€S,JENU(S) /S

[1—(1—w;)°V],  (13)

where k is the scale of anti-rumor seed set S, NP (S)/S rep-
resents the set of out-neighbors of set S, excluding the nodes
which belong to S; & () refers to the number of edges between
set S and node j.

4.3.3. Optimizing anti-rumor seed set

The solution evaluation process is conducted through a
local search technique. In the first solution, the current solu-
tion (CS) is consistent with the initial solution (CS =IS). The
search area SA = {CSS — CS}. In each iteration, a new so-
lution S’ is obtained by replacing a node in solution CS from
the search area SA, and the interchange between nodes is per-
formed arbitrarily. The directed expected diffusion value of
solution CS and S’ can be computed as

Gain(S'|CS) = DEDV(S') — DEDV(CS). (14)

The new solution S’ will be accepted if the value of dif-
fusion gain is positive. On the contrary, the current solution
survives to go to the competition in the next iteration. For
finding a better solution, the iteration process will execute
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[log(|Sal) - k] times, which ensures that seeds in S will replace
multiple times.

The pseudo-code of anti-rumor seed nodes generation is
presented in Algorithm 3. Lines 1-3 obtain the initial anti-
rumor seed node solution, which consists of top-k nodes se-
lected by sorting candidate anti-rumor seed set according to
the PLC value in descending order. On the basis of the DEDV
strategy, lines 4—12 generate the optimize anti-rumor seed set

solution by iterating multiple operations. Specifically, line 5

creates a novel solution §’ by arbitrarily replacing a node in
CS from SA. Then, the expected diffusion values of the CS
and §’ are calculated in line 6. Lines 7-11 calculate the diffu-
sion gain resulted from the new solution, and determine which
solution will go to the competition in the next iteration. The
iteration will execute [log(|Sa|) - k] times until the anti-rumor
seed set with the broadest and fastest capability of informa-
tion propagation is found. Finally, the best anti-rumor seed set
solution is yielded in lines 13 and 14.

Algorithm 3. Generation of anti-rumor seed set

Input: Candidate seed set CSS, number of seeds k
1. Sort CSS by the PLC value in descending order

. while iteration < [log(|Sa|) k] do

Gain(S'|CS) = DEDV(S’) — DEDV(CS)
if Gain(S'|CS) > 0 then

9. CS« S

10. end if

11. iteration = iteration + 1

12. end while

13. SSp «+CS

14. Return anti-rumor seed set SS A

o N oL AW

. Select top-k nodes in CSS set to generate initial solution IS
. Set CS =18, SA = {CSS — CS}, S < 0, iteration < 1

Replace a node in CS from SA arbitrarily to generate a new solution S’
Compute DEDV(CS) and DEDV (') of current solution CS and new solution S’ according to Eq. (13)

4.4. Computational complexity analysis

For the proposed CRB algorithm, the computational com-
In Algo-
rithm 1, the time cost of Louvain algorithm is O(N -logN)

plexity is separately calculated in three phases.

and generating the weak community set require O(p) time,
respectively. Here, p is the number of communities in the
network obtained by Louvain algorithm. The time complex-
ity of merging the weak communities is O(x?). Thus, com-
munity detection requires O(N -logN + p + x?) time. In Al-
gorithm 2, the time cost of evaluating the potential influence
score of nodes is O(N - (k)?), where (k) is the average degree
of network. Selecting anti-rumor candidate seeds in each com-
munity require O(p;) time. Here, p; is the number of opti-
mized communities. Therefore, the time complexity of Al-
gorithm 2 is O(N - (k)? + p;). In Algorithm 3, forming ini-
tial anti-rumor seed solution requires O(N) time. In lines 4—
12, the time complexity of searching for optimal anti-rumor
seed set through multiple iterations is [log(|SA|) - k] - (k),
where |SA| is the search area and k is the anti-rumor seed
size. Thus the anti-rumor seed set generation process needs
O(N+[log(|SA|)-k] - (k)) time. In summary, the overall com-
putational complexity of CRB is O(N -logN + p + x>+ N -
(k)2 4 p1 4+ N + [log(|SA|) - k] - (k)). Since p, x, p1, SA, k
and (k) are much lower than N, thus the total time complexity
of CRB can be simplified to O(N - (logN + (k)?)).

Table 2. The basic statistical features of nine networks with N nodes
and M edges. AOD and MOD represent the average out-degree and
max out-degree of the network, respectively. D is the diameter of the
network.

Network N M AOD MOD
Trust 4658 40133 8.6159 100 9
Gnutella 6301 20777 3.2974 48 20
DBLP 12590 49759 3.9523 617 20
Chicago 12982 39018 3.0055 7 111
Google 15763 171206 10.8613 852 17
Cora 23166 91500 3.9498 104 48
Twitter 23370 33101 1.4164 238 16
Linux 30837 213954 6.9382 243 19
Epinions 75879 508837 6.7059 1801 16

5. Experimental setup

To illustrate the effectiveness of the proposed algorithm
in solving the RBM problem, several groups of experiments
Trust is the
trust network between users of the site http://dvd.ciao.co.uk/,

are performed on nine online social datasets.

Gnutella is a social network among users of different Gnutella
hosts, DBLP is a collaboration network in the field of sci-
entific publications, Chicago is a co-authorship network of
users in Chicago region, Google is the hyperlink network
from pages within Google’s own site http://www.google.com/,
Cora is a collaboration network of scientific researchers, Twit-
ter is the directed social network contains Twitter users’ in-
formation, Linux is the open source collaboration network

for Linux source files in version 3.16, Epinions is an on-
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line social network extracted from the consumer review site
http://www.Epinions.com. The basic statistical features of
nine soical datasets are listed in Table 2.

5.1. Datasets

5.2. Benchmark algorithms

To evaluate the performance of the proposed algorithm,
we choose six state-of-the-art rumor blocking algorithms as
comparison methods, which are described as follows. All al-
gorithms are run on a PC platform with Windows 10, 1 CPU
(Intel Core i7-1165G7, 2.8 GHz) and 16 GB memory, and the
software platform is Matlab R2019a and Pycharm 2022.2.4.

« HC:[%¢1 A novel clustering algorithm, which classifies
nodes into different clusters according to the correlation
between nodes pairs, and the center node in each cluster
are selected to construct seed set.

« HGD:®"l An optimal clustering algorithm that divides
the entire network into different groups by deleting
some nodes with few neighbors, and the most influential
spreaders is selected according to the descending order
of each node’s degree.

» LKG:[8 A scalable and fast approach to detect top-k
influential nodes, which divides the entire network into
communities by using the conventional Louvain algo-
rithm, and employs k-shell decomposition algorithm to
identify the seeds in communities.

* PageRank:[%°! A traditional algorithm for Google’s web
page ranking, and it is extended to find influential seed
nodes in complex networks. In this study, the damping
factor is set to 0.85.

e Random:"3! A baseline method that selects the anti-
rumor seeds randomly.

« Unblocking:!'* A special case in which there is no pos-
itive cascade.

5.3. Evaluation metrics

Three different measures, including influence spread, the
ratio of rumor seeds and the ratio of anti-rumor seeds, are em-
ployed to evaluate the performance of the proposed algorithm.

(i) Influence spread: This measure represents the num-
ber of nodes in the network that has been activated by rumor
at time 7. In this experiment, the ratio of these two kinds of
nodes is fixed as [0.01 - N7.

(ii) The ratio of rumor seeds: The ratio of rumor seeds
is used to test whether the anti-rumor seeds selected by the
strategies can play a controlling role in the process of rumor
propagation. The ratio of rumor seeds is fixed as 0.01 - N

and the budget of anti-rumor seeds is selected range from
[[0.001-N], [0.01-NT].

(iii) The ratio of anti-rumor seeds: It adjusts the ratio
of the anti-rumor seeds to verify whether the blocking node
selected by different strategies can control the spread of ru-
mor in the network. The ratio of anti-rumor seeds is fixed as
0.01 - N and the budget of rumor seeds is selected range from
[[0.001-NT, [0.01-NT].

In the following experiments, 200 rumor seeds are se-
lected randomly, and the anti-rumor seeds are determined by
the strategy described as mentioned above. The experimental
results show the average number of activated nodes by rumor
seeds when the spreading process is terminated.

6. Experimental results and analysis

In this section, four groups of experiments are conducted
for comparing the proposed CRB algorithm and other contrast
methods. In experiment I, we compare the number of activated
nodes with the change of time on nine datasets. In experi-
ment II, we evaluate the number of final activated nodes for
the proposed CRB algorithm and six compared algorithms by
varying the percentage of rumor and anti-rumor seeds. In ex-
periment Ill, we investigate the dispersion degree of anti-rumor
seeds identified by different algorithms. In the last experiment,
the running time of the proposed CRB algorithm is compared
with the other six contrast algorithms.

6.1. Rumor spread

In the first set of experiments, we compare the rumor
spread over time obtained by the seven algorithms. On each
dataset, the number of rumor and anti-rumor seeds are fixed
as the one percent of the dataset size. Figure 4 shows the
experimental results of the number of R-state nodes on nine
datasets for different algorithms. This set of experiment is to
assess the rumor blocking capability of seven algorithms with
a fixed ratio of seeds. A lower number of R-state nodes indi-
cates a higher effect of rumor suppression by the anti-rumor
seeds. As observed in Fig. 4, compared with other six algo-
rithms, the number of nodes blocked by the proposed CRB
algorithm is much larger in most of the datasets. Specifi-
cally, in four datasets including Cora, Google, Chicago and
Gnutella, the number of R-state nodes activated by the pro-
posed CRB is obviously lower than other compared algorithms
through the entire spreading process. In other words, the anti-
rumor seeds obtained by the proposed CRB has better perfor-
mance in blocking rumor propagation. In Trust and Epinions
datasets, the performance of CRB is similar to those of HGD
and PageRank algorithms during the whole spreading process.
In DBLP, Twitter and Linux datasets, CRB is close to HGD al-
gorithm, and these two algorithms outperform other five meth-
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ods. To sum up, the proposed CRB algorithm can select anti-
rumor seeds in networks more accurately and it achieves better
performance in suppressing rumor dissemination.

6.2. Sensitivity analysis

To further evaluate the effectiveness of the proposed
CRB, we conduct two groups of experiments to perform the
sensitivity analysis, where the activated node numbers of
seven algorithms are compared by varying the percentage of
rumor and anti-rumor seeds.

Firstly, we focus on the performances of the proposed
CRB algorithm and six contrast algorithms when the propor-
tion of rumor seeds varies. In this experiment, the number of
rumor seeds (]Sr|) varies in a certain interval to better depict
the performance variation, where |Sr| = [¢-N] (¢ € [0,10]),
and the number of anti-rumor seeds is fixed as [Sa| = [0.01-

N1. Figure 5 presents the number of nodes activated by rumor
set under different rumor seeds proportions. Obviously, the
number of R-state nodes of these seven algorithms is growing
continuously as the proportion of rumor seeds increases. As
depicted in Fig. 5, the rumor blocking performance of the pro-
posed CRB algorithm always ranks first under different rumor
seeds proportions. More specifically, in Gnutella, Chicago,
Google and Cora datasets, the proposed CRB algorithm con-
sistently performs better than other six compared algorithms
under different rumor seeds proportions. In DBLP, Twitter and
Linux datasets, CRB algorithm obtains a low rumor propaga-
tion scale similar to that of HGD algorithm, and these two al-
gorithms outperform other five algorithms for all chosen pro-
portions. In addition, in terms of blocking the spreading of
rumor, the effectiveness of CRB, HGD and PageRank are very
close in Trust and Epinions datasets.
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Fig. 4. The spreading influence against time 7 on nine datasets obtained by CRB and six comparision algorithms, where the spreading
influence represents the number of activated nodes at time ¢ in the range between 0 and 25. The ratio of rumor and anti-rumor seeds is
fixed as one percent of the size of datasets. The F(r) values are obtained under the CLTST model by averaging 200 independent runs.
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Fig. 5. The stable propagation influence of seven algorithms on nine datasets. The ratio of rumor is fixed as one percent of the size
of datasets, and the ratio of anti-rumor seeds varies in a certain interval (|Sa| € [0.001,0.01] x N) to better depict the performance
variation. The stable propagation influence values are obtained under the CLTST model by averaging 200 independent runs.

Moreover, we test the performance of algorithms in ru-
mor influence blocking under different anti-rumor seeds pro-
portions. In this experiment, the number of anti-rumor seeds
(|Sa|) varies in a certain interval to better depict the perfor-
mance variation, where |Sa| = [¢-N] (g € [0,10]), and the
number of rumor seeds is fixed as |Sg| = [0.01 - N|. Fig-
ure 6 shows the rumor blocking performance of the algo-
rithms mentioned above under different anti-rumor seeds pro-
portions. Obviously, the number of R-state nodes of these
seven algorithms is decreasing continuously as the proportion
of anti-rumor seeds increases. As displayed by Fig. 6, the ru-
mor blocking performance of the proposed CRB algorithm al-
ways ranks first under different anti-rumor seeds proportions.

In four datasets including Chicago, Google, Cora and Twit-

ter, the number of R-state nodes obtained by the proposed
CRB is much lower than those of six compared algorithms.
In Trust dataset, CRB performs worse than PageRank when
g < 4, and the proposed algorithm has the lowest number of
R-state nodes under a larger anti-rumor seeds proportion. In
Gnutella dataset, CRB is inferior to other six compared al-
gorithms when the proportion of anti-rumor seeds is low, but
it outperforms all the compared algorithms when ¢ > 3. In
DBLP, Linux and Epinions datasets, the performance of CRB
is similar to HGD when g > 6, and these two algorithms out-
perform other five algorithms under different proportions. In
summary, the experimental results show that the performance
of CRB is not sensitive to the rumor and anti-rumor seeds pro-

portions.
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Fig. 6. The stable propagation influence of seven algorithms on nine datasets. The ratio of rumor seeds varies in a certain interval
(|Sr| € [0.001,0.01] x N) to better depict the performance variation, and the ratio of rumor seeds is fixed as one percent of the size of
datasets. The stable propagation influence values are obtained under the CLTST model by averaging 200 independent runs.

6.3. Anti-rumor seeds distribution

To maximize the influence of anti-rumor, the selected
seed spreaders should be dispersed separately in the network,
and the distances between anti-rumor spreaders are as far as

(701 Tn the third experiment, we pay attention to the

possible.
average distances between anti-rumor seeds (dmean) "7 de-
tected by seven different algorithms. The average distance
dmean between the anti-rumor seeds is defined as
2
dmean: T 1N Z dij7 (15)
k(k—1) 1535,
where k = [SA| is the number of anti-rumor seeds, and d;; is
the distance between node i and node j.
As an important evaluation method of the RBM problem,

the value of dpean can measure the dispersion degree among

seed nodes in the network. Figure 7 shows the dpeqn Of anti-
rumor seeds obtained by seven algorithms on nine datasets. As
observed in Fig. 7, the performance of the proposed CRB algo-
rithm is better than six compared algorithms on these datasets.
In other words, the anti-rumor seeds selected by the proposed
CRB algorithm are decentralized separately, which can effi-
ciently minimize the phenomenon of “rich-club”. Specifically,
in Trust, Chicago, Twitter and Epinions datasets, CRB outper-
forms other six compared algorithms under different seed ra-
tios. In Gnutella, DBLP and Google datasets, the dipean values
of HGD algorithm are approximated to those of the proposed
CRB algorithm, and these two algorithms perform better than
other five algorithms. In Cora and Linux datasets, the dpean

values of CRB, LKG and PageRank algorithms are signifi-
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cantly higher than other four algorithms. In summary, the per-
formance of CRB algorithm is superior to other six compared
algorithms in terms of anti-rumor seeds distribution, which in-

dicates that the seed spreaders identified by CRB algorithm
can spread truth information to majority of nodes, so as to ef-
fectively suppress the propagation of rumor.

(a) Trust (b) Gnutella (c) DBLP
4.0 1.6
—e— CRB
---HC
3.5 HGD 6 1.4
LKG
—— Pagerank 5 L2
3.0 —#— Random
~ 1 10
~ -4
=25 g g
g 51 Q
g g £ 08
= 2.0 < 3 S ]
1.5 2
0.4 r//_/'—*"-—\_
1.0 1_\ - 0.2 ————
0.5 0 — 0.0 S LI
1 2 4 5 6 7 8 9 10 1 2 3 4 5 6 7T 8 9 10 1 2 3 4 5 6 7 8 9 10
p p p
(d) Chicago (e) Google (f) Cora
55 8 8
:—\6\\ /Q/O/O—O—J o
77T e 7 . 2 o
6
6
5
z 40 85 o+, T 3
o o
2 g E
< 35 T 4 =
3 \\—\_‘/o\%
: 3
30 /// 2
25 2 1
2 1 0 -
0 2 5 6 7 8 9 10 1 2 3 4 5 6 9 10 1 3 4 5 6 7 8 9 10
p p p
(g) Twitter (h) Linux (i) Epinions
0.8 4.0 5.5
0.7 3.5 e
0.6 340\/
4.0
0.5 2.5
g 04 g 20 g
= = = 3.0
0.3 1.5
2.5
0.2 1.0 2.0
OAl 0(5 1'5 v/‘—_/_._-_.‘_—
- N g T G [ sl
0.0 0.0 —==== 1.0
1 2 4 5 6 7 8 10 1 2 3 4 5 6 9 10 1 2 3 4 5 6 7 8 9 10
p p p

Fig. 7. The average distance dmean (under ten different anti-rumor seed ratios p € [0.001,0.01]) between each pair of anti-rumor seeds
obtained by different algorithms on nine real-world datasets.

Table 3. Average running time (seconds) over 200 runs with fixed rumor seeds and anti-rumor seeds.

Dataset CRB (proposed) HC HGD LKG Pagerank Random
Trust 3454.5647 3678.4648 3621.3135 4055.1564 3455.5465 1556.5649
Gnutella 4124.5456 4455.2678 4373.4621 4875.5156 4092.1215 2090.0856
DBLP 6532.1245 7054.2455 6921.2137 7687.5516 6412.7981 3389.7909
Chicago 6601.2313 7183.7618 6992.1722 7743.1222 6463.1719 3435.4653
Google 7012.1260 7700.2179 7302.1880 8021.7867 6941.2987 3780.9821
Cora 8721.0121 9596.7218 9072.1987 10082.1219 8582.1787 4662.1978
Twitter 8778.7611 9637.4616 9124.9847 10423.1355 8634.9847 4694.5613
Linux 9821.8978 10528.2792 10329.8799 11887.6312 9584.7656 5787.6547
Epinions 19941.5485 21798.4511 20946.5442 25787.1212 19249.8513 11287.5614

088901-15



Chin. Phys. B 33, 088901 (2024)

6.4. Running time

Computational complexity is one of the most important
indicators for evaluating performance of algorithms. In the
third group of experiments, we compare the running time
of the proposed CRB algorithm and six contrast algorithms.
Specifically, the running time of these seven algorithms on the
nine OSNSs is shown in Table 3. Here, the ratio of rumor seeds
and anti-rumor seeds is fixed as [0.01-N]. Since unblocking
strategy requires no measures in rumor propagation, the time
cost of this algorithm is negligible. Among the remained six
algorithms, the random algorithm takes the shortest running
time, and the running time of the proposed CRB algorithm is
about twice that of the random algorithm. In addition, the run-
ning time of the PageRank algorithm is close to the proposed
algorithm. It is obvious that CRB and PageRank outperform
the HC, HGD and LKG algorithms. Overall, the proposed
algorithm achieves the better performance with a low compu-
tational cost.

7. Conclusions

In this study, we propose a new rumor blocking algorithm
in online social networks based on a competitive spreading
model and influence maximization. First, based on the clas-
sic LT model, we propose a new model called CLTST to sim-
ulate the situations where rumor and anti-rumor information
are competitive spreading in the same network. Most of the
existing diffusion models neglect that users’ attitudes toward
an event change as new information is gathered, the proposed
model introduces two thresholds to take effect in infecting in-
active nodes or transforming the state of active nodes, and
each activated node will transform its state when total influ-
ence from the active in-neighbors is changed. Second, we put
forward the CRB algorithm to select a set of seeds for spread-
ing anti-rumor information to other nodes, which consists of
three phases: (1) community detection, (2) selection of anti-
rumor candidate seeds, (3) generation of anti-rumor seed set.
The proposed CRB algorithm evaluates the influence of nodes
by comprehensively considering the information of commu-
nity structure, the information about node itself and the mutual
interactions with its neighbors. In addition, to avoid premature
convergence and yield a satisfactory solution within a reason-
able time, an adaptive search strategy is designed to obtain the
optimal seed set from the candidates.

Experimental results show that CRB has better perfor-
mance in weakening the rumor dissemination ability. More
specifically, in terms of rumor spread, the proposed CRB algo-
rithm performs better than other comparison algorithms with a
margin as high as 0.86% in each dataset. In addition, in terms

of the percentage of rumor and anti-rumor seeds, the R-state

values of CRB are much lower than those of comparison algo-
rithms with a margin as high as 2.71%. Furthermore, in terms
of the anti-rumor seeds dispersion, the proposed CRB algo-
rithm achieves the largest diean value, and the margin between
CRB and six comparison algorithms with a margin as high as
4.59% in each dataset. As the research continues, we will con-
tinue to explore in this direction and strive to investigate the
performance of algorithm on other spreading dynamics mod-
els, or various types of networks such as temporal networks or
heterogenous networks.
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