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The reference-frame-independent (RFI) quantum key distribution (QKD) is suitable for satellite-based links by re-
moving the active alignment on the reference frames. However, how the beam wandering influences the performance of
RFI-QKD remains a pending issue in satellite-to-ground links. In this paper, based on the mathematical model for charac-
terizing beam wandering, we present the security analysis for satellite-to-ground RFI-QKD and analytically derive formulas
for calculating the secret key rate with beam wandering. Our simulation results show that the performance of RFI-QKD
is better than the Bennett—Brassard 1984 (BB84) QKD with beam wandering in asymptotic case. Furthermore, the degree
of influences of beam wandering is specifically presented for satellite-to-ground RFI-QKD when statistical fluctuations are
taken into account. Our work can provide theoretical support for the realization of RFI-QKD using satellite-to-ground links
and have implications for the construction of large-scale satellite-based quantum networks.

Keywords: quantum key distribution, satellite-to-ground, beam wandering

PACS: 03.67.Dd, 03.67.Hk, 03.67.—a

1. Introduction

Quantum key distribution (QKD)!-?! is currently one
of the most promising quantum technologies to achieve
widespread practical application. However, the key rate of
fiber-based QKD decreases exponentially!>*! with the in-
crease of distance. There are three ways to overcome this
issue. One method is to promote the capability of quantum
apparatus®>®! to improve the performance of protocol!’-10]
for extending the transmission distance of QKD system.
Typically, the transmission distance has been achieved a
vital breakthrough of 1000 km by conducting twin-field
variant protocol.’] The other method is to use quantum
repeaters!!!] that combine entanglement swapping,[!? entan-
glement purification,!'?! and quantum memories.!'*! Despite
these laboratory technologies have been made progress!!>-17]
but they are still far from being applicable in practical long dis-
tance quantum communication. Another method is to develop
satellite-based QKD based on space platform,!'®! as the effec-
tive atmospheric thickness is only about 10 km.['" Satellite-
based QKD offers better flexibility than fiber-based QKD, al-
lowing two parties to share secure keys in anywhere on the
earth. Therefore, satellite-to-ground QKD provides crucial so-
lution for achieving long-distance and large-scale global quan-
tum communication networks. 20241
Since Micius’s successful launch in 2016, series of
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key technologies for realizing satellite-to-ground QKD have
been made great breakthroughs. All the experiments in-
cluding these based on Bennett—Brassard 1984 (BB84)
protocol 123231 and those based on Bennett—Brassard—
Mermin 1992 (BBM92) protocol?®?7! have been successfully
demonstrated. In 2022, Micius satellite had achieved a new
record of quantum state transmission on the earth’s surface,

(281 But entanglement-based

covering a distance of 1200 km.
QKD for space applications is facing many challenges.*°! Be-
sides, existing experimental schemes require intermittent cal-
ibration of the reference frames during the satellite-to-ground
communication process. In other words, communication par-
ties need to keep the reference frames coincident from the be-
ginning to end. Thus additional costs, such as communica-
tion resources and calibration modules, are required to guar-
antee the reliable operation of QKD system. Apparently, these
would increase the complexity and difficulty of QKD exper-
iments based on satellite-to-ground links. Fortunately, the
reference-frame-independent QKD (RFI-QKD) proposed by
Laing et al.3" offers an alternative approach without calibrat-
ing, which enables two parties to negotiate secure keys regard-
less of the reference frames misalignment.

The RFI-QKD allows Alice and Bob to maintain consis-
tency in Z basis, while the X and Y bases are allowed to slowly
vary over time. In 2013, Wabnig et al.3"! first experimentally

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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demonstrated the feasibility of RFI-QKD based on free-space

links in principle. Furthermore, Chun et al. %)

showed an ap-
proximate practical validation of free-space RFI-QKD based
on a handheld transmitter module. They also took realistic
finite-length effect into consideration and achieved a secret
key rate above 30 kbits/s over a free-space distance of 0.5 m.
In 2020, Xue et al.!33! first analyzed the effect of diffraction-
caused attenuation on RFI-QKD based on uplink and down-
link free-space channel, and improved the performance**! of
RFI-QKD through a turbulent atmosphere with pre-selection
technology.'?>! Actually, the weather conditions**#%! play a
major role in the transmission efficiency of photons in free-
space links. For example, the existence of turbulent ed-
dies and scattering particles,[***!! such as haze or fog, un-
doubtedly results in unpredictable fluctuations of losses suf-
fered by the quantum signals’ broadening, wandering, and
deformation*>*7" during the propagation along an atmo-
spheric link. Therefore, it is of vital importance to study the ef-
fect of atmospheric properties on the performance of satellite-
to-ground RFI-QKD. As beam broadening is easy to be char-
acterized, the major sticking point is to analytically describe
the beam wandering. To overcome this problem, Vasylyev et
al. proposed a rigorous and general mathematical model[*6]
for characterizing beam wandering and applied it to the secu-
rity analysis of decoy-state BB84-QKD protocol. 48471 Then,

Liorni er al.137]

conducted this model to present a compre-
hensive research on beam effects for satellite-to-ground QKD.
Based on this model, studies related to beam wandering
have been extended to measurement-device-independent QKD
protocolP%311 and continuous-variable QKD protocol.?>~3]
Latest, Klen and Semenov®®! introduced an empirical model
for a wide range of parameters. However, the influence of
beam wandering on RFI-QKD performance in satellite-to-
ground links remains an open question.

This paper discusses how the beam wandering of actual
atmospheric downlink influence the performance of satellite-
to-ground RFI-QKD. The security bound with beam wander-
ing parameter and misalignment parameter of the reference
frames is analytically derived. Based on the Micius’s exper-
imental parameters, the effect of beam wandering on the per-
formance of satellite-to-ground RFI-QKD are simulated both
in the asymptotic and nonasymptotic cases. The results show
that the RFI-QKD protocol in the asymptotic case performs
better than the BB84-QKD protocol but has equally sensitive
to beam wandering. When taking statistical fluctuations re-
sulted from finite key effect into account, one can find that
the secret key rate decreases with a certain degree when beam
drift and the reference frames error are both present and de-
creases significantly. Therefore, better pointing devices should
be used as much as possible in free-space quantum communi-
cation to avoid beam wandering so as to maintain the stability

of the links.

2. Free-space RFI-QKD protocol with decoy-
state

In this section, we describe the satellite-to-ground RFI-
QKD protocol.
phase-randomized laser pulse to guarantee its security in

The protocol uses one-decoy setting and

the state-preparation step. Considering the vacuum + weak
decoy-state method, Alice randomly modulates states with the
three intensities W, o, and uz (U; > Hp > u3 = 0), which
are named as the signal state, decoy sate and vacuum state, re-
spectively. In RFI-QKD, the Z basis is naturally well aligned
for Alice and Bob during the whole communication, while
the X basis and Y basis may vary with unknown deviation
angle f as follows: Zg = Zx,Xp = cos BXa +sinfYa,Yg =
cos BYa —sin BXa. The feature of RFI-QKD is that establish-
ing an intermediate quantity C from X and Y bases to bound
Eve’s knowledge.

Preparation: Alice generates one random ternary string
U € {0,1,2}" and one binary string V € {1, —1}" with length
N to decide the choose of basis and the classical bit. Here
0, 1, and 2 represent the Z basis, X basis, and Y basis, re-
spectively. We denote that |0) and |1) consist of the Z ba-
sis, |[+) = (|0) +|1))/v/2 and | =) = (|0) — [1))/+/2 consist of
the X basis, |i) = (|0) +i[1))/v/2 and |—i) = (|0) —i|1))/V/2
consist of the ¥ basis. The 1 in binary string V € {1,—1}
represents the |0) in Z basis, the |[4) in X basis and the |i) in
Y basis, the —1 represents the |1) in Z basis, |—) in X basis

and |—i) in Y basis. In each round, Alice modulates the in-
tensities from p;, U, and p3 with probabilities py,, py,, and
Py respectively. Then, Alice assigns bit values chosen uni-
formly from U € {0,1,2}" and V € {1,—1}" to prepare the
phase-randomized laser pulse, where the Z basis, X basis, and
Y basis are chosen with equal probability. These pulses from
satellite are sent to ground station via free-space channel.

Measurement and sifting: Bob randomly selects a basis
from {Xp,Ys,Zg} to measure pulse received from Alice, and
informs Alice of his measurement result that the detector only
one click as valid event through a public channel. Alice and
Bob then publicly compare their basis for each pulse via an au-
thenticated classical channel. When they both use the Z basis
and a successful measurement event is announced, this pulse is
recorded as a raw key. While these measurement results under
X and Y bases are used for estimating the possible information
leakage.

Parameter estimation: Alice and Bob use decoy-state
method to estimate the gain and quantum bit error rate of sin-
gle photon pulses in different bases combinations. The raw
key consists of the case where they both chose Z basis, the
quantum bit error can be calculated as e%z. To estimate Eve’s
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knowledge, the key point of the RFI-QKD is that establish-
ing an intermediate quantity C related to the quantum bit error
in the combination {XaXg,XaYs,YaXs,YaYs}. Specifically,
the number of information leaks /g is intricately linked to the
quantum bit errors e}z and intermediary quantity C.

Processing: An error correction algorithm is applied to
the raw key to ensure the consistency of the keys of both par-
ties. At last, based on the information that leaks to the Eve,
the privacy amplification step compresses their keys to some
extent for extracting the final secret key.

It should be noted that RFI-QKD is apparently different
from BB84-QKD protocol, specifically when estimating the
Eve’s knowledge. In RFI-QKD protocol, assuming that one
direction is well defined and other directions are allowed to
change with fixed value. Actually, in the satellite-to-ground
links, information encoded in circular polarization is very sta-
ble, but the linear polarizations may vary in time. The main
reason is that the satellite may be rotating with respect to the
ground station. Here, figure 1 shows the schematic diagram
of implementing RFI-QKD in satellite-to-ground links with
beam wandering where the Z basis is naturally well aligned,
whereas the X and Y bases between Alice and Bob may vary
with an unknown deviation f3.

Atmospheric turbulence

Fig. 1. The schematic diagram of implementing RFI-QKD in satellite-
to-ground links with beam wandering. The radius of the receiving tele-
scope is a. d is the long-term average distance between the center of
receiving telescope and the center of beam light. w refers to the beam
size after propagating a distance z.

3. Transmission efficiency of satellite-to-ground
links

Here, we consider a ground station, a satellite in or-
bit at fixed altitudes & = 500 km, and variable zenith an-
gles 6. The zenith is the angle between the direction of
observation pointing at the satellite and the zenith point at
the ground station. For the entire orbit of the satellite, the
range of zenith angle values is from —x/2 to 7/2, repre-
senting the forward horizontal position and backward one,
respectively. Assuming Rg ~ 6371 km the approximate ra-
dius of the Earth,’’! based on geometric relations the slant

distance between the ground and satellite can be written as
72(0) = \/h2 + 2hRg + R%cos?0 — R cos 6.
In satellite-to-ground quantum communication, transmis-

sion efficiency of quantum states carrying information through
turbulence atmospheric is a critical factor for evaluating the
performance of the whole protocol. The beam from satellite
needs to travel the turbulent atmosphere that exhibits stochas-
tic fluctuations caused by mixing of different temperature,
pressure, and humidity. Besides, owning to the limited size of
the receiving telescope and inevitable losses due to the quan-
tum efficiency of the detector and other optical imperfections,
the total transmission efficiency is often lower. In the follow-
ing, as shown in Fig. 2, the attenuation caused by atmospheric
extinction, beam broadening and wandering, is introduced.

Zenith
. n
Effective
atmospheric
thickness

A

Fig. 2. The geometric distance and the transmission efficiency of
satellite-to-ground. Rg is the approximate radius of the Earth, 0 is the
zenith angles. 1, is the attenuation introduced by the beam wandering.

First, atmospheric extinction is an important physical pro-
cess that causes the loss of an optical beam during free-space
propagation. This effect is described by the simple Beer—
Lambert equation7]

nu:exp(fa(h)z)v (1)

where o (h) = agexp (—h/h) is the extinction factor,8! when
h =6600 m and A = 800 nm, a takes the approximate
5x 107 m~!, z represents the distance between satellite and
ground station. When the satellite is at the zenith, the distance
between the satellite and the ground station is equal to the al-
titude of the satellite’s orbit. The authors in Ref. [57] defined
the atmospheric extinction loss as

i = exp |- [ ()

— exp [aw (¢ 1)]

exp (—oph) ~0.967. 2)

v

In the middle of the stratosphere, atmospheric density can
be ignored after exceeding 30 km. Therefore, equation (2)
takes into account the approximation at a height of 30 km. For
zenith angles 6 # 0, in other words, the satellite is not directly
above the ground station, the extinction loss can be expressed
by using the analytical approximation method developed in
Ref. [57]

Na (2) ~ [nZ]*°°. 3)
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3.1. The maximum transmission efficiency

In this paper, we consider that quasi-monochromatic
Gaussian beam is transmitted vertical from satellite to ground
station, as depicted in Fig. 2. The beam propagating from
satellite to receiver telescope needs to experience turbulence.
The Rytov variance is employed to describe the strength of

turbulence which is given by[>”)

op = 1.23C2k"/0L1/6, 4)

where k is wave number k = 27/A, A is the wavelength, C,%
is the index-of-refraction structure constant, L is the distance
of beam propagation. We approximate that the beam passes
through the atmosphere with the same thickness in different
zenith angles. According to Ref. [37], the value of CS inside
the atmosphere is estimated by the integral average of function
C2(h) in [0, 0] based on the H-V mode. Here / is the altitude.
Thus, we assume C,% as an average value. We equate the dis-
tance of beam propagation in the atmosphere to the effective
thickness of the atmosphere, as the beam can be considered
to propagate through a vacuum at other distances, free from
atmospheric turbulence.

Because of the inevitable free-space diffraction and di-
vergence angle, the spot size of the beam will broaden dur-
ing propagation from satellite to receiver. When the distance
is long, the broadening effect of the light beam through free
space is determined by the propagation distance and diver-
gence angle, the beam radius is given by

22\ a
1+(ﬂi” ~ e )

W Two

w =Wy

where wq is the initial spot size of beam, 6 = A /(7wy)
is divergence angle (decided by the transmitter aperture,
5 prad). Usually, the long-term beam radius wy; and the short-
term beam radius wy approximately equal w for the satellite
downlink.®” The ratio (a/w) between the receiving aperture
and the beam radius after transmission distance z varies with
distance as in Fig. 3.

0.24

0.22} —a=50cm |
’ ——a=60cm

0.20
0.18¢
0.16¢
0.14¢
0.12¢
0.10¢
0.08¢
0.06 1

0.04 - -
500 1000 1500

Tranmission distance (km)

a/w

2000

Fig. 3. The ratio of the radius of the receiving device a to the beam
radius after transmission distance z varies with distance, a/w.

The quantum states of light in such channels are affected
by fluctuating losses characterized by the probability distribu-
tion of transmittance (PDT). According to Ref. [56], it pro-
vides a more comprehensive study of the applicability range
of the truncated log-normal distribution, the beam-wandering
model, the elliptic-beam approximation, and the model based
on the law of total probability. These model is shown to be
strongly dependent on the ratio between the receiver aperture
radius and the beam radius. The Beta distribution is inherently
defined within the domain of 1 € [0,1] and in good agree-
ment with numerical simulations for a wide range of channel
parameters, especially for a/w less than 1. The PDT for the
Beta-distribution model is shown

P =50 b)n“"(l -0’ (6)

where B(a,b) is the Beta function. The parameters a and b are

given by
d—a 2\ _ m)—(n*
(). (%)) = oy (1 @
_In2
b=b(<n>,<n2>)=<nz>7<nz(l—<n>)- ®)

The two moments (1) and (1?) are described as the in-
tegral of the average beam intensity and intensity fluctuations
over the receiving plane. By utilizing the parameters of ex-
isting Micius satellite, the probability distribution of trans-
mission for different zenith angular can be calculated. Ac-
cording to classical atmospheric optics and the knowledge of
optical radiation propagation, these two statistical quantities
are depicted as field-correlation functions I (r; L) = (I (r;L))
and Iy (r,v";L) = (I (r;L)I (v';L)). Typically the beams from
satellite are caused by aperture truncation of the light at the
receiver. Then, the two moments of the channel transmission
efficiency can be calculated as

o = /A d&>rl (r;L), ©)

() = [@r [ @iy, ao

where A represents the area of the receiving aperture at dis-
tance z =L, I (r; L) is the normalized Gaussian beam intensity
concentrated on the plane of the receiving telescope r = [x,y].
Simply, equation (9) can be approximated analytical expres-
sion of the form, expressed as[*°!

2
(np) = /A drh (r;L) ~1—exp (—2:}2) . an

The scintillation index plays a critical role in the trans-
mission of optical signal, its description remains one of the
most challenging problem in free-space optics. Some works
have been devoted to the scintillation index.3%-60! Generally,
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fluctuations of the transmitted radiation are described by the
aperture-averaged scintillation index

52 mp)—(m)*

! <71b>2
The scintillation index is linked with the ratio of the beam

12)

radius to the receiver radius. When the aperture radius is rea-

tance tending to zero. In the scenario considered in our paper,
the beam radius from satellite is larger than the aperture radius.
According to Ref. [61] for the satellite downlink, scintillation
index is approximately considered to be the Rytov parame-
ter for weak fluctuations (0'1% < 1), while scintillation index

is rated to the Rytov parameter for weak-strong fluctuations,

sonably larger than beam radius, the fluctuations of transmit- ~ shown as
|

2 2

(o o, <1,
2 2 2
o5~ 0.490 0.51c (13)

1 exp R + R —1, 1<0?<eo.

12/5,7/6 12/5,5/6 R

(I+1.110™") (140.690;,7"")

We can get <n§> through obtaining G%.

Considering the effects of atmospheric extinction, beam
broadening, and inevitable intrinsic attenuation 7, (due to the
detector efficiency and imperfections for other optical compo-
nents), the maximum transmission efficiency can be expressed
as

(M) =1 (M) Na (2) - (14)
Equation (14) calculates the maximum average transmission
efficiency at a fixed distance. And the (n%) = (n2n?2(z)n3)

can be obtained. The the PDT for different zenith angles can
be obtained based on the Beta distribution.

3.2. Beam wandering

It is difficult task to perfectly align between transmitter
and receiver in practical scenario. We will consider the im-
pact of beam wandering on transmission efficiency based on

(491 The beam wandering is an out-

the law of total probability.
come of two independent factors, random errors in the point-
ing mechanism of the transmitter and the influence of atmo-
spheric turbulence along the optical path. These two effects
can be superimposed. According the analyses in Ref. [57], it
has been computed by the scintillation index and the Rytov
variance based on the Hufnagel—Valley model.[6>-6]
Assuming that the beam center follows a normal distribu-
tion with variance 62 around a point at the distance d from the
aperture center. Here, we extend this method to apply it to this
scenario that when the long-term average wandering distance
is fixed d caused by the combined effect atmospheric turbu-
lence and pointing errors. The main idea based on the law of
total probability is the separation of contributions from beam
wandering and beam-spot distortions. Then we will calculate
the (1), and (n?) , based on the law of total probability. The
conditional moment (1), can be considered as the transmit-

tance through the aperture of this effective beam at the distance

d from the aperture center, yields*”)

- (n) d\
(n), = = dgée_gz/ze—[(c/m)é]s xp { <r0) } ’ >
(1)a = e o e o AT 7 [ 2<m) ] e

The variance o is introduced by the inaccuracy point-

ing of the transmitter as GI% = (0pz)?, where oy refers
to the source-deflection angle. Likewise, the variance in-
troduced by atmospheric turbulence is denoted by 6[2 ~
1.919C223 (2wo) /3, where C? is the index-of-refraction
structure constant. Generally, both variances should be added
up, 6* = 0, 4+ of. We approximate that the beam passes
through the atmosphere with the same thickness in different
zenith angles. The average transmission efficiency will de-
crease with the average wandering distance d increase, which
will increases the error rate and the instability of QKD sys-
tem. In order to obtain parameters ry and s, two functions are

introduced 4°!

1
[—exp(—20 Ty (20’ a7
y1 (x) = exp(—2x)I; (2x), (18)

where I, is the modified Bessel function of the first kind with
order n, and other parameters are as follows:

_ anfyo (nf) y1 (nf)

yo(x) =

In [215y0 (1;)]
£ —1/s
ro=alin (2mo (nf))] 19
where 1, ~ nlg : = 2a% /w2, the wy is short-term beam ra-

dius, but we take wg = w, the reason is that we only consider
satellite downlink and the detailed analyses were given by in
Ref. [57]. The aperture-average scintillation index does not
dependent on the deterministic losses. Then we can get (1),
and (%) ;. The PDT for the Beta-distribution model is deter-
mined by two parameters a and b. Therefore, we can get PDT
for beam wandering based on the Beta distribution.
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4. Security analysis of RFI-QKD with beam
wandering

The purpose of RFI-QKDPY is to negotiate consistent
and secure keys in situation that it is difficult to align the ref-
erence frames, such as satellite-to-ground links and the in-
tegrated photonic wave-guides. The satellite-to-ground RFI-
QKD can be implemented on the existing devices, which can
reduce experimental complexity compared with BB84-QKD
protocol without calibration of the reference frames. How-
ever, when the emitted light beam passes through atmospheric
turbulence, dominating disturbances due to beam broadening
and wandering directly result in the reduction of transmission
efficiency. Therefore, detailedly analyzing the performance
of the satellite-to-ground RFI-QKD with beam wandering not
only provides valuable insights into the behavior under prac-
tical scenarios but also serves as a theoretical foundation for
future satellite-based experiments.

Considering the same parameters setting, it iS necessary
to compare the degree of tolerate beam wandering between
BB84-QKD and RFI-QKD. Therefore, we present the asymp-
totic key rate formula of RFI-QKD[3"!

R=QL,(1—Ig)— fQzzH(Ezz), (20)

where QJ, is the single photon count rate in the ZZ basis com-
bination, /g is the number of information leaked to Eve. In the
asymptotic case, we do not consider statistical fluctuations.
Due to the fact that infinite pulses cannot be achieved in
practical QKD systems. So finite length analysis is needed in
the real setting.[% According the de Finetti theorem,[®! the
finite length pulse key rate of RFI-QKD had been analyzed by

1,161 which can against any coherent attacks. Here,

Lana et a
we present the key rate of RFI-QKD based on the decoy state
method %=1 in the case of the nonasymptotic. So the finite

length key rate formula is introduced!®®!

LiaL _1,U 1+u
Ry > N[SZAZB (1— (l—eZAZB>H 5

21U 1+v B _
—e7 mH < > — fizyzgH (Ez,z)

1 2 1
- = [logz —2log, —
N 8EC SPA

2
—7\/szlog2£‘—3010g2(N+1)}, 1)

C now reads
_ 2 2 2
¢ = (1-2e50 )+ (1-2ex0, ) + (1-25%)

2
+ (1 —25;;\‘;3) : 22)

Cc/2
u:min{_l(U,l},
l—ez'AZB

and

\/C'/Z (1*%}}}23) u?

V= 5T , (23)
€777
let
_1,U 1+u _1,U 1+v
Ig = (1 - eZAZB) H 2 ) €zazst 2 ) 24)
where N is the total number of pulses, H (x) = —log,x —

(I —x)log, (1 —x) is the binary Shannon entropy function,
s‘é’ALZB is the low bound of successful measurement cases when
Alice sends single photon states in the ZxZp basis combina-
tion, 7iz,z, refers the total number of successful counts for
Alice and Bob in the Z basis, e';,’U represents the upper bound
on the single-photon error rate in the events when the combi-
nation basis is y, Y € {ZAZB,XAXB,XAYB,YAXB,YAYB}. Ac-
cording to the decoy-state method, [®7-%°) we can derive lower

bound of single photon events E)l,’L, and the upper bound of
_1,U

corresponding QBER &, of RFI-QKD
=2, U 3 =H3,L
AL _ ui T {engiZB B Ui —u3 em”zzzB
IaZy
A -3 | P ut Pus
2 Al =p1U
My © Nz, z
_ 722¢ , (25)
“1 Puy
= o, U = M3.L
U T e“sziZB ij\ZB 26
eZAZB - 1L - ) ( )
IJZSZAZB Pu, Pus

where 7; is the total probability that Alice sends a single-
photon state, ﬁgf and I’h%,c are the total counts and error counts
when Alice chooses light intensity y € {u;, o, U3 }.

In the fiber-based QKD, transmission efficiency satisfies
ne = 10~%/19 S in a fixed experimental setup, the overall
gain Q and QBER E remain constant when the transmission
distance is certain, satisfying the following linear equations

0f(n)= ;)pifY;, 27)
0F (mEf (n) =Y pty)e,. (28)
n=0

Here, we mainly focus on analyzing the performance of
RFI-QKD in the satellite-to-ground links. When the zenith an-
gle is fixed, the PDT is different with the instantaneous beam
wandering distance. The overall gain and QBER under beam
wandering need to be calculated as average values,

0(0)= [ 0(m)P(m)an, (29)
0O)E®)= [ emEmI, GO

where Q is the average of gain, P (7;) represents the probabil-
ity distribution of the transmission efficiency under the beam
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drift model. According to above equations, we can get the
observed values count number of different bases combinations

A% =Np,0%. 31

Considering the limited number of pulses, we use im-
proved Chernoff bound!”*7?! to analyze statistical fluctua-
tions, and the lower bound and the upper bound of expected
values ﬁ’f can be estimated using the observed values, satisfy-

ing the following expressions

pu_ Ay
Y= (32)
_x,L ﬁy

- , 33
ny 1+5L ( )

with the failure probability at least 1 —2&, and the values dy
and & can be obtained by solving the following two equations:

T Ry
(1—6 )1—5U :ga (34)
U
A X0 B
IRTTEL A

Similarly, the upper bound and lower bound of bit error
number mgf can be obtained. By combining the equations pro-
vided earlier, we can get the lower bound of secret key rate
of the decoy-state RFI-QKD. In the process of RFI-QKD over
free-space channel, considering the fixed hardware parameters
and statistical fluctuations, the average of the secret key rate of
RFI-QKD over the PDT computed for different links lengths
is given

Np

R(z) = / | R(m)P(n)dn = _Z;R(m)AmP(ni), (36)

=

0
B 1 Np
Ru(@) = [ Ry()P)dn = Y. Ry(n)anP(n), (37
i=1

when the zenith angle is fixed and the long-term beam wander-
ing distance d is fixed, the transmission efficiency will show
a probability distribution with the instantaneous beam wan-
dering distance. Then we calculate the secure key rate of
RFI-QKD at the particular zenith angle based on the proba-
bility distribution of transmission. It follows from the prac-
tical implications, R(n)P(n) > 0. The interval [0,1] is in-
serted N, points, 0 =1 <1 <M <--- <Ny, -1 <Ny, = 1,
diving the interval [0,1] into N, sub-intervals. The length
of each sub-interval is, ANy = 1N — No, A2 = 2 — N1,y- -,
ANy, = Ny, — Nn,—1- When max{An;,An,,...,Any,} — 0,
the above integrals fol R(n)P(n)dn can be approximated as

Y1 AnR(mi)P(my).

5. Numerical simulation

With above analyses, we now numerically simulate the
performance of RFI-QKD over the satellite-to-ground links
with beam wandering. Firstly, we set the experimental pa-
rameters that we may use in our simulation. Then, we analyze
and discuss our simulations results. The parameters are listed
in Table 1.

Table 1. Simulation parameters.

Variable Parameter Simulation value
Da dark count rate 2x107°
eq intrinsic misalignment error 3.3%
C? atmospheric refractive index structure constant 10714 m=2/3
Ne efficiency of experimental apparatuses 0.4
f efficiency of error correction 1.16
A wavelength 800 nm
wo initial beam size 15cm
a receiving aperture size 60 cm
13 failure probability of statistical fluctuations analysis 10710

As shown in Fig. 4, we present the performance of infinite
length pulse for RFI-QKD and BB84-QKD with or without
beam wandering. We plot the max secret key rate which can
be reached by the beam perfectly aligned between transmitter
and receiver for RFI-QKD and BB84-QKD. When there is no
beam wandering, the secret key rate (per pulse) of RFI-QKD
is higher than BB84-QKD. The main reason is that the free-
space links are complexity and have high intrinsic misalign-
ment error. When this is not intrinsic misalignment error, the
key rate of RFI-QKD and BB84-QKD is equivalent. With the
increase of intrinsic misalignment error, the advantage of the
RFI-QKD is more obvious. In a practical scenario, such align-
ment is very hard to realize even equipped with a multi-stage
tracking device. So we consider a process of beam wander-
ing with realistic scenario. As we can seen from Fig. 4, the
secret key rate of RFI-QKD is slightly affected when the aver-
age wandering distance of between the center of the beam and
the center of receiver is 0.2 m. When the beam radius from
satellite to ground station will broaden exceeding the receiv-
ing telescope. Even if there has beam wandering, the process
of distributing the quantum states can still continue at the ex-
pense of the secret key rate. Besides, we find that secret key
rate is low even if the satellite being zenith, because the overall
attenuation is considered to be greater than 20 dB.!>3! We also
can get that the RFI-QKD is outperformed BB84-QKD proto-
col regardless of the presence or absence of beam wandering
when the intrinsic misalignment error is e; = 3.3%. The tol-
erable intrinsic misalignment error of RFI-QKD protocol is
higher than BB84-QKD protocol.

Then, we analyze the influence of misalignment of refer-
ence frame 3 and the average distance of beam wandering d
on decoy-state RFI-QKD in the asymptotic case. We simulate
the effect beam wandering on secret key rate, i.e.,d =0, 0.2 m,
0.4 m with B = 0,7/9. As illustrated in Fig. 5, it is obvious
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that the RFI-QKD can tolerate the deviation of the reference
frames. When both reference frame error § and beam wander-
ing d are present, the decoy RFI-QKD secure key rate will be
severely affected. In practical scenario, due to the limitations
of the technique, the tracking device start to work only when
the zenith angle is greater than 10°.13] Here, we only simu-
lated the effect of the average beam wandering distance on the
secure key rate when the zenith angle is less than 80°.

RFI and BB84: asymptotic case

10—3 L

——RFIL, d=0

——RFI, d=0.2
BB84, d=0

——BB84, d=0.2

Secret key rate (per pulse)

104

20 30 40 50 60 70 80
Angle from zenith (0)

0 10

Fig. 4. Comparison between the BB84-QKD protocol and RFI-QKD
protocol with and without beam wandering. The secret key rate (per
pulse) in logarithmic scale versus zenith angle in the asymptotic case.

RFI: asymptotic case
102 T T T - -

—+—d=0,8=0

Secret key rate (per pulse)

10-4L —d=0.2,8=0 o, |

d=0.4,8=0 %K

——d=0.2,8=mn/9 ]
—d=04,8=m/9

10-5 e M TS

0 10 20 30 40 50 60 70 80

Angle from zenith ()
Fig. 5. Result of the RFI-QKD with and without reference deviation
B in the asymptotic case. Different lines represent different parameter
settings.

Due to the limited transit time of satellite, it is more prac-
tical to explore RFI-QKD with finite resources. As shown in
Fig. 6, we mainly present the effect of beam wandering on the
performance of decoy-state RFI-QKD for the finite pulse case.
We numerically simulate the performance of RFI-QKD when
the distance of beam wandering is set to be d = 0.2 m, 0.4 m,
respectively. It is obvious that the drift distance has different
influence on different total number of transmitted pulses N.
Therefore, the lager of the total number of transmitted pulses,
the smaller impact of beam wandering on the secure key rate.
From an experimental point of view, the effect of beam wan-
dering can be relaxed by increasing the total number of trans-
mitted pulse. Due to the atmospheric is very complexity and

more accurate results need to be got by conducting the exper-
iment. Here, we just provide the theoretical reference.

RFI: nonasymptotic case

B}

3. 104t

-

(]

&

]

8

S

-

>

]

~ ——d=0.2, N=10!2
% 105 ——d=0.2, N=1010
3 d=0.4, N=10'2
n ——d=0.4, N=1010

0 10 20 30 40 50 60 70 80

Angle from zenith (6)
Fig. 6. The secret key rate (per pulse) in logarithmic scale versus zenith
angle in the RFI-QKD for beam wandering (d = 0.2 m, 0.4 m) and dif-
ferent total numbers of transmitted pulses N = 10'2, 1010,

As shown in Fig. 7, we simulate the effect of the refer-
ence frame misalignment 8 and beam wandering d on the per-
formance satellite-to-ground RFI-QKD when N = 10'°. From
the simulation result, we can see that the secret key rate de-
creases more significantly when beam drift and the reference
frames error are both present. Besides, it has a detrimental ef-
fect on secret key rate when the distance of beam wandering
exceeds 0.4 m. Therefore, satellite to ground QKD should be
equipped with high-precision coarse tracking and fine tracking
systems to maintain the stability of the transmission links.

RFI: nonasymptotic case (IN=1019)

10—

s_%fwfw«wff»—r——am‘a

Secret key rate (per pulse)

10—5.
——d=0,8=0
—ed=0, B=n/12 \
d=0.2, B=n/12 X
——d=0.2, B=7/9
107° . d=0.4, B=n/12
d=0.4,B=n/9
0 10 20 30 40 50 60 70 80

Angle from zenith (6)

Fig. 7. The secret key rate (per pulse) in logarithmic scale versus zenith
angle in the RFI-QKD for beam wandering (d = 0, 0.2 m, 0.4 m) and
different deviations of reference frame f§ = /12, 7r/9 for the total num-
ber of transmitted pulse N = 10'0.

In this paper, we simulated the degree of influences
of beam wandering on the performance for the satellite-to-
ground RFI-QKD protocol both in asymptotic and nonasymp-
totic cases. According to the simulation results, the RFI-
QKD protocol in the asymptotic case performs better than the
BB84-QKD protocol but has equally sensitive to beam wan-
dering. Meanwhile, the satellite-to-ground RFI-QKD can tol-

erate beam wandering for the large data size while sensitive
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to the small one when taking statistical fluctuations into ac-
count. This inspires us to keep the total number of transmitted
pulse as longer as possible in practical RFI-QKD in satellite-
to-ground links by increasing the frequency of light sources.
Besides, when the beam wandering parameter and the refer-
ence frames deviation parameter are both existed, the secret
key rate of RFI-QKD is dramatically decrease.

6. Conclusion

In conclusion, the atmospheric turbulence is complexity,
randomness, and hard to predict, and we have merely theoret-
ically analyzed the beam wandering. Specially, we have in-
vestigated the PDT of transmission efficiency for the satellite-
to-ground links with and without beam wandering based on
the Beta distribution model. When the transmission efficiency
shows probability distribution, the formula for computing the
protocol’s key rate is derived. The simulation results show
that as long as the beam is not completely deflected from the
receiving telescope, then the secret key will be generated. Be-
sides, we find that the bad effects of beam wandering can be
relaxed by increasing the length of the pulses. Hence, the high-
speed QKD system should be developed for the satellite-to-
ground links. Indeed, during the whole process of the satellite-
ground links communication, the transmission efficiency tends
to be low and the QBER is relatively high. Therefore, one can
resort to the advantage distillation technology introduced by
Jiang et al.!3 to improve the secret key rate.

Actually, incorporating different atmospheric parameters,
such as temperature, pressure, humidity, and wind speed as in-
put parameters, and the distance of beam wandering as output
parameter in this model is absent. In the future, beam wander-
ing introduced by atmospheric turbulence can be compensated
through building a more realistic model. In addition, accu-
rate tracking devices should be used as much as possible in
free-space quantum communication to avoid beam wandering
and to maintain the stability of links. Based on our work, it can
provide guidance for developing calibration and compensation

techniques in the design of free-space QKD.
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