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A novel color image encryption scheme is developed to enhance the security of encryption without increasing the
complexity. Firstly, the plain color image is decomposed into three grayscale plain images, which are converted into
the frequency domain coefficient matrices (FDCM) with discrete cosine transform (DCT) operation. After that, a two-
dimensional (2D) coupled chaotic system is developed and used to generate one group of embedded matrices and another
group of encryption matrices, respectively. The embedded matrices are integrated with the FDCM to fulfill the frequency
domain encryption, and then the inverse DCT processing is implemented to recover the spatial domain signal. Eventually,
under the function of the encryption matrices and the proposed diagonal scrambling algorithm, the final color ciphertext is
obtained. The experimental results show that the proposed method can not only ensure efficient encryption but also satisfy
various sizes of image encryption. Besides, it has better performance than other similar techniques in statistical feature
analysis, such as key space, key sensitivity, anti-differential attack, information entropy, noise attack, etc.

Keywords: color image encryption, discrete cosine transform, two-dimensional (2D) coupled chaotic system,

diagonal scrambling
PACS: 05.45.Gg, 94.05.—a, 07.05.Pj

1. Introduction

With the rapid progress of network technology, multime-
dia communication becomes more and more popular. How-
ever, image transmission security faces a variety of challenges,
such as differential attack, chosen plaintext attack, resistance
to brute-force attacks, etc.!!=3 Therefore, many scholars have
paid much attention to the encryption techniques for image
transmission in recent years. ]

Compared with the text encryption mode, due to the
large amount of image data and the high correlation between
pixels,*9! traditional encryption modes such as RSA, AES
and IDEA -1 are not suitable for image encryption. In ad-
dition, due to the integrity requirement and inseparability of
the image, the block encryption modes such as ECB!' and
CFB!'I are incompetent to fulfill the encryption of differ-
ent sizes of images. Since Matthews and Robert suggested
a logistic map-based chaotic sequence cipher method in the
1990s, the chaotic mapping image encryption technique has
been widely employed in the field of image encryption.[>~14]
Chaotic systems have been proven to be pseudo-random, un-
predictable, and sensitive to initial values and parameters, so
researchers have constructed a variety of image encryption al-
gorithms. Lai and Liu"> introduced a novel two-dimensional
(2D) chaotic mapping model that excels in generating ran-
dom sequences with robust randomness, achieved through si-
nusoidal mapping and mathematical formulations. This model
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enables the creation of secure, sensitive keys via adjustable
parameters, avoiding data redundancy. They also innovatively
implemented a peripheral pixel expansion to bolster crypto-
graphic resilience against attacks and enhanced color image
encryption’s efficiency and security using a cross-channel en-
cryption technique. Zhao et al.''®) proposed image encryption
by using a double chaotic system. Compared with the clas-
sical chaotic system, the proposed quadratic map has a larger
Lyapunov exponent, which means it has better chaotic char-
acteristics and unpredictability. In addition, low-dimensional
chaotic map systems have a restricted range of chaotic se-
quences and the generated key stream becomes predictable,
but high-dimensional chaotic map systems have more param-
eters and a larger chaotic sequence space.!!>!"-191 Wang et
al.?% ysed a six-dimensional hyperchaotic image encryption
algorithm based on DNA operation and bit-level alignment,
and the horizontal displacement makes the algorithm better se-
curity. However, these encryption models also have high im-
plementation costs and low security in practical applications
to some extent. [>!]

To solve those problems, many image encryption
schemes in spatial and frequency domains have been pro-
posed. Various transform methods, such as the fast Fourier
transform (FFT),!29 discrete wavelet transform (DWT),?2! or
discrete cosine transform (DCT)!?*! are used to encrypt im-
ages from the spatial domain to the frequency domain in or-
der to obtain the coefficient matrix. After that, the final ci-
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pher image is generated by scrambling these coefficients and
performing the inverse transform on the scrambled coefficient
matrix. Cheng et al.**! proposed an image-hiding algorithm
based on DCT, however, the algorithm encrypts and embeds
single images, which cannot meet the encryption requirements
of a large number of images. Wang er al.[*] proposed an
image encryption and hiding algorithm based on compressive
sensing (CS) and DCT transform. Firstly, DWT is used to
sparse the gray plain image to obtain the sparse matrix. Then
the sparse matrix is scrambled by the position index and 3D-
zigzag scrambling. The 2D chaotic system generates a mea-
surement matrix to observe the scrambled sparse matrix. Fi-
nally, the cipher image is embedded into the carrier image to
obtain the final cipher image. These algorithms have rela-
tively satisfactory encryption performance. However, they still
have shortcomings in compression, security, and efficiency.
To summarize the above, this paper introduces a novel chaos-
based image encryption scheme with diagonal scrambling and
DCT transform. The main goal of this solution is to improve
the security of image encryption and optimize compression
efficiency, thereby solving the problems of insufficient secu-
rity and low compression performance in the existing technol-
ogy. Through carefully designed chaotic mapping and diago-
nal replacement strategies, the solution in this article not only
ensures data security, but also improves image compression
performance, bringing new research directions and application
prospects to the field of image encryption. This work makes
the following three major contributions:

(1) A newly devised two-dimensional chaotic mapping is
introduced, characterized by its robust dynamic properties.

(2) A novel diagonal scrambling structure is proposed.
Compared with the traditional algorithm, such as Arnold
scrambling, circular scrambling, and zigzag scrambling,?!
the pixel position transformation is more random and unre-
coverable.

(3) Compared with other similar algorithms, this algo-
rithm has better encryption performance without increasing
implementation costs.

The article is separated into the following sections. Sec-
tion 2 provides an overview of the pertinent knowledge regard-
ing the 2D coupled chaotic system. Section 3 explains details
of the encryption algorithm utilized. Section 4 presents the ex-
perimental results along with a security analysis. The article
concludes with a summary in Section 5.

2. Relevant knowledge
2.1. Logistic mapping

The logistic is a one-dimensional chaotic system whose
dynamic behavior is complex despite its simple mathematical
form. It is commonly utilized in the study of chaos!*’! and

described by
Xit+1 :ux,-(lfx,-), (1)

where u is the parameter of the logistic system, x; is the chaotic
sequence of the system. The bifurcation diagram and the Lya-
punov exponent (LE) are shown in Fig. 1. Observably, a minor
portion of the LE index exceeds the threshold of 0, indicating
that the chaotic attributes are not prominently exhibited.
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Fig. 1. (a) Bifurcation diagram; (b) Lyapunov exponent diagram.

2.2. Henon mapping

Henon is two-dimensional chaotic mapping. It possesses
the qualities of simplicity, consistent power spectrum density,
and high relevance.!”®! The corresponding mathematical for-
mula is

{xn+1ynax%+1, @)

Ynt+1 = bxy,
where a and b are the parameters of the system. The bifurca-
tion diagram and the Lyapunov exponent distribution of the
Henon mapping are shown in Fig. 2. The diagram shows the
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Fig. 2. Henon mapping: (a) bifurcation diagram, (b) Lyapunov expo-
nent diagram.
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system is chaotic when a € (1.07,1.4), b = 0.3. It is evident
that chaos occurs in a relatively small section of the parameter
space within this range.

2.3. The 2D coupled chaotic system

Logistic and Henon have the following problems. For
example, the sequences created are usually highly correlated,
with limited key space and weak security. To be able to over-
come these flaws, according to Egs. (1) and (2), we expand the
mapping parameters of the logistic chaotic system, extend the
iteration parameter from {x, } to {x, and y,} and use triangular
wave and cosine wave functions to generate high-dimensional
chaotic attractors to enhance the randomness and controllabil-
ity of the chaotic system. Thus, a novel 2D chaotic mapping
system with state variables {a, b} is proposed as

sin (yn —ax,%—l—a),
n 3)

fGonrtyne) =4
5 are sin (cos (bxy)).

Figure 3 demonstrates the Lyapunov exponent of the improved
chaotic system based on logistic and Henon mapping. Fig-
ures 3(a) and 3(b) show the Lyapunov exponents of chaotic
system parameters a and b. In order to make the system
have better chaotic characteristics, we set the parameters a €
(0.3,3.1) and b € (5,7). Obviously, the parameter range of the

upgraded chaotic system has been greatly expanded.
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Fig. 3. Lyapunov exponent diagram: (a) Lyapunov exponent diagram

of parameter a, (b) Lyapunov exponent diagram of parameter b.

We use the bifurcation diagram and the Poincaré sec-

tion diagram to further intuitively study the proposed chaotic

system. The initial values of the chaotic mapping are set as
x0 =04, y0=0.3,a€0,10], b € [0,15], the bifurcation dia-
grams of the system are shown in Fig. 4, which shows that the
bifurcation diagram of the new chaotic system is more random
and has better chaotic characteristics than those of logistic and

Henon systems.

(©) 0.8

10

b
Fig. 4. Bifurcation figure. (a), (c) The bifurcation of the sequence x
when a € [0,10] and b € [0, 15], respectively. (b), (d) The bifurcation of
the sequence y when a € [0,10] and b € [0, 15], respectively.

The initial parameters of the chaotic system have been
precisely set as a = 2.5 and b = 6.8. Figure 5 comprehensively
exhibits the Poincaré section diagrams of the chaotic system,
providing a thorough visual basis for the in-depth study of its
dynamics. By observing the Poincaré cross-section depicted
in Fig. 5, we can clearly identify distinct thick patches, which
exhibit a pronounced hierarchical structure within the novel
chaotic system. The existence of this hierarchical structure not
only reveals the intricate chaotic behavior within the system
but also underscores the high complexity of its dynamic char-
acteristics. Given its unique dynamic properties, this chaotic
system serves as an ideal candidate for use as a key generator
in encryption systems, offering a relatively secure guarantee
for image encryption.

(a)

\‘ -
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Fig. 5. Poincaré section diagram. (a) The Poincare section diagram
when a = 2.5. (b) The Poincare section diagram when b = 6.8.
What is more, a good chaotic system should have the
characteristics of initial value sensitivity and parameter sen-
sitivity. Figure 6 shows the iterative trajectory diagram of

small changes in the initial value of the system. Initial value,
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xog = 0.256, yo = 0.3218, a = 2.5, b = 6.8, Figs. 6(a) and
6(b) respectively show the mapping trajectories where xg =
0.256 4+ 10~'* and yp = 0.3218 4+ 10~ 4. It shows that after a
few iterations, the sequence changes a lot, indicating that the

system has a strong initial value sensitivity.
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Fig. 6. Iterative trajectory diagram: (a) trajectory of xop = 0.256 and
)16% 340.256+ 10~14, (b) trajectory of yo = 0.3218 and yy = 0.3218 +

In the field of information theory, Kolmogorov entropy,
also known as Kolmogorov—Sinai entropy, is used to measure
the level of uncertainty associated with a random variable. (8]
The higher the Kolmogorov entropy, the more complex and
unpredictable the dynamic system is.

As shown in Fig. 7, it can be seen that the proposed al-
gorithm exhibits higher Kolmogorov entropy compared to the
reference outlined in Ref. [15], which means superior chaotic
performance and enhanced unpredictability, and this is a de-
This

advancement emphasizes the robustness of the algorithm and

sirable feature in encryption and security applications.

its potential effectiveness in contributing to the field of cryp-

tosystems.
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Fig. 7. Kolmogorov entropy.

3. Algorithm description
3.1. SHA-512 function

In order to improve the security of the algorithm and the
correlation between key and plaintext images, the algorithm
uses the hash function to generate system parameters and en-
cryption. Divide the 512-bit key K into 16-bit blocks, which
can be expressed as K = ki, ko, ..., k3p. The parameters are

generated according to the following equations:

~ mod (floor (k; @ kz -+ B kg) x 210,256)

0= 256 W
~ mod (floor (kg & kig--- B kie) x 2'°,256)

Yo = 256 s
B mod (ﬁX (k17 @kig- - Dkaa) X 210, 256)

= 256 )
~ mod (fix (kas @ kag - - D k3p) x 2'°,256)
B 256 ’

where xg, yo, a, and b are the initial values and parameters of
the system, and where mod is the modulus operation, floor(x)
means the largest integer not greater than x, fix(x) means

rounding to the nearest integer.

3.2. Diagonal scrambling

In this paper, a new scrambling algorithm has been pro-
posed. The image pixels are scrambled diagonally. First, the
pixels in the upper triangular position are scrambled from top
to bottom along the main diagonal direction, and then the pix-
els in the lower triangular position are scrambled from bottom
to top along the diagonal direction. The confusion diagram is
shown in Fig. 8.

After the diagonal is scrambled, the position of the pixel
can be effectively disturbed. Figure 9 shows the scrambled
and recovery effect with the proposed diagonal algorithm. On
the left, there are plain images. In the middle, they are cipher
images while part of the information is lost. On the right, there
are the recovery images, which can still effectively restore the
plain information after the image is destroyed. This process

proves the robustness of diagonal scrambling.

1 2 3 4 4 7
5 6 7 8 3 6
9 10 11 12 2 5
13 14 15 16 13 14

10 13 4 7 10 13

9 1 3 6 9 1
—

12 15 2 5 12 15

15 16 14 11 8 16

Fig. 8. The scrambling method.
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Fig. 9. Scrambling performance of diagonal scrambling.

3.3. The 3D DCT

The discrete cosine transform (DCT) effectively converts
signals from the spatial domain to the frequency domain us-
ing sine functions, renowned for its excellent decorrelation ca-
pabilities. This transformation is predominantly utilized for
the compression of data and images, enhancing efficiency and
quality in storage and transmission.

In this algorithm, 3D DCT transform is used to embed
the matrix in R, G and B of the plain color image. Firstly, two
methods are used to apply the 3D DCT to a three-dimensional
matrix. One of the methods is to directly perform the 3D
DCT on the three-dimensional matrix. Another method is the
pseudo-3D DCT; that is, the three-dimensional color image
is regarded as a three-dimensional matrix stacked from three
grayscale images. Then, the 2D DCT is performed on each
image, and then 1D DCT is performed. 3D DCT transform
and inverse transform are shown below:

Fle,u,v) = Cle an—lzn}—lzn —1
><f(x »z )-g(x »2), (6)

Fley,2) an—lzn)—lznz—l )W)
x F(e,u,v) - g(x,y,2), )

[ \/1/ny, e=0,
C(E)—{ VZ/”X» e#0,

4 — V1/ny, u=0,
c( )_{\/Z/nwu;éo,

[ \/1/ng, v=0,
cv) = { \2/n;, v£0,
(2x+1)em (2y+ 1ur (2z+1)vm

= 8
g(x,y,2) o o, . ®)

where the size of the three-dimensional matrix is n, ny, n,.
At (x, v, 2), f(x, v, z) represents a three-dimensional matrix’s
function value. F(x, y, z) represents the coefficients after ap-
plying the 3D DCT.

3.4. The encryption algorithm

To improve the security of the encryption technique and
suppress the correlation among images, this paper mainly di-
vides the encryption operation into two parts: embedding and
encryption. Figure 10 demonstrates the flow chart of the en-
cryption algorithm. In the embedding process, the specific op-
erations are as follows.

Step 1 The R, G and B channels of plain images I(m x
n x 3) are obtained and separated into 8 x 8 data blocks. When
the plain image cannot be divided by 8, the O could be filled
in. Then, the 3D-DCT is used and generates the frequency
coefficient matrices f;, f; and f;.

Step 2 Iteration m x n+ 1000 times for chaotic sequence
Xn, Yn. To avoid the instantaneous effect, discard the first 1000
values and do the following for the sequence to get embedding
matrices E7, E}, E and encryption matrices P[, Pj, P;:

E], = mod(floor(abs(x; +y;)
+floor(x; +y;) x 104,219 n=1,2,3,
P, = mod(floor(abs(y; — x;)
— floor(y; —x;) x 10'4),2%),

9
n=1,2,3.

Step 3 The E}, E),, E}, are correspondingly embedded into
fr» fg and f, to get ciphertext image of R, G and B channels,
which are expressed as Ir, Ig and I,

IR:fr-l-OtXE{,
I = fo+ o x E), (10)
Iy = fp+ o X Ef,

where « is the gain factor, which can adjust the embedding
intensity, it can be adjusted according to the embedding effect.

Step 4 The 3D inverse discrete cosine transform (IDCT3)
is applied to the three-dimensional matrix Irgp to get the ci-
pher image in the frequency domain §'(m x n x 3), it is ex-
pressed as

§" = floor(IDCT(IrgB))- (11)

After the frequency domain operation, the frequency do-
main cipher is scrambled and encrypted, the specific steps are
as follows.

Step 1 The three channels of S’ are separated into Sg, Sg
and S;. The scrambling matrix S, Sg and Sg are obtained by
diagonal scrambling operation and the size is m X n.

Step 2 The encryption matrices P|, Pj, P are using en-
cryption Sy, Sg, Sp respectively and the operation is as fol-
lows:

Mg = bitXOI‘(SR, P{)7
Mg = bitxor(Sg, P5), (12)
Mg = bitxor(Sg, P5).

Step 3 The image Mrgp obtained in Step 2 is subjected
to a bit shifting operation, so as to obtain the final encrypted
image M.
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Grayscale image

3D-DCT
P, P, Py
RGBj|separation 1
Plain color image Frequency matrices
P f Ty f I3} f b
SHA-512 Embedding

Embedding matrix

Ei, B3, B

512 - bit
hash value

3D matrix
I, I, In
M

T

Diagonal scrambling
Sr, Sa; S

Encryption matrix
Pi, P;, P;

Initial value

0,Y0,8,b, 00

New 2D coupled chaotic system

Fig. 10. Flowchart of proposed encryption algorithm.

3.5. The decryption algorithm

The decryption algorithm is the inverse process of the en-
cryption algorithm. It mainly consists of four processes.

Step 1 The cipher image M is decomposed and the red,
green and blue color components of the M are denoted Mg,
Mg, M.

Step 2 The encryption matrices P|, P}, P; are introduced
to perform XOR operation and inverse diagonal scrambling is
performed on MR, Mg, Mp to obtain Sg, Sg,Ss. Then, the
DCT is applied to get Iy, Ig, Ip.

Step 3 The frequency coefficient f;, f,, fp.matrices are
extracted from IR, Ig, Ig. The formulas are described as fol-
lows:

fi=axE|—I,
fe=axE|—Ig, (13)
fb =axE { — IB.

Step 4 The inverse 3D DCT is performed to get the three
final decrypted gray plain images and the three parts are com-
bined to get the final decrypted image I. At this point, the
decryption process is complete.

4. Experimental results and safety analysis

The experimental simulation test is based on MATLAB
R2020, the computer is configured with 1.6 GHz CPU and
16 GB memory, and the operation system is Microsoft Win-
dows 10. During the encryption process, the initial values
xo = 0.256, yp = 0.3218, the parameters a = 2.5, b = 6.82,
and the gain factor & = 0.15. Figure 11 is the encryption re-
sults of four different color images using this encryption al-
gorithm, namely, Lena (512 x 512), Car (256 x 256), White
(512 x 512), and Black (512 x 512).

Figures 11(a), 11(e), 11(i), 11(k) are plaintext images,
Figs. 11(b) and 11(f) are images after diagonal scrambling,
Figs. 11(c), 11(g), 11(j), and 11(1) are the encrypted images,
Figs. 11(d) and 11(h) are decrypted images of ciphertext im-
ages. It can be seen from Fig. 11 that after scrambling opera-
tion, the image information is effectively scrambled at the vi-
sual level, and the encryption algorithm has a good encryption
effect on various sizes of images. After inputting the correct

key, the decrypted image can be obtained.

() 3 (k) M
Fig. 11. (a), (e), (i), (k) Plain images; (b), (f) scrambling images; (c), (g), (j),
(1) encryption images; (d), (h) decryption images.
4.1. Key analysis
4.1.1. Key space analysis

The key space size has an impact on the performance of
the cryptographic algorithm, and a great image encryption al-
gorithm must have a large key space to resist violent attacks.

070502-6
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In this paper, the initial values xy and yq are also the key to the
encryption, in addition to the control parameters a and b, and

4.1.2. Key sensitivity analysis

A good encryption algorithm is sensitive to the key;

. . . 14
the gain function . The key space of each key is set to 10 throughout the encryption and decryption process, the key

and the calculation of the key space is as follows: should be very sensitive. We change the encryption key to

Key space = 101 x 10 x 101 x 10 x 104 test the algorithm’s key sensitivity. Assume that one parame-

1070 a0 2232 5 9128 ter is altered while the others remain the same. The key of the

proposed algorithm is K and the slightly changed keys are K,
The result shows the description of the security of the al-  and K3, and the amount of change is 1074, The results are
gorithm is good and could resist the violent attack. shown in Fig. 12.

K = *f8c9d7c28409b90b31eadd1e3c4359ed0e0a8857087b6598f01a33e2a94ad55¢”,
a = ‘f8c9d7c28409b90b31eadd1e3c4359ed0e0a8857087b6598f01a33e2a94ad55a’,
b = ‘f8c9d7c28409b90b31eadd1e3c4359ed0e0a8857087b6598f01a33e2a9%4ad55¢’.

The results show that if the key is slightly altered, the
cipher image created by encrypting the identical plain image
changes dramatically, and it will not be able to accurately de-
cipher the original cipher image if the key is modified slightly,
demonstrating that our proposed algorithm is highly sensitive
to the key in both the encryption and decryption processes.

® (©)

Fig. 12. Key sensitivity results in decryption process.

4.2. Differential attack analysis

Differential attack is a way to attack the encryption al-
gorithm that is performed by the comparison and analysis of
specific differences in plaintext in terms of change propagated
through the encryption. Therefore, in order to resist the differ-
ential attack, it is necessary to reduce the correlation between
the plaintext image and the ciphertext image, if the plaintext
image changes very little, it can lead to great changes in the
encrypted image. We use the pixel change rate (NPCR) and
average consistent change intensity (UACI) pairs to measure
the ability of the encryption algorithm to resist differential at-
tacks. For color images, NPCR and UACTI are calculated by

‘ M—1N—1 .o .o
1 |C1(l,])*C2(l,])|
UACl = —— 15
M xN ;0 j);;) 255 (19

where M represents the length of the image and N represents
the width of the image. C; represents the encrypted image
corresponding to the plaintext image, and C; represents the en-
crypted image after changing a randomly selected pixel value
of the plain images. The D is expressed as

0, ¢4 (la.]) =G (i,j),
I, ¢ (17]) #CZ (17])

There are two random images. For any position, the probabil-

pi.j)={ (16)

ity that the pixel values of the two images are the same at this
position is p = 1/256, and the probability that they are dif-
ferent is p’ = 1 — p = 255/256. Therefore, the ideal expected
value of NPCR is 99.6094%.

Even if the pixels in all positions of the two images are not
equal, that is, NPCR = 100 %, the difference between the two
images is still small if the pixel values of their corresponding
positions are very small. So, using NPCR alone cannot ac-
curately describe the difference. Therefore, UACI is used to
describe the change intensity of pixel values.

It can be seen from Table 2 that the proposed encryption
algorithm is very sensitive to tiny changes in the plain image,
even if there is only a one-bit difference between two plain im-
ages, the encrypted images will be completely different, and
the result shows that this scheme is superior to the other ref-

1 M erences. The proposed scheme can resist the attack difference
NPCR = Y Y D(i,j) x 100%, (14) proposec _
MXxN = =0 and meet certain security requirements.
Table 1. Values of NPCR and UACI.
NPCR UACI
Image Average Average
R G B R G B
Lena 99.6162 99.6128 99.5949 99.6080 32.9411 32.6818 31.6677 32.4302
Car 99.6006 99.5987 99.6086 99.6026 31.0881 31.1944 31.0769 31.1198
White 99.6284 99.6284 99.6284 99.6284 33.7540 33.7540 33.7540 33.7540
Black 99.6195 99.6195 99.6195 99.6195 33.8147 33.8147 33.8147 33.8147
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Table 2. Compare with other algorithms.

Ours Ref. [30] Ref. [31] Ref. [32] Ref. [33] Ref. [34]
NPCR 99.6143 99.6217 99.6158 99.6133 99.6102 99.6135
UACI 33.4880 33.4983 33.4494 30.3600 30.4737 33.4646

4.3. Histogram analysis

A histogram is the statistical feature of image pixel value
and a form of image pixel distribution. It can display the dis-
tribution number of pixel points under each pixel value in the
image. For a good image encryption algorithm, the image
histogram corresponding to the ciphertext should be regional

uniform, and the average degree of the histogram also shows

the quality of the encryption algorithm. Figures 13(b), 13(e),
and 13(h) show the histogram of the plaintext image, and
Figs. 13(c), 13(f), and 13(i) show the histogram of their cor-
responding ciphertext. According to the histogram in Fig. 13,
it can be clearly shown that compared with the plaintext im-
age, the histogram of the ciphertext image encrypted by the
encryption algorithm tends to be more average, indicating that
the encryption algorithm has a good encryption effect.

E( - = ‘ RGB histogram RGB histogram
"} 12000 1200
" S -~ (b) (C)
10000 [ 1000
> 8000 [ » 800
<9 Q
g =]
[ Qo
% 6000 | 2 600
o
= =
4000 [ 400
2000 200
0 0
0 50 100 150 200 250 0 50 100 150 200 250
Intensity Intensity
RGB histogram RGB histogram
4500 1200
40001
3500} 1000
. 3000F E; 800
2 2500t g
3 Z 6
g 2000 E 600
1
B 1500f 400
1000+
500 200
0 0
0 50 100 150 200 250 0 50 100 150 200 250
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Gray histogram Gray histogram
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12 1000
T 10 ‘
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= E
< =l
g 2. 600
o
Z 6 19
: £ ol
= 4 400 H
9 200 H
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Fig. 13. (a), (d), (h) Plain images; (b), (e), (i) the histogram of plain images; (c), (f), (g), the histogram of cipher images.

4.4. Correlation analysis

In the plaintext images, the adjacent pixels in the horizon-
tal, vertical and diagonal directions have a high correlation.
The attacker can recover the image, according to the analy-
sis of the correlation of the plaintext image. Therefore, as an
effective encryption algorithm, the correlation of the plaintext
image should be eliminated, and the ciphertext image with low

correlation should be generated after encryption. The calcula-
tion methods of correlation coefficients r (x, y) are

E(x—EX)—EW)))
D(x)/D(y)

rx)/(x,y) =
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D@ =3 ¥ (- B, ()

M=

1

where x and y are the gray values of adjacent pixels in the im-
age, E(x), E(y) and D(x), D(y) represent the expectation and
variance of variables x and y, and N represents the number of
adjacent pixels selected when calculating the correlation.

In the analysis, 2500 pairs of adjacent pixels are selected
from the plaintext image and the corresponding ciphertext im-

age from the horizontal, vertical and diagonal directions re-

(2)

(b)

D

g =

£V 2V

O 1*)

o o

= £

a) H =) H
300 300
D

5 5

£V ke

o 9]

o o

= 2

A H a

Y 00

spectively. The correlation coefficients and distribution of ad-
jacent pixels of the plaintext image and the corresponding ci-
pher image are shown in Fig. 14. Upon examination, it be-
comes evident that the RGB channels of the plaintext image
exhibit a pronounced clustering in three distinct directions, in-
dicative of a high level of correlation among them. Conversely,
the ciphertext image displays a uniform distribution, devoid of
any correlation characteristics. This observation underscores
the resilience of the encryption algorithm against ciphertext
attacks.

Direction
< O

o

Direction

300

100 T
X Y oo 190 x

Fig. 14. Correlation between adjacent pixels of three directions. (a) Red component of the plain Jet plane. (b) Green component of the plain
Jet plane. (c) Blue component of the plain Jet plane. (d) Red component of the cipher Jet plane. (e) Green component of the cipher Jet plane.

(f) Blue component of the cipher Jet plane.
4.5. Information entropy analysis

Information entropy is often used to measure the random-
ness of the system. For information source m, the calculation
formula of information entropy H (m) is

2"—1 1
H(m)= ) p(mi)log ——,
,-;0 p(m;)

where p(m;) represents the probability of occurrence of gray

(18)

value m;. For the real random signal 2", its information en-
tropy is n. It is predictable to some extent if the cipher H(m)
information entropy is smaller than n.

The information entropy of the plain and cipher images is
shown in Table 3, and the comparison of different algorithms
is illustrated in Table 4.

Table 3. Entropy of the cipher images.

. . Channels
Cipher image R G B Average
Lena 7.9992 7.9993  7.9993 7.9993
Baboon 7.9995  7.9991  7.9992 7.9993
Black 7.9993  7.9993  7.9993 7.9993
White 7.9988  7.9988  7.9988 7.9988

The results in Table 3 attest that the information entropy
of the encrypted image is very close to the theoretical value,

which shows that the encrypted image has good random distri-
bution characteristics. In addition, Table 4 shows the compar-
ison of the information entropy with other encryption tech-
nologies. The proposed algorithm is superior to those in
Refs. [30,32,35-37], so the proposed encryption scheme has
good security performance and can resist entropy analysis at-

tacks.

Table 4. Entropy for different algorithms.

Algorithm Information entropy
Lena 7.2718
Proposed algorithm 7.9993
Ref. [30] 7.9974
Ref. [35] 7.9975
Ref. [36] 7.9880
Ref. [32] 7.9997
Ref. [37] 7.9973

4.6. Noise attack

In the process of image transmission, encrypted images
may be subject to various attacks. Therefore, a reliable encryp-
tion scheme can effectively improve the image’s anti-attack
capability. Figure 15 shows the result of decrypting the ci-
pher images with salt and pepper noise (SPN). Figures 15(a),
15(b), 15(c) show the baboon image encrypted by adding 1%,
2% and 5% SPN, respectively, and Figs. 15(d), 15(e), 15(f)
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show the corresponding decrypted image. According to the
decrypted images, as the number of state variables increases,
the plain image becomes noisier. The plain image can still be
distinguished when the variable is 0.001, suggesting that the
encryption technique can withstand noise assaults.

(a) (b) (c)

@

Fig. 15. Cipher and decryption images with SPN. (a) Cipher image
with 1% SPN, (b) cipher image with 2% SPN, (c) cipher image with
5% SPN, (d) decrypted image with 1% SPN, (e) decrypted image with
2% SPN, (f) decrypted image with 5% SPN.

4.7. Efficiency analysis

Under the similar working environment, the encryption
time cost of the proposed algorithm is compared with that of
the existing color image encryption algorithm, which is pre-
sented in Table 5. The comparison of the results shows that
even when processing large-scale data, the run time of the
proposed model is short. Therefore, the proposed algorithm
is more efficient. Due to the times being heavily dependent
on computer and hardware used, so Table 5 is not meant for
comparison, but rather a rough account of computation time.

Table 5. Encryption time comparison.

Algorithms Size (Kb) Time (s)
Proposed algorithm 256 0.889
Ref. [38] - 1.750
Ref. [39] 263 3.780
Ref. [40] - 1.222
Ref. [41] 358 0.221

5. Conclusion

This paper presents a color image encryption algorithm
based on 3D DCT and a coupled chaotic system. Two se-
quences are generated using a novel two-dimensional chaotic
mapping: one for generating the embedding matrix and the
other for obtaining the encryption matrix. The Lyapunov
exponents and numerical change rates demonstrate that the
chaotic system exhibits excellent chaotic characteristics and
pseudo-randomness. By incorporating a new scrambling al-

gorithm, the security of the ciphertext image is significantly

enhanced. Simulation results indicate that the algorithm ef-
fectively reduces the statistical characteristics of the image
through frequency domain encryption. Correlation analysis of
adjacent pixels reveals that this algorithm can significantly de-
crease the correlation between adjacent pixels, suggesting that
the algorithm is resistant to chosen-plaintext attacks.

Finally, the transmission of images is often compressed
and converted. Other encryption techniques can be combined
with frequency-domain encryption so that the encryption al-
gorithm has anti-compression properties. At the same time,
it can reduce the noise interference in the process of image
transmission, and achieve a more effective and safe encryp-
tion process.
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