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In the domain of quantum cryptography, the implementation of quantum secret sharing stands as a pivotal element.
In this paper, we propose a novel verifiable quantum secret sharing protocol using the d-dimensional product state and
Lagrange interpolation techniques. This protocol is initiated by the dealer Alice, who initially prepares a quantum prod-
uct state, selected from a predefined set of orthogonal product states within the C¢ ® C¢ framework. Subsequently, the
participants execute unitary operations on this product state to recover the underlying secret. Furthermore, we subject the
protocol to a rigorous security analysis, considering both eavesdropping attacks and potential dishonesty from the partici-
pants. Finally, we conduct a comparative analysis of our protocol against existing schemes. Our scheme exhibits economies
of scale by exclusively employing quantum product states, thereby realizing significant cost-efficiency advantages. In terms
of access structure, we adopt a (¢,n)-threshold architecture, a strategic choice that augments the protocol’s practicality and
suitability for diverse applications. Furthermore, our protocol includes a rigorous integrity verification mechanism to ensure
the honesty and reliability of the participants throughout the execution of the protocol.

Keywords: quantum secret sharing, quantum product state, threshold scheme, unitary operations

PACS: 03.67.—a, 03.65.Ud

1. Introduction

Secret sharing is an important branch of cryptogra-
phy and it provides new ideas for solving key manage-
ment problems.!"?! In 1979, Shamir!'l and Blakley!*! con-
structed (7,n)-threshold secret sharing schemes, respectively.
In the realm of secret sharing algorithms, the Shamir sys-
tem is grounded in the principles of polynomial interpolation,
whereas the Blakley system is rooted in the framework of fi-
nite geometry. Within the (¢,n)-threshold model, the dealer
partitions the confidentiality asset into n discrete shares, which
are then allocated to a collective of participants. This scheme
ensures that the veracity of the secret may be accurately recon-
structed through the collaborative efforts of any ¢ participants;
conversely, the reconstruction becomes infeasible with fewer
than ¢ participants.

Quantum secret sharing (QSS) serves as the quantum ana-
log to its classical counterpart, occupying a paramount posi-
tion within the sphere of quantum cryptography research. By
harmoniously integrating tenets from both quantum theory and
classical secret sharing, QSS schemes have emerged as a ro-
bust means to securely distribute information in the quantum
domain. With the burgeoning field of quantum information,
which is continuously growing, the domain of secret shar-
ing has accordingly undergone a paradigm shift, transcending
classical confines to embrace the quantum realm. This evo-
lution is epitomized by the emergence of QSS protocols.3=]
These protocols hold the unique distinction of facilitating not
only the sharing of classical information but also enabling
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the dissemination of unknown quantum states among autho-
rized parties. The historical milestone of the first QSS scheme
was achieved in 1999, with Hillery e al.P’! paving the way
through the utilization of three-particle or four-particle GHZ
states. In the same year, Cleve et al.!¥) proposed the threshold
QSS scheme based on the theory of quantum error correction
codes. Subsequently, Xiao er al.!® generalized the QSS of
Hillery et al. into arbitrary multiparty. Since then, numer-
ous QSS schemes based on different theoretical frameworks
have been put forward.”-">! For instance, Wang ez al.!'®! pre-
sented a QSS scheme that relies on the local distinguishability
of orthogonal multiqudit entangled states, enabling the real-
ization of a (t,n)-threshold access structure. Tavakoli ez al.!'”]
constructed the QSS scheme through the mutual unbiased ba-
sis and d-dimensional single-particle quantum states, where d
is restricted to odd prime number. In addition, Qin ez az.!'8]
gave a verifiable (¢,n)-threshold QSS using d-dimensional
Bell state. Bai et al.!' proposed a verifiable QSS scheme us-
ing d-dimensional GHZ state. Furthermore, significant experi-
mental progress has been made in the domain of QSS schemes,
underscoring the feasibility of quantum-based approaches to
secure information dissemination. [20-23]

The majority of QSS schemes employ either quantum en-
tanglement or single-particle quantum states as their founda-
tion. Although quantum entanglement does occupy a critical
position within the realm of QSS, its presence is not imper-
ative for the functioning of QSS protocols. In 2003, Guo et
al.®* proposed a QSS protocol without entanglement based
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on a modified BB84 QKD protocol and the efficiency is im-
proved to approach 100%, with the use of quantum data stor-
age. Hsu er al.'! constructed a class of QSS schemes based

[26] presented an efficient QSS

on product states. Yang et al.
protocol with orthogonal product states in the C> ® C3 Hilbert
space. Hu er al.®") proposed a novel semi-QSS protocol in
high-dimensional quantum system using product states. Ac-
cordingly, this evidence substantiates the efficacy of employ-
ing quantum product states as a cornerstone in the construction
of QSS protocols. Concurrently, the local distinguishability of
orthogonal product states has emerged as a prominent research
trajectory within the quantum information landscape, yielding
a wealth of theories and properties that continue to illuminate
this subject.[?®=3!] From the above analysis, it is not difficult to
see that the QSS protocol, established via a quantum entangled
state and unitary transformations, facilitates the realization of
a more complex threshold structure. Conversely, the scheme
predicated on the quantum product state is confined to a sim-
ple threshold structure. However, the preparation of quantum
product states is significantly more accessible compared to that
of quantum entangled states. Hence, we consider the adoption
of quantum product states combined with unitary transforma-
tions as a means to accomplish the threshold structure. This
approach not only successfully achieves the threshold struc-
ture but also simplifies the preparation of quantum states and
saves quantum resources.

In this paper, we will use the orthogonal product states
within the C¢ ® C? Hilbert space and harness the power of La-
grange interpolation to unveil a verifiable (¢,7n)-threshold QSS
scheme. In our scheme, the dealer prepares a quantum product
state that is randomly selected from an ensemble of orthogonal
product states on C? @ C?. Subsequently, we integrate the data
block transmission technique®?! and capitalize on the decoy-
photon technique?! to reinforce the security of the transmis-
sion. Then, these participants perform the unitary operations
on the product state to reconstruct the secret. Finally, we an-
alyze the security of the scheme against both eavesdropping
and dishonest participants.

The organization of this paper is as follows. In Section 2,
we give some preliminaries. In Section 3, we propose the ver-
ifiable QSS scheme based on product states. In Section 4, we
analyze the correctness and security of our schemes. Section 5
compares our scheme with the existing schemes. Finally, the

conclusion is given in Section 6.

2. Preliminaries

In this section, we introduce some preliminaries that are

employed in the subsequent discussion.

2.1. Orthogonal product states

To start with, we define a set of orthogonal states to
be locally indistinguishable if they cannot be perfectly dis-
tinguished via local operations and classical communication
(LOCC).[>>-341 Here, we consider a set of orthogonal product
states on C? @ C as follows:

) = 5 (10) =1

epezian) = 75l D(0)+ 1)

v = 5 (0) + D))

ey t2an) = i+ D0 =17,

ia-s) = =10} —ld— 1),

ia-s) = = ID(0) +1d = 1)), M

wherei=1,2,....d—1and j=1,2,...,d —2.

Theorem 1 The following orthogonal product states in
Eq. (1) cannot be perfectly distinguished by LOCC, no matter
who goes first.

Proof Suppose that the first party performs a general
measurement with a set of d X d positive operator-valued mea-
sure (POVM) elements {M;Mk :k=1,2}, where

k k k k

mgﬁo mg,l mg,z mg,dfl
mlgo mi mis m]lc,dfl
. k
M, M) = m; 0 m; g UoP) m; a1 2)

k k k k
Mmg_10 Mg—11 Mg_12 My 141

under the basis {|0),]1),...,|d —1)}.

It is noted that the post-measurement states must be pair-
wise orthogonal to make further discrimination feasible. That
is, the states that are orthogonal on the first side should main-
tain the orthogonality on the first side after the measurement.

For the sake of convenience, let us consider the example
of quantum states |y;), |y») and |y,,) as an example. There-
fore, we have

+ 1 1
(WM M 114 | o) = E(mlé,z - m]f,z) =0, 3
+ 1 1
(W MM @ L Lal You) = 5 (m o +0) =0, (4)
+ 1
(W2 | M My ®I;1d|‘l’l> = E(mé,o - mél) =0, (5
+ 1
(Y2a| MMy @ [} 14| y2) = E(mli,o +mb ) =0.  (6)
Hence, by Eqgs. (3)-(6), we can get

ko ok kK ok
My, =My = 0, myo=my; = 0.
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Using the same method to analyze the quantum states in
Eq. (1), we can obtain

ml,, =ml,, =0, (7

w,v
where v#wand vyw=0,1,...,d — 1.

Second, we take the quantum states |y;_) and |y»;) as
an example. Therefore, we have

(V2i-1 |M;IM1< ®];Id|ll/2i>

k k k k
= my+mg; —mio—m;; =0. (3)

Since mk, = mf ; = 0, we obtain

ko k
myo = mi;,

wherei=1,...,d — 1.
This implies that any of POVM elements belonging to the

first party should have the form

mgy 0 0 0
0 miy O ... O

MiMg=| 0 0 miy . 0 |gp ()
0 0 o0 m

Through the above analysis, all of the first party’s POVM
elements must be proportional to the identity. Thus, the first
party cannot go first and by the symmetry of states in Eq. (1),
neither can the second party. Therefore, these states are locally
indistinguishable. This completes the proof.

According to these quantum states described in Eq. (1),
we proceed to construct a set of measurement operators as fol-
lows:

My = [yai1)(Vai-1],
Maj 1 o@-1) = [¥aj- 112 1) (W2j-142(a-1)l
Mai = [yi) (Wail,

Mjiaa—1) = Waja0a-1))(W2js2(a-1)l5
Mya—s = |Waa-5)(Waa—s|,

Mag—4 = |Wag—4)(Waa—4l,

d-1
M=1I- Z (Mai—1 + My;)

Z M 142(4-1) T Majio0a-1));

wherei=1,2,....d—1land j=1,2,...,d —2.
Using the measurement operators described above, we

can obtain the set M of measurement operators, denoted by

M={M\,M,...,May_5,Msq_4,M}. (10)

Example 1 For C®® C° system, we give a set of orthog-
onal product states

Loy - )y,

|W1>=ﬂ lwa) = 7(|0>+|1>)\>

¥5) = 5 ()= 2DI2).  lva) = = (10)+[2)2).
¥s) = 5 ()= B3, Ive) = = (10)+[3) ).
¥r) = 5 (0 = )I4).  lvs) = = (10)+[4))14).
¥o) = 5 ()= I)IS).  Ivio) = —=(0)+15)3)
yin) = S5 20— 1), Twiz) = —[2(10) +11).
¥i2) = <530 =21, wia) = 5[3)(10) +12).
¥is) = 54003, vie) = 514)(10) + ).
yin) = 515000 4)). via) = 515)(10) + 14)).
o) = 5100 =13)).  [van) = —=I1(0) +15)).

Through Theorem 1, it is not difficult to find that the above set
of orthogonal product states cannot be perfectly distinguished
by LOCC no matter who goes first.

2.2. Unitary operations

To study the variation of the relevant quantum states un-
der unitary transformations, we encode the quantum states in
Eq. (1) as follows:

Wo.0,i-1) = [v2i-1), [Wo,Li-1) = [w2i),
Wi0,j-1) = Y2 142-1))s [W11,j-1) = [Waj000a-1))
W104-2) = [Vaa—s), |Wi1a-2) = |Waa—4a)- (11)

To further investigate the orthogonal product states in

Eq. (11), we construct a set of unitary operations

d—1
Up= Y [i)(i
i=0
d—1-1
U =10){0]+ Z i) +l|+):\

Z [i)¢ +l|—Z\

— 1=+,

Ua—1 = 10)(0] — —1=0)+i)il,(12)

where l =1,2,...,d —2.

Furthermore, U; and U, 41 act on the computational ba-
sis {|k)}¢—}, from which we can obtain

d—1-1

[0)(01k) + Y [i)(i+1]k)

i=1

Ullk) =

l

+ Y [(d—1-1)+i)ilk)

i=1
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0), k=0,
= L |((d=1=1)+k)), k=1; (13)
[(d=1—1)+k) mod (d—1)), k#1,
Urra1]k) = 0)(0[k) dlzl]’lh (i+1k)
—izl;|(d—1—l)+i><i|k>
0), k=0,
= —|((d=1=1)+k)), k=1; (14)
—|((d=1=1)+k) mod (d 1)), k#1.

According to the above U; and U141, we can obtain a
set of unitary operations on C¢ ® C¢,

Vo.0,a-1-1 =U U,

Vo1,d-1-1 = Ui1a—1 QUjyqa-1, (15)

where [ = 0,1,2,...,d —2 and note that V07(),d,1 = V()’()’o =
Up@Upand Vo1 g1 =Vo,10=Us-1®Uq4_1.

Theorem 2 Let |y, , ) be an orthogonal product state
in Eq. (11) and V{ g , be unitary operation in Eq. (15). The
equation can then be obtained, i.e.,

|Ws,.5,,8) (16)

where x,y,0, =0,1,z=0,1,...,d —2, 8; = (¢ +x) mod 2,
=(B+y)mod2and & = (y+z) mod (d —1).
Proof To facilitate the computation, we take |y 0—1)

Va,ﬁ,y| WX,y,z> =

as the example, and the others can utilize a similar approach
to prove. Since Vg 4—1—; and Vp 1 4—1—;, we can then obtain
that the result of performing Vg q—1-; or Vg 14-1-; on the

[W0,0,i—1)s
V0.0.d—1-1|¥0,0,i—1)

wiou) ("”"”@ |i>),

V2
[W0,0,((d—1-1)+(i-1))) i=1
. 17
{‘l’oo (d=1=1)+(i—1)) mod (d—1))> 171, a7
Vo1.d—1-1|W0,0,i-1)
0)—1|i .
= (U1+d—1®U1+d—1)<| >\@| ) ®|l>>,
_ {_|IVO,07((dll)+(il))>a i=1 (18)
= Wo.0,((d=1-1)+(i~1)) mod (a—1))s 7.

Since a global phase does not affect the unitary opera-
tion on the quantum state, we remove the global phase (—1) in
Eq. (18). Therefore, by Egs. (17) and (18), we can prove that
Eq. (16) is true. [l

3. Quantum secret sharing scheme

Now we give our scheme in several steps. Alice aims to
share her confidential information among Bob; (i=1,2,...,n)

such that any ¢ out of them collaborate to reconstruct Alice’s
secret. In our protocol, we use the data block transmission 32!
and the decoy-photon technique.**3! In addition, the quan-
tum channel is public in our scheme, while the classical chan-
nel is authenticated, ensuring that transmitted messages re-
main untampered.

3.1. Preparation phase

The dealer Alice uses the following steps to distribute her
secret.

Step 3.1.1 Alice randomly chooses a; (i € {0, 1,
1}) from a finite field GF(d — 1) to form her private informa-
tion. Then, she defines a polynomial, denoted by

f(x) =ag+aix+ax®+---+a,_1x¥ ' mod (d—1), (19)

where s = f(0) = ap mod (d —
lects distinct elements x; € GF(d —

1) is a secret. Here, Alice se-

1) fori=1,2,...,n. Each
x; serves as a unique identifier for Bob!, functlomng as a piece
of personal information that distinguishes one recipient from
another.

Furthermore, Alice pronounces the values of all x; and
computes f(x;). Then, she sends the computed values to Bob;
through a certain secure quantum secure direct communica-
tion protocol. Note that Alice and Bob; share a secret that is
only known by them.

Step 3.1.2 Alice and the participants negotiate a suitable
hash function H(x), where = (x1,x,...,X,+2) represents a
(n+ 2)-dimensional vector. In addition, Alice constructs an
n X n matrix according to the following procedure:

1 hiy hi ... hiy
[y hat h ... hy

A=| | | = ) ) s (20
Tn hnl hnZ cee hnn

where h;j € GF(d —1). After that, she sends 7; of the ma-
trix A to Bob; (i =1,2,...,
communication technology.

n) through quantum secure direct

3.2. Distribution phase

Suppose that ¢ participants, Bob;,Bobs,...,Bob;, coop-
erate to restore the original secret (see Fig. 1). Similarly, any ¢
participants can restore the secret together in the same way.

Step 3.2.1 First, the dealer Alice randomly selects the
quantum state in Eq. (1)

1905.) =670

In order to ensure the security of the transmission pro-

cess, Alice randomly selects m quantum states from D; =

10) i) \0+\ |0y —ili) \0 +u
(IO Dy or B, = (122

tection quantum states, where i = 1,2, e

} to serve as the de-

d—1andi’=—1.
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Alice Bob; Bobsy
......... Lo E W @
60| ¢ 915 @ 2sg 10y @»Uﬁwo il
P T Oa b [ Ua |
60} @ e e 3o el — -
. ...:SéO)L _________ Sé ) e— '552)

Fig. 1. The process of the information particles transferring.

Furthermore, she inserts \(])2(0)) into the above detected
quantum states and records its position to form the sequence
Sg)). Finally, Alice sends the sequence Séo) to the partici-
pant Bob;. Even if the eavesdropper intercepted the above
sequence, she does not know where the quantum state of the
encoded information is inserted. Hence, the probability of ob-
taining the information is relatively small. In addition, the
eavesdropper needs to fake the sequence, which also increases
the probability of being detected.

Step 3.2.2 Upon receiving the transmission sequence
Séo), Bob; engages in classical communication to convey re-
ceipt to Alice. Subsequently, Alice discloses the positional
indices and the measurement bases employed for the detection

of the quantum states within the sequence Sgo)

to the public
domain. Bob; then proceeds to conduct measurements on his
complement of detection quantum states, employing the iden-
tical bases as those announced by Alice, and relays the out-
comes to her. Utilizing these data, Alice calculates the error
rate. If the error rate exceeds a predetermined threshold value,
then she must abort the protocol and initiate a new round with
fresh resources.

If there is no eavesdropping, Bob; uses the message f(x)
sent by Alice to calculate that

Xj

N :f(xl) H mod (d—l).

1<j<e®i — X1

Based on the value of y;, Bob; randomly selects a unitary
operation Vg, g, ,, from the set {Vo0.y,V0,1,y, }» where Vo 0.4,
and Vj 1y, can be denoted by

Voo =Ui—1-9 ®Ua—1-y,,

Vo1 = Usga—1)—y @ Usga—1)—y-

Using the vector 771, he calculates the corresponding hash
value H(ay, B1,7m1) and publicly announces it. Suppose that
the unitary operation chosen by Bob is

Voy.8m = Ua ®@Uy,

where Ay =d—1—y0r2(d—1)—7.

Next, Bob; performs the unitary operation Uy, on the ini-
tial state |¢2(0)>, resulting in the transformed state |¢2(1)>. Sub-
sequently, Bob; randomly selects m quantum states from D;
or D; as the detection quantum states. The transformed state
\q)2(1>> is then inserted into this collection of detection states,

and the positions of insertion are meticulously recorded to

construct the sequence Sg)

Sgl) to the participant Bob,.

. Finally, Bob; sends the sequence

Step 3.2.3 After Bob, receives the corresponding se-
quence S(zl> of quantum states, Bob; and Bob, adopt the
method in Step 3.2.2.

If there is no eavesdropping, Bob, can construct the uni-
tary operation Vg, g, 5, = Ua, ® Uy, and expose the hash value
H(a,B2,m), where Ay=d—1—"p or2(d—1)— 7 and

n=re) [T -~
1<j<e i —
J#2

According to Vg, g, ,,, Boby acts on the quantum state

mod (d —1).

|¢2(l)> with the unitary operation U,, and obtains a new quan-
tum state |¢)2<2>>.

Step 3.2.4 The above steps are repeated until participant
Bob; completes the operation and obtains the quantum state
19,7).

For the first particle \¢f°>> in the quantum state |@q g y),
Then,
Bob; uses the unitary operation Uy, to act on the quantum

Alice uses the same method to transmit it to Bobj.

state |¢1(0)> and obtains the quantum state |¢1( 1)>. This process
is repeated for ¢ rounds until participant Bob, completes the
corresponding operation and obtains the quantum state |¢1(t>>.

3.3. Reconstruction phase

Step 3.3.1 After completing all the unitary operations,
the initial product state |@q g ,) = |¢1(0))|¢2(0)> chosen by Al-
ice is changed to

011,.05)
= Voubr Vo 18101 Vor o Veu b |(p06ﬁ~7>
= |(P( iy 1-+a) mod 2,(Xi_; Bi+B) mod 2,(Xi_, y1+7) mod (d71)>'
(2D
Furthermore, Alice proceeds to request that all par-
Bob;,Boby,...,Bob;, their
(a;,Bi) (i=1,2,...,t). She then calculates the corresponding
hash value I:I(Oci, Bi,mi). It I:I(ai, Bi,mi) = H(ay, Bi,m;) is true,
then it means that all participants are honest. Finally, Alice

ticipants, disclose selected

discloses the outcomes of the integrity verification process to
the public forum.

Step 3.3.2 When all participants are honest, Bob; uses
the measurement operator M as defined in Eq. (10) to mea-
sure the quantum state |(p,1,12713> in the hand. As a result of the
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measurement process, Bob, obtains the following outcome:

t

I = (Z o+ a) mod 2, (22)
i=1
t

I = ( ﬁﬁﬁ) mod 2, (23)
i=1
t

I3 = ( %-+y) mod (d —1). (24)
i=1

Step 3.3.3 Subsequently, Bob; sends the obtained result
(l1,1p,13) to Alice. Then, Alice implements the second vali-
dation of participant honesty based on publicly available in-
formation (v, 3;) from all participants, as well as their secret
shares ;. If Egs. (22)—(24) are true, then it signifies that the
unitary operations utilized by the participants are consistent
with their public information.

After the completion of the second round of honesty veri-
fication, Alice reveals the parameters . Subsequently, Bob; is
able to retrieve the original secret that was hidden in |¢y, 4, 15),

that is,
t

s:l3—y:Zy,-m0d(d—l).
i=1

3.4. Example

In this example, we give a (3,4) threshold QSS scheme
using the orthogonal product states in example 1. Suppose
that the finite field is GF(5) and Alice wants to share the se-
cret s = 4, where Bob; (i = 1,2,3,4) has a public information
x; = i. To facilitate the illustration of the protocol, we assume
that Boby, Bob,, Bobs will recover this secret s.

First, Alice selects a polynomial as follows:

f(x) =4+3x+2x* mod 5. (25)

In addition, Alice calculates f(x;) (i =1,2,3) and sends
f(x;) to Bob; through the secure channel, where f(x;) (i =
1,2,3) can be denoted by

fa)=f(1) =4
fl) =f(2)=3;
fs)=703)=1

Then, Alice randomly selects the quantum state |@; | 3) =
lyig) = %|5)(|0> + |4)). Therefore, Alice and participants
use decoy photon state technology to transfer the first particle
and second particle of | 1 3) to the next participant, respec-
tively. This technique ensures secure and reliable transfer of
the quantum state between participants.

Then Bob; calculates that

"= f(x1) H Y mod5=2.

1<j<3 X — X1

According to the value of 7, Bob; randomly selects a
unitary operation Vp 1 » = Ug ® Ug and applies this unitary op-
eration Ug to the first particle and the second particle, respec-
tively. The remaining participants can follow the same pro-
cedure outlined in Table 1 to obtain their respective unitary

operations.
Table 1. Information for each participant.
Participants fxi The value of ¥; Unitary operation
Bob, f(1)=4 n=2 Vo,12 =Us @ Us
Bob, f(2)=3 r=1 Vo0, =Us®@Uy
Bob; f3)=1 =1 Vo1 =Us @ Us

After completing all the unitary operations, the initial
product state |@; ; 3) is changed to

95, 5,70 = Vo1 Voo - Vou2l@ii3) =[@ii2).  (20)

To measure the quantum state |@; | 2), the set of orthog-
onal product states is changed to an orthogonal complete set.
Therefore, the following quantum states need to be supple-

mented:

[21) =[0)[0), [2) =[1)]2),
123) = [1)[3), [Q4) =[1)]4),

1Q2s5) =1[2)[3), [Q6) = |2)[4),

127) = [2)|5), |€28) = 3)[1),

Q) =1[3)|4), [10) = [3)[5),

|Q11) =[4)[1), [R12) = |4)[2),

[Q13) =1[4)[5), [Qu14) =5)[1),

[Q15) =15)12), [Q16) =15)I3). 27

Therefore, Bobs can construct a set of measurement operators
M= {|yi)(wil],|2)(Qlli=1,2,...,20; j =1,2,...,16}.

Then, he measures the quantum state |(p17172> to obtain the
measurement result

h=1, h=1, =2 (28)

Through honesty verification, Alice exposes the parameter
Y = 3. Therefore, Bobs can obtain the original secret s =
(I —7) mod 5 = 4.

4. Scheme analysis
4.1. Correctness analysis

Definition 1 A QSS scheme is called “correct” if, for any
strategy of the adversary, § = s, where s is the dealer’s secret
and § is the secret recovery by the participants.

In our scheme, after these unitary operations of all par-
ticipants, Bob, measures the final quantum state |(p1|712_,13> and
gets I3 = (Y!_, i+ 7y) mod (d — 1). This condition contributes
to recovering the shared secret perfectly. Therefore, we can
state the following theorem.
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Theorem 3 In the absence of effective eavesdropping the
dealer’s secret can be perfectly reconstructed by the partici-
pants for an honest implementation of the secret distribution
and recovery phase of the proposed scheme.

Proof After the action of unitary operations, the initial
state |y, 1, 1;) becomes the final quantum state

|(p11,12,l3>

= Vduﬁh% .V‘erlﬁﬁtfl’%fl "'Vazsﬁzﬁz Ve B |(P05ﬁ-,7>

‘(P( i1 aq+a) mod 2,(¥{_; Bi1+B) mod 2,(X}_; 71+7) mod (d—1)>-
(29)

Bob; can distinguish |¢y, 1, ;,) with the measurement op-
erator M. Therefore, Bob, can obtain that

!
I = (Za,-+(x> mod 2,

i=1

L= (§ﬁi+ﬁ) mod 2,
I3 = (i%+}’) mod (d —1).

i=1
To obtain a secret s, Alice declares y. After Alice’s declara-
tion, Bob;, calculates that

§=(l5—y)mod (d—1) = (i%+}’) mod (d — 1).
i=1

By Lagrange interpolation, Bob, can restore the secret s, i.e.,

§=s.

4.2. Security analysis

In the quantum communication protocol, ensuring secu-
rity is of utmost importance because it determines whether the
information can be transmitted in a completely secure manner.
In this section we analyze the security of our scheme against
three primary quantum attacks: intercept-and-resend attack,
entangle-and-measure attack, and dishonest participant attack.

(1) Intercept-and-resend attack In this paper, we pri-
marily utilize the decoy photon technique to check eavesdrop-
per’s attacks. The detection quantum states we employ are
chosen from D; = {%, %} or D; = {%, %}
where i = 1,2,...,d — 1. In the following analysis, we will
consider two cases of the intercept-and-resend attack (see
Fig. 2).

Alice l Bob; Bob;_; 1 Bob;

Eve Eve

(a) Case 1 (b) Case 2

Fig. 2. Two cases of the intercept-and-resend attack.

Case 1 Suppose that Alice sends a quantum sequence Sg())

containing the encoded quantum state |¢2(0)) to Boby. How-
ever, Eve intercepts the transmitted quantum sequence SZ0 .In
order to obtain the information in the original quantum state
|Wo p,y)» Eve has to measure the detected quantum states in

S%O). Therefore, the probability of successfully guessing the
0) .
857 1s

1
Prob(Eve guessing successfully Séo)) =Gy

Furthermore, the probability of Eve being successfully de-
tected is

1

Prob(Eve being successfully detected) = 1 — aa—1pm

Therefore, Bob; must be detected as the number of intercepted
quantum states (m) increases. Thus, it shows that the intercep-
tion and retransmission in this case is a failure.

Case 2 During the transmission between Bob,;_; and

(t=1)

Boby, Eve intercepts the quantum state sequence S, con-

taining the encoded state |¢2(t71)). Therefore, the probability

of successfully guessing the Sg_l) is

_ 1
Prob (Eve guessing successfully Sg 1)) =Gy

When the eavesdropper Eve only obtains the quantum
state |¢2<[_1)>, she cannot distinguish |y, g ,) due to Theo-
rem 1. Therefore, Eve needs to intercept the quantum state

sequence S gt_n

containing the quantum state |¢1(t_1)>, and the
probability that she has successfully guessed the quantum state

18

- 1
Prob (Eve guessing successfully S(lt 1)) = m

Thus, the probability that Eve obtains the quantum state
~1 1)y .
W) = 1003 s

Prob (Eve obatining successfully |y, ﬁ/"y))
1
= . 30
a1 0
To obtain the secret s, Eve measures the state |y, g /) =

|¢1(t_1)> |¢2(t_1>> with the measurement operator M to obtain

Y= <ZZ;%+Y> mod (d —1).

Furthermore, s = (¥!_ ;%) mod (d —1) = (Y + % —
¥) mod (d — 1). Suppose that guess ¥ is relatively indepen-
dent of 7, so the probability that Eve can successfully guess
them is

Prob (Eve guessing successfully ¥ and }/) = @1z
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Therefore, the probability that Eve has guessed the secret cor-
rectly without being detected is

Prob (Eve guessing correctly the secret)
= % 31)
167 (d — 1)2001)

In essence, the likelihood of accurately deducing the con-
cealed information without detection in a robust communica-
tion protocol is ordinarily minute. Consequently, it is improb-
able for an eavesdropper to extract meaningful intelligence
from this type of assault. Hence, the success of such an at-
tack is precluded.

(2) Entangle-and-measure attack In this paper, this at-
tack means the eavesdropper Eve entangles the auxiliary par-
ticles and measures them to obtain the information. To depict

this process, we assume that the auxiliary particle is |E), if

Eve first performs the unitary transform Ug on her particles

{1k),10) — [k} (k=0,1,...,d —1;kK' =1,...,d — 1) and the
auxiliary one |E) in the following forms:
Ug|k)|E) = Zaklll lext). (32)
d—1
Ur(|0) —[K'))|E) = Zd01|l leary = Y apil)lewsr), (33)
1=0

where |E) is the initial state of Eve’s ancillary system; |eg)
and |ey;) are the pure auxiliary states determined uniquely by
the unitary transform Ug.

For convenience, we take the quantum state |yp;—) =
(0~ [)li) (i =1.2,....

two cases of the entangle-and-measure attack.

d — 1) as an example to analyse

Case 1 Assuming that the eavesdropper Eve adopts the
entangle-and-measure attack on the second particle, the quan-

tum state |ya;_1) = \Lﬁ(|0> —1i))li) becomes

|®) = (I&Ug)|y2i1)|E)

1
= \f |0 7| (Zatlu |ell >
_ (2@0 Dlea) - Za,,| Dlea) ) (34)

Finally, the participant Bob measures |®) using the oper-
ator P =
the measurement is changed to

|w2i—1){W2i—1]|, and the quantum state obtained after

P|d) = T(CMOH i)lei) —aiili)|i)|ei))
= \ﬁ(m)—\i))ﬁ)@aii\eiﬂ
= |yai_1) ®ajile). (35)

Case 2 Assuming that the eavesdropper Eve adopts the
entangle-and-measure attack on the first particle and the sec-

ond particle, the quantum state |yr;_1) =

L(10) —[i))]i) be-

comes

P)

(UE®UE)|V/2i D|E)|E2)
d—1d—1

= (Z Zaozb,yll ") |eor) &)

1=01'=

d—1d-1
— Z Z aibi || e,1>|8,1/>> (36)
=01/'=

where |eq;), |e;;) and |g;) are the pure auxiliary states deter-
mined uniquely by the unitary transform Ug.

Finally, the participant Bob measures |¥) using the oper-
ator P =
the measurement is changed to

|w2i—1){W2i—1], and the quantum state obtained after

1

PIP) = W [10)]2) (@ooleoo) — aileio) — aoileoi) + aiilei))

2
- | >| >((l00|€()0> —(1,0|€,0> —1101|€01> +all|ell>)]
®bjil&i) = [yai-1) @ W) @ |Wa), (37)

where |[W;) = agoleoo)
bii&ii).

By Egs. (35) and (37), it implies that Eve has no effect
on the whole system of QSS if she intends to eavesdrop with-

—aioleio) — aoileoi) +aiileii) and [Wh) =

out being detected. In other words, she is unable to extract
any confidential information. Consequently, the entangle-and-
measure attack proves to be unsuccessful.

(3) Dishonest participant attack For the QSS scheme,
it is indeed possible for a dishonest participant to provide a
forged secret share, rendering it impossible for other partici-
pants to reconstruct the original secret. However, the dishonest
participant can still utilize the correct secret shares to obtain
the genuine secret. Moreover, multiple dishonest participants
can collaborate to extract information about the secret by uti-
lizing valid shares. This highlights the destructive influence
of malicious participants within the scheme. In our proposed
scheme, we assume that the last participant Bob; is honest. In
the subsequent analysis, we will demonstrate that our scheme
is designed to withstand attacks from dishonest participants.

Case 1 When there is only one dishonest player, we as-
sume that Bob,_; is dishonest. If Bob;_; uses an intercept-
and-resend attack or entangle-and-measure attack, according
to the above analysis, then he must not get useful information.

Suppose that Bob;_; attacks with fake encoded quantum
states. Since the particles transmitted by Alice are not trans-
mitted simultaneously, Bob,_; cannot get two particles simul-
taneously. Therefore, after Bob,_; gets the quantum state
|¢2(r—1)>’ he needs to fake the quantum state |¢32(t_1)> by guess-
ing. Furthermore, the probability of success of the forged
quantum state is

1

Prob(8; ") =10"") = 35
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After Bob,_; gets the quantum state \q)f'il) ), he needs to
fake the particle |¢] ') according to |¢2(t_1)>. Therefore, the
probability of two particles simultaneously forging the success
is
1

Prob(85 ™) =107, 101 ") = 1017 = gy

To obtain the secret s, Bob,_; measures the state
Yo pry) = |q)1(t71)>|¢2(t71)) with the measurement operator
M to obtain

Y

=1
( 7/,-+}/) mod (d —1).
i=1

Furthermore, s = (Y!_,%) mod (d —1) = (Y + % —
y) mod (d — 1). Suppose that guess ¥ is relatively indepen-
dent of v, so the probability that Bob,_; can successfully guess
them is

Prob(Bob,,l guessing successfully y; and y) = a—1e
Therefore, the probability that Bob,_; has guessed the secret
correctly without being detected is

Prob (Eve guessing correctly the secret) = 5 (38)

4(d-1)

Case 2 When there are at least two dishonest players, we
assume that Bob; and Bob;_; are dishonest. After Bob; re-
ceives the states |¢2(0)> and |¢1(0)> from Alice, he will fake the
quantum states |¢\")) and |¢\”)) to transmit them to the next
participant.

Until Bob,_; gets |¢32(’7]>> and \éff71)>, and Bob,_; ob-
tains the state |y, , v,) = \(ﬁft_l) N éz(t_l)> with the unitary op-
eration. Furthermore, Bob,_; measures the state |y, v, ;) =
“731( r71)>|¢32<r71)> with the measurement operator M to obtain

—1
vi=)Y ¥ mod (d—1).

i=1
Bob; and Bob,_; do not successfully recover the original se-
cret due to their corresponding quantum state after their uni-
tary operations. v3 does not satisfy the Lagrange interpolation.
Therefore, the probability of Bob; and Bob;_; being success-
fully detected is

Prob (B0b1 and Bob;_; being successfully detected)
1

= . 39
(d-1) (39)
By Eqgs. (38) and (39), it can be inferred that as the value
of d increases, the probability of success for dishonest par-
ticipants becomes significantly small. This indicates that the

attack by dishonest participants is ultimately unsuccessful.

5. Comparisons

In this section, we present a comparison of our proposed
protocol with existing schemes!!7-1%-3] based on five parame-
ters, which are displayed in Table 1.

Tavakoli’s scheme!'” and Karimipour’s scheme*®! both
utilize d-dimensional single quantum states to construct
(n,n)-threshold QSS schemes.
schemes provide verifiable capabilities for every participant,

However, neither of these

and Karimipour’s scheme was not secure from a dishonest
participant who could recover the secret without the help of
the other participants. In contrast, our proposed scheme of-
fers verifiable capabilities for every participant and is secure
against all dishonest participants. Therefore, our scheme is
better suited for detecting participant honesty than the previ-
ous schemes.

Qin’s scheme!!®! and Bai’s scheme!'”! both use d-
dimensional entangled quantum states to construct (f,n)-
threshold QSS schemes.
product states, which are simpler to prepare and store than en-

In contrast, our scheme employs

tangled states used in Refs. [18,19]. Overall, our proposed
scheme provides advantages over existing schemes in terms
of verifiability and simplicity. In addition, Hsu ez al.*! con-
structed the secret sharing scheme based on quantum product
states, realizing only the case of two players. In our scheme,
we construct (f,n)-threshold QSS schemes using quantum
product states. Therefore, the access structure implemented
by our scheme is more general.

The efficiency of the proposed QSS protocol is given as
N = c/(q+b), where ¢ denotes the number of the transmit-
ted secrets, ¢ is the number of the used quantum particles,
and b is the number of classical particles utilized for decod-
ing the message (classical communication used for checking
eavesdropping is not counted). In order to better reflect the ef-
ficiency, we simply revise the definition of efficiency and add
the successful probability of the scheme, i.e., 1 = cp/(q+b),
where p is the successful probability of the scheme. Therefore,
the successful probability in Tavakoli’s scheme!!”! is 1/d and
the successful probability in Karimipour’s scheme[*®! is 1/2.
In addition, the probability in other schemes is 1. For con-
venience, we assume that the number of decoy photon states
selected for each round in all schemes is m. Thus, we can
calculate the efficiency of each protocol, see Table 2.

To sum up, although our protocol is slightly less conve-
nient than other schemes, in terms of resources, our scheme
only uses quantum product states, which can achieve good
cost savings. In terms of the access structure, our scheme
implements (¢, n)-threshold structure, which is more practical.
Moreover, our protocol conducts the validation of the partic-
ipants’ honesty, which ensures the honesty and reliability of
the participants.
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Table 2. Comparison between previous QSSs and ours.

Schemes Quantum resources Access structure Efficiency Verifiability Security
Tavakolill”! quajtingritate (n,n)-threshold m No Yes
Karimipour!3°] qua;tizllrgriestate (n,n)-threshold m No No
Qin!'8! Bell state (¢,n)-threshold m (r<n) Yes Yes
Bail!9] GHZ state (t,n)-threshold m (t<n) Yes Yes
Hsul?! product state (2,2)-threshold zmlﬁ No Yes
Ours product state (t,n)-threshold m (r<n) Yes Yes

6. Conclusions

In this paper, we proposed a novel verifiable QSS proto-
col designed to achieve the (¢,n)-threshold access structure.
The main component of this protocol was the utilization of
d-dimensional product states for both the transfer and recov-
ery of quantum secrets. In our proposed scheme, the dealer
Alice generated the quantum product state, and the partici-
pants performed unitary operations on this state to reconstruct
the original secret. Furthermore, we conducted a thorough
security analysis of the proposed scheme, assessing its re-
silience against potential attacks. Additionally, we compared
our scheme with existing schemes in the field, highlighting its
advantages and distinguishing features. Through this compar-
ative analysis, we demonstrated the effectiveness and superior-
ity of our proposed protocol in achieving secure and verifiable
QSS.
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