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Fractional-order heterogeneous memristive Rulkov neuronal
network and its medical image watermarking application
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Jin Wang(E£4), Wei Wang(L ), and Mouyuan Wang(E H4%)

School of Electronics and Information Engineering, Anhui University, Hefei 230601, China

(Received 26 December 2023; revised manuscript received 22 February 2024; accepted manuscript online 11 March 2024)

This article proposes a novel fractional heterogeneous neural network by coupling a Rulkov neuron with a Hopfield
neural network (FRHNN), utilizing memristors for emulating neural synapses. The study firstly demonstrates the coexis-
tence of multiple firing patterns through phase diagrams, Lyapunov exponents (LEs), and bifurcation diagrams. Secondly,
the parameter related firing behaviors are described through two-parameter bifurcation diagrams. Subsequently, local at-
traction basins reveal multi-stability phenomena related to initial values. Moreover, the proposed model is implemented on
a microcomputer-based ARM platform, and the experimental results correspond to the numerical simulations. Finally, the
article explores the application of digital watermarking for medical images, illustrating its features of excellent impercepti-
bility, extensive key space, and robustness against attacks including noise and cropping.

Keywords: fractional order, memristors, Rulkov neuron, medical image watermarking
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1. Introduction

The human brain is a complex dynamic system contain-
ing billions of interconnected neurons that exhibit intricate
and chaotic dynamics.[!! Research reveals a strong correla-
tion between these chaotic dynamics and neurological disor-
ders such as epilepsy. For instance, healthy people usually
show chaotic patterns in their brain activity (measured by elec-
troencephalogram), whereas people with epilepsy often show
more regular, periodic patterns.!>3! Studying the chaotic dy-
namics of the nervous system, a vital step to comprehend the
origin of neuronal diseases, holds significant theoretical and
practical implications.*! To study and emulate the critical dy-
namic characteristics of neurons, several mathematical models
have been established by researchers, which encompass the
Hindmarsh-Rose (HR) model, ] FitzHugh—Nagumo (FHN)
model, [®! Rulkov model,[”-3! and the Izhikevich model.’] The
development and application of these models significantly ad-
vance the field of neurophysiology, which contribute to a
deeper understanding of the complex dynamics of the human
brain.

Memristors can emulate neural synapses or magnetic in-
duction, especially when cell activities involve the move-
ment of extracellular and intracellular ions.!'”) Neurons can
communicate not only through electrical and chemical con-
These
junctions, acting as bridges, allow ions to pass between

nections but also directly through gap junctions.

neurons and can be influenced by electromagnetic fields.

The Hodgkin-Huxley (HH) model!'""'?! and Morris—Lecar

13,141

model! are constructed based on the ion channels of neu-
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rons, and their stochastic ion channels can be simulated using
memristors.[!>1%] In order to incorporate the effects of elec-
tromagnetic induction, modifications have been made to these
neuronal models, establishing a connection between magnetic
flux and membrane potential using memristors.!!”! Such mod-
ifications have been applied to FitzHugh-Nagumo (FHN), 8]
Hodgkin—Huxley (HH),!'%?°1 and HR>'-23] neurons. Most
neuron models capture essential dynamic properties and fir-
ing patterns observed in biological cells, but have limited ex-
ploration of physical field effects. Incorporating memristors
into neural circuits is seen as a promising approach for es-
timating biophysical effects. Kumar ez al. provided empiri-
cal evidence showing the substantial improvement in conver-
gence efficiency and solution accuracy of Hopfield neural net-
work (HNN) through the integration of memristors.**! Hong
et al. introduced a novel method using memristors to simulate
neurotransmitter modulation, facilitating the creation of a self-
repairing astrocyte-neuron network.'?>! Furthermore, integrat-
ing memristors into cellular neural networks significantly en-
hances performance, notably speeding up pattern recognition

[26] In summary, memristors have

and image processing tasks.
attracted a great deal of interest in research and have become
crucial components in neuromorphic circuits.

The concepts of multi-stability is complex and fascinat-
ing elements in the study of dynamic systems.!?’-?8] The anal-
ysis suggests that this kind of behavior, which can exhibit ei-
ther identical or diverse topological properties, is further char-
acterized by the presence of numerous attractors located at
different positions.[29’30] Recently, researchers like Lin et al.
have integrated two distinct characteristics of memristors as

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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external stimuli into the HNN, allowing for control over the
number of attractors in hyperchaotic systems.3!) Moreover,
the constructed high-dimensional system finds its application
in brain-like image encryption, thereby demonstrating the im-
pressive complexity inherent in the memristor neural network
system. Introducing a non-ideal magnetron memristor model
into the HNN leads to the simultaneous presence of diverse
attractors and amplitude control phenomena, encompassing
multi-stability. 32!

The organization of this article is as follows: In Section 2,
a fractional-order memristor model is developed and subse-
quently utilized to construct an FRHNN model. In Section 3,
an analysis is conducted on region transitions, taking into con-
sideration factors such as magnetic induction, memristor ini-
tial state, and system order. In Section 4, a validation of the
systems is carried out using a digital implementation approach
on the ARM platform. Section 5 describes an enhanced med-
ical image watermark application, utilizing chaotic sequences
and a hybrid scheme. Finally, Section 6 concludes the article.

2. Fractional-order memristive neuron model

In this section, we introduce a fractional-order memris-
tor for neuronal synapse simulation and transform the discrete
Rulkov model into a continuous form. This continuous Rulkov
neuron is then coupled with an HNN through the memristor,
forming a new heterogeneous neural network.

2.1. Fractional-order memristor

A fractional continuous flux-controlled memristor model
is proposed to simulate electromagnetic induction in Ref. [22].

The model is expressed as
{i((x+ﬁ(p2)v, )

Dip =@ +ev,

where i, v respectively, represent the current flowing through
the memristor and the voltage across it. ¢ represents the inter-
nal state variable of the memristor. The parameters of mem-
ristor are denoted as o and 3. The parameter € represents the
time scale factor of the induced electromotive force in a finite
transient period, and it depends on the property of the medium.

2.2. Fractional-order system

The Rulkov neural model, which was initially structured
as a two-dimensional discrete mapping, has evolved into a
continuous system through progressive dynamic changes. 33!
This research has established that the continuous nonlinear
model exhibits greater sensitivity to its dynamic characteris-
tics. The aforementioned publication introduces the continu-

ous Rulkov network model, which is presented as follows:

o
Dix) = —x1+y1,
1 1+X% 1T (2)
Dy, = —ox; — B,

where x| represents the membrane potential, while y; repre-
sents the gating process. The system is characterized by three
parameters: o, 3, and 6. Notably, 8 is referred to as the ap-
plied stimulus.

The Hopfield neural network can be represented by the
circuit state equation for n neurons. Specifically, the state
equation of the circuit for the i-th neuron can be mathemati-
cally expressed as

C; dx; (t)

xi(f) | v
dr = — R —|—j:z:1wijtanh(xj(t))—|—l,- 3)
where x; represents the state variable for the voltage across ca-
pacitor C;. R; represents the resistance between the inside and
outside of the neuron, and I; denotes the input bias current.
The input signal of the j-th neuron processed by the neuronal
activation function is represented by tanh (x; (r)). The synap-
tic weight matrix, denoted as W = w;; represents the strength
of the connection between the i-th and j-th neurons, with di-
mensions n X n. The model can be expressed as follows:

Dixy = )21 -tanh ()Cz) +p2- tanh (yz) +p3- tanh (Zz) R
D%y, = p4 -tanh (x;) + ps - tanh (y2) + pg - tanh (z2), (4)
Dz = p7-tanh (x;) 4 ps - tanh (y2) + py - tanh (z2),

where p1, p2, p3, p4, Ps. Pe> D7, P8, P9 are the parameters of
the system.

The analysis in this article on the interconnected dynamic
behaviors of various neurons is important. Neural synapses
play a crucial role in signal transmission and information en-
coding within neurons and neural networks. To emulate this
process, the researchers utilized a magnetic flux-controlled
memristor, that displays synapse-like traits, acting as the po-
tential difference between the membranes of two neurons. As
illustrated in Fig. 1, neuron 1 and neuron 2 represent two neu-
rons in different regions of the brain, which are connected
through synapses within their respective neural networks. The
mathematical model of the biconnected neuronal system with
memristor is presented below:

DYx,

ﬁ —x1 +y1 —ktanh (@) (x; —x2),
Diy; = —ox; — B,
Do = p(x1—x2),
Dxy = —xp + pp - tanh (xp) + p5 - tanh (y5)
+ p3-tanh (z2) + ktanh (@) (x| —x2),
Dyy = —y2 + p4 - tanh (x2)
+ ps -tanh (y2) + pe - tanh (z2) ,
Dz = —zp + p7 - tanh (x)
+ pg - tanh (y2) + po - tanh (z2) ,

&)

where the nonlinear term ktanh (¢) (x; — x; ) represents the in-
duced currents between two adjacent neurons. x; and x, pos-
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sess different membrane potentials. Here, k represents the cou-
pling strength associated with the memristor’s magnetic induc-
tion effect.

Neuron 1 Neuron 2

Memristive autapse

Fig. 1. Memristor-based synaptic connection.

3. Firing patterns of FRHNN system under dif-
ferent parameters

In this section, the Adomian decomposition method
(ADM) is applied for simulating and examining system (5) in-
cluding the two-parameter bifurcation diagrams, spectral en-
tropy (SE) complexity, bifurcation diagrams, LEs, phase di-
agrams, time series plots, etzc. The objective is to analyze
the firing behaviors of a fractional heterogeneous memristive
Rulkov neuronal network under varying parameters and ini-
tial values. The simulation employs a fixed time-step of 0.01
seconds and spans a time range from 4000 seconds to 5000
seconds. To calculate the finite-time Lyapunov exponent, we
use Wolf’s Jacobian-based method with a fixed time-step of
0.01 seconds, continuing the simulation until reaching 4000
seconds.

3.1. Dynamics related to system order

Fractional-order systems display more complex dynam-
ics than integer-order systems. In this context, the order g is
a crucial factor for examining the firing patterns in fractional-
order chaotic systems. We use ¢ as a bifurcation parameter
to explore the different bifurcation behaviors that occur under
various initial conditions. This approach helps to understand
the system’s behavior in a more detailed manner.

In system (5),seta =13, =0,0 =3, u=1, p; =3,
p2 = —3.8, p3 =35, ps =35, ps=1.7, ps =32, p7 =
1, ps = =2, pg = —8.3, and k = 0.5. It should be noted
that red, green, and blue in Figs. 2(a) and 2(b) represent
the initial values (0,0,—12,0,0,0), (0,0,—2.14,0,0,0), and
(0,0,18.5,0,0,0), individually.

Figure 2(a) exhibits different firing patterns under differ-
ent initial conditions. It can be seen that when ¢ € [0.62,0.7],
they respectively exhibit period-1, period-2, and chaotic firing
patterns. Figure 2(b) shows the maximum Lyapunov exponent
(MLE) diagram corresponding to the firing patterns depicted
in Fig. 2(a). In Fig. 2(c), we can observe that under the initial
condition (0,0,18.5,0,0,0), the system starts from a chaotic
firing pattern and gradually transitions to a period-2 pattern
after ¢ = 0.73, then undergoes a sudden change to a period-3
pattern at g = 0.87.

Figure 3 displays the projections of coexisting multi-
ple firing patterns of system (5) at specific parameter val-
ues g on the x;—y; plane. In this figure, the red, green,
and blue orbits correspond to initial values (0,0,—12,0,0,0),
(0,0,—2.14,0,0,0), and (0,0, 18.5,0,0,0), respectively. Sub-
sequently, it becomes evident that figure 3 illustrates the co-
existence of quasi-period, different period firings, and chaotic
firing patterns.

4
op, 0012000 (2) £(0,0,-12,0,00) (P)
: (0,0,—2.14,0,0,0) 3 (0,0,-2.14,0,0,0)
-(0,0,18.5,0,0,0) . (0 0.18.5.0.0 0)
a2 ,0,18.5,0,0,
- —
8 E 1
O AL
-5 -1
05 06 07 08 09 0.5 06 07 08 09 0.5 06 07 08 0.9

q q

Fig. 2. Coexisting multiple bifurcation behaviors for g € [0.5,0.9]. (a) The bifurcation diagram under different initial values, (b) the LEs
diagram under different initial values, (c) the bifurcation diagram under initial value (0,0,18.5,0,0,0).

15 ( ) 15
a e C
10 ~— Chaos = 10 ( )
— Quasi-period
5 Chaos. 5
50 S 0
-5 -5
—10 —10
—15 _
—10 -5 0 5 15710 —5 0 5

1

Fig. 3. Coexisting attractors of x;—y; plane under different initial values, the red corresponds to the initial value (0,0,—12,0,0,0), the green to
(0,0,—2.14,0,0,0), and the blue to (0,0,18.5,0,0,0). (a) g= 0.6, (b) g=10.7, (c) g =0.9.
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3.2. Dynamics related to memristor synapse

When the order g are set to 0.9, the coupling strength pa-
rameter k is specified as bifurcation parameter. The initial
values is set as (0,0,0,0,0,0). The other parameters of sys-
tem (5) are consistent with Subsection 3.1. When changing
the coupling strength parameter & in the region [—1,1.5], the
bifurcation diagrams of k are numerically depicted in Fig. 4(a).
The MLE is drawn in Fig. 4(b).

In Fig. 4(a), the system starts from a period-2 pattern and
transitions into a chaotic firing pattern at k = —0.78. Within
the range of k from —0.78 to —0.53, the system exhibits
chaotic firing patterns, oscillating repeatedly around points
near multiple trajectories. Following that, in the interval where
k ranges from —0.53 to —0.36, the system enters a period-5
pattern. After a brief chaotic region, from —0.36 to —0.27, it
returns to the period-2 pattern. When the coupling strength
k reaches 0O, the system enters a silence pattern, displaying
stable points. As k is further increased, the system under-
goes a chaotic crisis at k = 0.21, leading to chaotic firing pat-
terns. Subsequently, the system exhibits a period-3 firing pat-
tern at k = 0.48. After experiencing a brief chaotic window,
it transitions to a period-5 firing pattern at k = 1.16. With
further increases in k = 1.31, through period-doubling bifur-
cation routes, the system experiences another chaotic crisis at
k = 1.4, transitioning into the next chaotic firing pattern. The
finite-time MLE displayed in Fig. 4(b) corresponds closely to
the bifurcation diagram. Figure 5 shows their phase portraits

on the x;—y; plane and the corresponding time series of the
membrane potential x; with several specific discrete values of
k. Figures 5(a)-5(d) are diagrams at periodic spiking firing
pattern, chaotic bursting firing pattern, periodic bursting firing
pattern, and chaotic spiking firing pattern individually indicat-
ing that the FRHNN system has rich electrical activities.

2.5

2.01

1.5
§ PR
1.01 :

0.51

(b)

—0.05

210 —05 0 05 10 15

k

Fig. 4. The dynamics for k € [—1,1.5]. (a) The bifurcation diagram,
(b) the MLE diagram.

a) O b c) O
(a) (b) . (c) ~ @
—5
s 70 5 -5 s 5 =5
—10
—10 —10 -10
3 -2-10 1 4 22 0 2 R R S
T T x T
4
2 2 2
0 0 0 0
8] 8 8 8 _
_92 —2 ) 2
4 —4
—4 6 —4
160 180 200 100 150 200 160 180 200 -0 150 200
t t t t
Fig. 5. Phase diagrams on the x;—y; plane and membrane potential time series for neuronal firing patterns with different values of k. (a) k = —1,

b)k=02,(c)k=12,(d)k=1.4.

In addition, the phenomena of transient chaotic attractors
are found in the FRHNN system. The time domain spectra
and attractors of the proposed system are shown in Fig. 6. Set
k = 0.48. It can be seen from Fig. 6(a) that the attractor first
oscillates in chaos and eventually stabilizes at period-2 pattern.
When we set k = —0.05, as can be seen from Fig. 6(b), with

the change of time ¢, the attractors first enters the chaotic pat-
tern, then passes through the transition state and quasi-period,
and eventually stabilizes at period-2 pattern. In Fig. 6, the
transient chaotic attractor eventually stabilizes at different pe-
riodic patterns, indicating that the proposed system has rich
dynamic phenomena.
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— Period
—10
1575 —4 -2 0 2
Z1
— Quasi-period
-2 — Transtion state
— Quasi-period
— Period
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g
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Fig. 6. Phase diagram and time domain spectrum of transient chaotic attractor: (a) k = 0.48, (b) k = —0.05.

3.3. Firing patterns depends on the initial-related param-
eters

Subsections 3.1 and 3.2 demonstrate that changes in pa-
rameters affect the firing behavior of system (5). This section
delves into how alterations in parameters g and k impact the
nervous system’s dynamics, utilizing two-parameter bifurca-
tion diagrams for analysis.

0.9
! CH
MP
. : P8
i ‘ P7
! P6
= 0. J J A ’ P5
F \ g Pa
: P3
. / £ P2
AN, § P1

Fig. 7. The dynamics on k—q plane. (a) Two-parameters bifurcation
diagram, (b) SE complexity diagram.

When the initial values are set to (0,0,0,0,0,0) in sys-
tem (5), a two-parameter bifurcation diagram on k—q plane

is created through numerical simulation. The other parame-
ters are consistent with those in Subsection 3.1. In Fig. 7(a),
the UB stands for unbounded behavior; the P1 to P8 stand
for period-1 to period-8; the MP stands for multiple periods
with a cycle number of more than 8; the CH denotes chaos.
In Fig. 7(b), the SE complexity map shows that darker colors
represent higher complexity, with the high-complexity regions
corresponding to chaotic patterns, while the low-complexity
areas correspond to periodic patterns. Figure 7(b) confirms
the firing patterns in the two-parameter bifurcation plot of
Fig. 7(a). Figure 7(a) effectively illustrates the dynamic behav-
ior of the system under different conditions of k and ¢, show-
casing how changes in these parameters influence the system’s
state transitions.

3.4. Local attraction basins

By measuring the firing pattern, the attraction basin of
the initial condition domain can be obtained, in which dif-
ferent types of dynamic states are marked with different col-
ors. The other parameters of system (5) are consistent with
Subsection 3.2. For the coupling strength k£ = 0.5 in the
FRHNN system, the local attraction basin in the x; (0)-y; (0)
plane with (x2 (0),¢(0),y2(0),z(0)) = (0,0,0,0) is shown
in Fig. 8, where different color regions represent different at-
tractors. In Fig. 8(a), the attraction basin in the plane areas
of x; € (—20,20) and y; € (—20,20) is drawn, in which the
orange area represents chaos, the light blue area represents
period-3, the blue area represent period-2 and the other area
are consistent with Fig. 7(a). In Fig. 8, the widely distributed
points of other different colors represent other distinct firing
patterns. According to the above analysis, different attractors
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coexist in the proposed system, so the proposed system has
multistable behaviors.
20
15
10

Chaos

-5 Period-3

—15 Period-2

11(0)

Period-2

y1(0)

—15 Period-1

—20 —10 0 10 20
z1(0)

Fig. 8. The local attraction basins in x; (0)—¢ (0) initial plane: (a) g =
0.65, (b) ¢ = 0.9.

4. ARM implementation of fractional-order
heterogeneous memristive Rulkov neuronal
models

Digital electronic technology is a highly effective ap-
proach for supporting the intricate dynamical characteristics
exhibited by complex nonlinear systems. In this section, we
perform a hardware circuit experiment on the memristive neu-
ron system. As depicted in Fig. 9(b), the hardware circuit
primarily comprises the TLV5618 digital-to-analog converter
and the STM32F750 microcomputer. The STM32F750 single-
chip microcomputer facilitates digital computations, while the
digital-to-analog converter transmits two output signals. The
main control chip employed is the 32-bit ARM Cortex-M7 mi-
crocomputer, capable of reaching a maximum core frequency
of 216 MHz. Its single-cycle multiplication instruction en-
ables the complete realization of the iterative equation for the
memristive neuron model.

The flow diagram illustrating the implementation of the
fractional-order system is depicted in Fig. 9(a), accompanied
by system (5) that provides a necessary iterative algorithm for
the FRHNN model. The discrete iterative equation is realized
using the C language and then the program is downloaded to
the ARM development board. During the step of data pro-
cessing, all data is converted to analog signals. To minimize
the impact of data processing on the iterative computation, the
operations of pushing and popping are introduced. This in-
volves storing and protecting the values of state variables at a
memory location indicated by a stack pointer. In real-world

applications, suitable values for the parameters g and k can
be chosen based on the aforementioned complexity results or
bifurcation analysis. Additionally, for the implementation on
the STM32F750 ARM development board, specific consider-
ations and optimizations may need to be taken into account.

Calculation
. Result pop
preparation
Initialization D/A conversion
»{ Iteration calculate Result procession

A

Fig. 9. The digital implementation: (a) program flow for ARM imple-
mentation, (b) digital circuit experimental platform.

With fixed control parameters, the control chip generates
output signals that are controlled by two digital-to-analog con-
verter (DAC) modules. Initially, we define two arrays for vari-
able calculation. Subsequently, to achieve iterative calcula-
tion, the elements of the array are updated based on other
discrete equations, following the initialization of the first el-
ement. Finally, the variable is written into the control reg-
ister of the DAC to directly obtain the corresponding analog
voltage. The resulting analog signals are then captured and
displayed on an oscilloscope, revealing the typical attractor
phase trajectories under different system states. Specifically,
figure 9(b) illustrates the periotic attractors generated, while
figure 10 shows the case of the chaotic attractor, periotic at-
tractor, and chaotic attractor generated. The coexistence of di-
verse states, as demonstrated in Fig. 3, is successfully realized
in Fig. 10. The circuit implementation results align closely
with the simulation results, affirming the feasibility of physi-
cally realizing this model.
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5 Agilent Technologies MON DEC 04 133457 2023 (b) % Agilent Technologies MON DEC 04 133855 2023
] 50 %

(a)

(c)

Agilent Technologies. MON DEC 04 132934 2023

[Freql? iUndefined__ JMini2 [Undsfined |

File Explorer Service Language ‘o0 Persist
- £ - - ut

Clear Clear |\« Grid Vectors Freeze
oo Persist Display s jui Display

Fig. 10. ARM implementation of the coexisting firing patterns with different initial value: (a) (0,0,—12,0,0,0), (b) (0,0,—2.14,0,0,0),
(¢) (0,0,18.5,0,0,0).
5. Medical image watermarking application

This section proposes an image encryption scheme, which consists of four parts: secret key and chaotic sequence generation,
embedding, extraction and encryption/ decryption processes. The overall process is presented in Fig. 11.

CA2 | CH2
Var Y cu
Scramble 2-level IWT CV2 | CD,
L J cv CD
Cover image Y DCT
Embedding trans|ate translate
strength o & embddding & embedding
strength 3 strength ¥
Chaos sequence v v v
A CA2 |SCH2
- 2 CH
Eﬁﬁ@ﬂ@; Scrambl Different chaotic matrix scanning SCV2|SCD,
“QRE —1— o »  methods determined by the last >
IE- 2 nine digits of the chaotic sequence [e\% CD
Watermark Scrambled
image watermark
ISVD
2devel | &2- | IDCT & 2-
nwT level level TWT
IWT
A 4 ‘L A 4
' ‘ CA2 [NCH2
CH
Replace the original NCV2| NCD
D block with the |«
D t
L : A ecryp! embedded block cv cD
‘Watermarked
image
Fig. 11. Watermark embedding algorithm flowchart.
5.1. Medical image encryption scheme pacity, error correction capabilities, and fast readability.

.. . . Step 1 Read a medical image with size M x N and save
The proposed digital watermarking scheme combines p ) ) g
. . . . as a matrix P in 2D size M X N.
chaotic sequences, discrete cosine transform (DCT), integer ) )
) . Step 2 Select controlling parameters in the range of
wavelet transform (IWT), and singular value decomposition ] ] ) )
. generating chaos and choose specific parameters induction
(SVD) to enhance the security and robustness of watermark- . L .
. o . . . strength o, memristor initial state 8, and fractional order y
ing medical images. By integrating a chaotic sequence, a se- .
] ' - as the security key. The key values are set as (@, f3,y) =
cure watermark extraction process is ensured. Additionally,

the combined utilization of DCT, IWT, and SVD offers resis-

tance against common image processing techniques applied to

(1.2,0.5,0.8). Then, one can obtain the chaotic sequences S.

Step 3 Transform the chaotic sequences S to the pseudo-
random sequences S| within the range of [0,255], respectively.
medical images, such as JPEG compression and various trans- The transform relations are given as follows:
formations. Moreover, the incorporation of quick response

codes (QR codes) provides advantages such as high data ca- S1 = floor ((S +50) x 1016) mod 256. (6)
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Step 4 The watermark image and medical image are re-
organized based on the sorting determined by matrices I and
J, following the steps outlined in Algorithm 1.

Algorithm 1 Shuffle the pixels.

Input: A pre-processed image P of size M x N, a random chaotic se-
quence matrix S.

: Sort each row of S to obtain 7;

1

2: Sort each column of S to obtain J;
3:fori=1toM do

4: for j=1to N do

5:row =mod (;; +2 x Ji j,M) + 1
6: col =mod (ji j+1;;,N) +1

7: Bi,j = Prow,col

8: end

9: end

Output: The pixels shuffled result 7.

Step 5 Starting our digital watermark embedding pro-
cess, we initiate with a two-level IWT transformation on the
input image, producing subbands CA, CH, CV, and CD.

Step 6 In the CH subband, CH2 is subjected to a DCT
transformation, and the CV2 subband undergoes an SVD
transformation, before embedding. Additionally, direct em-
bedding is applied to the CD2 subband.

Step 7 Subsequently, the embedded layers undergo an
IDCT transformation for the CH2 subband and an ISVD trans-
formation for the CD2 subband. Following these transforma-
tions, two successive IIWT processes are applied. The result-
ing layers, post-embedding, replace their respective original
layers.

Step 8 By decrypting, the image with the embedded wa-
termark can be retrieved.

Step 9 Extraction is the inverse process of embedding.

5.2. Security analysis

Figure 12 demonstrates the effects of utilizing chaos in-
dex scrambling alone. The chaos index scrambling effectively
disrupts the correlation between pixels, which are significant
advantages of this approach.

The similarity between the original host image and the
watermarked image can also be assessed using histograms.

(b)

The embedded watermark is imperceptible, ensuring the in-
tegrity of the host information remains unaffected. As illus-
trated in Fig. 13, the histograms of the host image and its wa-
termarked counterpart exhibit high similarity. Meanwhile, the
peak signal-to-noise ratio (PSNR) is a metric used to evaluate
the similarity between the cover image and the watermarked
one, assessing the imperceptibility of the watermark. As a
general rule, when PSNR exceeds 40 dB, it guarantees that
the watermark is imperceptible.[*¥ In this study, the PSNR
between the original and watermarked images is 45.5636 dB,
substantiating the watermark’s imperceptibility. This demon-
strates that the new embedding rule employed in the water-
marking scheme offers excellent imperceptibility.

(2) (b)

El;;,fs;m%

o

Fig. 12. Security test of the scrambled watermark: (a) original wa-
termark, (b) scrambled watermark with chaos sequence, (c) extracted
watermark.

(©
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(b)
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Fig. 13. Histograms: (a) cover image, (b) watermarked image.

5.3. Attack testing analysis

To assess the resilience of the proposed watermarking
method, several typical image attacks are applied to the wa-
termarked image. Figure 14 shows cropping, salt-and-pepper
noise, and brightness/contrast attacks. Despite the degradation
in the quality of the extracted watermark as increasing attack
intensity on the watermarked images, the proposed scheme
demonstrates resilience against attacks. The extracted water-
mark remains visually recognizable to human observers.

(d)

Fig. 14. Images under different attacks and extracted watermark images: (a) cropping attack on the left upper quarter, (b) vertical cropping attack on 1/4
of the image, (c) salt-and-pepper noise attack with intensity 0.01, (d) salt-and-pepper noise attack with intensity 0.02, (e) brightness attack with intensity

0.15, (f) contrast attack with intensity 0.1.
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6. Conclusion

In this article, we presented a new heterogeneous FRHNN
model by using memristors to simulate neural synapses. Ini-
tially, the study shows the coexistence of multiple firing pat-
terns through phase diagrams, LEs, and bifurcation diagrams.
It then describes firing behaviors related to parameter and ini-
tial condition with two-parameter bifurcation diagrams and
local basin diagrams. The model is implemented on an
ARM platform, with experimental results closely matching
numerical simulations. Furthermore, this study introduces an
innovative medical image watermarking scheme that lever-
ages chaotic sequences based on the proposed neural network
model, offering enhanced security performance. Considering
the needs of practical applications, our focus will shift more
towards the implementation of deep learning.

Data availability statement

The authors confirm that the data supporting the findings
of this study are available within the article.
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