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non-entangled states

Ke Xing(邢柯)†, Ai-Han Yin(殷爱菡)‡, and Yong-Qi Xue(薛勇奇)

Department of Information Engineering, East China Jiaotong University, Nanchang 330013, China

(Received 20 October 2023; revised manuscript received 31 January 2024; accepted manuscript online 22 February 2024)

In some schemes, quantum blind signatures require the use of difficult-to-prepare multiparticle entangled states. By
considering the communication overhead, quantum operation complexity, verification efficiency and other relevant factors
in practical situations, this article proposes a non-entangled quantum blind signature scheme based on dense encoding. The
information owner utilizes dense encoding and hash functions to blind the information while reducing the use of quantum
resources. After receiving particles, the signer encrypts the message using a one-way function and performs a Hadamard
gate operation on the selected single photon to generate the signature. Then the verifier performs a Hadamard gate inverse
operation on the signature and combines it with the encoding rules to restore the message and complete the verification.
Compared with some typical quantum blind signature protocols, this protocol has strong blindness in privacy protection,
and higher flexibility in scalability and application. The signer can adjust the signature operation according to the actual
situation, which greatly simplifies the complexity of the signature. By simultaneously utilizing the secondary distribution
and rearrangement of non-entangled quantum states, a non-entangled quantum state representation of three bits of classical
information is achieved, reducing the use of a large amount of quantum resources and lowering implementation costs. This
improves both signature verification efficiency and communication efficiency while, at the same time, this scheme meets
the requirements of unforgeability, non-repudiation, and prevention of information leakage.

Keywords: quantum blind signature, dense coding, non-entanglement, Hadamard gate
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1. Introduction
It is well known that quantum computing poses a seri-

ous challenge to the security of modern cryptography. The
security of classical information technology relies on the com-
plexity of mathematical problems, and solving such problems
requires far more time than effective time. But quantum com-
puters are extremely adept at tackling such problems. For-
tunately, quantum cryptography, which is based on quantum
mechanics and physical principles, can withstand attacks from
quantum algorithms.[1] Thus quantum cryptography is gradu-
ally becoming an important option among the next-generation
cryptographic techniques that can counter attacks from quan-
tum computers. In classic digital signatures, there are already
a variety of functions of mature algorithms and protocol sys-
tems. Scholars draw on their ideas, through the introduction
of quantum technology, to comprehensively improve the se-
curity of various types of cryptographic protocols, gradually
forming a new type of signature scheme — the quantum sig-
nature scheme.[2] Quantum signatures play a very important
role in security aspects, such as identity authentication, data
integrity, non-repudiation, and anonymity, and are widely used
in fields such as electronic anonymous voting, contract sign-
ing, and electronic payments. With the continuous advance-
ment of research on quantum signatures, increasing numbers
of quantum signature schemes have been proposed for differ-

ent scenarios. Branches of quantum signature protocols have
gradually formed, such as quantum blind signatures, quantum
homomorphic signatures, and quantum group signatures.[3–5]

A quantum blind signature (QBS) is a special type of
quantum digital signature[6] in which the signer signs the
sender’s message without knowing the exact content of the
signed message, thus protecting the privacy of the information
owner. A vivid metaphor for blind signatures refers to placing
a document in an envelope containing carbon paper. Then the
signer signs the envelope without knowing the exact content of
the document, thus completing the blind signature. Over the
years, scholars have proposed increasingly practical quantum
blind signature schemes based on real-life situations.[7,8]

In 2009, Wen et al.[9] first proposed a quantum weak
blind signature scheme by utilizing the correlation between
EPR entangled pairs. The scheme adopts quantum key distri-
bution, and one-time one secret can not only guarantee the un-
conditional security of the message owner, but can also guar-
antee the anonymity of the message owner. Following this,
quantum blind signatures quickly became a hot topic in the
study of quantum signatures. In the research of signatures
without entangled states, in 2011, Xu et al.[10] designed a
non-entangled quantum group blind signature scheme for an e-
voting system by combining the properties of group and blind
signatures to ensure the anonymity of voters in the voting;
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this is signed under the supervision of arbitration and effec-
tively protects against forgery attacks. In 2015, Xu et al.[11]

proposed a more practical signature scheme based on the Xu
scheme. This scheme allows the signer to complete the signa-
ture without the help of an arbiter, which avoids the problem
of the huge storage capacity of the arbiter as a group manager
in previous schemes. In addition, the signature can be veri-
fied again when the signer denies the signature. To make the
signature scheme more suitable for real-world application sce-
narios. In 2018, Zhang et al.[12] proposed a third-party elec-
tronic payment protocol based on the design principle of an
entanglement-free quantum blind signature. The scheme uti-
lizes coding rules and quantum key distribution (QKD)[13–15]

to secure the protocol. In addition, should disputes arise be-
tween participants, they can be resolved through a trusted third
party. Gou et al.[16] proposed an improved payment proto-
col that is based on the scheme of Zhang. All the partic-
ipants in this scheme only need to use single-particle quan-
tum Z-gate operations during the payment process, which re-
duces the difficulty of quantum signature implementation and
takes a big step forward in practicalization. Under the ex-
isting quantum technology conditions, to make the scheme
more efficient and reduce the complexity of the signature pro-
cess. In 2022, Xiong et al.[17] designed a quantum signature
scheme based on single photon and unidirectional functions.
System users can use one-way functions to encrypt informa-
tion and perform controlled Hadamard gate operations with
single photons to generate quantum signatures. The verifier
can perform Hadamard gate inverse operations on the sig-
nature to restore the information and complete the verifica-
tion. In recent years, scholars have proposed many quantum
blind signature schemes in the signature research of entan-
gled states.[18,19] In 2014, Tian et al.[20] proposed a broadcast
multiple blind signature scheme by utilizing quantum invisible
transmissions. In contrast to previous work, their scheme guar-
antees the properties of broadcast multiplicity and blind signa-
tures through quantum key preparation, quantum encryption
algorithms, and quantum invisible transmission states. Zhang
et al.[21] improved Tian et al’s scheme by solving the prob-
lem that Alice, the sender of the message, can simulate any
signer to sign messages at will. In 2019, Liang et al.[22] and
Liu et al.[23] respectively proposed a signature protocol based
on four-particle and five-particle entangled states as quantum
channels. The difference between Liang et al.’s scheme and
other signature schemes based on entangled four-qubit states
is that this scheme not only uses entangled states to transmit
messages but also employs the Vernam algorithm to achieve
blindness. In Liu et al.’s scheme, five particles are used to en-
tangle participants. In the case where the signer is unaware
of the signed information content, if there is a disagreement,
the signer can be traced. In 2020, Zheng et al.[24] designed a

quantum signature scheme based on multi-particle GHZ states,
which secures the signature via a quantum key string and intro-
duces two random numbers and recovers the original message
with only Bell-state measurements and projection measure-
ments. The above signature schemes are all based on quantum
invisible transmission state implementation, which utilizes the
entanglement exchange properties of particles to sign the mes-
sage. And as the number of entangled particles increases, it
makes the signature process complicated and consumes a lot
of quantum resources.

To improve the efficiency of entangled-state signatures
and reduce implementation difficulty, in 2020, Li et al.[25] pro-
posed a quantum blind signature protocol based on quantum
walk (QW), which achieved quantum teleportation in single-
particle states. In the proposed protocol, the sender does not
need to prepare entangled particles in the initialization phase,
but uses the QW system to generate the entangled states neces-
sary for quantum stealth transmission. The same year, Niu et
al.[26] proposed a blind signature protocol for quantum agents
based on the principle of quantum dense coding using the ex-
ecution of a unitary operator on a single quantum bit. The
scheme employs dense coding instead of quantum invisible
transmission of states, allowing a single quantum bit to mask
2 bits of classical information. The verifier has access to the
original information through Bell-state measurements and en-
coding rules, reducing the use of quantum resources; however,
the use of multi-particle entangled states and the complex sig-
nature process make the scheme difficult to realize. In 2021,
Zhu et al.[27] used quantum Fourier transform to encrypt and
transmit the measurement results, and designed an efficient
quantum blind signature scheme based on quantum Fourier
transform. The scheme uses quantum logic gates to operate
on quantum states, realizing that a quantum state represents
two bits of classical information.

Previously, we analyzed several typical signature
schemes that use non-entangled states as quantum channels
and entangled states as quantum channels. It can be seen from
this that based on non-entangled signature schemes, the prepa-
ration and measurement of single photons are relatively easy
to achieve under existing conditions. And with the continuous
research of scholars, it continues to develop and improve in
practical applications. But the efficiency of signatures is not
high, and a large amount of quantum resources need to be pre-
pared. In entangled-state-based signature schemes, utilizing
the entanglement properties between particles can effectively
ensure the security of the signature. However, it is difficult to
prepare multi-particle entanglement resources, and the oper-
ations on entangled particles in the signature and verification
stages are relatively complex.

Most blind signature schemes require the preparation of
entangled states that are not easily realized to complete the
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signature protocol, which is difficult for quantum hardware
devices in practice and greatly reduces the efficiency and prac-
ticality of signatures.[28,29] To improve signature efficiency
and reduce the use of quantum resources, we propose an ef-
ficient quantum blind signature scheme based on dense en-
coding for non-entangled states. In this scheme, the message
owner blinds the message using a key and a hash function, af-
ter which quantum bits are prepared for the binary sequence
of the blinded message according to dense coding rules.[30–32]

The message owner utilizes dense encoding and hash func-
tions to blind information, and no one, except the message
owner and verifier, knows the content of the original message,
effectively protecting the privacy of the message owner. This
makes the signature scheme extremely blind. In the signature
stage, the signer only needs to perform Hadamard gate oper-
ation on the selected single photon to generate the signature,
and the verifier can recover the information and complete the
verification by performing Hadamard gate inverse operation
on the signature and combining it with the coding rules; this
reduces the realization difficulty and improves the efficiency of
the signature operation. To ensure the security of the signature
scheme, we have designed a method of secondary distribution
of particles to the signer, which also ensures that information
is not leaked. Moreover, by combining dense encoding with
single photons, a non-entangled quantum state is achieved to
represent three bits of classical information, improving signa-
ture efficiency and practicality.

The paper is structured as follows: Section 2 briefly in-
troduces the non-entangled state dense encoding principle of
this scheme. Section 3 describes our proposed blind signa-
ture scheme. Section 4 analyzes the security of the scheme.
Section 5 conducts efficiency analysis of the proposed scheme
and compares it with other quantum blind signature schemes.
Finally, we present our conclusions in Section 6.

2. Preliminary
For a better introduction to non-entangled state dense

coding, let us assume that Alice and Charlie communicate with
each other: Alice is the sender and Charlie is the receiver.

(1) Alice prepares a string of single-photon sequences
S. The single-photon sequence S is a combination of S1 and
S2 according to a coding rule to represent the secret mes-
sage M to be sent. S1 represents the single photon sequence
sent to Charlie for the first time, and S2 represents the sin-
gle photon sequence sent to Charlie for the second time:
(S1 ∈ ( |01〉 , |11〉 , |+1〉 , |−1〉),S2 ∈ ( |02〉 , |12〉 , |+2〉 , |−2〉)).
The secret information M is encoded on the single photon se-
quence S according to the coding rules in Table 1. Alice
records the coded sequence of single photons S and clearly
knows whether the single photon belongs to S1 or S2. The
specific coding rules are presented in Table 1.

(2) Alice rearranges the S1 sequence and adds detection
particles to form a new sequence S1−O−C, which is sent to
Charlie. Repeat the above for S2 again. Charlie receives it
and performs eavesdropping detection. After determining that
the channel is secure, Charlie proceeds with the subsequent
steps.

(3) After the above process is passed, Charlie takes out the
detection particle from the sequence S1−O−C to get the S1−O

sequence. Similarly, repeating the above steps will also give
S2−O. After Charlie takes out the detection particles, the par-
ticles in his hand are rearranged in the order of the original
particles. S1 and S2 are generated by Alice using the rules in
Table 1, and Charlie wants to recover the original information
S1 and S2. Alice must disclose to Charlie the correct order of
sequence of S1 and S2 within sequence S, as well as the mea-
surement basis used for each particle. Subsequently, based
on the coding rules and the information published by Alice,
Charlie gets the original sequence S based on the first received
as S1 and the second received as S2. Charlie then selects the
correct measurement base for measurement, and decodes the
measurement result based on the coding rules to get the secret
message M.

Table 1. The single-photon dense coding rule.

Information Quantum Information Quantum
sequence state sequence state

000 |01 〉 001 |02 〉
111 |11 〉 110 |12 〉
011 |+1 〉 010 |+2 〉
100 |−1 〉 101 |−2 〉

Examples: Alice wants to send the message sequence
011001100010 to Charlie. Based on the dense coding rules
and the sequence of messages to be sent, Alice prepares the
single photon sequence S( |+1〉 , |02〉 , |−1〉 , |+2〉), dividing
the sequence S into S1 and S2. S1( |+1〉 , |−1〉), S2( |02〉 , |+2〉).

First time sending: Alice rearranges S1 and adds detection
particles to form a new sequence S1−O−C( |−1〉 , |0〉 , |+1〉)
and sends it to Charlie. Charlie informs Alice upon receipt
of the S1−O−C photon sequence, and Alice announces the po-
sition of the detected particle and the corresponding measure-
ment base in the sent sequence. Same process as (2). After de-
termining the channel security, Charlie takes out the detection
particle from the sequence S1−O−C to get the S1−O sequence
( |−1〉 , |+1〉).

Second sending: Alice rearranges the S2 sequence
and adds the detection particles to form a new sequence
S2−O−C( |+2〉 , |−〉 , |02〉), and sends the new sequence to
Charlie. Charlie informs Alice after receiving the S2−O−C pho-
ton sequence, and then Alice announces the position of the
detected particles in the second transmission sequence and the
corresponding measurement base. After determining the chan-
nel security, Charlie takes out the detection particle from the
sequence S2−O−C to get the S2−O sequence ( |+2〉 , |02〉).
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Alice announces to Bob the ordering of the sequence S
and the correct measurement base. Bob restores the sequence
S( |+1〉 , |02〉 , |−1〉 , |+2〉) based on S1 received for the first
time and S2 received for the second time, and selects the cor-
rect measurement base for measurement. The measurement
results are decoded according to encoding rules to obtain se-
cret information, 011001100010.

3. Quantum blind signature scheme
Combined with the current situation of e-banking pay-

ments, three participants are set up in this scheme. Alice is
the consumer, Charlie is the merchant, and Bob is the bank.

The assumptions for each party’s role are as follows:
(1) Alice makes payments to the merchant (Charlie)

through the electronic banking system, and the bank (Bob)
needs to sign the payment statement. Due to the fact that con-
sumers are unwilling to disclose the specific information of the
bill, consumers need to blind the bill information.

(2) Bob (the signatory) signs the consumer’s blind pay-
ment bill based on the information provided by Alice.

(3) Charlie is the signature verifier. Receive the billing
information sent by the consumer (Alice) and the signature of
the bank (Bob) regarding the billing, and verify the validity of
the signature.

(2.3) Alice prepares quantum blinded information based on 

dense coding rules.

Step 2

(3.2) Security checking

(3.3) Bob performs a Hadamard gate or I operation to complete  signature

Step 3

(4.1) Tell charlie the correct order of arrangement between the particles

(4.2) Charlie gets the measurement results for all the particles.Step 4

(4.3) Finally compare whether Hm is equal to Hm.   

(4.1) Security checking

(1.2) Message transform

(1.1) Share kAC 

(1.1) Share kAB (1.1) Share kBC

Step 1

Alice Bob Charlie

(2.1) Send EkAC
↼M↽ to charlie

(2.2) Alice uses hash function and key kAC to obtain Hm

(3.1) Alice divides |M> into |M> and  |M>.

Send |M> to Bob first

(3.3) Sent EkBC
↼R↽ and the signature to Charlie

 

Alice Bob Charlie

 

′

′′

Fig. 1. The execution process of the quantum blind signature protocol.

Figure 1 depicts the basic flow of the quantum blind sig-
nature of this scheme. This signature system consists of four
phases: an initialization phase, a message blinding phase, a
signature phase and a verification phase. In the initialization
phase, the participant obtains the key using quantum key dis-
tribution and Alice converts the signed message into binary. In
the information blinding phase, Alice prepares the blinded se-
quence into quantum bits according to the dense coding rules.
In the signature phase, the signer, Bob, encrypts the speci-

fied particles to produce a signature. The verification stage
is where Charlie, the verifier, confirms the validity of the sig-
nature by comparing the information obtained based on the
coding rules and measurements with the original information.

3.1. Initialization phase

Two types of measurement bases are used for both eaves-
dropping detection and signature verification in the signature
process, namely, Z-base and X-base. And the X-base and Z-
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base can be converted through the H-gate as follows. Here the
H-gate is denoted as

H =
1√
2
(Ux +Uz)

=
1√
2

[(
0 1
1 0

)
+

(
1 0
0 −1

)]
=

1√
2

(
1 1
1 −1

)
. (1)

The operation results and process are

H |0〉 = 1√
2

(
1 1
1 −1

)(
1
0

)
=

1√
2
( |0〉+ |1〉) = |+〉 , (2)

H |1〉 = 1√
2

(
1 1
1 −1

)(
0
1

)
=

1√
2
( |0〉− |1〉) = |−〉 . (3)

(1) Key sharing: the consumer Alice secretly shares KAB

with bank Bob; consumer Alice secretly shares KAC with mer-
chant Charlie; bank Bob secretly shares KBC with merchant
Charlie. The above key distribution can be realized by an un-
conditionally secure quantum key distribution (QKD) proto-
col. Quantum key distribution is used to ensure the security of
communication without transmitting any vital information.

(2) Message transform: Alice transforms the message to
be signed into a binary M = (m1,m2, . . . ,mn) ∈ {0,1}n.

3.2. Blind the message phase

(1) For convenience in description, assume that the length
of the billing information is n. Alice obtains EKAC(M) from M
using the key KAC and the one-time encryption algorithm, and
sends it to Charlie.

(2) Alice computes the hash value of M using the hash
function shared with Charlie to get HM ,

HM = (hM (1) ,hM (2) , . . . ,hM (n)), hM (n) ∈ {0,1}n. (4)

Encrypting HM with key KAC to obtain EKAC(HM), represented
by H ′M , is called blind billing message:

K′AC = (k′AC(1),k
′
AC(2), . . . ,k

′
AC(n)), (5)

H ′M = (h′M(1),h′M(2), . . . ,h′M(n)),

h′M(n) = hM (n)⊕ k′AC(n). (6)

(3) Alice and Charlie agreed in advance on dense cod-
ing rules. As in Table 1. Alice prepares quantum bits based
on dense encoding rules for the n-bit blind message H ′M bi-
nary sequence (n if not a multiple of 3, blinded message H ′M
complement 0 to reach a multiple of 3) length n/3, |M〉 =
{|m1〉 , |m2〉 , . . . , |mn/3

〉
}. This is called quantum blind billing

information:

|mn/3
〉
∈ {|01〉 , |11〉 , |+1〉 , |−1〉 , |02〉 , |12〉 , |+2〉 , |−2〉}

n
3 . (7)

The n-bit classical bit information in the bill is blinded by the
hash function and key KAC. Subsequently, the blinded infor-
mation sequence of n bits is encoded into n/3-bit quantum bits
according to dense encoding rules.

3.3. Signature phase

(1) Alice divides |M〉 into |M1〉 and |M2〉 and records the
sequence information and sends the quantum message in two
parts. The subscripts 1 and 2 indicate the sending order. Here,
|M1〉 ∈ ( |01〉 , |11〉 , |+1〉 , |−1〉) is sent to the signer Bob for
the first time and |M2〉 ∈ ( |02〉 , |12〉 , |+2〉 , |−2〉) is sent to
Bob for the second time. Taking the sending of |M1〉 as an ex-
ample, Alice first sends |M1〉 to Bob by rearranging the order
and adding the detection particle.

Bob informs Alice after receiving the signature informa-
tion, and Alice tells Bob the position and corresponding mea-
surement basis of the detected particles through a classical
channel. Bob takes measurements based on the information
sent by Alice, and sends the measurement results to Alice.
Alice compares Bob’s measurements with the initial state in
which the detection particles were added, and if the error rate
is higher than the safety threshold set by both parties, the pro-
tocol is stopped and restarted. If below threshold, continue
with the subsequent steps of the protocol.

(2) After Bob sheds the detected particle, Alice an-
nounces to Bob the position of |01〉 , |11〉 in the single-photon
sequence |M1〉. Bob completes the signature by performing a
Hadamard gate or I operation only on the |01〉 , |11〉 in |M1〉.
Let the unoperated particle |01〉 , |11〉 in |M1〉 be denoted by
|N1〉 and have a total of i bits: |N1〉= ( |n1〉 , |n2〉 , . . . , |ni〉) ∈
( |01〉 , |11〉).

First, Bob selects the one-way function F1
kBC

from the
set of functions {F1

α}α based on the first i bits of the key
KBC, where F1

kBC
: {0,1}∗ → {0,1}i. Similarly, select F2

kBC

from another function set {F2
β
}β . Here, F1

kBC
and F2

kBC
are

two completely different and independent one-way functions.
Then, the i-bit classical bits R are randomly generated: R =

(r1,r2, . . . ,ri) ∈ {0,1}i. Calculate FkBC = F1
kBC

(R)⊕F2
kBC

(R),
among which FkBC = (F1, F2, . . . ,Fi) based on the two one-way
functions. The obtained value is XORed with the information
R to obtain WBC = FkBC ⊕R, WBC = (w1,w2, . . . ,wi).

(3) Bob generates a signature S = {|S1,〉 |S2〉 , . . . , |Si〉
by performing a controlled Hadamard gate operation on the
signature message |N1〉 based on the value of WBC, where

|Si〉 = Hwi |ni〉. The definition H0 = I, where I =
( 1 0

0 1

)
is

the unit operator and H =
√

2
2

( 1 1
1 −1

)
is the Hadamard gate.

It follows from this

|Si〉=


|0〉 (wi = 0, ni = 0),
|1〉 (wi = 0, ni = 1),
|+〉 (wi = 1, ni = 0),
|−〉 (wi = 1, ni = 1).
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Figure 2 depicts its quantum signature circuit. Among them,
a single photon |ni〉 performs Hadamard gate or unit operator
I operation under the control of the wi value. When wi = 0,
the single photon |ni〉 performs the unit operator I operation.
When wi = 1, |ni〉 transitions from |0〉 to |+〉 or from |1〉 to
|−〉 through Hadamard gate operation |0〉 → |+〉 , |1〉 → |−〉.

H
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Fig. 2. Generation of the signature quantum circuit.

Bob encrypts R with key kBC to obtain EKBC (R). Then
send EKBC (R) and the particle sequence in hand to Charlie,
the verifier. Bob tells the verifier, through a classical channel,
to manipulate the particle position during the signature pro-
cess. When sending |M2〉 for the second time, perform the
same signature operation as before.

3.4. Verification phase

(1) After receiving the signature information, the verifier
Charlie informs the consumer Alice, who then informs Char-
lie through the classic channel of the correct order of |M1〉 and
|M2〉 in |M〉.

In the same operation as Bob, Charlie selects functions
F1

kB
and F2

kB
from the set of functions {F1

α}α and {F2
β
}β based

on the shared key KBC. Charlie decrypts EKBC (R) and obtains
R. Based on the value of R and the one-way function, Charlie
performs the same operation as Bob, FkBC =F1

kBC
(R)⊕F2

kBC
(R)

and WBC = FkBC ⊕R, to obtain WBC. Charlie then performs
the reverse of Bob’s operation; when wi = 0, Charlie chooses
Mz = { |0〉 , |1〉} to measure the state of |Si〉, and when wi = 1,
Charlie chooses Mx = { |+〉 , |−〉} to measure the state of |Si〉.
Thus, if the measurement is |Si〉 = |0,〉 |+〉, then ni = 0, and
if |Si〉= |1〉 , |−〉, then ni = 1. For particles that Bob does not
manipulate, Charlie makes Mx = { |+,〉 |−〉}measurements of
them.

(2) Charlie after obtaining measurements of all particles.
After sorting according to the correct order between particles
as told by Alice. Then, the blinded message H ′M is obtained
according to the dense coding rule. Simultaneously decrypt
H ′M using key KAC to obtain H ′′M . Finally, the EKAC(M) sent
by Alice is decrypted by the key KAC to get the bill classic bit
message M. Charlie utilizes the hash function shared with Al-
ice to calculate the hash value of the bill message M to get the
HM .

(3) Then, compare whether H ′′M is equal to HM . If equal,
accept the signature: otherwise, reject the signature.

4. Security analysis
In our scheme, we use a quantum key distribution proto-

col that has proven unconditional security with shared keys.
The security of the signing process is ensured by the use of
quantum keys, secondary distribution and rearrangement. In
this section, we show that our scheme satisfies the properties
of blindness, non-deniability, non-forgery, and prevention of
information leakage.

4.1. Message’s blindness

In our quantum signature scheme, the original message is
blind to Bob. In the information blinding phase, Alice uses the
hash function shared with Charlie to compute the hash value
of the bill message, and then encrypts the HM using the key
KAC to obtain EKAC(HM), which is used to represent H ′M and
is called a blinded bill message. Subsequently, Alice prepares
quantum bits for the n-bit blind message H ′M based on dense
encoding rules. If Bob wants to know the billing information,
he must know that Alice and Charlie share the hash function,
key KAC, and dense encoding rules. The encoding rules were
agreed upon by Alice and Charlie in advance, and only Alice
and Charlie know what classical bits every single particle rep-
resents. Even if Bob knows the hash function and the dense
encoding rules, since the hash function is unidirectional, the
original message cannot be recovered, even if the hash is in-
tercepted. The key distribution is realized by unconditionally
secure quantum key distribution, and it is impossible for him
to know the key KAC. Therefore, Bob did not know the con-
tents of the message when he signed it.

4.2. Non-deniability

In our signature scheme, once Charlie has successfully
verified and accepted the signature, neither Alice nor Bob can
deny it. In the initial stage, Alice encrypts the billing informa-
tion with the key KAC to get EKAC(M), and sends it to Char-
lie. In the signature phase, according to the secret shared with
Charlie, Bob chooses the one-way functions F1

kBC
and F2

kBC

from the function sets {F1
α}α and {F2

β
}β to sign.

First, the signature is verified by Charlie using the key
KAC, KBC and a one-way function to obtain the initial mes-
sage. Then, compare whether H ′′M is equal to HM to complete
the verification. Thus, Charlie can confirm a blind message
generated by Alice, and Alice cannot deny this valid signa-
ture. Charlie decrypts EKBC (R) and obtains R to perform a
Hadamard gate reversal operation on the signature to deter-
mine its validity. Therefore, Bob cannot deny his signature
under the premise that Charlie declared it valid. In addition,
the signing and verification phases use key acquisition one-
way functions for signing and verification, and the shared key
has the unconditional security of the QKD protocol. There-
fore, neither party can deny it.
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4.3. Non-forgery

This scheme mainly analyzes the unforgeability from two
aspects: internal forgery and external forgery.

(1) Firstly, we prove that the participants Alice and Char-
lie cannot forge Bob’s signature. Since the signature process,
the signature is based on a one-way function with a random
number R to obtain WBC to manipulate particles to complete
the signature. If Alice wants to forge a signature, she must
know the key KBC that generated the one-way function and
the random number R that Bob generated. If Charlie wants
to forge a signature, he must know the location of the parti-
cle in the signature that Alice told Bob to manipulate. Char-
lie’s random operation on particles to forge signatures without
knowing the exact location of the operation can only produce
an invalid signature. Therefore, internal attackers cannot forge
signatures.

(2) Suppose that Eve, an external attacker, wants to forge
a signature; she must get a signature based on the same mes-
sage M, key and encoding rules. Just like the operation of the
signer Bob, the WBC calculated by FkBC = F1

kBC
(R)⊕F2

kBC
(R)

and WBC = FkBC⊕R is used to manipulate the particles to com-
plete the signature |Si〉 = Hwi |ni〉. Finally, Charlie obtains
WBC based on the information sent by Bob, and compares H ′′M
with HM for verification, making it easy to see if the signa-
ture was forged. And Eve cannot know the key; she only has
1/2n probability to guess the value of KBC, KAC. Therefore,
external attackers cannot forge signatures.

4.4. Capability to prevent information leakage

From the above description, we can see that an attacker
who wants to forge a signature can only do so by cracking the
key and the encoding rules. The key in the signature is shared
through QKD, and the QKD protocol has been proven to be
unconditionally secure. Obviously, attackers cannot obtain the
key shared by the participants. In this section, we will discuss
whether an attacker is able to push out the original message
and the key from the message in the classical channel.

Assuming that the attacker Eve has the ability to obtain
all the information of the classical channel, she can obtain R,
EKAC(M), and WBC. With this information, Eve can get the
value of FkBC by WBC⊕R. The one-way functions F1

kBC
and

F2
kBC

cannot perform the reverse operation, so Eve cannot de-
duce the key from the information in the classic channel. Even
if the attacker accidentally knows the dense encoding rules and
the position of the particles to be manipulated, and accurately
measures the particles, she still cannot obtain the original in-
formation. This is because, during the signature process, Al-
ice redistributes the quantum sequence twice after it is rear-
ranged, and the particles sent twice need to be measured and
integrated to restore the original message. Add detection par-
ticles to the particles sent for the first time, and terminate the

second time if eavesdropping is detected. Therefore, the mes-
sages measured by the attacker are scattered and useless, and
she does not know the number of times the measured particles
were sent.

5. Efficiency analysis
In this section, we compare our protocol with existing

major quantum signature protocols. Compared to previous
work, our advantages can be reflected in the coding capac-
ity, length of signed messages, and efficiency. Here, we an-
alyze the performance of quantum signature protocols from
two aspects. One considers the number of quantum bits and
classical bits to be transmitted when signing n-bit messages,
as well as the complexity of the protocol’s signature and ver-
ification processes, including the preparation of quantum re-
sources, comparison of quantum states, and measurement of
quantum states. We define signature efficiency as

η =
Bm

Qt +Bt
, (8)

where Bm is the number of bits of the signature message, Qt is
the number of quantum bits transmitted, and Bt denotes the
number of classical bits transmitted in the scheme. In this
scheme, it is assumed to sign n-bit messages. For Qt, in the
blinding phase, Alice encodes the message to be signed into
n/3 bit quantum bits according to the dense coding rule. Sub-
sequently, Alice transmits n/3 bits of quantum bits to Bob for
a signature. Therefore, the value of Qt is calculated as n/3
bits. For Bt, during the blinding phase, Alice sends a total of
n bits of messages M to Charlie; in the signature stage, Alice
sends n/6 bits of information to Bob, telling him the position
of the particle operation. During the verification phase, Bob
sends n/6 bits of information to Charlie, telling him the loca-
tion of the signature operation. Therefore, the value of Bt has
been calculated to be 4n/3 bits. According to Eq. (8), the cal-
culation shows that the efficiency of this program is 60%. In
Refs. [17,26,27], the same method was used to calculate effi-
ciencies of 50%, 33.3%, and 33.3%, respectively. The results
obtained are shown in Table 2. Based on the data in the table,
it is easy to see that our signature efficiency is higher than the
previous protocols.

In terms of signature length, in our scheme, the signer
only performs Hadamard gates or I operations on |0〉 and |1〉
in the quantum state based on the signature position instructed
by Alice, and the signature length is n/6. This reduces the
length and complexity of the signature. In the protocol in
Ref. [17], the signer uses the one-way function value gen-
erated by the key to operate on each non-entangled particle
to complete the signature, with a signature length of n. In
the protocol in Ref. [27], the signer measures the Bell state
of n/2 two-particle entangled states in their hands, and then
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sends the measurement results to the verifier via block encod-
ing and quantum Fourier transform technology to complete
the signature, with a signature length of n/2. In the proto-
col in Ref. [26], n/2 GHZ three-particle entangled states are

prepared and distributed to participants. The signer completes
the signature by performing a unitary operator on each particle
based on the information to be signed, with a signature length
of n/2.

Table 2. Comparison between different signature protocols.

Our protocol Ref. [17] Ref. [27] Ref. [26]
Signature efficiency 60% 50% 33.3% 33.3%
Quantum resources single-photon state single-photon state Bell states GHZ states
Measurement basis X-based or Z-based X-based or Z-based Bell basis Bell basis

Signature length n/6 n n/2 n/2
Coding capacity 3 1 1/3 2/3

In terms of coding capacity, in our scheme, quantum bits
are prepared for signature messages according to the single-
photon dense coding rules in Table 1. By utilizing the sec-
ondary distribution and rearrangement of non-entangled quan-
tum states, a non-entangled quantum state represents three bits
of classical information. The encoding capacity represents
how much classical bit information a qubit represents; there-
fore, the encoding capacity is 3. In the second section, we
explained in detail how to improve the encoding capacity. In
the protocol in Ref. [17], single photon states are prepared as
signature resources based on 0 corresponding to |0〉 and 1 cor-
responding to |1〉. Then, the length of both the signed quan-
tum bit message and the signature message is n; therefore, the
coding capacity is 1. In the protocol in Ref. [27], for n-bit
signature information, each of the three participants prepares
n/2 two-particle entangled states and performs a unitary oper-
ator on the quantum state based on the signature information,
so that the quantum state shields the classical information of
2 bits. According to calculations, three particles transmit a
classical bit in the protocol. The encoding capacity is 1/3. In
the protocol in Ref. [26], n/2 GHZ entangled states need to
be prepared if there are n bits of information. However, the
GHZ state is a quantum state entangled by three particles and
requires joint measurement via the Bell basis. Therefore, in
the protocol, three particles transmit two classical bits with an
encoding capacity of 2/3.

Therefore, the above comparison indicates that our pro-
tocol demonstrates significant signature efficiency and encod-
ing capacity compared to other protocols, resulting in smaller
quantum resource consumption. Moreover, the signer only op-
erates on some of the quanta during the signature process, in-
stead of operating on each quantum bit to complete the signa-
ture in protocols.[17,26,27] This reduces the length of the sig-
nature, and the efficiency of the quantum signature is greatly
improved.

6. Conclusions
Inspired by the idea of dense coding, this paper proposes

an entanglement-free state quantum blind signature scheme

based on dense coding. The protocol uses non-entangled
states as quantum resources to complete the signature proto-
col, which uses the secondary distribution and rearrangement
of non-entangled quantum states to allow a single particle to
carry three bits of classical information. It saves quantum re-
sources, improves signature efficiency, and effectively solves
the problem of inefficient quantum utilization that existed in
the past signature process. At the same time, the security of the
communication channel and the coding sequence is ensured by
utilizing distribution twice and sequential rearrangement. Un-
der existing technical conditions, the protocol proposed in this
article is easier to implement.
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