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With the rapid development of internet technology, security protection of information has become more and more
prominent, especially information encryption. Considering the great advantages of chaotic encryption, we propose a 2D-lag
complex logistic map with complex parameters (2D-LCLMCP) and corresponding encryption schemes. Firstly, we present
the model of the 2D-LCLMCP and analyze its chaotic properties and system stability through fixed points, Lyapunov
exponent, bifurcation diagram, phase diagram, etc. Secondly, a block cipher algorithm based on the 2D-LCLMCP is
proposed, the plaintext data is preprocessed using a pseudorandom sequence generated by the 2D-LCLMCP. Based on the
generalized Feistel cipher structure, a round function F' is constructed using dynamic S-box and DNA encoding rules as
the core of the block cipher algorithm. The generalized Feistel cipher structure consists of two F functions, four XOR
operations, and one permutation operation per round. The symmetric dynamic round keys that change with the plaintext are
generated by the 2D-LCLMCEP. Finally, experimental simulation and performance analysis tests are conducted. The results
show that the block cipher algorithm has low complexit, good diffusion and a large key space. When the block length is 64
bits, only six rounds of encryption are required to provide sufficient security and robustness against cryptographic attacks.

Keywords: logistic map, block ciphers, chaotic system, encryption
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1. Introduction

Information technology has entered an era of rapid devel-
opment, people’s daily interaction as well as the normal op-
eration of enterprises can not be separated from exchange of
information. If these information data are transmitted in pub-
lic channels, it will bring a lot of security risks. Encryption
technology can protect their confidentiality and integrity./—!

It is widely known that chaos have many characteristics
well suited to cryptography,>~7! for instance: (1) For sensitiv-
ity to initial values, chaotic systems are highly sensitive when
the initial points have a small changes, which can be applied to
generation and protection of encryption keys. (2) For pseudo-
randomness and non-periodicity, the output of chaotic systems
can be seen as a pseudo-random sequence to generate encryp-
tion keys, position sequence, integer sequence and initializa-
tion vectors, etc.

However, traditional encryption algorithms are limited to
encrypt large amounts of data due to constraints in key space
and security. Therefore, many researchers have proposed com-
bining chaotic systems with traditional encryption algorithms,
Zheng et al.'®) proposed an efficient redundant blocks method
and also proposed a parallel image encryption algorithm with
great security performance and high efficiency. Liu et al.’!
designed a uniform non-degenerate chaotic system to solve
defects of chaos degradation, weak chaotic behaviors, and pro-

posed a fractal image compression algorithm. Rezaei et al.!'’]

fCorresponding author. E-mail: mafengy @ 163.com
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designed a two-dimensional Henon chaotic system and also
designed an algorithm based on it.

As for chaotic systems, a complex chaotic system has
multiple chaotic attractors and complex dynamic characteris-
tics, which can generate more complicated secret keys, thereby
improving the encryption strength and making it more difficult
to crack. Many scholars have paid much attention to complex
chaotic encryption. Liu ef al.!''l proposed a complex hyper
chaotic Lii system, which injects impulse into control param-
eters to mitigate the dynamical degradation. Great encryption
performance can be obtained by using this system to encrypt
color images. Zhang et al.!'? proposed a 9-dimensional (9D)
complex chaotic system and used its pseudo-random sequence
to encrypt power data. Liu et al.!'3! constructed a novel cryp-
tosystem based on a complex chaotic network system. The
above algorithms only encrypt images and do not encrypt text,
but the information interaction contains both text data and im-
ages, so we need to design an algorithm that can encrypt both
text and images.

As for traditional encryption algorithms, the block cryp-

(141 great diffu-

tographic algorithms have strong adaptability,
sivity, and arbitrary key length. The block symmetric cipher
algorithm mainly disrupts the relationship between plaintexts
and keys through substitution-permutation network (SPN)
and Feistel cryptographic structures with chaos and diffusion

functions.!">! Dhall ez al.!'®! proposed a symmetric image en-
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cryption scheme based on chaos with customizable block size.

The generalized Feistel cryptographic structure is an ex-
tension of the Feistel cryptographic structure in the horizontal
direction, which improves operational efficiency and increases
the number of operational units.['”! Su et al.!'® designed a
block cipher algorithm using high-performance S-box, chaotic
mapping and an improved generalized Feistel structure, etc.
Tong et al.l'”! proposed a combination chaotic mapping to
structure S-box with better encryption performance and then
designed a lightweight encryption algorithm based on SPN
structure.

In 2021, based on a real logistic map, Zhang et al.!*"!
proposed a 2D-lag complex logistic map (2D-LCLM) and de-
signed a color image encryption algorithm. The 2D-LCLM at-
tracts some scholars’ great attention.?!~231 However, the algo-
rithm has the following two defects: (1) The position sequence
produced by the proposed chaotic system has defects, which
makes the algorithm vulnerable to selective plaintext attacks.
(2) The mean value of pixels is taken as the initial value, which
increases the security risk because the distribution of the mean
value satisfies the normal distribution.

Considering the simple structure of 2D-LCLM, based on
the advantages of a block cipher and generalized Feistel ci-
pher structure, we propose a 2D-lag complex logistic map with
complex parameters (2D-LCLMCP) and a block cipher algo-
rithm text and images. The 2D-LCLMCP can generate the
pseudo-random sequences with better randomness. We recon-
struct the initial value and create a small perturbation to the
initial value by using a hash function to process the informa-
tion that will be encrypted. The innovation points and main
work of this paper are as follows:

(1) We propose the 2D-LCLMCP and analyze its chaotic
properties and system stability. The 2D-lag complex logistic
map with real parameters has been applied to some extent, but
the 2D-lag complex logistic map with complex parameters has
rarely been discussed in the literature.

(2) Based on the 2D-LCLMCP and baker map, the S-box
which dynamically changes with plaintext is constructed, then
the round function F is combined with DNA encoding rules as
the nonlinear part of the algorithm. When the number of en-
cryption round is 6, the algorithm can achieve great diffusion
and low complexity.

(3) The experimental simulation and performance analy-
sis tests show that our block cipher algorithm has a large key
space, good sensitivity and great encryption effect for both text
data and images.

The rest of the article is as structured follows: We analyze
the chaotic properties and stability of the 2D-LCLMCP in de-
tail in Section 2. In Section 3, we introduce the construction
process of the encryption algorithm and describe its process.
In Section 4, the experimental simulations are conducted to

verify the security performance of the algorithm. Finally, a
summary of the article is presented in Section 5.

2. The 2D-LCLMCP
2.1. Mathematical model
The 2D-LCLM model 2! is as follows:

Up+1 = b“n(l 7gn)»
2, .2
8n+1 :axn+yn7 (1)
where a is a real parameter, and b is a positive real parameter,

Xn, yn and g, are real state variables, u,, = x,, + iy,. We can
obtain the following expansion form for Eq. (1):

Xp4+1 = bxn(l - gn)7

Y1 = byn(1—gn),

8ni1 = ax, + . @
Let b = c+id, the real and imaginary parts of 2D-LCLM

are separated to get the 2D-lag complex logistic map with
complex parameters (2D-LCLMCP). It can be expressed by

Xn+l = (erz _d)’n)(l _gn)7
Y+l = (Cyn +dxn)(1 _gn)v
gnt1 = Xy + Y, 3)

where a, d, and c are real parameters.

2.2. Fixed point
To solve the fixed points of Eq. (3), we set

Xn+1 = Xp = X,
Yn+1 =Yn =),
8n+1 =8n = 8§ @

Substituting Eq. (4) into Eq. (3) yields

x=(cx—dy)(1-g),
y=(cy+dx)(1—g),
g=ax’+y%. (5)
We get the following fixed point by solving Eq. (5):
(1) When a, c and d take any value, the fixed point is
Sl = (03030)
(i) When x # 0, y # 0, and d = 0, the fixed points are
82345

c—1 c—1 c¢c—1
‘5‘2"3’4’5:(Zl:\/c(cz—l—l)’ZIZ\/c(Cl—i—l)7 ¢ ) ©

(iii) When x = 0, y # 0, and d = 0, the fixed points are

56,7<o,i\/ccl,ccl>. )

S6,7
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(iv) When x #£ 0, y = 0, and d = 0, the fixed points are

S3.9,
,71 ,71
S = (i 0 > ®)
i ac C

The Jacobian matrix of system (5) is

c(l1—g) —d(1—g) —cx+dy
J=|d(1-g) c(1—g) —cy—dx|. )
2ax 2y 0

At the fixed point S; = (0,0,0), the characteristic equa-

tion can be written in the form of
LA —c)*+d*]=0. (10)

The general expressions of characteristic roots are ; = 0

and A, 3 =c+1d. S; = (0,0,0) is an unstable fixed point when
Mgg‘ = 62+d2 > 1.
Under the conditions of other remaining fixed points Sj

(i=2,3,...,8,9), the characteristic equation can be given by
(A—=1)(A%2=A+42c—2)=0. (11)

The characteristic roots are
A =1, 1273:@. (12)

2

When the modu-
lus of the eigenvalues of the Jacobian matrix at fixed points

Detailed results are listed in Table 1.

is less than 1, the chaotic systems at fixed points are stable;
otherwise, they are unstable.

Table 1. The stability of the fixed point.

Fixed points Range Characteristic roots Stability
CRy) ;
“4+d° > 1 M =0, A3=c+id stabl
51:(0,070) c2+ ) 1 23 c+? unstable
cc+d <1 M=0,A3=c+id stable
c=g.a>-1 M=113=1 stable
$2345 = <i\/;%|7i %,%> c> %,a>7l M=1,13= w Hopf bifurcation
c<0,a<—1 M=1,A3= LEvO-8¢ ”29’86 unstable saddle points
c= % },] =1, 3,273 = % stable
Se,1= (Qi =l C%I) c<0 M=1, Ay = 28 unstable saddle points
c= % [A23] =1 Hopf bifurcation
c:%,a>0 2.1:1,12‘3:% stable
Sg9= <:|Z VLo, %) c<0,a<0 =1, =1% 2978" unstable saddle points
c=1 A2z =1 Hopf bifurcation

2.3. Lyapunov exponent

According to the general expression of the characteris-
tic root, the chaotic properties of the 2D-LCLMCP depend

mainly on the parameters ¢ and d. Set a = 1, the initial value
of the 2D-LCLMCEP is (0.2, 0.4, 0.1). We make the Lyapunov
exponent (LE) diagram changing with ¢ when d takes different
positive values, as shown in Fig. 1.

P —LE1 —LE1 —LEL —LEL
£ (a) LE2 (b) LE2 | (c) LE2 (d) LE2
S 05 LE3 LE3 | " LE3 PR LE3 |
1) . , e T S
= , \ S "
I} 0 \_ It R | MV
205
?
ES
=

-1

-2 -1 0 1 2-2 -1 0 1 2 -1 -0.5 0 0.5 1 -2 -1 0 1 2

Fig. 1. Lyapunov exponent diagram of the 2D-LCLMCP: (a) d =0, (b) d = 1.0, (c) d = 1.65, (d) d = 1.99.

When 0 < |d| < 1.65, the value range of the parameter ¢
corresponding to the Lyapunov index greater than O gradually
becomes larger as |d| increases, and at this time, the interval
range of the parameter c is discontinuously distributed on the
positive and negative axes of the x-axis [Figs. 1(a) and 1(b)].
When |d| = 1.65, the value range of the parameter ¢ begins to
form a continuous area, and the 2D-LCLMCRP is intermittently
chaotic. When 1.65 < |d| < 2, the value range of ¢ correspond-
ing to the positive Lyapunov index is always continuous but

shrinks with |d| increases. Until |d| = 2, the chaotic border
crisis happens, and the Lyapunov index disappears.

2.4. Bifurcation diagram

For system (2), we choose a = 1, 0 < |d| < 2, (0.2, 0.4,
0.1) as the initial values, and get the bifurcation diagrams on
c—x—g plane as d changes, as shown in Fig. 2.

From Figs. 2 and 3, when the value of parameter d fluctu-
ates around 0, the shapes of this diagram like two symmetrical
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“sand piles” with no intersection. The two sand piles begin to
intersect and merge into a “dumbbell” as d increases, the cur-
vature of the upper and lower curves in the dumbbell-shaped
figure gradually flattens until it becomes a straight line. When
d = 1.99, which is the critical maximum of the 2D-LCLMCP,

2 (b)
1.5

2 (a)
1.5 %
> 1

1
3 0

3 0

c z _1*2;2

0
x _172_2

c

1.5 1.5
> 1 > 1
0.5 0.5

the 3D bifurcation diagram ends up as a cylinder. Figures 4
and 5 are both 2D figures, and their evolution laws are con-
sistent with Figs. 2 and 3. There also exists some obvious
period-window phenomenon in Fig. 5, around which the sys-
tem is intermittently chaotic.

2 (C) 2 (d)

0.2

0
_ 0
z Lo, c

Fig. 2. Bifurcation diagrams on c—x—g plane: (a) d =0, (b) d = 1.0, (c) d = 1.65, (d) d = 1.99.

—
=3
=

15 1.5 1.5 (c) 1.5 (d)
1 1: 1 ! 1
0.5 0.5 0.5 & 0.5
SN 04 3 > 0 0 =N 0
—0.5 —0.5 —0.5 —0.5
-1.0 —1.0 -1.0 -1.0
—1.% —1.55 —1,%\ —1.%\
0 . o 3 &1 2 1 0 s 0 1 1 2 i ~ 0.2
T Tlo2ig-1l T B —2-2-1 "¢ z z —2-0.2 c
Fig. 3. Bifurcation diagrams on c—x—y plane: (a) d =0, (b) d = 1.0, (c) d = 1.65, (d) d = 1.99.
(a)1.5 (b) 1.5 (c) 1.5
1 1l & 1t
0.5 0.5 0.5-
8 0 = 8 0 0
—0.5 —0.5- —0.5-
-1 -1 -1
—1.5 I —1.5— —1.5
-2 -1 0 1 2 -2 -1 0 1 2 -2 0 2
c c c
Fig. 4. Bifurcation diagrams on c—x plane: (a)d =0, (b)d = 1.0, (¢) d = 1.65, (d) d = 1.99.
(a) 2 - . - (b) 2 (c) 2
1.8
1.6 1.6 1.6
1.4
1.2 1.2 1.2
> &) 1
0.8 0.8 0.8
0.6
0.4 0.4 0.4
: ol 0.2
-2 -1 0 1 2 -2 0

Fig. 5. Bifurcation diagrams on c¢—g plane: (a)d =0, (b)d = 1.0, (¢) d = 1.65, (d) d = 1.99.

2.5. Phase diagram

The parameters ¢ and d both have wide range of values.
We depict several typical chaotic attractor graphs in Fig. 6 with
d=1.69.

Figure 6(a) depicts the critical case that the 2D-LCLMCP
goes from period-doubling bifurcation to chaos, and those fig-
ures are composed of fixed points. In Figs. 6(b)-6(d), the
chaotic attractors in x—y plane are elliptical and contain many
disordered particles; attractors in x—g plane shape like two
symmetric ellipses whose vertices are coincident. Meanwhile,

with the increase of parameter ¢, the symmetric ellipses tend
to coincide along the symmetry axis and eventually evolve into
one ellipse with numerous particles scattered inside. The 3D
figure of attractors on the x—y—g plane changes from ellipsoid
to spheroid with the increase of c. Generally speaking, the
shapes of the attractors are roughly the same when the param-
eter ¢ takes different values, with only horizontal or vertical
scaling between the graphs.

We also study the case of ¢ = 0 in the 2D-LCLMCP. The
changing process of phase diagrams are shown in Fig. 7.

050505-4



Chin. Phys. B 33, 050505 (2024)

(b) ¢=0.3 (c) ¢=0.6 (d) ¢=0.9
1.5—————— 15— S

1 1

0.5 0.5

= 0 =N 0
—0.5] —0.5]
—1 -1
—-1.5—— —1.5——

S S
0.5/ 0.5
0 0
1.5
1!
1
S S

Fig. 6. Chaotic attractor graphs of the 2D-LCLMCP ata =1,d = 1.69: (a) c=0.1, (b) c=0.3, (¢c) ¢ = 0.6, (d) c =0.9.

(a) a=1,d=1.69, c=0

1 1
0.5 0.8
\ 0.6 |
> 0 S
—05 0.2 -
1 y? 0
“—1 -05 0 0.5 1 1 Zos —1-1 T
xT X

(b) a=1,d=1.85,¢c=0
5 — — —

1.5 - - 1.

1 - %

0.5 1 : ‘
> 0 Kl y
-0.5 0.5 |

o . ‘
R 0 1 T 0 1

x xr

Fig. 7. Phase diagram of the 2D-LCLMCP when ¢ = 0.

At the beginning, the phase diagram is composed of four  into two tangent ellipses.
disjoint ellipses with an angle about 90°. With the increasing When system moving from a fixed point to chaos, chaos
d, the mother ellipses begin to converge and intersect, with ~ phenomenon and periodic window phenomenon appear alter-
many new small ellipses and particles appearing and diffusing  nately, that is, the system is intermittently chaotic. The value
inside. Until d = 1.999, the phase diagram eventually evolves  of the right limit of |c| decreases gradually with the increase
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of |d|. When |d| =~
chaotic intervals are connected, the system has better chaotic

1.5, the positive and negative semi-axis

performance for encrypting parameters.

Table 2. Initial value of the 2D-LCLMCP.

Initial conditions Gl G2 G3 G4
a 1 1.0001 1.0002 1.0003
b 1.2 1.20001 1.20002 1.20003
c 1.5 1.500001 1.50002 1.50003
X1 0.2 0.20001 0.20002 0.20003
i 04 0.40001 0.40002 0.40003
g1 0.1 0.10001 0.10002 0.10003

3. Performance test of the 2D-LCLMCP

The 2D-LCLMCEP iterates with different initial values
(Table 2), we get 10000 initial values from the 2D-LCLMCP
for frequency test, balance analysis, initial value sensitivity

and other performance tests, the knot details are shown in Ta-
ble 3, i.e., x1, y1 and g1 as initial values of the chaotic system.
3.1. Frequency test for the 2D-LCLMCP

The frequency test can verify that the number of 0 and 1
is approximately equal. The formula is as follows:

2
_(r—9)
m2 ’

—o

(13)

where x% is chi-square distribution, p and g are the numbers of
1 and O in the binary sequence, respectively; m is the length
of the binary sequence. The binary sequence has a better ran-
domness as long as the value of x% is not greater than 3.84. As
the value of x% is much smaller than 3.84 in Table 3, the se-
quences generated by the 2D-LCLMCP can successfully pass
the frequency test and has good randomness.

Table 3. Performance Indicator of the 2D-LCLMCP.

Performance parameters Gl G2 G3 G4
Frequency test 6.4366 x 1074 1.1938 x 10~* 7.9012 x 1072 1.3717 x 107#
Balance analysis 0.0254 0.0109 0.0089 0.0037
Initial value sensitivity 49.47% 48.65% 49.77% 49.34%
3.2. Balance analysis -
Input
The balance e is defined as
— 16 bit
_lp—dl (14)
m

The smaller the value of e is, the closer the numbers of 1 and
0 in the sequence is, and the better the randomness is. It can
be seen that e is close to 0, so it has better randomness.

3.3. Initial value sensitivity

We make small changes to the initial values and calculate
the bit change rate of the sequence by counting the changes
in the values of 1 and 0 at the corresponding positions in the
sequence. The bit change rate R is defined as

m

R=—,
m

5)

where m is the number of bits that changes the corresponding
position value after a small change under the initial condition,
the closer the R is to 50%, the more sensitive the system is to
the initial conditions. When the initial conditions are slightly
changed. From Table 3, R is close to 50%, which satisfies the
requirements of encryption.

4. Block cipher algorithm

The block cipher algorithm adopts the generalized Feistel
cipher structure, which divides each plaintext block into four
operation units for round operations. Each round includes two
F functions.

]

(—P i

8 bity v 8 bit

S-Box S-Box

i

v 16 bit
Lo
A

y 16 bit

‘ DNA algorithm ‘

v 16 bit
Output

Fig. 8. Structural diagram of F.

4.1. Construction of the round function F

The round function F is nonlinear and plays a major role
in confusion and diffusion. We propose that F is composed

of a dynamic S-box and DNA encoding rules,”*! as shown in

050505-6
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Fig. 8. Its pseudocode can be represented as

F(k,1) = DNA _algorithm(QF(f, f2)),
f1=Sbox({kdI}(1:8)),

f2=Sbox({k®1}(9:16)), (16)

where [ denotes the 16-bit sequence, k represents the 16-bit
round key, DNA _algorithm(-) represents the DNA encoding
rule, S_box(-) represents the dynamic S-box, @ represents the
per-bit dissimilarity operation, QF is a nonlinear equation.

4.2. Dynamic S-box

The dynamic S-box is composed of the 2D-LCLMCP and
Baker map. Firstly, a pseudo-random sequence is generated
by iterating the 2D-LCLMCP. Then, the sequence is subject to
modulo and rounding operations, ensuring that the real num-
ber sequence falls into 256 different intervals between 0 and
255 without repetition, forming the S;-Box. Finally, the Si-
Box is scrambled using a position sequence generated by a
chaotic sequence and the Baker map to obtain the final dy-
namic S-box, as shown in Fig. 9.

2D-LCLMCP

Iterate

h 4

Position
sequence

[ [[X2(4)x256]| mod 256 }

Scrambled

Scrambled Y

S-Box

Fig. 9. Structural diagram of S-box.

4.3. Generation of round keys

The dynamic round keys are generated using the 2D-
LCLMCP and DNA encoding rules. The 2D-LCLMCP is
highly sensitive to small perturbations in the plaintext, which
means that the keystream changes with the variation of the

plaintext. The pseudocode for the round keys k is as follows:
k = DNA _algorithm(7 (hex2bin(Key,4))), 17

where Key is the seed key in hexadecimal, and 7'(-) indicates
the position scrambling operation.

4.4. Encryption algorithms

In this block cipher algorithm, plaintext is divided into
groups of 64 bits each. The flowchart is shown in Fig. 10 and
the encryption algorithm proceeds as follows:

Step 1 Read the plaintext, use the original image as the in-
put of Sha-256, get the 256-bit hash value my,my,ms, ... ,m3;.

Step 2 Let the original initial value of the 2D-LCLMCP
be (x1, y1, 1), use the Sha-256 to generate a small perturbation
to (x1, y1, g1), and obtain the initial value:

‘ :xl+mOd(ml@...@mg—i-mean71)7

256
D ---Dme+ mean
E— )
yl V1 + mo 256 ) 9
D - - Dmyg +mean
= (1 )
gl 81 + mo 256 ) 9
32
m;
= . 18
mean L3 (18)
Sha-256
Scramble

Initial round
key

Generate F
function

Block cipher

Round key
( Ciphertext )

Fig. 10. Encryption algorithm flowchart.

Iterate the chaotic system to obtain the pseudo-random
sequence X1, X, X3, perform modulo and integer operations
on the sequence X;, X3 to obtain the sequence of integers w
and z:

w = floor(((X; x 10° — floor(X; x 10*)) x 10*)) mod 256,

z = floor(((X3 x 10° — floor(X3 x 10%)) x 10*)) mod 256.
(19)

Step 3 Extract three segments of data from sequence X»
and sort them in ascending order to obtain position sequence
Ty, T, Tz. The position sequence 7 is obtained by intercept-
ing three segments of the sequence X; and arranging them in
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the order, where the 77 is used to disrupt the S;-box. The DNA
encoding rules, 7> and the initial round key are used to gener-
ate the round key.

Step 4 Compress the data information value plain into
the range of [0,255] by taking modulo and XOR operations to
obtain P;:

P, = ((plain+w) mod 256) ® z. (20)

Step 5 First, use 73 to scramble the position of data in
Py, P, = PsT(P); then use T to scramble the position of data

in P, P; = P,T(P,); finally, convert all integers in P; to 8-bit
binary numbers P4, and divide them into groups of 64 bits,
denoted as Plain_block(7).

Step 6 Perform round operations on data according to the
generalized Feistel cipher structure. Its pseudo-code is shown
in Algorithm 1.

Step 7 Finally, all binary sequences are converted into
integers every 8 bits, and the final ciphertext is translated ac-
cording to the ASCII code table.

Algorithm 1 Generalized Feistel cipher algorithm

Initialize:

Round key k; encrypted data per group Plain_block(i);

Initialize vectors IV (64bit); number of rounds round,;

Round function F';
for i=1:1:length(Plain_block(i))

Block; + IV; @ Plain_block(i)
Lo 1,Lo2,Ro.1,R02 < permutation(Block;)

for j=1:1:round

Ljit=Rj-12

Lip=Lj-11®F(kj1,Lj-12)

Rji=Lj12

Rj»=Rj_11®F(kj>,Rj_17)

end for

Lit=Rj-12

Lip=Lj11®F(kji,Lj-12)

Rj1=Lj 12

Rj2=Rj 11DF(kj2,Rj 12)
Ciphered _block(i) <— permutation(Lj11Ljy12Rj11,1Rj412)
1V;y1 < Ciphered_block(i)

end for
Output: Ciphertext Ciphered_block(i)

4.5. Decryption algorithm

The decryption algorithm is the inverse operation of the
encryption algorithm, but it must satisfy the following three
conditions:

(1) The number of rounds can only be an even number.

(2) The left and right round keys in odd rounds are exactly
the same: kj | = k;».

(3) The permutation rule for the last round is as follows:
Livin=Rja, Liv12=Lj1,Rj+11=Lj2, Rj+12=Rj1.

Here, R;», Lj1, Lj>, Rj 1 are the result of each round of
block encryption operations, and L;1,1, Lj+12, Rj+1,1, Rj+12
are the final output of each round.

5. Experimental simulation and performance
analysis

5.1. Experimental simulation

The power data from the receiver and transmitter, stan-
dardized test image, and images of power failure equipment
are used as inputs for the algorithm to conduct simulation
experiments on the MATLAB platform of the Windows 10
system, the host system utilizes an Intel(R) Core(TM) i5-
7200U CPU @ 2.50 GHz 2.70 GHz. The number of rounds

is 6, the initial value of the 2D-LCLMCP is (1, 1.2, 1.5, 0.2,
0.4, 0.1) and the initial key in hexadecimal is set to key =
a4360d25e71dcbf807483c1bb957f0e4533cab. The encrypted
results and original data of power text data are shown in
Fig. 11, and the encryption and decryption results of power
images are shown in Fig. 12.

Figure 11(a) is the original text, and Fig. 11(b) is the ci-
phertext. When the secret key is incorrect, the decrypted text is
different from the original text, which is shown in Fig. 11(c).
When the secret key is correct, we can recover the original
text exhibited in Fig. 11(d). There are the original images of
example 1, example 2 and example 3 in Fig. 12(a), and the
encrypted images of the three examples in Fig. 12(b), and the
decryption diagrams of the three examples in Fig. 12(c).

5.2. Key sensitivity analysis

The key consists of two main parts: one is the initial value
of the 2D-LCLMCP (x},y},g}) and parameters a and b; the
other is the round key k. Assume that the computer memory
accuracy is 101, the key space is at least 101> = 1070 > 2100,
in addition to parameter b € [1.69,2) has a lot of room for
change, and the chaotic system and the key sequence trans-
form adaptively with the plaintext.
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2018-12-05 :10 04 00 00 00 01 32 8B ~
2018-12-05 :11 04 00 00 00 01 33 5A
2018-12-05 21:19: 212 04 00 00 00 01 33 69
2018-12-05 21:20:00send: 11 04 00 00 00 01 33 5A
2018-12-05 21:20:20send: 13 04 00 00 00 01 32 B8
2018-12-05 21:20:22send:13 04 00 00 00 01 32 B8
2018-12-05 21:21:22send:10 04 00 00 00 01 32 8B
2018-12-05 21:22:22send: 11 04 00 00 00 01 33 5A
2018-12-05 21:23:22send:12 04 00 00 00 01 33 69
2018-12-05 21:24:22send:13 04 00 00 00 01 32 B8
2018-12-05 21:25:22send:10 04 00 00 00 01 32 8B
2018-12-05 21:26:22send:11 04 00 00 00 01 33 5A
2018-12-05 21:27:22send:12 04 00 00 00 01 33 69
2018-12-05 21:28:22send:13 04 00 00 00 01 32 B8

2018-12-05 21:29:22send:10 04 00 00 00 01 32 8B
AMR_AI-_NE 2.2 .2 and- 11 NA NN AN NN N1 22 BA
<

>

j210aZm’? " r 6 (2222212220 & %2222220M2ZY " 2%2u222y
X?/bIP? § :Fi+ \2Ui & 77 ¢ 1, 22212" 2727387127 X +2t778

wi? \§ 22\;0220191?72& 6 A?2kD0?y?? | " 20?m??2?vs ?Cl
2é0:° m(z7H871° PmR?P2IM?2202220 § ?A"el?Ud?sStaC
2, 2K2222218%w & 78, " r2002xhi? /2YPH? 22] 2y77!
ISxT 262M?\ 12=86 a m???|? { 14]|0e?0 & Z292#X1??Xg? G
0 *{[t?5721272Mg 7é "Ina? "

? & 7?N172?7 2?7078 j72?0:0--C<1?7?

uzZ2?7t 4 179=1" 27hL0) ? § q?R? { i 2,

E"BR"EI[ "7-.1”6/) 227X 6D?20§1E22 X 82724 1 & 1227

W" 6 ull?izk " 170, " IVI?) x?22d1?]| & & 22?2 Rgiers
6 7U°791Y[|A7'?m7'7 +2227 X dI?2N%: g22"7S1?slgnE??7?
[>wﬂ a??g § 2172 X0 22d??P1?< & 2 6 Vla "'7""] °7"7I

‘ ’Jrzoz.oo-,‘;nvmo UDnDA0 . %040 = 72919 ovool 91T i 09r
{3 >

(c) Error decryption text

[t (222M A
VI2ICRIS (1' 9?2 205L0+ 126709 2ba?\ ?Dw: mAI>1>?222 27K
1T & M2Q2e jC¥6 " 27w220 %2 QOIZI2—/27V? & 2172240"1 7%
d62%F  122217227H? j2 11 272627

*471[2g110622 " 2) N??0, -n 6 § ecP??[G@?22ID é 27 (11
<PPA712202/ XU 6 222?821 6 X ?1kiD ?2122&:0¥ i *
a12?7gg” 7?_2X127= j { 1@9R

-57%77m2Q" °|’7"‘7Z"'>V( 2202042202242 & 2L91di! u [uzsix
Iz & 17?2?272?22u???D?G?Sc?1?7?277?7 (')P'?CB'PV § 2z {777 é
& 7FIv20° [2272Q @ . &23-2222xae?20G2a\HI1 & [=2u’ 2127
ZR6Z1.7(§

1£2) 622=0 1 IN; 22X2222722 ¢ 2299X2°202/2 1 ?_ ti 70a?!
249, §270K2? G 4t2022222J222_132Y222 (20(2° 2Mix i phG
b @x a jU22d?k? tiw?q

N?>2, [2(£227m = § 22A 22A122n%222,8007]W7 & ?7Rn"%0
D949 8 w2990 4 A~V D999° DNIIINDD AND  *°ON0ND9TD %
<

(b) Ciphertext

2018-12-0521:17:22send: 100400000001328B ~
2018-12-0521:18:22send: 110400000001335A
2018-12-0521:19:22send: 1204000000013369
2018-12-0521:20:00send: 110400000001335A
2018-12-0521:20: 20send: 13040000000132B8
2018-12-0521:20:22send: 13040000000132B8
2018-12-0521:21:22send: 100400000001328B
2018-12-05621:22:22send: 110400000001335A
2018-12-0521:23:22send: 1204000000013369
2018-12-0521:24:22send: 13040000000132B8
2018-12-0521:25:22send: 1004000000013288
2018-12-0521:26:22send: 110400000001335A
2018-12-0521:27:22send: 1204000000013369
2018-12-0521:28:22send: 13040000000132B8
2018-12-0521:29:22send: 100400000001328B

ANIR-AI-NEI . AN . M and. 11NANNNNNNNT 2RA
<

(d) Decrypt the text correctly

Fig. 11. Results of encryption and decryption of power text data.

(a) Original image

(b) Encrypted images

(c) Decrypted images

Fig. 12. Power image encryption and decryption results (examples 1, 2 and 3 are presented).

5.3. Frequency test for algorithm

Frequency test is mainly used to detect the frequency of
each ASCII code value, Fig. 13 is its result. Before encryp-
tion, the ASCII values of plaintext are clustered around some
characters, with obvious regularity; after encryption, the dis-
tribution frequency of the ASCII code value of the ciphertext
fluctuates around the ideal value 3.90625 x 1073, therefore,

the algorithm has a strong robustness against statistical attacks.

5.4. Information entropy test

Information entropy reflects the uncertainty of image in-
formation, its ideal value is 8. For the image, the frequency of
256 gray values from 0-255 is tested, and the results are listed
in Table 4. The frequency of 256 ASCII codes in ciphertext is
tested, and the results are listed in Table 5, with the growth of
test data, the maximum image information entropy can reach
7.9993, and the maximum text information entropy can reach
7.98, which are mostly better than the simulation test results in
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the comparison algorithms.?*?>! Therefore, the block cipher

Table 4. Test results of image information entropy.

algorithm proposed has better randomness and scrambling ef- Image Before encryption After encryption
fect. Lena R 7.2531 7.9993
Lena-G 7.5940 7.9993
(a) Before encryption (b) Before encryption Lena B 6.9784 7.9993
= ' o Case2 R 7.1671 7.9983
IE 4.5 Case2 G 6.5545 7.9986
~ Case2 B 7.6085 7.9984
E ! | Iyl Case3 R 6.4398 7.9982
5 3.5 Case3.G 5.8086 7.9986
? 3 Case3_B 6.7483 7.9984
A Cased R 7.4042 7.9992
25 50 100 150 200 0 50 100 150 200 250 Cased .G 7.0371 7.9993
ASCII value ASCII value Case4 B 6.9031 7.9993
. . . ] ) Singh et al.?*! 7.9971
Fig. 13. Frequency test dlagra.m. The horlzoptal coordme}te is the ASCII Wa et al. 25! 79992
value of each character, the vertical coordinate is the proportion of the ASCII
value in the ciphertext.
Table 5. Test results of text information entropy.
length/byte  Algorithm in  Algorithm in RCS RC6 AES
this paper (receiving) this paper (sending)
5000 7.96261 7.98181 7.99792 7.99984 7.96261
10000 7.96379 7.98194 7.99760 7.99982 7.96379
100000 7.95834 7.98035 7.99794 7.99981 7.95834
1000000 7.96545 7.98238 7.99812 7.99983 7.96545
Table 6. Correlation between adjacent pixel points.
Image Before encryption After encryption
H \% D H \% D
LenaR 0.9790 0.9880 0.9660 0.0130 —0.0046 0.0146
LenaG 0.9299 0.9561 0.9138 —0.0067 0.0058 —0.0043
LenaB 0.9671 0.9816 0.9524 0.0187 0.0151 0.0070
Case4-R 0.9947 0.9947 0.9870 0.0024 —0.0018 0.0059
Cased-G 0.9967 0.9903 0.9865 0.0019 —0.0032 0.0007
Case4-B 0.9867 0.9971 0.9876 —0.0005 0.0014 0.0007
Singh et al.**1 0.9715 0.9654 0.9723 0.0023 —0.0051 0.0071
Wu et al. ] 0.8922 0.7470 0.7598 0.0021 0.0029 0.0016

5.5. Correlation test

Correlation test can quantitatively analyze the degree of
correlation between adjacent pixels. Select 8000 pairs of pixel
points at random of ‘Lena’, make a pixel distribution map.

The closer the value of the correlation test is to 1, the
stronger the correlation between adjacent pixels of the image
is. The closer the correlation test to 0, the more irrelevant the

gray value of adjacent pixel points.

The correlation test results between pixel points are
recorded in Table 6. According to the analysis of the data
in the table, the distribution of gray values of adjacent pixel
points before encryption is obviously linear, while the distri-
bution of gray values of encrypted pixel points is uniform and
scattered across the whole plane. The calculation results are

mostly better than the test results in Refs. [24,25].

5.6. Histogram analysis

Figure 14 shows the histograms of the ‘Lena’. The dis-
tribution of pixels before encryption has obvious regularity,
while the distribution of pixels after encryption is uniform.
The information features of the image are hidden, indicating
that this block cipher algorithm has good confidentiality.

5.7. Differential attack test

Differential attack testing, also known as plaintext sen-
sitivity testing, can quantitatively analyze the differences be-
tween the output ciphertexts before and after the pixel values
undergo small changes. The number of pixels change rate
(NPCR) and the unified average changing intensity (UACI) are
used to measure this indicator.

The closer the test result to the expected value, the more
sensitive the algorithm to the disturbance. From Table 7, the
test images have good test values and are mostly better than
the test results in Refs. [24,25].
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5.8. Cut attack and noise attack test of 0 and variance of 0.01, salt and pepper noise with density

of 0.01 to Example 3 to perform the noise attack test. From

Cut out 64 x 64, 80 x 80 and 128 x 128 pixel points in  Fjg. 15, although the sharpness of the image is reduced by

Example 1 to perform the cut attack test, and then add Poisson  clipping and noise attacks, the characteristics and basic colors
noise with density of 0.01, Gaussian noise with mean value  of the image are still recognizable.

() (b) (c)
3500 3000
3500
3000 2500
> 2500
o
§ 2000
3
g 1500
E 1000
500
0
0 50 100 150 200 25 50 100 150 200 25 50 100 150 200 25
Pixel gray value Pixel gray value Pixel gray value
2500 2500
2000 2000
>
Q
g 1500 1500
3
o
é) 1000

500

50 100 150 200 250 0 50 100 150 200 250 50 100 150 200 250
Pixel gray value Pixel gray value Pixel gray value

Fig. 14. Histograms of Lena before and after encryption (the horizontal coordinate is the pixel gray value, and the vertical coordinate
is the frequency of each gray value): (a) before and after R channel encryption, (b) before and after G channel encryption, (c) before
and after B channel encryption.

Table 7. NPCR and UACI values of images.

Imace NPCR (%) UACI (%)
& R G B R G B
Lena 99.10 99.38 99.39 33.36 33.47 33.54
Case2 99.66 99.61 99.61 33.43 33.52 33.46
Case3 99.59 99.60 99.59 33.55 33.46 33.47
Case4 99.60 99.61 99.60 33.45 33.47 33.46
Singh et al.?4] 33.44 - - 33.46 - -
Wu et al.[®] 99.68 - - 33.44 - -

(a) 64X64 Decryption diagram (

S

b) 80%X80 Decryption diagra

(d) SN 0.01 (e) SPN 0.01 (f) GN(0, 0.01)

Fig. 15. Cutting attack and noise attack test.
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6. Conclusion

Aiming at protect information security issues in the public
channel, we design a block cipher algorithm base on the 2D-
LCLMCP. The chaotic properties are analyzed by using the
fixed point, Lyapunov exponent, bifurcation diagram, phase
Diagram, etc. The algorithm mainly adopts the generalized
Feistel cipher structure, in which the function F is composed
of dynamic S-box and DNA coding rules. The round function
F and the position sequence generated by the 2D-LCLMCP
provide the scrambling effect for the algorithm. With P scram-
bling, the transposition operation contained in each round and
the integer sequence generated by the 2D-LCLMCP play a re-
placement role in the algorithm. The research results show that
when the block length of the encryption algorithm is 64 bit,
only 6 rounds can make the power text and image achieve bet-
ter encryption effect. The algorithm had great robustness and
high security against data analysis tests, sensitivity tests and
cryptographic attack tests.

Acknowledgments

Project supported by the Shandong Province Natural Sci-
ence Foundation (Grant Nos. ZR2023MF089, R2023QF036,
and ZR2021MF073), the Industry-University-Research Col-
laborative Innovation Fund Project of Qilu University
of Technology (Shandong Academy of Sciences) (Grant
Nos. 2021CXY-13 and 2021CXY-14), the Major Scientific
and Technological Innovation Projects of Shandong Province
(Grant No. 2020CXGC010901), the Talent Research Project
of Qilu University of Technology (Shandong Academy of Sci-
ences) (Grant No. 2023RCKY054), and the Basic Research
Projects of Science, Education and Industry Integration Pilot
Project of Qilu University of Technology (Shandong Academy

of Sciences) (Grant No. 2023PX081).

References

[1]
[2]

[3]
[4]

[5]
[6]
[7]
[8]
[9]
[10]
(11]
(12]
[13]
[14]
[15]
[16]
[17]
[18]
(19]
[20]

[21]
[22]

(23]
[24]

[25]

050505-12

Zhang Z, Tang J, Ni H and Huang T 2023 Nonlinear Dyn. 111 10629
Liu P, Wang X, Su Y, Liu H and Unar S 2023 /EEE Trans. Circuits Syst.
1702511

Zhou S, Qiu Y, Wang X and Zhang Y 2020 Nonlinear Dyn. 111 9571
Nan R, Hu L, Huang Z, Wang M and Luo G 2023 Expert Syst. Appl.
238 122052

Nan R, Tong W and Zhou W 2023 Signal Process. 211 109107

Gong L and Luo H 2023 Opt. Laser Technol. 167 109665

Wang X and Liu P 2022 [EEE Trans. Circuits Syst. I 69 1291

Zheng W, Yan L, Gou C and Wang F Y 2021 IEEE Trans. Cybern. 52
13181

Liu X, Tong X, Zhang M, Wang Z and Fan Y 2023 Nonlinear Dyn. 111
8771

Rezaei B, Ghanbari H and Enayatifar R 2023 Nonlinear Dyn. 111 9629
Liu H, Zhang Y, Kadir A and Xu Y 2019 Appl. Math. Comput. 360 83
Zhang F F, Huang Z, Kou L, Li Y, Cao M Y and Ma F Y 2023 Chin.
Phys. B 32 010502

Liu H, Wan H, Tse C K and Lu J 2016 IEEE Trans. Circuits Syst. I 63
2010

Bensikaddour, E H, Bentoutou Y and Taleb N 2020 J. King Saud Univ.:
Comput. Inf. Sci. 32 50

Haddad S, Coatrieux G, Moreau-Gaudry A and Cozic M 2020 /EEE
Trans. Inf. Forensics Secur. 15 2556

Dhall S, Pal S K and Sharma K 2022 J. King Saud Univ.: Comput. Inf.
Sci. 34 1533

Cheng J, Guo S and He J 2022 IEEE Internet Things J. 9 11408

Su'Y, Tong X, Zhang M and Wang Z 2023 Nonlinear Dyn. 111 2841
Tong X, Liu X, Liu J, Zhang M and Wang Z 2021 Int. J. Bifur. Chaos
312150152

Zhang FF, Zhang X, CaoM Y, Ma F Y and Li Z 2021 IEEE Multimedia
28 96

Teng L, Wang X and Xian Y 2022 Inf. Sci. 605 71

Mabhalingam H, Veeramalai T, Menon A R and Amirtharajan R 2023
Mathematics 11 457

Hsieh K S and Wang C M 2022 J. Inf. Secur. Appl. 65 103126

Singh A K, Chatterjee K and Singh A 2023 IEEE Trans. Industrial
Informatics 19 1957

Wu Y, Zhang L, Berretti S and Wan S 2023 [EEE Trans. Industrial
Informatics 19 2089


http://doi.org/10.1007/s11071-023-08397-8
http://doi.org/10.1109/TCSI.2023.3250713
http://doi.org/10.1109/TCSI.2023.3250713
http://doi.org/10.1007/s11071-023-08312-1
https://doi.org/10.1016/j.eswa.2023.122052
https://doi.org/10.1016/j.eswa.2023.122052
http://doi.org/10.1016/j.sigpro.2023.109107
http://doi.org/10.1016/j.optlastec.2023.109665
http://doi.org/10.1109/TCSI.2021.3133318
http://doi.org/10.1109/TCYB.2021.3105568
http://doi.org/10.1109/TCYB.2021.3105568
http://doi.org/10.1007/s11071-023-08281-5
http://doi.org/10.1007/s11071-023-08281-5
http://doi.org/10.1007/s11071-023-08331-y
http://doi.org/10.1016/j.amc.2019.04.078
http://doi.org/10.1088/1674-1056/ac76b2
http://doi.org/10.1088/1674-1056/ac76b2
http://doi.org/10.1109/TCSI.2016.2598822
http://doi.org/10.1109/TCSI.2016.2598822
http://doi.org/10.1016/j.jksuci.2018.05.002
http://doi.org/10.1016/j.jksuci.2018.05.002
http://doi.org/10.1109/TIFS.2020.2972159
http://doi.org/10.1109/TIFS.2020.2972159
http://doi.org/10.1016/j.jksuci.2018.09.015
http://doi.org/10.1016/j.jksuci.2018.09.015
http://doi.org/10.1109/JIOT.2021.3126317
http://doi.org/10.1007/s11071-022-07956-9
http://doi.org/10.1142/S0218127421501522
http://doi.org/10.1142/S0218127421501522
http://doi.org/10.1109/MMUL.2021.3080579
http://doi.org/10.1109/MMUL.2021.3080579
http://doi.org/10.1016/j.ins.2022.05.032
http://doi.org/10.3390/math11020457
http://doi.org/10.3390/math11020457
http://doi.org/10.1016/j.jisa.2022.103126
http://doi.org/10.1109/TII.2022.3176054
http://doi.org/10.1109/TII.2022.3176054
http://doi.org/10.1109/TII.2022.3194590
http://doi.org/10.1109/TII.2022.3194590

	1. Introduction
	2. The 2D-LCLMCP
	2.1. Mathematical model
	2.2. Fixed point
	2.3. Lyapunov exponent
	2.4. Bifurcation diagram
	2.5. Phase diagram

	3. Performance test of the 2D-LCLMCP
	3.1. Frequency test for the 2D-LCLMCP
	3.2. Balance analysis
	3.3. Initial value sensitivity

	4. Block cipher algorithm
	4.1. Construction of the round function F
	4.2. Dynamic S-box
	4.3. Generation of round keys
	4.4. Encryption algorithms
	4.5. Decryption algorithm

	5. Experimental simulation and performance analysis
	5.1. Experimental simulation
	5.2. Key sensitivity analysis
	5.3. Frequency test for algorithm
	5.4. Information entropy test
	5.5. Correlation test
	5.6. Histogram analysis
	5.7. Differential attack test
	5.8. Cut attack and noise attack test

	6. Conclusion
	References

