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Quantum key distribution (QKD) is a technology that can resist the threat of quantum computers to existing conven-
tional cryptographic protocols. However, due to the stringent requirements of the quantum key generation environment,
the generated quantum keys are considered valuable, and the slow key generation rate conflicts with the high-speed data
transmission in traditional optical networks. In this paper, for the QKD network with a trusted relay, which is mainly based
on point-to-point quantum keys and has complex changes in network resources, we aim to allocate resources reasonably
for data packet distribution. Firstly, we formulate a linear programming constraint model for the key resource allocation
(KRA) problem based on the time-slot scheduling. Secondly, we propose a new scheduling scheme based on the graded
key security requirements (GKSR) and a new micro-log key storage algorithm for effective storage and management of
key resources. Finally, we propose a key resource consumption (KRC) routing optimization algorithm to properly allocate
time slots, routes, and key resources. Simulation results show that the proposed scheme significantly improves the key
distribution success rate and key resource utilization rate, among others.

Keywords: quantum key distribution (QKD), resource allocation, key storage, routing algorithm
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1. Introduction
With the increasing demand for security in network com-

munications, the introduction of quantum communication
technology and the construction of quantum networks are cru-
cial for ensuring high-security data transmission in future net-
work systems. Quantum key distribution (QKD) technology is
an essential component of quantum communication, providing
a secure key distribution mechanism for quantum networks.
There are significant differences between QKD networks and
classical networks in terms of security principles and imple-
mentation methods.

Classical key distribution in network systems is typically
based on mathematical problems such as large number fac-
torization or discrete logarithm problems. The security of
these key systems relies on the current computational capabili-
ties being unable to solve these mathematical problems within
practical timeframes. However, with the continuous develop-
ment of quantum computers, these systems may be vulnerable
to being broken within practical timeframes using algorithms
such as Grover’s algorithm or Shor’s algorithm.[1,2] On the
other hand, the key distribution process in QKD networks does
not rely on the complexity of computations, but rather utilizes
the fundamental principles of quantum mechanics, namely the
Heisenberg uncertainty principle and the quantum no-cloning
theorem.[3–5] In theory, QKD can achieve absolute security,
particularly against threats such as man-in-the-middle attacks
and the rapid development of computational power.

Furthermore, the encryption methods used in classical
networks typically rely on public key encryption systems,
where the same key is used for encryption during end-to-end
transmission. In contrast, QKD networks operate differently.
Taking the trusted relay link based on the BB84 protocol as
an example, quantum keys are generated using quantum bits
(e.g., polarized photons) and shared between the sender (re-
ceiver) and adjacent relay nodes. The encryption, decryption,
and destruction of the ciphertext all occur between point-to-
point connections. Therefore, compared to the end-to-end
public keys used in classical networks, the quantum keys in
QKD networks have shorter lifecycles and higher security
performance.[6]

When data packets are encrypted using quantum keys, the
efficiency of encryption can be effectively improved and key
consumption can be reduced by utilizing the advanced encryp-
tion standard (AES) algorithm. Additionally, by constructing
a quantum key pool, quantum key resources can be accumu-
lated to provide a stable and timely flow of quantum keys to
various nodes in the network, thereby enhancing the capacity
of QKD networks to handle encryption service requests. Cur-
rently, most QKD networks can only achieve a key generation
rate of 1.2 Mbps on a 50.5 km fiber link and a key genera-
tion rate of 6.5 bps on a 405 km fiber link.[7,8] Quantum keys
are crucial resources in QKD networks, and given the massive
data flow in today’s networks, the key generation rates fall far
short of the requirements for data encryption. Therefore, the
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construction of a quantum key pool is of great significance for
the development of QKD networks.

Due to the complexity of resource variations, such as
keys, on different links, it is challenging to allocate these re-
sources effectively to data packets during transmission. As a
result, the key utilization rate, overall service quality, and even
network lifespan are greatly impacted. Additionally, when
multiple nodes simultaneously request keys, key request con-
flicts may occur, leading to request delays or rejections. Al-
though quantum key distribution is theoretically secure, there
are potential security risks in practical storage and manage-
ment, such as unauthorized access, malicious tampering, and
leakage.[9,10] Therefore, further research is needed on how to
securely backup and update quantum keys, while ensuring the
integrity and confidentiality of backup data. Additionally, with
the integration of QKD and existing communication systems,
there are still issues to be addressed, such as security authenti-
cation and system integration.

In QKD networks, the efficiency and success rate of rout-
ing are also important issues that deserve research attention.
By selecting the optimal path, data can be transmitted effi-
ciently and securely, reducing network latency and key con-
sumption, improving key distribution efficiency, and optimiz-
ing the allocation of network resources.[11] Additionally, con-
sidering the scalability and robustness of the network, opti-
mizing routing strategies can enhance the network’s scalabil-
ity and adaptability to dynamic environments and node fail-
ures. Therefore, researching routing strategies is crucial for
improving the reliability of QKD networks and ensuring the
fair allocation of resources.

To address the aforementioned issues, this paper proposes
a novel QKD resource allocation and routing optimization
scheme, with the following key contributions.

(i) Firstly, we formulate a maximum successful key ser-
vice request model and a minimum key consumption model
for the key resource allocation (KRA) problem, in preparation
for subsequent transmission path optimization schemes.

(ii) Next, a key resource scheduling scheme based on the
graded key security requirements (GKSR) and a key storage
algorithm based on the micro-log are proposed, enabling ef-
fective storage and management of key resources.

(iii) Finally, a key resource consumption (KRC) routing
optimization algorithm is introduced. Performance of the pro-
posed algorithm is simulated in two typical network topolo-
gies through simulation experiments. The simulation results
demonstrate the superiority of this routing scheme.

The remaining sections of this paper are organized as fol-
lows. Section 2 introduces the relevant concepts and tech-
nologies, including point-to-point QKD protocols, trusted re-
lay QKD network principles, and SDN-based QKD network
architectures. Section 3 provides detailed explanations of the

linear programming constrained model and the KRC routing
algorithm. Section 4 analyzes the results of simulation exper-
iments. Finally, Section 5 presents the summary and conclu-
sions.

2. Related concepts and technologies
2.1. Related work

As quantum key distribution (QKD) becomes the pre-
ferred method for optical network information encryption, the
lifespan of keys between point-to-point connections varies due
to the different key generation rates and inventories on each
link. This can lead to various issues. Firstly, the selection of
paths has a significant impact on key quantity changes. Insuffi-
cient key quantity on a link will inevitably result in data pack-
ets waiting at nodes, increasing latency and potentially lead-
ing to congestion, greatly reducing the quality of network ser-
vices. Secondly, considering the low generation rate of quan-
tum keys, it is necessary to deploy multiple key generation
devices at a single node. This raises issues regarding deploy-
ment costs and how to allocate device resources effectively.
Thirdly, the entire QKD network system needs to differentiate
between quantum channels, public channels, and data trans-
mission channels. To improve the generation rate of quan-
tum keys, channel multiplexing techniques inevitably need to
be employed, which involve the fair allocation of channel re-
sources. Finding intermediate points to address the routing,
channel, and device resource allocation issues in a coordinated
manner is a research-worthy problem.

In Ref. [12] an advanced QKD secured optical network
architecture is proposed, introducing the concept of a quan-
tum key pool (QKP) to effectively manage key resources, en-
abling efficient key distribution and utilization. Additionally,
Ref. [13] introduces a key-as-a-service (KaaS) QKD secured
optical network architecture, collectively addressing the ef-
ficient deployment and utilization of keys. Furthermore, in
Ref. [14] a quantum-as-a-service (QaaS) SDN new architec-
ture, referred to as the SDQaaS framework, achieves QaaS
for multiple users through the QKD network infrastructure.
QaaS allows multiple users to request different quantum keys
from the same network infrastructure to obtain the desired key
rates.[15] In Ref. [16] the routing, wavelength, and time slot
allocation (RWTA) problem is investigated, and a solution ap-
plicable to static traffic scenarios is proposed. This approach
is based on an integer linear programming (ILP) model and
introduces heuristic algorithms to address resource allocation
issues. For dynamic traffic scenarios, time conflicts arise due
to LP/QLP requests arriving simultaneously in the network. To
overcome this challenge, Ref. [17] introduces the concept of a
time sliding window (TSW). However, in QKD secured opti-
cal networks, a balance must be struck between security levels
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and resource utilization. To achieve this balance, Ref. [18]
presents an on-demand key (KoD) strategy based on the QKP
construction technology, ensuring the security of control chan-
nels (CCh) and data channels (DCh) on software defined opti-
cal networks (SDON).

Currently, several countries both domestically and inter-
nationally have established trusted-node quantum key distribu-
tion (QKD) networks.[19] However, numerous challenges per-
sist within QKD networks that require resolution. These chal-
lenges encompass aspects such as optimizing system parame-
ters in QKD network configuration,[20] optimizing system sta-
bility control,[21] and selecting suitable routing schemes for
QKD networks. Investigating the routing mechanisms in QKD
networks holds significant importance for their applications
and development. Some routing schemes in QKD networks
consider variations in key requests, making them more suit-
able for practical applications. For instance, Cao et al.[16] ini-
tially proposed a scheme for allocating keys based on security
requirements, defining different security scenarios. However,
their research lacks mechanisms to prevent request blocking in
specific scenarios. Ma et al.[22] presented two routing, wave-
length, and time slot allocation (RWTA) schemes, flexible se-
curity level (FSL) and specific security level (SSL). RWTA–
FSL lowers security levels to facilitate more successful link
requests and demonstrates strong adaptability. Nevertheless,
this approach still has limitations in high-concurrency scenar-
ios. Chen[23] introduced an adaptive QKD routing scheme
based on application requirements, significantly improving
request success rates but without specific scenario analysis.
Yu et al.[24] proposed a heuristic collaborative routing algo-
rithm for partially trusted relay QKD networks, considering
relay deployment and remaining key quantities, but with cer-
tain deficiencies in handling request disparities. Additionally,
some routing schemes[25–30] prioritize subsequent processing
requests based on criteria such as security levels, business vari-
ations, and request arrival times. These schemes can accom-
modate diverse domain requirements with relatively few re-
strictions concerning efficiency enhancement considerations.

The aforementioned research lacks consideration for sce-
narios with multi-level data security requirements and scarce
key resources. Therefore, in this paper, we address such spe-
cial scenarios by formulating a linear programming constraint
model and proposing the KRC routing algorithm for key re-
source allocation (KRA) based on time slot assignment. We
also propose the GKSR scheduling scheme and a novel micro-
log key storage algorithm to effectively store and manage key
resources.

2.2. Peer to peer QKD protocol

Most QKD protocols utilize quantum superposition states
or quantum entanglement effects to achieve quantum state

information transmission or key distribution, theoretically
guaranteeing information-theoretic security.[31] QKD chan-
nels typically consist of both quantum channels and classi-
cal channels. The quantum channel is used to transmit quan-
tum states encoding classical information, while the classi-
cal channel is employed to transmit classical information for
synchronization and key negotiation between the sender and
receiver.[32]

If an eavesdropper intercepts a portion of quantum states
from the quantum channel, those quantum states will collapse.
In this case, both parties will detect the presence of the eaves-
dropper through the measurement results of the measurement
bases. Consequently, the bits that were supposed to become
the key will be discarded. Additionally, the eavesdropper may
attempt to measure and replicate these quantum states before
sending them to the receiver. However, according to the quan-
tum no-cloning theorem, the cloned quantum states will in-
evitably collapse, resulting in noticeable errors in the measure-
ment results. Therefore, any potential eavesdropping activity
can be detected.

QKD sending and receiving ends connected via a QKD
channel follow specific QKD protocols, executing a series of
processes to establish a shared symmetric key. These pro-
cesses ensure secure key distribution and protect the key’s se-
curity by detecting any potential eavesdropping activity.

AliceAlice PCh

QCh
BobBob

Quantum bit 
communication

Key filtering

Key distillation

Binary sequence

Photon sequence

Measurement basis

Sifted keys

Key distillation

1 0 0 1 1 0 0 1

0 01 1- - - -

- - - - - -

- - - - - -0

01

1

Alice
PCh

QCh
Bob

Secret key

1 0 0 1 1 0 0 1

0 01 1- - - -

- - - - - -

- - - - - -0

01

1

Fig. 1. Point-to-point QKD based on BB84 protocol.

The first QKD protocol, known as BB84, was proposed
by Bennett and Brassard in 1984, and its security has been
proven by researchers. Currently, the BB84 protocol contin-
ues to be widely used in commercial QKD systems. As il-
lustrated in Fig. 1, point-to-point QKD implemented by BB84
can consist of the following phases.

(i) Initialization: Alice and Bob prearrange the encoding
scheme for the quantum bits to be used. They select two or-
thogonal bases as encoding bases, typically horizontal and ver-
tical polarization states (e.g., 0◦ and 90◦) as well as diagonal
and antidiagonal polarization states (e.g., 45◦ and 135◦).

(ii) Generation and transmission of quantum bits: Alice
randomly selects the bits to be sent and encodes them into the
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corresponding quantum states using the predetermined encod-
ing scheme. She transmits the quantum bits to Bob by sending
photons in the polarization state (e.g., using polarization fil-
ters).

(iii) Basis selection: after receiving the quantum bits sent
by Alice, Bob randomly selects a measurement basis (e.g.,
horizontal/vertical basis or diagonal/antidiagonal basis) for
measurement.

(iv) Public disclosure: Alice and Bob publicly reveal their
respective choices of encoding bases, measurement bases, and
measurement outcomes. They can compare this publicly dis-
closed information to determine whether the results measured
in the same basis are consistent.

(v) Error correction: Alice and Bob first declare in which
measurements they used the same bases. Then, they compare
the measurement outcomes for these shared bases. If discrep-
ancies are found, it indicates potential eavesdropping or errors
due to channel noise. They exclude these measurement out-
comes from the key.

(vi) Key extraction: Alice and Bob utilize the measure-
ment outcomes retained based on publicly disclosed results,
where the measurement outcomes in shared bases are consis-
tent, as the final key bits. These key bits are error-corrected,
and under the assumption of no eavesdropping, the key is con-
sidered secure.

(vii) Security verification: to verify the security of the
generated key, Alice and Bob can choose a small subset of key
bits for inspection. They publicly disclose these bits and com-
pare them for consistency. If they match, it indicates that the
generated key is secure.

The crucial aspect of the BB84 protocol resides in ex-
ploiting the inherent un-clonability of quantum states and the
unavoidable presence of eavesdropping. This is achieved by
employing public comparison and error correction mecha-
nisms to guarantee the security of the final key. Furthermore,
the verification process serves to provide additional confirma-
tion of the key’s security.

2.3. Principles of trusted relay QKD network

QKD networks can be categorized into three types:
optical-node-based QKD networks, quantum-relay-based
QKD networks, and trusted-relay-based QKD networks.[33–35]

Under the condition of quantum key distribution (QKD) op-
tical networks, trusted relays are currently the most effec-
tive method for achieving long-distance transmission and en-
abling large-scale network architectures. QKD networks
based on trusted relays exhibit higher security and scalabil-
ity, and have been applied in various practical QKD networks.
For example, the first QKD network deployed in the United
States, DARPA,[36] and the SECOQC network in the European
Union,[37] both use trusted relays for long-distance fiber trans-

mission. The feasibility of trusted relays in QKD networks has
been validated.[38]

The principle of a point-to-point QKD link based on
trusted relays is illustrated in Fig. 2. An intermediate node
(QKD node2) equipped with a trusted relay is placed between
the source node (QKD node1) and the destination node (QKD
node3). Each pair of directly connected QKD nodes contin-
uously generates keys and stores them in the QKD key pool
(QKP).

QKD node1 QKD node3

Ks1 Ks2

QKD node2
(Trusted relay)

AliceAlice BobBob
PCh PCh

QCh QCh

Ks1
K′=Ks1 ⊕ Ks2 Ks2 ⊕ (Ks1 ⊕ Ks2)=Ks1

Ks2

Alice Bob

Fig. 2. Example of point-to-point QKD link based on trusted relay.

Initially, Alice establishes an initial key (Ks1) with QKD
node2 through the BB84 protocol. QKD node2 also estab-
lishes a key (Ks2) with Bob, which is of the same size as
Ks1. Upon receiving the QKD request, QKD node2 employs
the XOR algorithm to generate K′ = Ks1⊕Ks2, which is
then transmitted to Bob. Subsequently, Bob decrypts Ks2⊕
(Ks1⊕Ks2) = Ks1 to retrieve Ks1, thereby enabling the shar-
ing of the identical key with Alice. In the context of QKD
based on trusted relays, the key consumption is represented
by Ks1+Ks2. This consumption encompasses the shared key
(Ks1) between Alice and Bob and the key (Ks2) utilized for
encryption.

Due to the utilization of key distribution methods that pro-
vide unconditional security, the keys shared between adjacent
relay nodes during key transmission remain confidential. Ad-
ditionally, the trusted nature of the relay nodes ensures the
theoretical security of the key delivery mechanism based on
trusted relays.

2.4. SDN based QKD network architecture

In this section, the KRA problem is applied to a real QKD
network, and a centralized software defined network (SDN)
controller is used, as shown in Fig. 3. This model consists of
four layers: the application layer, control layer, key manage-
ment layer, and QKD layer. The northbound interface protocol
(such as RESTful API[39]) is used for communication between
the application layer and control layer, while the southbound
interface protocol (such as OpenFlow[40] and NETCONF[41])
is used for communication between the control layer and QKD
layer. OpenFlow is a highly potential SDN protocol that al-
lows remote management of the forwarding plane using the
controller, while NETCONF is a transaction-based protocol
that provides access and modification functions for network
device configuration.[42] In this model, the specific functions
of each layer are as follows.
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Application layer Control layer

Key relay
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Fig. 3. SDN-based QKD network model.

(i) Application layer. In the application layer, secure
key service requests with specific security requirements are
generated. The application layer consists of various entities
involved in data transmission, serving as the main service
provider and user interface of the QKD network. An applica-
tion program initiates a key request, which is then submitted
to the control layer. Upon receiving the key request, the con-
troller enters a blocking and waiting phase. The application
program can proceed to the subsequent key generation phase
only after receiving the response information from the control
layer.

(ii) Control layer. The control layer consists of five mod-
ules: request management, packet classification, route calcu-
lation, delayed retry, and network topology. Upon receiving
a key service request from the application layer, the control
layer classifies the packets and forwards them to the route cal-
culation module. If the request routing fails, it is passed to
the delayed retry module, which decides whether to rejoin the
request queue based on predefined acceptable delay ranges.
Requests will be reprocessed without exceeding the delay con-
straints until successful routing or a timeout occurs. The route
calculation module interacts with the network topology mod-
ule, collecting network resource status and providing a com-
plete network topology structure for path selection.

(iii) Key management layer. The key management layer is
responsible for receiving quantum keys generated by the QKD
layer and managing the storage of these keys. Additionally, it
can facilitate the provision of keys to applications. The key
management layer engages in information exchange with the
application layer, control layer, and quantum layer.

(iv) QKD layer. This layer is primarily responsible for
implementing quantum key distribution and quantum commu-

nication functionalities. Its key functions include quantum
signal transmission through quantum channels, generation and
detection of quantum states, execution of specific protocols for
secure key distribution, and the application of error correction
codes and privacy amplification to enhance key security and
availability. The QKD layer plays a crucial role in ensuring
the security and reliability of the keys.

3. Linear programming constraint model and
KRC routing algorithm
In this section, a linear programming constrained model

for the key resource allocation (KRA) problem in QKD se-
cure optical networks is formulated, and a GKSR scheduling
scheme and a micro-log-based key storage algorithm are pro-
posed, enabling effective storage and management of key re-
sources, thereby improving key resource utilization and ser-
vice efficiency. Finally, a key resource consumption (KRC)
routing optimization strategy is proposed to find the optimal
relay path for successful key exchange. The set symbols and
variable symbols are defined in Tables 1 and 2, respectively.

3.1. A linear programming constraint model for KRA
problem

A linear programming constraint model is proposed for
addressing the key resource allocation (KRA) problem in
quantum key distribution (QKD) secure optical networks. The
proposed approach considers two aspects: the constraints of
key service requests and preparation for subsequent transmis-
sion path optimization schemes. Based on these factors, the
linear programming constraint model for QKD secure optical
networks is formulated.
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Let G(V,E) be a weighted graph used to represent the net-
work, where V = {vi} is the set of nodes in the QKD network,
(vi,v j) represents a pair of connected nodes, and E = {ei j} is
the set of links in the QKD network. Each edge ei j ∈ E is rep-
resented as ei j = (vi,v j), indicating a QKD link between node
pairs (vi,v j). The distance between a pair of QKD nodes is
defined as |ei j| = |(vi,v j)|, where i, j = 0,1, . . . ,n− 1, j 6= i,
vi,v j ∈ V . |V | represents the number of nodes, and |E| repre-
sents the number of edges in the graph.

Table 1. Set symbol.

Parameter Description

V the set of nodes in a QKD network
Vt the set of relay nodes in a QKD network
E the set of all QKD links
Et the link set with idle channels in time slot t
L the set of log information records in a QKD network
R the set of key service requests
Rt the key service request set being executed in time slot t
Pr the data packet set of key service request r

M(sr ,dr) the path set from source node sr to destination node dr

T the set of time slots in a time cycle

Table 2. Variable symbol.

Parameter Description

sr source node for key service request r
dr destination node of key service request r
fr the amount of keys required for a key service request r
cr the actual total amount of keys consumed by a key

service request r to complete routing
xr boolean variable, if the key request initiated by the

user is successful, then xr = 1; otherwise, xr = 0
Numr the number of relay nodes through which a key service

request r has been successfully routed
ϕ t

e used for the key generation amount of link e ∈ E
within one time slot t

ϑ t
e used for the key consumption amount of link e ∈ E

within one time slot t
gt

e the remaining key amount of the quantum key pool in
link e under time slot t

qt
v,e represents traffic passing through nodes, where the subscript

and superscript respectively indicate the flow passing through
a specific node v ∈V at a certain time slot t ∈ T , and on a
certified key distribution link e ∈ E

hm the number of hops in a path m
cp the amount of key consumed by a data packet p on the link

is classified as 128, 192, and 256 based on the security
requirements of the key service request, respectively

Assuming that the source and destination nodes of each
data packet in a key service request, as well as the security re-
quirements of the request, are consistent, this paper employs
the AES encryption mechanism, where different key lengths
represent different security requirements. The key lengths
used in the AES encryption algorithm are 128 bits, 192 bits,
and 256 bits. Therefore, this paper takes their greatest com-
mon divisor, 64 bits, as a unit key length. Additionally, a time

slot (t) is defined as the time required to generate a unit key
length on the quantum channel of a link. The required key
length for a data packet on a link is represented by n(p) = 2, 3,
or 4 unit key lengths, and the corresponding time slot needed
is nt.

Objective function for maximizing the number of suc-
cessful key service requests Based on the aforementioned
model, this paper first proposes a model for the maximum
number of successful key service requests. For all key service
requests within a time period T , the objective function can be
represented by

Max

(
∑
t∈T

∑
r∈R

xr

)
. (1)

The objective function constraints of this model are as follows:

∑e∈m gt
e

hm
≥ 128 |Pr| , ∃m ∈M(sr ,dr), ∀r ∈ R, (2)

|m| ≤ |E| , ∀m ∈M(sr ,dr), ∀r ∈ R, (3)

∑
e∈m

n(p) t |r| ≤ ∑
e∈m
|Tfree (e)| , n(p) = 2,3,4, ∃m ∈M(sr ,dr),

(4)

∑
t∈T

∑
r∈R

fr ≤ ∑
t∈T

∑
e∈E

gt
e, (5)

∑
r∈R
|m| ≤ |E| ·∑

r∈R
Numr. (6)

Equation (2) signifies the necessity for the existence of a path,
where the average key quantity on each segment of the QKD
link must not be less than the key quantity consumed by the
key service request; otherwise, the key service request will
be deemed unsuccessful. Furthermore, considering the key
scheduling scheme proposed in the next section, 128-bit key
length is used as the minimum constraint in this case. gt

e rep-
resents the remaining key quantity in the quantum key pool of
link e at time slot t. The remaining key quantity refers to the
number of valid keys that can be securely used after key gener-
ation, error checking, and error correction steps in the quantum
key distribution process on a given link, typically reflected by
the amount of unused keys in the virtual key pool.

Equation (3) states that for each key service request r, the
number of QKD links it traverses does not exceed the total
number of links in the entire topology. Equation (4) repre-
sents that for each key service request r, there exists a feasible
path such that the total number of time slots required on each
link does not exceed the available time slot resources within
the current time period T , where |r| denotes the number of
data packets in a key service request and |Tfree (e)| denotes the
number of schedulable time slot resources on the QKD link e
within the current time period T .

Equation (5) states that within a time period T , the total
amount of key quantity required by the key service request set
R should not exceed the total remaining key quantity on all
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QKD links e in the entire topology during that time period.
Equation (6) states that when deploying a QKD network, the
number of QKD links traversed by the key service request set
R should not exceed the product of the total number of links in
the entire topology and the number of nodes traversed by the
key service request set R.

Objective function for minimum key consumption For
each approved key service request, this paper further intro-
duces a minimum key consumption model. The objective
function for the total amount of key quantity consumed by the
key service request set R within a time period T can be repre-
sented by

Min

(
∑
r∈R

cr

)
, ∀T. (7)

The objective function constraints of this model are as follows:

n(p)t ≤ |Tfree (e)| , n(p) = 2,3,4,

∀p ∈ Pr, ∀e ∈ m, ∀m ∈M(sr ,dr), (8)

64 ·n(p)≤ gt
e, n(p) = 2,3,4,

∀p ∈ Pr, ∀e ∈ m, ∀m ∈M(sr ,dr), (9)

∑
vi ∈V, i 6= j,
e ∈ E, t ∈ T

qt
v,e − ∑

v j ∈V, i 6= j,
e ∈ E, t ∈ T

qt
v,e

+ −

=



∑

v j ∈V, i 6= j,
e ∈ E, t ∈ T

qt
v,e, i = sr,

− ∑

v j ∈V, i 6= j,
e ∈ E, t∈ T

qt
v,e, i = dr,

0, otherwise,

(10)

Q(tεT ,rεR) = ρ ·QBER−σ · Qcc
1000

, (ρ > σ) . (11)

Equation (8) states that the number of time slots required by
approved key service requests on each QKD link e should not
exceed the available slot resources on that link within the cur-
rent time period T . Equation (9) indicates that the amount
of key quantity required by approved key service requests on
each QKD link should not exceed the remaining key quan-
tity on that link under t time slots. Equation (10) represents
the traffic conservation equation, denoting the QKD path flow
constraints for all nodes t ∈ T. Here, the symbol (+) signifies
inflow, while (−) denotes outflow. With the exception of the
source and destination nodes, it is mandated that the outflow
of traffic from each node equals its inflow.

Equation (11) represents the quality of quantum chan-
nel Q, which is mainly related to the quantum bit error
rate (QBER) and quantum channel capacity (Qcc). The two
weighting factors ρ and σ are used to balance the importance

of these two factors. As QBER has a greater impact on the
overall channel quality, it is ensured that ρ > σ . The occur-
rence of errors in the quantum channel is attributed to two
factors: system imperfections and dark counts. According to
the system security theory of the BB84 protocol, the quan-
tum bit error rate (QBER) can be calculated using the formula
QBER = e·(N·η ·ωnet)+d

N·η ·ωnet
, where ωnet represents the transmission

loss as defined in Eq. (15) below, d denotes the dark count rate
of detectors (set at 100), N represents the number of photons
transmitted per second following a Poisson distribution with
a parameter λ = 5× 105, and η represents the probability of
successful detection for each photon, set at 10%. The quantum
channel capacity (Qcc) is related to the transition probability
P(b|a) of the channel. When the channel quality exceeds a
certain threshold (taken as 0.01), it indicates that the link no
longer meets the conditions for information transmission and
should be excluded during route selection

U =
∑t∈T (ϕ

t
e−ϑ t

e)

T
, e ∈ E, (12)∣∣∣∣∣∑

αT
U

∣∣∣∣∣≤Ω , ∀e ∈ m, ∀m ∈M(sr ,dr). (13)

In order to maintain the stability of the number of keys in the
key pool, this model proposes the concept of key pool up-
date rate and defines a threshold Ω . If the sum of the key
pool update rates for a link exceeds the threshold, the link is
not considered for forwarding encrypted data packets. Equa-
tion (12) represents the key pool update rate, which indicates
the variation of the number of keys in the key pool on a spe-
cific link within a time period T . If U > 0, it indicates that the
number of keys in the key pool is increasing during the time
period T , whereas if U < 0, it indicates a decrease in the num-
ber of keys. Equation (13) represents the constraint logic for
Eq. (12), where α denotes the coefficient corresponding to the
time period T elapsed since the initiation of the network.

3.2. Key storage and resource allocation scheme
3.2.1. Key resource scheduling scheme based on key

security requirement classification

In QKD networks, the key generation rate is generally
low, and key resources are scarce. By constructing a virtual
quantum key pool, key resources can be stored in a short pe-
riod of time to promptly respond to key service requests, re-
duce end-to-end key negotiation latency, and achieve effective
adaptation with network operations. The quantum key pool
can monitor real-time key information and handle symmet-
ric keys in pairs. This paper assumes that all relay nodes are
trusted relay nodes, therefore, the process of accessing keys
through the virtualized quantum key pool should be secure for
data packets. To further improve key access efficiency and
key resource utilization, this paper proposes a key resource
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scheduling (GKSR) scheme based on key security requirement
classification for the virtual quantum key pool.

Currently, the widely used encryption mechanism in
QKD networks is the one-time-pad (OTP). OTP provides a
key of the same length as the data packet for each encryp-
tion process, and this key is only used once, achieving perfect
secrecy. However, OTP still consumes a considerable amount
of key resources. A more practical solution is to utilize the
advanced encryption standard (AES) algorithm. The AES al-
gorithm can encrypt and decrypt data packets using keys of
128 bits, 192 bits, or 256 bits. This paper proposes a spatially
partitioned quantum key pool model, as shown in Fig. 4, which
divides the quantum key pool into three key spaces. The gen-
erated keys are randomly stored in these three key spaces, and
if the keys in a certain key space reach the MAX threshold,
they are injected into other key spaces until the quantum key
pool is full.
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Fig. 4. Quantum key pool model for delimited space.

The key pool can provide quantum keys for key service
requests of different security levels. Key space 1 provides 256-
bit keys for the highest security level key service requests. Key
space 2 provides 192-bit keys for the second-highest security
level key service requests. Key space 3 provides 128-bit keys
for the lowest security level key service requests.

When the remaining key quantity in the corresponding
key space for a key service request is insufficient, it will not be
possible to guarantee the normal transmission of data packets.
Therefore, this paper proposes the concept of secure degrada-
tion of key service requests. When the remaining key quantity
in higher priority key spaces is insufficient, the key quantity

from the next key space is used to reduce the restriction of
quantum key resources on data packet transmission and im-
prove key resource utilization. The consumption of quantum
keys during the transmission of data packets with different se-
curity levels is shown in Table 3.

Table 3. Quantum key consumption table for packets with different security
levels.

Key q1 Key q2 Key q3
Is it safe to

Send a warning message
downgrade

1 false false false × key pool exhausted
2 false false true

√
do not receive maximum
security packets

3 false true false
√

do not receive minimum
security packets

4 false true true
√

5 true false false × do not receive packets
with the next highest or
lowest security level

6 true false true
√

7 true true false × do not receive minimum
security packets

8 true true true ×

When a key is present in a key space, it is recorded as true;
when the key is exhausted, it is recorded as false. When the
remaining key quantity in all three key spaces is zero, a warn-
ing message that indicating the key pool is exhausted needs
to be sent to the controller, as in group 1. In groups 2, 3, 4,
and 6, when the key quantity in a higher priority key space is
insufficient to ensure the normal transmission of data packets,
secure degradation is performed to reduce key consumption
and improve key resource utilization. However, to ensure the
security and reliability of data transmission, secure degrada-
tion can only reduce the security level by one, as in group 2. If
the key quantity in key space 1 is insufficient, the highest se-
curity level data packets are no longer accepted, and the next
lower security level data packets are securely degraded and use
the keys in key space 3. The specific process for key resource
scheduling is shown in Fig. 5.

Each key space is divided into multiple time slots using
optical time-division multiplexing (OTDM) technology, and
each time slot can generate a key of unit length (64 bits). Con-
sequently, n(p) time slots (where n(p) = 2, 3, 4) can be allo-
cated to provide keys for data packets in the key service re-
quest. Additionally, this paper refers to the order in which
quantum keys are stored in the key space as key freshness.
Keys with lower key freshness will be given priority for use,
meaning that keys will be allocated to key service requests
based on a queuing strategy.

3.2.2. Quantum key resource allocation scheduling
scheme

In this section, a micro-log based key storage algorithm
(MLKSA) is proposed as shown in Fig. 6. The usage of quan-
tum keys is recorded using log technology, which includes
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key length, security level, and usage time. The log follows a
first-in–first-out (FIFO) queue strategy. Initially, it is assumed
that the quantum key pools of all links are full. The key pool
queries the log queue for the length of the next required key.

At this point, a log record is popped from the queue. The quan-
tum key pool reads the log information and generates a key of
the corresponding length, ensuring asynchronous ordering and
continuity between key generation and usage.
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Fig. 5. Key resource scheduling scheme flowchart.

...

Log queue

Logging

...

...

...

Logging

Ask for the next key size

Create a log record and read 

from the key pool

Key length Safe length Usage timeKey length Safe length Usage time

Quantum key 

pool

...

Logging

...

...

...

Logging

Key length Safe length Usage time

Fig. 6. Micro-log based keystore procedure.

Table 3 illustrates the detailed process of the micro-log
based key storage algorithm. Firstly, in lines 5 and 6, the re-
maining key quantity gt

e of the quantum key pool for link e is
obtained for the time slot t, and the corresponding log queue
KL of the quantum key pool is queried. In lines 7–18, if the
queue is empty, the loop is exited. If the queue is not empty,
the log records are traversed. Based on the retrieved infor-
mation from the log records, including the length of the used

key, security level, and usage time, the corresponding quantum
key of that length is generated using a key distribution proto-
col. For example, if a key length of 128 bits and security level
of 1 are obtained, the quantum key pool generates a 128-bit
quantum key for storage. This process continues by iterating
through the log records until the quantum key pool becomes
full. At this point, the thread sleeps, and it is awakened when
the keys in the quantum key pool are utilized again.

3.3. KRC routing optimization algorithm

The primary objective of the QKD network routing al-
gorithm is to improve the key utilization rate during the pro-
cess of quantum key distribution and reduce the consumption
of quantum key resources. In light of this objective, this pa-
per proposes a key resource consumption (KRC) routing opti-
mization algorithm to find the optimal path from one node to
another within the network. The routing scheme proposed in
this paper allows the QKD network to select suitable key re-
lay paths based on the conditions of the QKD system, thereby
reducing additional key consumption and optimizing the uti-
lization of key resources in the QKD network.
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Algorithm 1: key storage algorithm based on micro-log technology.

Input: E, V , Vt, T , gt
e, L, n used QKD modules and quantum channels

Output: Resource assignment for storing keys
1 Sort V with the length of shortest path in ascending order
2 for each node pair v ∈V do
3 for each time-slot nt ∈ T do
4 for index l ∈ L of each possible key rate do
5 Get the remaining key quantity gt

e of QKP
6 Get the key usage log KL of QKP
7 if KL = /0 break
8 wake up
9 Traverse KL
10 if the used key length == 128
11 then gt

e += 128
12 if the used key length == 192
13 then gt

e += 192
14 if the used key length == 256
15 then gt

e += 256
16 if gt

e == the capacity of QKP
17 sleep
18 end
19 end
20 end
21 end

If the channel quality during the key generation process
is sufficiently good, the rate of quantum key generation will
also improve, and the rate of quantum key generation is the
most important parameter for measuring the performance of
a quantum link. However, in the case of long-distance quan-
tum signal transmission, the rate of quantum key distribution
is affected by transmission losses, resulting in a significant de-
crease in the key generation rate. This paper primarily consid-
ers the impact of transmission distance on the rate of quantum
key generation. Equation (14) represents the average rate of
quantum key generation as follows:

Rsift = Nηω−d, (14)

ωnet = 10−
l f |ei j |

10 , (15)

where N is the number of photons emitted by the transmitter
per second, and represents the efficiency of a single photon de-
tector, set at 10%. Equation (15) represents the transmission
loss, denoted as ωnet, which is the fiber transmission loss fac-
tor. At a wavelength of 1550 nm, the loss of a single-mode
fiber is typically around 0.25 dB/km. As the transmission dis-
tance increases, it introduces more transmission losses, result-
ing in a gradual decrease in the rate of quantum key generation.

In addition, this paper stores the quantum keys in
three different key spaces with varying security requirements,
namely q1, q2, and q3. The required key lengths for q1, q2,
and q3 are 256 bits, 192 bits, and 128 bits, respectively, based
on the security level desired for the data packets. Next, the
maximum common factor of 64 bits is taken as a unit key
length. The time slot, denoted as t, is defined as the time re-
quired to generate a unit key length on the quantum channel

of the link. The key length required for a data packet on the
link is (n(p) = 2, 3, 4) unit key lengths. Finally, the num-
ber of 64-bit key blocks obtained from different key spaces is
determined by (denoted as a, b, c)

gt
e = (a+b+ c) ·64≥ Threshold, t ∈ T, (16)

τT = ∑
t∈T

ϕ
t
e = ∑

t∈T
Rsift (t) , (17)

Ce = gt
e · lnτT ·U, (18)

y = ∑
t∈T

∑
e∈m

Ce, ∀m ∈M(sr ,dr). (19)

Within a time period, the remaining key quantity gt
e can be

calculated as shown in Eq. (16), where the Threshold repre-
sents the threshold of the remaining key quantity for each key
space in each QKD link. This threshold is set by the high-
est authority of the entire network. Equation (17) represents
the generation status of quantum keys for link e, denoted as
τT . The ∑t∈T Rsift (t) represents the quantity of keys generated
within a time period. Equation (18) defines the weight of each
link as Ce. In Eq. (19), the variable y represents the calcula-
tion method for the weight of each path from the source node
to the destination node, taking into account factors such as the
generation status of quantum keys within a time period T , key
pool update rate, and the remaining key quantity in each key
space

Min
(

y+ εyθ + ε
2yθ ′′ + ε

3yθ ′′′ + · · ·+ ε
k−1y

θ k−1

)
. (20)

During the routing process, when each intermediate node for-
wards a data packet, the influence of the link with a greater
number of hops to the destination node on the routing selec-
tion is typically diminishing. Therefore, a decrement factor ε

(0< ε < 1) is defined in this paper. The variable Ek−1
v refers to

the subset of links for node v at the k-th hop. The variable θ k−1

refers to a specific node in the subset of nodes at the k-th hop
from the source node. In this paper, the routing selection will
be calculated based on the path weight according to Eq. (20)

m′ =

 ∃!e /∈ m, hm = hm′ ,
hm′ = hm+1,
hm′ = hm−1,

m′ ∈M′(sr ,dr). (21)

Equation (21) represents the element rule of the neighborhood
path set M′ for path m, where hm denotes the number of hops
for path m, m′ denotes an element in the neighborhood path
set, and e refers to a specific link in path m∣∣∣m∆

∣∣∣> min
(∣∣M′(sr ,dr)

∣∣) , (22)

γ ≤max
(∣∣M′(sr ,dr)

∣∣) . (23)

When continuously iterating to find the optimal path, the ter-
mination conditions are determined based on Eqs. (22) and
(23). The first condition is that the selected best path m∆ has
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the minimum number of hops in the network topology, con-
sidering the source and destination nodes. The second condi-
tion is that the iteration count γ should not exceed the maxi-
mum hop count of paths in the topology when considering the
source and destination nodes.

Figure 7 presents the overall resource allocation scheme
and routing optimization algorithm. Firstly, after the comple-
tion of filtering, Rt and Et are used to compute the set of all
paths from the source node sr to the destination node dr for
r ∈ Rt , denoted as M(sr ,dr). One path m is randomly selected
from M(sr ,dr). Next, a search is conducted to find all paths that

have minimal differences compared to path m. These differ-

ences include paths with one additional hop, paths with one

fewer hop, and paths with variations in the sequence of links

within the path. These paths collectively form the set M′(sr ,dr).

The best path m∆ is calculated from the set M′(sr ,dr) using

Eq. (20), where ∆ = 1. The iteration continues until the fol-

lowing conditions are met, leading to the termination of the

loop. 1) The selected best path has the minimum number of

hops. 2) The iteration count exceeds the maximum hop count

value. Through this process, the optimal path m∆ is computed.
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Fig. 7. Overall resource allocation plan and routing optimization algorithm flowchart.

4. Simulation experiments and analysis

In this section, extensive simulations were conducted to
verify the KRC routing optimization algorithm proposed in

this paper using IntelliJ IDEA. In the simulation experiment,

two network topologies, NSFNET (14 nodes and 22 links) and

USNET (24 nodes and 43 links), were used. A time period T
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of 500 ms was set in this study, and the number of data pack-
ets in each request was randomly varied between 1 and 30.
The source and destination nodes of each data packet in a key
service request were set to be the same. With a fixed num-
ber of key service requests, the source and destination nodes
for forwarding requests were randomly selected. The remain-
ing threshold is set as Threshold = 640, ρ = 0.8, σ = 0.2,
Ω = 5000, ε = 0.8.
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Fig. 8. Network topology used for simulation (a) NSFNET and (b) USNET.

As shown in Fig. 8, the simulation experiment compares
the residual key quantity priority routing algorithm (RKQ),[43]

shortest path routing algorithm (KSP),[44] and random routing
algorithm (RRA).[45] The evaluation includes the security per-
formance, packet loss rate, key distribution success rate, time
delay, and key resource utilization

SR = 1− SPDP
TSSP

, (24)

PLR =

(
1− TSTP

TP

)
×100%, (25)

KSR =
TPSRD
TPRFA

×100%, (26)

RTT =
∑r∈R ∑p∈r rtt

TSTP
, (27)

KRUR =

(
1− TKCDP

TKCP

)
×100%. (28)

The calculation formulas for security performance, packet loss
rate, key distribution success rate, time delay, and key resource
utilization are given by Eqs. (24)–(28) respectively. This pa-
per adopts a scoring mechanism to evaluate the overall secu-
rity performance of the network. A score is assigned to each
data packet, and the security performance is reflected based
on the score rate. The packet loss rate is calculated as the to-
tal number of discarded packets divided by the total number

of forwarded packets. To ensure the physical layer security of
the network, QKD technology is embedded in our proposed
solution. However, data packets with security requirements
are subjected to the constraint of quantum key quantity during
transmission. In traditional software-defined networks, data
packets are dropped in the event of link failures, routing errors,
congestion, and other similar situations. After incorporating
QKD technology, additional factors leading to network con-
gestion have been introduced. For instance, improper routing
policies can cause data packets to wait at intermediate nodes
due to the occupation of quantum channels. This congestion
is particularly likely to occur when multiple data packets need
to be forwarded through a single link, resulting in packet loss.
In traditional software-defined networks, under the scenario of
initiating hundreds of requests per second, the packet loss rate
is almost 0. After incorporating QKD technology, the limited
rate of link key generation significantly increases the likeli-
hood of congestion at intermediate nodes, resulting in a higher
packet loss rate. This also affects the overall network lifespan
and service quality.[46]

Table 5. Symbols and definitions of experimental variables.

Symbol Description

SP safety performance
PLR packet loss rate
KSR key distribution success rate
RTT time delay

KRUR key resource utilization rate
TSSP total score of safety performance
SPDP safety performance deduction points

TP total number of packets
TSTP total number of successfully transmitted packets

TPSRD the total number of packets successfully reaching
the destination node

TPRFA the total number of packets required to be forwarded for all
approved key service requests

TKCP the total number of keys consumed by the data packet
TKCDP the total number of keys consumed by discarded packets

rtt the round-trip latency of a data packet transmission

The key distribution success rate refers to the ratio of suc-
cessful routing and key distribution for the set of key service
requests R, achieving secure key sharing between source and
destination nodes. In the simulation, a successful route finding
and forwarding is considered as a successful key distribution,
without considering the cases where the distribution may fail
due to eavesdroppers or other physical factors. The time delay
represents the average transmission delay of all successfully
forwarded packets during the experimental process.

The key resource utilization rate is the ratio of the total
amount of key consumed by successfully forwarded packets
to the total amount of key consumed by all packets. When
the key resources in a QKD network are used efficiently, the
key resource utilization rate (0≤KRUR≤ 1) reaches its max-
imum value. The smaller the packet loss rate and time delay,
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the higher the quality of service during the experimental pro-
cess. A higher request success rate and key resource utilization
rate indicate that more requests were approved while the key
resources were used as efficiently as possible.

This paper considers the flexible adjustment of the key
length for the AES algorithm to alleviate the issues of low
quantum key generation rate and insufficient key in QKD net-
works. In this paper, the degradation count is scored to eval-
uate the overall security performance of the network. It is as-
sumed that each degradable packet can be downgraded three
times during end-to-end transmission in the path. Downgrad-
ing from a key length of 256 bits to 192 bits results in a de-
duction of 10 points, while downgrading from a key length of
192 bits to 128 bits results in a deduction of 30 points. The
lower the score, the less secure it is. The security performance
in the NSFNET topology (a) and the USNET topology (b) is
depicted in Fig. 9.
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Fig. 9. Network security performance as a function of packet volume:
(a) NSFNET, (b) USNET.

According to the data analysis, it can be observed that
when the packet volume exceeds approximately 2500, an av-
erage of one degradation occurs during packet transmission
along the path. In other words, in each path transmission of a
data packet, it is expected to traverse a link with a correspond-
ing insufficient key length. As the volume of packet transmis-
sion gradually increases in the network topology, the degrada-
tion count score fluctuates between 70% and 80%, indicating
relatively good performance.

Assuming a fixed initial quantity of 100 key units in each
quantum key pool, the relationship between the packet loss
rate and the number of QKD key service requests for the four
routing algorithms under different network topologies is de-
picted in Fig. 10. In the NSFNET topology, compared to the
RKQ, KSP, and RRA routing algorithms, the packet loss rate
has been reduced by 9.08%, 11.05%, and 15.2%, respectively.
It can be observed that as the number of QKD key service
requests increases, the packet loss rate also increases. This
is due to congestion caused by the large number of packets.

However, the KRC routing optimization algorithm performs
relatively well in terms of packet loss.
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Fig. 10. Packet loss rate as a function of the number of service requests
for different QKD keys: (a) NSFNET, (b) USNET.
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Fig. 11. Key distribution success rate as a function of the number of key
service requests for different QKDs: (a) NSFNET, (b) USNET.
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Fig. 12. Time delay as a function of the number of service requests for
different QKD keys: (a) NSFNET, (b) USNET.

Furthermore, the experiment also compares the relation-
ship between the key distribution success rate of each routing
algorithm and the number of QKD key service requests under
two network topologies, as shown in Fig. 11. It can be ob-
served that the KRC routing optimization algorithm achieves
the highest key distribution success rate, reaching 94.5%.
Compared to the RKQ, KSP, and RRA routing algorithms in
the NSFNET topology, the key distribution success rate has
improved by 10.3%, 18.65%, and 22.64%, respectively. A
higher key distribution success rate implies a higher frequency
of successfully establishing shared keys between source and
destination nodes during the process of quantum key distribu-
tion, indicating greater reliability and stability. However, as
the number of key service requests increases, the key distribu-
tion success rate also decreases.

In addition, the time delay of each routing algorithm is
also compared, as shown in Fig. 12. In the USNET network
topology, compared to the RKQ, KSP, and RRA routing al-
gorithms, the time delay has been reduced by 8.09%, 2.45%,
and 4.23%, respectively. It can be observed that the time delay
is lower in the NSFNET network topology, while the USNET
network exhibits higher time delay. This is due to the increase
in the number of QKD key service requests, where a portion
of the packets do not receive timely responses and remain in
a state of delayed retries for an extended period, resulting in

increased time delay.
Finally, a comparison of the key resource utilization rate

for each routing algorithm is conducted under the two network
topologies, as shown in Fig. 13. It can be observed that as
the number of QKD key service requests increases, the uti-
lization rate of key resources also increases. Compared to the
RKQ, KSP, and RRA routing algorithms in the USNET net-
work topology, the key resource utilization rate has improved
by 11%, 23.31%, and 8.74%, respectively. It is evident that the
KRC routing optimization algorithm has a high key resource
utilization rate and demonstrates excellent performance.
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Fig. 13. Key resource utilization rate as a function of the number of key
service requests for different QKDs: (a) NSFNET, (b) USNET.

This article has made improvements to the key storage
algorithm and proposed the micro-log-based key storage algo-
rithm (MLKSA). Simulation experiments are conducted using
100, 300, and 500 data packets, and compare with the tradi-
tional key storage algorithm (TKSA). The simulation results
are shown in Fig. 14. As time increases, the remaining key
quantity in the quantum key pool gradually decreases, showing
different performance for different numbers of data packets. It
can be observed that with an increase in the number of data
packets, the key consumption rate also increases, resulting in
a reduced remaining key quantity. The MLKSA has shown an
improvement in the remaining key quantity of 8.3% to 12.6%
compared to TKSA.
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Fig. 14. Key consumption for different packets.

5. Conclusion

With the rapid development of quantum technology, there
is an urgent need to design efficient quantum key distribution
(QKD) network schemes for secure key sharing. In this work,
we focus on studying a novel QKD resource allocation and
routing scheduling model and algorithm. To address the key
resource allocation (KRA) problem, we first formulate a lin-
ear programming constraint model, taking into account the
constraints of key service requests and preparing for the op-
timization of constructing transmission paths. Additionally,
we propose the GKSR scheduling scheme and the micro-log-
based key storage algorithm to effectively store and manage
key resources. Finally, the proposed KRC routing optimiza-
tion algorithm selects routes by calculating path weights based
on the dynamically changing network topology. A compara-
tive analysis is conducted with the RKQ algorithm, the KSP
algorithm, and the RRA algorithm. The simulation results in-
dicate that the KRC routing optimization scheme exhibits cer-
tain performance improvements compared to the other three
routing schemes. Therefore, the new QKD resource alloca-
tion and routing scheme proposed in this paper performs well
in scenarios where there are key service requests with multi-
ple security requirements and scarce key resources. This is
of significant importance for enhancing the quality of QKD
network services. Quantum key distribution is an important
research field, and the efficiency of quantum key distribution
in dynamic scenarios and network security issues will be fu-
ture research directions. In future work, particular attention
can be given to studying topics such as efficient utilization of
quantum key resources and key protection strategies.
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