
 

 

 

Mechanism analysis of regulating Turing instability and Hopf bifurcation of malware 

propagation in mobile wireless sensor networks 

Xi-Xi Huang(黄习习), Min Xiao(肖敏), Leszek Rutkowski, Hai-Bo Bao(包海波), Xia Huang(黄霞), and Jin-De 

Cao(曹进德) 

Citation:Chin. Phys. B, 2024, 33 (6): 060202.   DOI: 10.1088/1674-1056/ad24d5 

Journal homepage: http://cpb.iphy.ac.cn; http://iopscience.iop.org/cpb  

 

What follows is a list of articles you may be interested in  

 

Observer-based dynamic event-triggered control for distributed parameter systems 

over mobile sensor-plus-actuator networks 

Wenying Mu(穆文英), Bo Zhuang(庄波), and Fang Qiu(邱芳) 

Chin. Phys. B, 2024, 33 (4): 040204.   DOI: 10.1088/1674-1056/ad1a8c 

Thermal-contact capacity of one-dimensional attractive Gaudin—Yang model 

Xiao-Min Zhang(张小敏), Song Cheng(程颂), and Yang-Yang Chen(陈洋洋) 

Chin. Phys. B, 2024, 33 (4): 040203.   DOI: 10.1088/1674-1056/ad21f4 

Bifurcation and dynamics in double-delayed Chua circuits with periodic perturbation 

Wenjie Yang(杨文杰) 

Chin. Phys. B, 2022, 31 (2): 020201.   DOI: 10.1088/1674-1056/ac1e0b 

Magnetization relaxation of uniaxial anisotropic ferromagnetic particles with linear 

reaction dynamics driven by DC/AC magnetic field 

Yu-Song Hu(胡玉松), Min Jiang(江敏), Tao Hong(洪涛), Zheng-Ming Tang(唐正明), and Ka-Ma Huang(黄卡玛) 

Chin. Phys. B, 2021, 30 (9): 090202.   DOI: 10.1088/1674-1056/abeb0b 

Coexisting hidden attractors in a 4D segmented disc dynamo with one stable 

equilibrium or a line equilibrium 

Jianghong Bao(鲍江宏), Dandan Chen(陈丹丹) 

Chin. Phys. B, 2017, 26 (8): 080201.   DOI: 10.1088/1674-1056/26/8/080201 

 

-------------------------------------------------------------------------------------------------------------------- 

https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ad24d5
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ad24d5
https://doi.org/10.1088/1674-1056/ad24d5
http://cpb.iphy.ac.cn/
http://iopscience.iop.org/cpb
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ad1a8c
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ad1a8c
https://doi.org/10.1088/1674-1056/ad1a8c
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ad21f4
https://doi.org/10.1088/1674-1056/ad21f4
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ac1e0b
https://doi.org/10.1088/1674-1056/ac1e0b
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/abeb0b
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/abeb0b
https://doi.org/10.1088/1674-1056/abeb0b
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/26/8/080201
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/26/8/080201
https://doi.org/10.1088/1674-1056/26/8/080201


Chin. Phys. B 33, 060202 (2024)

Mechanism analysis of regulating Turing instability and
Hopf bifurcation of malware propagation in

mobile wireless sensor networks
Xi-Xi Huang(黄习习)1, Min Xiao(肖敏)1,†, Leszek Rutkowski2,

Hai-Bo Bao(包海波)3, Xia Huang(黄霞)3, and Jin-De Cao(曹进德)4

1College of Automation & College of Artificial Intelligence, Nanjing University of Posts and Telecommunications, Nanjing 210023, China
2Systems Research Institute of the Polish Academy of Sciences, 01-447 Warsaw, Poland

3College of Electrical Engineering and Automation, Shandong University of Science and Technology, Qingdao 266590, China
4School of Mathematics, Southeast University, Nanjing 210096, China

(Received 9 November 2023; revised manuscript received 19 January 2024; accepted manuscript online 1 February 2024)

A dynamical model is constructed to depict the spatial-temporal evolution of malware in mobile wireless sensor
networks (MWSNs). Based on such a model, we design a hybrid control scheme combining parameter perturbation and
state feedback to effectively manipulate the spatiotemporal dynamics of malware propagation. The hybrid control can not
only suppress the Turing instability caused by diffusion factor but can also adjust the occurrence of Hopf bifurcation induced
by time delay. Numerical simulation results show that the hybrid control strategy can efficiently manipulate the transmission
dynamics to achieve our expected desired properties, thus reducing the harm of malware propagation to MWSNs.
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1. Introduction
Mobile wireless sensor networks (MWSNs) are com-

posed of a large number of movable nodes.[1] Compared to
static sensor networks, MWSNs have greater computing, com-
munication and tracking capabilities.[2] Therefore, MWSNs
have gained widespread attention in academic research and in-
dustrial fields.[3] A computer virus is a set of replicable and de-
structive instructions artificially injected into a code designed
to destroy the data and functions of a computer, allowing it
to run with large-scale replication and infection of other com-
puters, resulting in network congestion, system paralysis, and
even a threat to national security. Since most of the nodes of
mobile wireless sensors are exposed to complex networks and
are more vulnerable to various malicious signals, a cyber de-
fense system is needed to protect the valuable information they
store and transmit. Considering the similarity between net-
work viruses and biological viruses, many scholars have used
the theory of infectious disease to study the propagation pro-
cess of malicious programs and construct a reasonable model
of malicious program propagation, which can effectively safe-
guard the user’s network environment and facilitate the pre-
vention and control of network viruses.[4]

The propagation of malware leads to various dynamic be-
haviors, i.e., the behavior of the system switches between a
stable equilibrium point and a stable limit ring when a param-
eter changes in a network node.[5,6] Such a dynamic evolution
process is called Hopf bifurcation, which is a common non-

linear phenomenon. A supercritical bifurcation occurs when a
limit loop exists with a parameter greater than the bifurcation
value. On the contrary, a subcritical bifurcation occurs. Ren
et al.[7] developed a model for SIR virus propagation consid-
ering the effect of antivirus capability and discussed the pos-
sible subcritical bifurcation behavior of the system. Chong et
al.[8] proposed a discrete system with Allee effect. Using the
central manifold theorem and bifurcation theory, they investi-
gated various types of bifurcation behaviors of the system, in-
cluding transcritical, pitchfork, and fold bifurcations. A tuber-
culosis transmission model was proposed by Abdelouahab.[9]

It is found that the system exhibits saddle-knot bifurcations,
i.e., transcritical bifurcations between equilibrium points, un-
der different parameter controls. However, these models ig-
nore the effect of time delay on virus propagation. In Ref. [10],
a SLB computer virus propagation model is developed by con-
sidering the time delay caused by antivirus software to check
and kill the virus. Yao et al.[11] proposed a worm propaga-
tion model with two time delays and a variable infection rate
based on isolation strategy, and demonstrated that controlling
the time delay within a certain range can effectively inhibit the
spread of the worm.

These models assume that all individuals are station-
ary and only describe the temporal dynamics of malware in
the network without considering its spatial distribution over
time. So far, diffusion effects have been widely studied in
neural network dynamics, but less studied in malicious virus
propagation.[12] Kumari et al.[13] considered a malware propa-
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gation model with s-type removal rate and analyzed its spatio-
temporal stability, as well as global stability. In addition, this
paper introduces optimal control to inform how the virus prop-
agation should be suppressed and eliminated.

In real life, Hopf bifurcations are mostly harmful dynam-
ical behaviors; therefore, a controller needs to be designed
to eliminate these harmful behaviors.[14] Currently, common
controllers are proportional-integral-derivative (PID) control,
proportional-derivative (PD) control, hybrid control, and so
on.[15,16] Zhu et al.[17] introduced a state feedback controller
for infected nodes in MWSNs. Hybrid control is a control
method combining state feedback control and parameter regu-
lation, generally applied to the Hopf bifurcation phenomenon
in continuous nonlinear systems, and can be applied to higher-
order systems by adjusting the control parameters to change
the bifurcation threshold and stability of the system. Mao et
al.[18] introduced a hybrid controller to a Hopfield neural net-
works model with time delays and verified through simula-
tion that this control method is effective compared to other
single control methods. Zhou et al.[19] investigated a delayed
fractional-order predator-prey model and imposed hybrid con-
trol on mature predator populations, delaying the emergence
of Hopf bifurcation and improving the stability of the system.
However, hybrid controllers have been relatively little studied
in malware propagation models.

In order to more thoroughly study the propagation dy-
namics of malware in MWSNS, this paper expands the current
research from the time dimension to the spatio-temporal di-
mension and establishes a nonlinear reaction–diffusion model
of malware propagation. Currently, most existing controllers
are applied to systems described by ordinary differential
equations, but we innovatively introduce a more general hy-
brid control into the reaction–diffusion malware propagation
model. In addition, this paper considers the effects of virus
latency time delay and recovery time delay simultaneously
on the temporal and spatial evolution of viral transmission in
MWSNs, gives the conditions for the occurrence of Turing in-
stability and Hopf bifurcation, and compares the changes of
system stability and bifurcation properties under the action of
different controllers.

This article is structured as follows. In Section 2, we de-
velop a nonlinear time delay malware propagation model and
introduce a hybrid controller. The conditions for the occur-
rence of Turing instability and Hopf bifurcation are given in
Section 3. In Section 4, the properties of Hopf bifurcation are
analyzed using normal form theory and the center manifold
theorem. Numerical simulations are given in Section 5 to ver-
ify the above conclusions. Section 6 gives the final conclusion
of this paper.

2. Model formulation
A modified SIRS model was proposed by Fang et al.[20]

as follows:

dS(t)
dt

= µN − πr2

L2 βS(t)I(t)− (µ +ω)S+ εR,

dI(t)
dt

=
πr2

L2 βS(t)I(t)− (µ + γ)I,

dR(t)
dt

= ωS+ γI − (µ + ε)R,

(1)

where S(x, t), I(x, t) and R(x, t) represent susceptible, infected,
and recovered nodes in a wireless sensor network, respec-
tively. r is the node communication radius, L2 is the node
distribution range, β is the infection rate, and ε is the proba-
bility of a recovered node becoming susceptible again. ω and
γ are the node conversion rates.

Based on the above ordinary differential equations, we
extend this to the spatio-temporal domain. These nodes are
randomly and evenly distributed in the two-dimensional re-
gion in MWSNs. Let S(x, t), I(x, t), R(x, t) be the distribution
density of susceptible, infected and removed nodes at time t
and space location x, respectively. Considering the engineer-
ing significance of MWSNs, the attack and defense against
malicious viruses should be completed in a very short time,
otherwise the best time to protect information security will
be lost. Therefore, the latency time delay and the infection
time delay only have a very small numerical difference, so
we use τ to describe these two time delays. Inspired by the
literature,[21,22] the number of susceptible nodes that can be
successfully infected by an infected node is πr2[1−(1−p)ρ ]

L2 S,
where r is the communication radius of each node, ρ is the
node packet sending rate, and p is the successful packet de-
livery rate. Assuming ϒ1 = πr2[1− (1− p)ρ ]/L2, in this pa-
per, we adopt the nonlinear incidence ϒ2SI/(1+bI) which is
more in line with the characteristics of virus propagation, so
that β =ϒ1ϒ2. Thus, we model the propagation of malware in
MWSNs as follows:

∂S(x, t)
∂ t

= d1∆S(x, t)+A− βS(x, t)I(x, t − τ)

1+bI(x, t − τ)

− (µ +σ)S(x, t),

∂ I(x, t)
∂ t

= d2∆I(x, t)+
βS(x, t)I(x, t − τ)

1+bI(x, t − τ)

− γI(x, t − τ)−µI(x, t),

∂R(x, t)
∂ t

= d3∆R(x, t)+σS(x, t)+ γI(x, t − τ)

−µR(x, t),

(2)

with Neumann boundary conditions and initial conditions

∂S(x, t)
∂η

=
∂ I(x, t)

∂η
=

∂R(x, t)
∂η

= 0, x ∈ ∂Ω , t > 0,
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S(x, t) = S0(x, t)≥ 0,

I(x, t) = I0(x, t)≥ 0,

R(x, t) = R0(x, t)≥ 0,

(x, t) ∈ Ω̄ × [−τ,0],

where A represents the newly added sensor nodes in the
MWSNs, b is the half saturation constant of infected nodes,
µ is the drop-out rate of nodes, σ is the immunization rate
caused by the user’s pre-installed anti-virus software, and γ is
the rate of transferring infected nodes to the removed nodes.
Ω delegates the network region, ∂Ω is the boundary of Ω ,
and η denotes the outside normal vector of ∂Ω . ∆ = ∂ 2/∂x2

is a Laplace operator in one dimension. The Neumann bound-
ary condition ∂S(x, t)/∂η = ∂ I(x, t)/∂η = ∂R(x, t)/∂η = 0
indicates no communication between nodes across the bound-
aries. S0(x, t), I0(x, t) and R0(x, t) are nonnegative continuous
functions.

In MWSNs, the periodic oscillations generated by Hopf
bifurcation are known to affect the performance of nodes and
even disrupt the normal operation of the entire network. Thus,
it is necessary for us to introduce the hybrid controller into the
model to suppress the generation of Hopf bifurcation. Hybrid
control strategy is applied to the infected nodes of system (2),
which is

k1F(x, t,τ)+ k2[(I(x, t)− I*)+(I(x, t)− I*)3],

where F(x, t,τ) is the right-hand end of the second equation of
system (2), k1 is the adjustable parameter, k2 is the state feed-
back parameter, and I* is the positive equilibrium steady state
of infected nodes. Thus, the following controlled system can
be obtained:

∂S(x, t)
∂ t

= d1∆S(x, t)+A− βS(x, t)I(x, t − τ)

1+bI(x, t − τ)

− (µ +σ)S(x, t),

∂ I(x, t)
∂ t

= k1[d2∆I(x, t)+
βS(x, t)I(x, t − τ)

1+bI(x, t − τ)

− γI(x, t − τ)−µI(x, t)]

+ k2[(I(x, t)− I*)+(I(x, t)− I*)3],

∂R(x, t)
∂ t

= d3∆R(x, t)+σS(x, t)+ γI(x, t − τ)

−µR(x, t).

(3)

Remark 1 Many existing malware propagation models
are based on ordinary differential equations (ODEs), which ig-
nores an important factor: spatial factor. Change in the spatial
location of nodes has an impact on the node density. There-
fore, we introduce Laplace operators to represent the second
order derivatives of spatial variables as a way to describe the
spatial propagation behavior of malware.

Remark 2 Hybrid control has been successfully applied
to control Hopf bifurcation of ODE systems.[23,24] We first

adopt it to optimize the unfavorable spatiotemporal dynam-
ics of malware propagation in MWSNs. The hybrid controller
does not alter the position of equilibrium point of the original
system (2), so that it realizes the control object without chang-
ing the properties of system (2).

3. Spatiotemporal dynamics analysis
Without considering the diffusion term, the virus-free

equilibrium point E0 = ( A
µ+σ

,0, σA
µ(µ+σ) ) and the endemic

equilibrium point E1 = (S*, I*,R*) of the controlled system (3)
can be obtained, where

S* =
bA+µ + γ

β +b(µ +σ)
,

I* =
A− (µ +σ)S*

µ + γ
,

R* =
σS*+ γI*

µ
.

The basic reproduction number R0 plays an important role
in virus propagation studies.[25] In this paper, we use the re-
generation matrix approach to calculate R0. Let

d fi

dt
= Σi(x)−Γi(x), i = 1,2, · · ·m,

where Σi(x) is the rate of individuals newly infected with
the node in group i and Γi(x) is the rate of removal. If
the equilibrium point is x0 = {x|xi = 0,x = 1,2, . . .m}, then
𝐹 =

[
∂Σi
∂x j

(x0)
]
, 𝑉 =

[
∂Γi
∂x j

(x0)
]
, the regeneration matrix is de-

noted as 𝐹𝑉 −1. R0 is the spectral radius of the regeneration
matrix ρ(𝐹𝑉 −1). Letting 𝑋 = (I,R), from system (3), it is
obtained that

d𝑋
dt

= 𝐹 −𝑉 , (4)

where

𝐹 =

 βS(x, t)I(x, t − τ)

1+bI(x, t − τ)

σS(x, t)+ γI(x, t − τ)

 ,

𝑉 =

(
γI(x, t)+µI(x, t)
µR(x, t)

)
.

The Jacobian matrices at the virus-free equilibrium point E0

respectively are

𝐽F =

 βA
µ +σ

0

γ 0

 , 𝐽V =

(
µ + γ 0

0 µ

)
.

Hence, the basic reproduction number of system (3) is

R0 = ρ(𝐽F𝐽
−1
V ) = max

λ∈σ(𝐽F𝐽
−1
V )

{|λ |}= βA
(µ +σ)(µ + γ)

,

where σ is the spectrum, i.e., the set consisting of all eigenval-
ues of the square matrix 𝐹𝑉 −1.
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Lemma 1 If R0 > 1, then there is a unique endemic equi-
librium point E1 in the controlled system (3). If R0 < 1, then
the controlled system (3) has no endemic equilibrium point.

Proof When R0 > 1, we get βA > (µ +σ)(µ + γ), then
S* > A/β > 0. Considering A − (µ + σ)S* = [βA − (µ +

σ)(µ + γ)]/[β + b(µ + σ)] > 0, it is clear that I* > 0 and
R* > 0. This indicates that the controlled system (3) has only
one endemic equilibrium E1. When R0 < 1, we have S* > 0,
I* < 0, in consequence the endemic equilibrium point does not
exist.

Let S̃(x, t) = S(x, t)− S*, Ĩ(x, t) = I(x, t)− I*, R̃(x, t) =
R(x, t)−R*. Linearizing Eq. (3) at E1, we can obtain

∂ S̃(x, t)
∂ t

∂ Ĩ(x, t)
∂ t

∂ R̃(x, t)
∂ t

 = 𝐷∆

 S̃(x, t)
Ĩ(x, t)
R̃(x, t)

+𝐿1

 S̃(x, t)
Ĩ(x, t)
R̃(x, t)



+𝐿2

 S̃(x, t − τ)
Ĩ(x, t − τ)
R̃(x, t − τ)

 , (5)

where

𝐷 = diag{d1,d′
2,d3},

𝐿1 =

 a11 0 0
a21 a22 0
a31 0 a33

 , 𝐿2 =

 0 b12 0
0 b22 0
0 b32 0

 ,

with

d′
2 = k1d2, a11 =− β I*

1+bI*
−µ −σ , a21 = k1

β I*

1+bI*
,

a22 =−k1µ + k2, a31 = σ ,

a33 =−µ, b12 =− βS*

(1+bI*)2 ,

b22 = k1

[
βS*

(1+bI*)2 − γ

]
, b32 = γ.

The corresponding characteristic equation of system (3) is

det(λ𝐼−𝑀k −𝐿1 −𝐿2 e−λτ) = 0, (6)

where 𝐼 is a 3 × 3 identity matrix and 𝑀k = −𝐷k2,k ∈
{0,1,2, . . .}. Thus, Eq. (6) is equivalent to

0 = λ
3 +m1(k2,k1,k2)λ

2 +m2(k2,k1,k2)λ

+m3(k2,k1,k2)+ [l1λ
2 + l2(k2,k1,k2)λ

+ l3(k2,k1,k2)]e−λτ , (7)

the corresponding coefficients are

m1(k2,k1,k2) = d1k2 +d′
2k2 +d3k2 −a11 −a22 −a33,

m2(k2,k1,k2) = (d1k2 −a11)(d′
2k2 −a22)+(d3k2 −a33)

×(d1k2 +d′
2k2 −a11 −a22),

m3(k2,k1,k2) = (d1k2 −a11)(d′
2k2 −a22)(d3k2 −a33),

l1 = −b22,

l2(k2,k1,k2) = −b22(d1k2 +d3k2 −a11 −a33)−a21b12,

l3(k2,k1,k2) = −b22(d1k2 −a11)(d3k2 −a33)

−a21b12(d3k2 −a33).

Next, we will analyze the Turing instability and Hopf bi-
furcation of system (3).

3.1. Turing instability

The mechanism of Turing is an instability caused by a dif-
fusion term. In this subsection, the Turing instability of sys-
tem (3) without time delay is studied.

When τ = 0, di = 0 (i = 1,2,3), k1 = 1, k2 = 0, Eq. (7) is
simplified to

λ
3 +ϖ1(k1,k2)λ

2 +ϖ2(k1,k2)λ +ϖ3(k1,k2) = 0, (8)

with

ϖ1(k1,k2) = −a11 −a22 −a33 −b22,

ϖ2(k1,k2) = a11a22 +a33(a11 +a22)

+b22(a11 +a33)−a21b12,

ϖ3(k1,k2) = −a11a22a33 −a11a33b22 +a21a33b12.

Suppose that the following holds:

(H1) ϖ1(1,0)> 0, ϖ2(1,0)> 0, ϖ3(1,0)> 0,
ϖ1(1,0)ϖ2(1,0)−ϖ3(1,0)> 0.

By virtue of the well-known Routh–Hurwitz criteria, when
(H1) holds, it can be concluded that all roots of Eq. (8) have
negative real parts. Thus, the uncontrolled system (3) is lo-
cally asymptotically stable in the absence of time delay and
diffusion term.

When τ = 0, di > 0 (i = 1,2,3), k1 = 1, k2 = 0, Eq. (7)
becomes

0 = λ 3 +χ1(k2,k1,k2)λ
2 +χ2(k2,k1,k2)λ +χ3(k2,k1,k2), (9)

where

χ1(k2,k1,k2) = χ11(k1)k2 +ϖ1(k1,k2),

χ2(k2,k1,k2) = χ21(k1)k4 +χ22(k1,k2)k2 +ϖ2(k1,k2),

χ3(k2,k1,k2) = χ31(k1)k6 +χ32(k1,k2)k4

+χ33(k1,k2)k2 +ϖ3(k1,k2),

with

χ11(k1) = d1 +d′
2 +d3 > 0,

χ21(k1) = d1d′
2 +d1d3 +d′

2d3 > 0,

χ22(k1,k2) = −a22d1 −a11d′
2 −d3(a11 +a22)

−a33(d1 +d′
2)−b22(d1 +d3),

χ31(k1) = d1d′
2d3 > 0,
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χ32(k1,k2) = −a33d1d′
2 −d3(a22d1 +a11d2)−b22d1d3,

χ33(k1,k2) = a33(a22d1 +a11d2)+a11a22d3

+b22(a33d1 +a11d3)−a21b12d3.

Let x = k2, we denote

ℱ(x) = χ3(x,1,0)

= χ31(1)x3 +χ32(1,0)x2 +χ33(1,0)x+ϖ3(1,0). (10)

Make the following assumption:

(H2) χ33(1,0)< 0, ℱ(x2
*)< 0,

in which

x2
* =

−χ32(1,0)+
√

χ2
32(1,0)−3χ31(1)χ33(1,0)

3χ31(1)
.

Lemma 2 If (H2) is satisfied, then ℱ(x) = 0 has two
positive roots x1, x2 (x1 < x2). Then, ℱ(x) < 0 holds for
∀x ∈ (x1,x2).

Proof When χ33(1,0) < 0, ℱ ′(x) = 3χ31(1)x2 +

2χ32(1,0)x+χ33(1,0) has two positive roots

x1
* = (−χ32(1,0)−

√
χ2

32(1,0)−3χ31(1)χ33(1,0))/3χ31(1),

x2
* = (−χ32(1,0)+

√
χ2

32(1,0)−3χ31(1)χ33(1,0))/3χ31(1).

Since ℱ(0) = ϖ3(1,0) > 0, lim
x→∞

ℱ(x) = +∞, ℱ(x2
*) < 0,

ℱ(x) = 0 always has two positive roots x1 and x2.
Define

h(λ ;k) = λ
3 +χ1(k2,1,0)λ 2 +χ2(k2,1,0)λ +χ3(k2,1,0).

Clearly, lim
λ→∞

h(λ ;k) = +∞. We make the following assump-

tion:
(H3) There is a positive integer k0 ∈ (x1,x2).

From Lemma 2, if ϖ3(1,0)> 0, (H2) and (H3) are satis-
fied, then ℱ(k0

2) = χ3(k0
2,1,0) < 0. Obviously, h(λ ;k) = 0

has at least one positive root.
When τ = 0, di > 0 (i = 1,2,3), k1 ̸= 0,1, k2 ̸= 0, the

system changes to the form of Eq. (9). We assume that

(H4) χ32(k1,k2)> 0, χ33(k1,k2)> 0
or χ32(k1,k2)> 0, χ33(k1,k2)< 0, ℱ(x*2)> 0.

If (H1) and (H4) are satisfied, then ℱ(x)> 0 holds for ∀x > 0.
Thus, we can get χ3(k2,k1,k2) > 0. After the above discus-
sion, we have

χ1(k2,k1,k2)χ2(k2,k1,k2)−χ3(k2,k1,k2)

= χ̂1(k1)k6 + χ̂2(k1,k2)k4 + χ̂3(k1,k2)k2 + χ̂4(k1,k2),

with

χ̂1(k1) = χ11(k1)χ21(k1)−χ31(k1)

= d1
2(d′

2 +d3)+d′
2

2
(d1 +d3)

+d3
2(d1 +d′

2)+2d1d′
2d3 > 0,

χ̂2(k1,k2) = χ11(k1)χ22(k1,k2)

+ϖ1(k1,k2)χ21(k1)−χ32(k1,k2)

= (d1 +d′
2 +d3)[−a22d1 −a11d′

2 −d3(a11 +a22)

−a33(d1 +d′
2)−b22(d1 +d3)]

−(a11 +a22 +a33 +b22)(d1d′
2 +d1d3 +d′

2d3)

+a33d1d′
2 +d3(a22d1 +a11d′

2)+b22d1d3,

χ̂3(k1,k2) = ϖ2(k1,k2)χ11(k1)

+ϖ1(k1,k2)χ22(k1,k2)−χ33(k1,k2)

= [a11a22 +a33(a11 +a22)](d1 +d′
2 +d3)

+[b22(a11 +a33)−a21b12]

×(d1 +d′
2 +d3)+(a11 +a22 +a33 +b22)

× [a22d1 +a11d′
2 +a11d3 +a22d3]

+(−a11 −a22 −a33 −b22)

× [−a33(d1 +d′
2)−b22(d1 +d3)]

−a33(a22d1 +a11d′
2)−a11a22a33

−b22(a33d1 +a11d3)+a21b12d3,

χ̂4(k1,k2) = ϖ1(k1,k2)ϖ2(k1,k2)−ϖ3(k1,k2).

Combining with (H4), we know that χ̂4 > 0. Make the follow-
ing assumption:

(H5)χ̂2(k1,k2)> 0, χ̂3(k1,k2)> 0.

According to the Routh–Hurwitz criterion, if (H1), (H4) and
(H5) hold, then the roots of Eq. (9) have negative real parts.
Consequently, system (2) is locally asymptotically stable.

Theorem 1 Assume that R0 > 1, τ = 0 and (H1) hold.
We can draw the following conclusions.

1. If di = 0 (i = 1,2,3), k1 = 1, k2 = 0 hold, then the
uncontrolled system (2) is locally asymptotically stable.

2. If di > 0 (i = 1,2,3), k1 = 1, k2 = 0, (H2) and (H3)

hold, then the uncontrolled system (2) occurs Turing instabil-
ity at E1.

3. If di > 0 (i = 1,2,3), k1 ̸= 0,1, k2 ̸= 0, (H4) and (H5)

hold, then the controlled system (3) can return to a steady state
under hybrid control.

Remark 3 From Theorem 1, it can be seen that Turing
instability occurs when the diffusion coefficient meets certain
conditions when no control is applied to the system. When
the hybrid controller is added, the system returns to a stable
state. It can be seen that the hybrid control can suppress the
occurrence of Turing instability and improve the stability of
the system.
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3.2. Hopf bifurcation

If τ = 0, di > 0, from the above discussion, it is clear
to see that the controlled system (3) is locally asymptotically
stable when (H1), (H4) and (H5) hold.

For τ > 0, di > 0, we assume that λ = iw (w > 0) is the
root of Eq. (7). We substitute it into Eq. (7) and separate the
virtual and real parts yields

sinwτ =
l2(k2,k1,k2)w[m1(k2,k1,k2)w2 −m3(k2,k1,k2)]

[l2(k2,k1,k2)w]
2 +[l1w2 − l3(k2,k1,k2)]

2

+
[l1w2 − l3(k2,k1,k2)][w3 −m2(k2,k1,k2)w]

[l2(k2,k1,k2)w]
2 +[l1w2 − l3(k2,k1,k2)]

2 ,

coswτ =
[−m1(k2,k1,k2)w2 +m3(k2,k1,k2)]l1w2

[l2(k2,k1,k2)w]
2 +[l1w2 − l3(k2,k1,k2)]

2

+
l2(k2,k1,k2)w[w3 −m2(k2,k1,k2)w]

[l2(k2,k1,k2)w]
2 +[l1w2 − l3(k2,k1,k2)]

2

− [−m1(k2,k1,k2)w2 +m3(k2,k1,k2)]l3(k2,k1,k2)

[l2(k2,k1,k2)w]
2 +[l1w2 − l3(k2,k1,k2)]

2 ,

(11)

from which we can obtain a sextic equation for w:

0 = w6 +C1(k2,k1,k2)w4 +C2(k2,k1,k2)w2

+C3(k2,k1,k2), (12)

where the coefficients are

C1(k2,k1,k2) = m2
1(k

2,k1,k2)− l12 −2m2(k2,k1,k2),

C2(k2,k1,k2) = m2
2(k

2,k1,k2)−2m1(k2,k1,k2)m3(k2,k1,k2)

− l2
2(k

2,k1,k2)+2l1l3(k2,k1,k2),

C3(k2,k1,k2) = m2
3(k

2,k1,k2)− l2
3(k

2,k1,k2).

Letting z = w2, Eq. (12) is equivalent to a cubic equation with
respect to z as follows:

0 = z3 +C1(k2,k1,k2)z2 +C2(k2,k1,k2)z+C3(k2,k1,k2). (13)

When k = 0, Eq. (13) has at least one positive root if the fol-
lowing condition holds:

(H6) C3(0,k1,k2) = m2
3(0,k1,k2)− l2

3(0,k1,k2)< 0.

Without losing of generality, we assume that Eq. (13) has three
positive roots zn (n = 1,2,3), then Eq. (12) has three positive
roots wn =

√
zn (n = 1,2,3). By Eq. (11), we obtain

τ
j

n =

arccos
L4(k1,k2)wn

4 +L5(k1,k2)wn
2 +L6(k1,k2)

L1(k1,k2)wn4 +L2(k1,k2)wn2 +L3(k1,k2)

wn

+
2π j
wn

, j = 0,1 . . . , (14)

where

L1(k1,k2) = l12,

L2(k1,k2) = l22(0,k1,k2)−2l1l3(0,k1,k2),

L3(k1,k2) = l32(0,k1,k2),

L4(k1,k2) = l2(0,k1,k2)−m1(0,k1,k2)l1,

L5(k1,k2) = m1(0,k1,k2)l3(0,k1,k2)+ l1m3(0,k1,k2)

−m2(0,k1,k2)l2(0,k1,k2),

L6(k1,k2) = −m3(0,k1,k2)l3(0,k1,k2).

Remark 4 Referring to Refs. [26,27], in Eq. (14), j rep-
resents the periodicity of the bifurcation point, which is the
minimum bifurcation point when j = 0.

Define

τ0 = τ
0
n0
= min

n∈{1,2,3}
{τ

0
n}, w0 = wn0 .

Denote

h1(y,k1,k2) = m1
2(y,k1,k2)−2m2(y,k1,k2)− l12,

h2(y,k1,k2) = m2
2(y,k1,k2)−2m1(y,k1,k2)m3(y,k1,k2)

− l22(y,k1,k2)+2l1l3(y,k1,k2),

h3(y,k1,k2) = m2
3(y,k1,k2)− l32(y,k1,k2).

Make the following hypotheses:

(H7) h′i(y,k1,k2)> 0, for y ≥ 1, i = 1,2,3, . . . .

Under (H7), hi(y) (i = 1,2,3) is monotonically increasing
when y ≥ 1. Thus

h1(y,k1,k2) ≥ m1
2(1,k1,k2)−2m2(1,k1,k2)− l12,

h2(y,k1,k2) ≥ m2
2(1,k1,k2)−2m1(1,k1,k2)m3(1,k1,k2)

− l22(1,k1,k2)+2l1l3(1,k1,k2),

h3(y,k1,k2) ≥ m2
3(1,k1,k2)− l32(1,k1,k2).

Make the following assumptions:

(H8) m1
2(1,k1,k2)−2m2(1,k1,k2)− l12 > 0,

(H9) m2
2(1,k1,k2)−2m1(1,k1,k2)m3(1,k1,k2)

− l22(1,k1,k2)+2l1l3(1,k1,k2)> 0,
(H10) m3

2(1,k1,k2)− l32(1,k1,k2)> 0.

From (H7)–(H10), it follows that

Ci(k2,k1,k2) = hi(y,k1,k2)≥ hi(1,k1,k2)> 0.

Thus, Eq. (12) has no positive real roots. Below we verify the
transversality condition when k = 0. Differentiating both sides
of Eq. (7) with respect to τ , one can get(

dλ

dτ

)−1

=
S1(λ )

S2(λ )
− τ

λ
,

where

S1(λ ) = 3λ
2 +2m1(0,k1,k2)λ +m2(0,k1,k2)

+(2l1λ + l2(0,k1,k2))e−λτ ,

S2(λ ) = e−λτ(l1λ
3 + l2(0,k1,k2)λ

2 + l3(0,k1,k2λ )).
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Let λ = α(τ)+ iw(τ) be the root of Eq. (7) near τ = τ0 satis-
fying α(τ0) = 0, w(τ0) = w0. Then

S1(λ ) = M1 + iM2,
S2(λ ) = N1 + iN2,

where

M1 = −3w0
2 +m2(0,k1,k2)+2l1w0 sinw0τ0

+ l2(0,k1,k2)cosw0τ0,

M2 = 2m1(0,k1,k2)w0 +2l1w0 cosw0τ0

− l2(0,k1,k2)sinw0τ0,

N1 = −l2(0,k1,k2)w0
2 cosw0τ0

− l1w0
3 sinw0τ0 + l3(0,k1,k2)w0 sinw0τ0,

N2 = −l1w0
3 cosw0τ0 + l3(0,k1,k2)w0 cosw0τ0

+ l2(0,k1,k2)w0
2 sinw0τ0,

thus the following expression is obtained:

Re
{

dλ

dτ

}−1

τ=τ0

= Re
{

M1 + iM2

N1 + iN2
+

iτ0

w0

}
=

M1N1 +M2N2

N2
1 +N2

2
.

Note that

sign

{
Re
(

dλ

dτ

)
τ=τ0

}
= sign

{
Re
(

dλ

dτ

)−1

τ=τ0

}
.

We make the following assumption:

(H11) M1N1 +M2N2 > 0.

If (H11) holds, then Re(dλ/dτ)−1
τ=τ0

> 0. Combining the
above discussion, it is easy to get the following theorem.

Theorem 2 Assume that R0 > 1, di > 0 (i= 1,2,3), (H1)

and (H6)–(H11) hold. We have reached the following conclu-
sions.

1. The controlled system (3) is locally asymptotically sta-
ble for τ ∈ (0,τ0].

2. The controlled system (3) undergoes a Hopf bifurca-
tion at E1 when τ = τ0.

Remark 5 From the expression of τ0, we can see that
its value is related to k1 and k2, so changing the values of k1

and k2 can adjust the bifurcation threshold of the system while
keeping other parameters constant.

4. Direction and stability of the Hopf bifurcation
There are many methods for Hopf bifurcation study, in-

cluding the Lyapunov–Schmidt method,[28] Lyapunov con-
stant method,[29] averaging method, and so on. Here, we
adopt the normal form and center manifold theory, which ap-
proximates the high-dimensional system to a two-dimensional
plane by the central manifold theorem, and then transforms
this two-dimensional system to a PB regular form by an ap-
proximate constant transformation, and finally relies on the

discussion of the PB regular form to obtain the periodicity re-
lation of the extremal ring, which can be used to discriminate
the type of Hopf bifurcation.[30] Compared with other meth-
ods, this method by reducing the dimensionality of the sys-
tem greatly simplifies the difficulty of dealing with the prob-
lem, and it is a mainstream method to deal with the bifurcation
problem at present. The calculation of the direction of bifur-
cation is very complicated. We will give the detailed steps of
the derivation process below.

Inspired by Refs. [31–33], we introduce a new variable
δ = τ − τ*, where τ0 is denoted by τ*. The system (3) is
transformed into a generalized differential equation at ℓ =

C([−1,0],X) written in the following form by normalizing the
time delay τ through the time-scaling t → t/τ :

d𝑈(t)
d𝑡

= τ
*𝐷∆𝑈(t)+𝐿(τ*)(𝑈t)+𝐹 (𝑈t ,δ ), (15)

where 𝑈(x, t) = (S(x, t), I(x, t),R(x, t))T ∈ X , 𝑈(t) ∈ ℓ. Oth-
erwise, 𝐿(τ*)(η) : C → X and 𝐹 (·,δ ) : C → X are given by

𝐿(τ*)(η) = τ
*

 a11η1(0)+b12η2(−1)
a21η1(0)+a22η2(0)+b22η2(−1)
a31η1(0)+b32η2(−1)+a33η3(0)

 ,

𝐹 (η ,δ ) = δ𝐷∆η(0)+𝐿(δ )η +𝑓(η ,δ ),

where

𝑓(η ,δ ) = (τ*+δ )

V1
V2
0

 , (16)

in which

V1 = a14η1(0)η2(−1)+a15η2
2(−1)

+a16η1(0)η2
2(−1)+a17η2

3(−1),

V2 = a24η1(0)η2(−1)+a25η2
2(−1)

+a26η1(0)η2
2(−1)+a27η2

3(−1)+ k2η
3
2 (0),

with

a14 =− β

(1+bI*)2 , a15 =
βbS*

(1+bI*)3 , a16 =
βb

(1+bI*)3 ,

a17 =− βb2S*

(1+bI*)4 , a24 =−k1a14, a25 =−k1a15,

a26 =−k1a16, a27 =−k1a17,

for 𝜂 = (η1,η2,η3)
T ∈ ℓ.[34] The linearized of system (3) at

(0,0,0)T is

d𝑈(t)
dt

= τ
*𝐷∆𝑈(t)+𝐿(τ*)(𝑈t). (17)

From the previous discussions, we know that for τ = τ* the
characteristic equation of Eq. (15) has a pair of simple purely
imaginary eigenvalues 𝛬0 = {−iw0τ*, iw0τ*}. By the Riesz
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representation theorem, there exists a 3 × 3 matrix function
𝛤 (θ ,τ*)(−1 ≤ θ ≤ 0) so that

− τ
*𝐷k2

η(0)+𝐿(τ*)(η) =
∫ 0

−1
[d𝛤 (θ ,τ*)]η(θ). (18)

In fact, for η ∈ ℓ, we choose

𝛤 (θ ,τ*) = τ
*

 a11 −d1k2 0 0
a21 a22 −d′

2k2 0
a31 0 a33 −d3k2

 ·ν(θ)

+τ
*

 0 −b12 0
0 −b22 0
0 −b32 0

ν(θ +1), (19)

where v is the Dirac delta function that v(0) = 1 and v(θ) =
0 (−1 ≤ θ < 0).[35] Let 𝐴(τ*) denote the infinitesimal gener-
ator of the semigroup and 𝐴* be the formal adjoint of 𝐴(τ*)

under the bilinear pairing

⟨ψ,φ⟩ = ψ(0)φ(0)−
∫ 0

−1

∫ 0

ζ=0
ψ(ζ −θ)d𝛤 (θ)φ(ζ )dζ

= ψ(0)φ(0)+τ
*
∫ 0

−1
ψ(θ +1)

 0 b12 0
0 b22 0
0 b32 0

φ(θ)dθ ,

(20)

for φ ∈ C, ψ ∈ C([−1,0],X). From the above discussions,
we know that ±iw0τ* are a pair of simple purely imagi-
nary eigenvalues of 𝐴(τ*) and 𝐴*(τ*). Let P and P* repre-
sent the central subspace of 𝐴(τ*) and 𝐴*(τ*) with respect
to the eigenvalue 𝛬0, respectively. Suppose that 𝑝1(θ) =

e iw0τ*θ (1,ξ ,ζ )T,(−1 ≤ θ ≤ 0), 𝑝2(θ) = 𝑝̄1(θ), 𝑞1(s) =

e−iw0τ*s(1,ξ *,ζ *),(0 ≤ s ≤ 1) and 𝑞2(s) = 𝑞1(s).[36] We de-
rive

(λ𝐼−𝐴)𝑝1(0) = 0|
λ=iw0τ* ,

(λ𝐼−𝐴T)𝑞1(0) = 0|
λ=−iw0τ* .

Then, we can easily obtain

ξ =
iw0 +d1k2 −a11

b12 e−iw0τ*
,

ξ
* =− iw0 +a11 −d1k2

a21
,

ζ =
a31b12 +b32(iw0 +d1k2 −a11)

b12(iw0 +d3k2 −a33)
, ζ

* = 0. (21)

Let 𝛺=(𝛺1,𝛺2), 𝛺* =(𝛺*
1 ,𝛺

*
2)

T, for θ ∈ [−1,0]. We have

𝛺1(θ) =
𝑝1(θ)+𝑝2(θ)

2
=

 Re{e iw0τ*θ}
Re{ξ e iw0τ*θ}
Re{ζ e iw0τ*θ}



=


cosw0τ*θ

K1
Y1 +Y2

−b12[w2
0 +(a33 −d3k2)2]

 ,

𝛺2(θ) =
𝑝1(θ)−𝑝2(θ)

2i
=

 Im{e iw0τ*θ}
Im{ξ e iw0τ*θ}
Im{ζ e iw0τ*θ}



=


sinw0τ*θ

K2
Y3 +Y4

−b12[w2
0 +(a33 −d3k2)2]

 ,

for θ ∈ [−1,0], where

K1 =
1

b12
[w0 sin(w0τ

*−w0τ
*
θ)

+(d1k2 −a11)cos(w0τ
*−w0τ

*
θ)],

K2 =
1

b12
[w0 cos(w0τ

*−w0τ
*
θ)

−(d1k2 −a11)sin(w0τ
*−w0τ

*
θ)],

Y1 = cosw0τ
*
θ [−a31b12(d3k2 −a33)(d1k2 −a11)],

Y2 = −w0a31b12 sinw0τ
*
θ ,

Y3 = cosw0τ
*
θ [w0a31b12 +w0b32(d1k2 −a11)

−w0b32(d3k2 −a33)],

Y4 = sinw0τ
*
θ [−a31b12(d3k2 −a33)

−w2
0b32 −b32(d1k2 −a11)(d3k2 −a33)],

and

𝛺1
*(s) =

𝑞1(s)+𝑞2(s)
2

=

 Re{e−iw0τ*s}
Re{ξ * e−iw0τ*s}
Re{ζ * e−iw0τ*s}

T

=


cosw0τ*s

(a11 −d1k2)cosw0τ*s+w0 sinw0τ*s
a21
0


T

,

𝛺2
*(s) =

𝑞1(s)−𝑞2(s)
2i

=

 Im{e−iw0τ*s}
Im{ξ * e−iw0τ*s}
Im{ζ * e−iw0τ*s}

T

=


−sinw0τ*s

− (d1k2 −a11)sinw0τ*s+w0 cosw0τ*s
a21
0


T

,

for s ∈ [−1,0]. Note that

(𝑞1,𝑝1) = (𝛺1
*,𝛺1)− (𝛺2

*,𝛺2)+ i[(𝛺1
*,𝛺2)+(𝛺2

*,𝛺1)],

(𝑞1,𝑝1) = 1+ξ ξ
*+ζ ζ

*+ τ
*
ξ e iw0τ*(b12 +b22ξ

*+b32ζ
*)

= Ξ
*.

Then, we have

(𝛺*
1 ,𝛺1)− (𝛺*

2 ,𝛺2) = Re{Ξ *},
(𝛺*

1 ,𝛺2)+(𝛺*
2 ,𝛺1) = Im{Ξ *}.

Next, we denote (𝛺*,𝛺) = (𝛺 j
*,𝛺k) ( j,k = 1,2) and con-

struct a new basis 𝛹 = (𝛹1,𝛹2,𝛹3)
T = (𝛺*,𝛺)−1𝛺*.[37]

Then, (𝛹 ,Φ) is a second order identity matrix. In addition,
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define 𝑓𝑘 = (𝛽1
k ,𝛽

2
k ,𝛽

3
k ) and 𝜕 · f0 = 𝜕1𝛽

1
k +𝜕2𝛽

2
k +𝜕3𝛽

3
k

for 𝜕 = (𝜕1,𝜕2,𝜕3)
T, 𝜕 j ∈ R ( j = 1,2,3), where

𝛽1
k =

 coskx
0
0

 , 𝛽2
k =

 0
coskx

0

 , 𝛽3
k =

 0
0

coskx

 .

Then, the central subspace of the linearized system (17) is
given by PCNℓ, where

PCNℓ(η) =𝛺(𝛹 ,⟨η ,𝑓k⟩) ·𝑓k, η ∈ ℓ, (22)

and ℓ = PCNℓ+ PSℓ, where PSℓ denotes the complementary
subspace of PCNℓ. Define 𝐴(τ*) as

𝐴τ*η(θ)= η̇(θ)+𝑋0(θ)[τ
*𝐷∆η(0)+𝐿(τ*)(η(θ))− η̇(0)]

for η ∈ ℓ×X , where

𝑋0(θ) =

{
0, −1 ≤ θ < 0,
I, θ = 0.

Therefore, system (15) can be converted into the following ab-
stract ordinary differential equation:

𝑈̇t =𝐴τ*𝑈t +𝑋0𝐹 (𝑈t ,δ ). (23)

Using the decomposition ℓ= PCNℓ+PSℓ and Eq. (22), the so-
lution of Eq. (23) can be written as

𝑈t = Ω

(
x1(t)
x2(t)

)
·𝑓k +λ̄ (x1,x2,0), (24)

where (
x1(t)
x2(t)

)
= (𝛹 ,⟨𝑈t ,𝑓k⟩).

Then, we count the normal form of Eq. (22) on the center man-
ifold. Letting z = x1 − ix2 and noticing that 𝑝1 = 𝛺1 + i𝛺2,
Eq. (23) can be rewritten as

𝑈t =
1
2
(𝑝1z+ 𝑝̄1z̄) ·𝑓k +Θ(z, z̄), (25)

where Θ(z, z̄) = λ ( z+z̄
2 ,− z−z̄

2i ,0). It is easy to get z satisfying

ż = iw0τ
*z+g(z, z̄), (26)

where

g(z, z̄) = (𝛹1(0)− i𝛹2(0))⟨𝐹 (𝑈t ,0),𝑓k⟩

= (𝛹1(0)− i𝛹2(0))⟨𝑓(𝑈t ,0),𝑓k⟩ .

Let

Θ(z, z̄) =Θ20
z2

2
+Θ11zz̄+Θ02

z̄2

2
+ · · · , (27)

g(z, z̄) = g20
z2

2
+g11zz̄+g02

z̄2

2
+ · · · . (28)

Through Eqs. (25) and (27), we can obtain

𝑈1t(0) = Θ
(1)
20 (0)

z2

2
+Θ

(1)
11 (0)zz̄+Θ

(1)
02 (0)

z̄2

2

+
1
2
(z+ z̄)coskx,

𝑈2t(0) = Θ
(2)
20 (0)

z2

2
+Θ

(2)
11 (0)zz̄+Θ

(2)
02 (0)

z̄2

2

+
1
2
(ξ z+ ξ̄ z̄)coskx,

𝑈1t(−1) = Θ
(1)
20 (−1)

z2

2
+Θ

(1)
11 (−1)zz̄+Θ

(1)
02 (−1)

z̄2

2

+
1
2
(ze−iw0τ* + z̄e iw0τ*)coskx,

𝑈2t(−1) = Θ
(2)
20 (−1)

z2

2
+Θ

(2)
11 (−1)zz̄+Θ

(2)
02 (−1)

z̄2

2

+
1
2
(ξ ze−iw0τ* + ξ̄ z̄e iw0τ*)coskx.

Combining with Eq. (16), we can get

f1(𝑈t ,0) = τ
*cos2kx

[
ε20

z2

2
+ ε11zz̄+ ε02

z̄2

2

]
+

z2z̄
2
[ε1 coskx+ ε2cos3kx]+ · · · ,

f2(𝑈t ,0) = τ
*cos2kx

[
ι20

z2

2
+ ι11zz̄+ ι02

z̄2

2

]
+

z2z̄
2
[ι1 coskx+ ι2cos3kx]+ · · · ,

f3(𝑈t ,0) = 0,

where the coefficients can be expressed as

ε20 =
1
2
(a14ξ e−iw0τ* +a15ξ

2 e−2iw0τ*), ε02 = ε̄20,

ε11 =
1
4

a14(ξ e−iw0τ* + ξ̄ e iw0τ*)+
1
2

a15ξ ξ̄ ,

ι20 =
1
2
(a24ξ e−iw0τ* +a25ξ

2 e−2iw0τ*), ι02 = ῑ20,

ε11 =
1
4

a24(ξ e−iw0τ* + ξ̄ e iw0τ*)+
1
2

a25ξ ξ̄ ,

and

ε1 = a14

[
Θ

(2)
11 (−1)+

1
2

Θ
(2)
20 (−1)+

1
2

ξ̄ e iw0τ*
Θ

(1)
20 (0)

+ξ e−iw0τ*
Θ

(1)
11 (0)

]
+a15

[
2ξΘ

(2)
11 (−1)e−iw0τ* + ξ̄Θ

(2)
20 (−1)e iw0τ*],

ε2 =
1
2

a16ξ ξ̄ +
1
4

a16ξ
2 e−2iw0τ* +

3
4

a17ξ
2
ξ̄ e−iw0τ* ,

ι1 = a24

[
Θ

(2)
11 (−1)+

1
2

Θ
(2)
20 (−1)+

1
2

ξ̄ e iw0τ*
Θ

(1)
20 (0)

+ξ e−iw0τ*
Θ

(1)
11 (0)

]
+a25

[
2ξΘ

(2)
11 (−1)e−iw0τ* + ξ̄Θ

(2)
20 (−1)e iw0τ*],

ι2 =
1
2

a26ξ ξ̄ +
1
4

a26ξ
2 e−2iw0τ* +

3
4

a27ξ
2
ξ̄ e−iw0τ*

+
3
4

k2ξ
2
ξ̄ .
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It is noted that
1
π

∫
π

0
cos3kxdx = 1, k = 0,

1
π

∫
π

0
cos3kxdx = 0, k ∈ N+.

Let (h̄1, h̄2) = 𝛹1(0)− i𝛹2(0). Considering Eqs. (27) and
(28), we have

g20 =

{
0, k ∈ N+,
τ*(ε20h̄1 + ι20h̄2), k = 0,

g11 =

{
0, k ∈ N+,
τ*(ε11h̄1 + ι11h̄2), k = 0,

g02 = ḡ20,

g21 = τ
*(χ1h̄1 +χ2h̄2), k ∈ N.

As shown above, we get the expressions of g20, g11 and g02

when θ ∈ [−1,0]. In order to get the expression of g21, we
must compute Θ20(θ) and Θ11(θ). From Eq. (27), we know
that

Θ̇(z, z̄) =Θ20zż+Θ11(żz̄+ z̄̇z)+Θ02 z̄̄̇z+ · · · , (29)

𝐴τ*Θ(z, z̄) = Aτ*Θ20
z2

2
+Aτ*Θ11zz̄+Aτ*Θ02

z̄2

2
+ · · · . (30)

Otherwise, Θ(z(t), z̄(t)) satisfies

Θ̇ =𝐴τ*Θ +Π(z, z̄), (31)

where

Π(z, z̄) = Π20
z2

2
+Π11zz̄+Π02

z̄2

2
+ · · ·

= 𝑋0𝐹 (𝑈t
*,0)−𝛺(𝛹 ,⟨𝑋0𝐹 (𝑈t

*,0),𝑓k⟩) ·𝑓k

= 𝑋0𝑓(𝑈t
*,0)−𝛺(𝛹 ,⟨𝑋0𝑓(𝑈t

*,0),𝑓k⟩) ·𝑓k. (32)

Comparing the coefficients in Eq. (29) with those in Eq. (31),
it follows that{

(2iw0τ*−𝐴τ*)Θ20(θ) = Π20(θ),

−𝐴τ*Θ11(θ) = Π11(θ).
(33)

By Eq. (32), we can see that

Π(z, z̄) = −𝛺(θ)𝛹(0)⟨𝑋0𝐹 (𝑈t ,0),𝑓k⟩ ·𝑓k

= −
(
𝑝1(θ)+𝑝2(θ)

2
,
𝑝1(θ)−𝑝2(θ)

2i

)
×(𝛹1(0),𝛹2(0))T ×⟨𝑓(𝑈t ,0),𝑓k⟩ ·𝑓k

= −1
4
[g20𝑝1(θ)+ ḡ02𝑝2(θ)]z2 ·𝑓k

− 1
2
[g11𝑝1(θ)+ ḡ11𝑝2(θ)]zz̄ ·𝑓k + · · · .

When θ ∈ [−1,0),

Π20(θ) =

{
0, k = N+,

−1
2
[g20𝑝1(θ)+ ḡ02𝑝2(θ)] ·𝑓0, k = 0,

Π11(θ) =

{
0, k = N+,

−1
2
[g11𝑝1(θ)+ ḡ11𝑝2(θ)] ·𝑓0, k = 0.

When k = 0,

Π20(0)

=


τ*

 ε20
ι20
0

cos2kx, k = N+,

τ*

 ε20
ι20
0

− 1
2
[g20𝑝1(0)+ ḡ02𝑝2(0)] ·𝑓0, k = 0,

Π11(0)

=


τ*

 ε11
ι11
0

cos2kx, k = N+,

τ*

 ε11
ι11
0

− 1
2
[g11𝑝1(0)+ ḡ11𝑝2(0)] ·𝑓0, k = 0.

By the definition of 𝐴τ* , when θ ∈ [−1,0), we can get

Θ̇20(θ) =

 2iw0τ*Θ20(θ), k ∈ N+,

2iw0τ*Θ20(θ)+
1
2
[g20𝑝1(θ)+ ḡ02𝑝2(θ)] ·𝑓k, k = 0.

Furthermore, since 𝑝(θ) = 𝑝(0)e iw0τ*θ , it follows that

Θ20(θ) =


𝐸1 e2iw0τ*θ , k ∈ N+,

1
2

[
ig20

w0τ*
𝑝1(θ)+

iḡ02

3w0τ*
𝑝2(θ)

]
·𝑓0 +𝐸1 e2iw0τ*θ , k = 0,

(34)

with

𝐸1 =


Θ20(0), k ∈ N+,

Θ20(0)−
1
2

[
ig20

w0τ*
𝑝1(0)+

iḡ02

3w0τ*
𝑝2(0)

]
·𝑓0, k = 0.

(35)

Using the definition of 𝐴τ* and combining Eqs. (33)–(35), for k ∈ N+, we get
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2iw0τ
*
Θ20(0)− τ

*𝐷∆Θ20(0)−𝐿(τ*)(Θ20(θ))

= 2iw0τ
*𝐸1 − τ

*𝐷∆𝐸1 −𝐿(τ*)(𝐸1 e2iw0τ*θ )

= τ
*

 ε20
ι20
0

cos2kx.

Hence,

𝐸1=

 κ1 0 0
−a21 κ2 0
−a31 −b32 e−2iw0τ* κ3

−1 ε20
ι20
0

cos2kx, (36)

where

κ1 = 2iw0 +d1k2 −a11,

κ2 = 2iw0 +d′
2k2 −a22 −b22 e−2iw0τ* ,

κ3 = 2iw0 +d3k2 −a33.

When k = 0, we have

2iw0τ
*
Θ20(0)− τ

*𝐷∆ Θ 20(0)−𝐿(τ*)Θ20(θ)

= 2iw0τ
*
[

1
2

[
ig20

w0τ*
𝑝1(0)+

iḡ02

3w0τ*
𝑝2(0)

]
·𝑓0 +𝐸1

]
−τ

*𝐷∆

[
1
2

[
ig20

w0τ*
𝑝1(0)+

iḡ02

3w0τ*
𝑝2(0)

]
·𝑓0 +𝐸1

]
−𝐿(τ*)

[
1
2

[
ig20

w0τ*
𝑝1(0)+

iḡ02

3w0τ*
𝑝2(0)

]
·𝑓0

+𝐸1 e2iw0τ*θ

]

= τ
*

 ε20
ι20
0

− 1
2
[𝑝1(0)g20 +𝑝2(0)g02] ·𝑓0.

In addition, due to{
τ*𝐷∆[𝑝1(0) ·𝑓0]+𝐿(τ*)[𝑝1(θ) ·𝑓0] = iw0τ*𝑝1(0) ·𝑓0,

τ*𝐷∆[𝑝2(0) ·𝑓0]+𝐿(τ*)[𝑝2(θ) ·𝑓0] =−iw0τ*𝑝2(0) ·𝑓0,

we obtain

2iw0τ
*𝐸1 − τ

*𝐷∆𝐸1 −𝐿(τ*)(𝐸1 e2iw0τ*θ ) = τ
*

 ε20
ι20
0

 .

Thus, when k = 0,

𝐸1 =

 κ1 −b12 e−2iw0τ* 0
−a21 κ2 0
−a31 −b32 e−2iw0τ* κ3

−1

×

 ε20
ι20
0

cos2kx, (37)

where

σ1 = 2iw0 −a11,

σ2 = 2iw0 −a22 −b22 e−2iw0τ* ,

σ3 = 2iw0 −a33.

Finally, from Eqs. (36) and (37), ∀k ∈ N, it is easy to get

𝐸1 =

 κ1 −b12 e−2iw0τ* 0
−a21 κ2 0
−a31 −b32 e−2iw0τ* κ3

−1

×

 ε20
ι20
0

cos2kx.

Using the calculations in Eqs. (34)–(37), we get

Θ̇11(θ)=

{
0, k ∈ N+,
1
2
[g11𝑝1(θ)+ ḡ11𝑝2(θ)] ·𝑓0, k = 0,

Θ11(θ)=

𝐸2, k ∈ N+,
1
2

[
−ig11

wnτ*
𝑝1(θ)+

iḡ11

wnτ*
𝑝2(θ)

]
·𝑓0 +𝐸2, k = 0,

where

𝐸2 =

 e1 −b12 0
−a21 e2 0
−a31 −b32 e3

−1

×

 ε11
ι11
0

cos2kx, k ∈ N, (38)

with

e1 = d1k2 −a11,
e2 = d′

2k2 −a22 −b22,
e3 = d3k2 −a33.

Summarizing the previous results, we can get a specific
expression for g21. To determine the Hopf bifurcation direc-
tion, the stability and period of system (3) at the critical value
τ*, we give the following formula:

c1(0) =
i

2w0τ*

(
g20g11 −2|g11|2 −

|g02|2

3

)
+

g21

2
,

µ2 =− Re(c1(0))
Re(λ ′(τ*))

,

β2 = 2Re(c1(0)),

T2 =− Im(c1(0))+µ2Im(λ ′(τ*))

w0τ*
.

We can obtain the following theorem.
Theorem 3 For the Hopf bifurcation generated by sys-

tem (3) at any critical value τ* , we have
1. The direction of the Hopf bifurcation is determined by

µ2. If µ2 < 0 (µ2 > 0), then the Hopf bifurcation direction is
subcritical (supercritical).

2. β2 determines the stability of bifurcating periodic. If
β2 < 0 (β2 > 0), then the periodic solutions are stable (unsta-
ble).

3. The period of the bifurcating periodic solutions is de-
termined by T2. If T2 < 0 (T2 > 0), then the period decreases
(increases).

5. Numerical simulations
This section uses MATLAB software to simulate and ver-

ify the theoretical results from the previous analysis. We select
the appropriate system parameters

A = 0.04, b =−0.1, β = 1.4,
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µ1 = 0.04, σ = 0.02, γ = 0.08.

By calculating, we get the basic reproduction num-
ber R0 = 7.78 and the positive equilibrium point E1 =

(0.0832, 0.2917, 0.6251). At this time, (H1) holds.

5.1. Analysis of Turing instability and control

We choose the initial conditions as follows:

S(x,0) = 0.0832+0.1cosx,

I(x,0) = 0.2917+0.1cosx,

R(x,0) = 0.6251+0.1cosx.

In the following, we discuss the different values of the diffu-
sion coefficient and controller parameters separately.

Case 1: τ = 0, d1 = d2 = d3 = 0.
According to Theorem 1, it is easy to get the uncontrolled

system (2) is locally asymptotically stable at E1. As can be

seen from Fig. 1, the spatial profiles of the state nodes even-
tually converge to the equilibrium point, which is consistent
with the theoretical results.

Case 2: τ = 0, d1 = 2, d2 = 0.001, d3 = 0.001.
Under this set of parameters, (H2) and (H3) are satisfied.

As can be seen from Fig. 2, Turing instability occurs and sys-
tem (2) is unstable under the action of diffusion term. At the
same time, from Fig. 3, we note that the spatial graph of the
uncontrolled system (2) shows a large oscillation, at which an
unstable Turing pattern is generated.

Case 3: τ = 0, d1 = 2, d2 = 0.001, d3 = 0.001, k1 = 1.1,
k2 = −0.009. We choose the control parameters k1 = 1.1,
k2 =−0.009 and (H4) and (H5) hold. With the effect of a hy-
brid controller, the controlled system (3) returns to the steady
state as shown in Fig. 4, which indicates that the hybrid control
may suppress Turing instability.
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Fig. 1. When τ = 0, d1 = d2 = d3 = 0, the uncontrolled system (2) is locally asymptotically stable at E1.
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Fig. 2. When τ = 0, d1 = 2, d2 = 0.001, d3 = 0.001, Turing instability occurs in the uncontrolled system (2).
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Fig. 3. Turing pattern of system (2) when Turing instability occurs.
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Fig. 4. When k1 = 1.1, k2 =−0.009, the controlled system (3) returns to the stable state.
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5.2. Analysis of Hopf bifurcation and control

Next, we keep the parameters of system (2) as in the
above. Let d1 = 2, d2 = 0.001, d3 = 0.001, and choose
S(x,0) = 0.0832, I(x,0) = 0.2917, R(x,0) = 0.6251 as initial
values. It is clear that (H1) and (H6)–(H11) are true. By cal-
culating, we know that τ0 = 40.95, w0 = 0.05, µ2 = 155.9,
β2 =−8.9073, T2 = 13.68.

Case I: Without control
When τ = 35 < τ0 = 40.95, according to Theorem 2,

system (2) is asymptotically stable at the positive equilibrium
point E1, as shown in Fig. 5. The trajectory of each state node

converges to a straight line. From Fig. 6 we can see that sys-
tem (2) undergoes a Hopf bifurcation and produces a limit cy-
cle at E1 when τ = 42 > τ0 = 40.95.

Case II: Proportional gain control with k1 > 0, k2 = 0.
In contrast to the system (2) displayed in Fig. 6, the con-

trolled system (3) eventually converges to a steady state when
k1 = 0.5 and k2 = 0 as displayed in Fig. 7. The stability in-
terval expands and the Hopf bifurcation is delayed, where the
bifurcation threshold τ0 is 63.28. By increasing k1 to 1.1, the
stability interval of the system shrinks, and the Hopf bifurca-
tion occurs early for the controlled system (3) when τ crosses
τ0 = 36.97.
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Fig. 5. The waveforms of system (2) for τ = 35 < τ0 = 40.95.
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Fig. 6. The waveforms of system (2) for τ = 42 > τ0 = 40.95.
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Fig. 7. The waveforms of the controlled system (3) with τ = 42, k2 = 0, and different values of k1: k1, respectively, equals 0.5,1, and 1.1.
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By further study, we can see from Fig. 8 that the bifur-
cation threshold τ0 varies with k1. When k1 > 1, the bifurca-
tion threshold of the controlled system (3) is smaller than that
of the uncontrolled system (2), triggering Hopf bifurcation in
advance. When 0 < k1 < 1, the bifurcation threshold of the
controlled system (3) is greater than system (2), and the Hopf
bifurcation is delayed. Therefore, we can regulate the bifurca-
tion threshold by adjusting the value of k1.

Case III: State feedback control with k1 = 1,−0.02 <

k2 < 0.1.
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Fig. 9. The waveforms of the controlled system (3) with τ = 42, k1 = 1, and different values of k2: k2, respectively, equals −0.01, 0, and 0.001.
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In Fig. 9, under the action of the state feedback controller
with k1 = 1 and k2 =−0.01, the controlled system (3) eventu-
ally converges to a steady state, the stability interval expands,
and the Hopf bifurcation is delayed, where τ0 = 56.99. When
k1 = 1 and k2 = 0.001, the Hopf bifurcation of system (3) oc-
curs in advance, while the amplitude of the periodic oscillation
gets bigger, where τ0 = 39.90. It can be seen that the feedback
gain parameter k2 not only affects the location of the bifur-
cation point but also has a great impact on the amplitude of
oscillations. Figure 10 gives the relationship curve between τ0

and k2. When −0.02 < k2 <−0.001, the bifurcation threshold
of the controlled system (3) is greater than that of system (2),
and the Hopf bifurcation is delayed. When −0.001< k2 < 0.1,
the bifurcation threshold of the controlled system (3) is smaller
than that of system (2), and the Hopf bifurcation occurs early.

Case IV: Hybrid control with k1 ̸= 1, k2 ̸= 0.
It is obvious form Fig. 7 that when k1 = 1.1 and k2 = 0,

the controlled system (3) undergoes a Hopf bifurcation under
the action of k1. However, when k2 is reduced to −0.02, the
Hopf bifurcation is delayed and the controlled system (3) re-
verts to the steady state, as shown in Fig. 11. Furthermore,
we take k1 = 1.1, k2 = 0.002 and k1 = 1.1, k2 =−0.004. Un-

der these two sets of control gain parameters, we can calcu-
late µ2 = 153.4, β2 = −7.1735, T2 = 15.98 and µ2 = 150.8,
β2 = −5.0586, T2 = 20.49, respectively. According to Theo-
rem 3, the controlled system (3) produces a supercritical Hopf
bifurcation, possesses a stable bifurcated period solution, and
the bifurcating period is increasing. From Fig. 12, we can find
that the amplitude of oscillations changes significantly when
different values of k2 are chosen. Thus, it can be concluded
that the gain parameter k2 has an important influence on the
nature of Hopf bifurcation.

τ
0

k2

↩. . . . . .














Fig. 10. A graph of the variation of τ0 with k2.
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Fig. 11. The waveforms of the controlled system (3) with τ = 42, k1 = 1.1, and different values of k2: k2, respectively, equals 0 and −0.02.
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Fig. 12. The waveforms of the controlled system (3) with τ = 42, k1 = 1.1, and different values of k2: k2, respectively, equals 0.002 and −0.004.
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6. Conclusion
A malware propagation model in MWSNs under hybrid

control is established in this paper. Through theoretical analy-
sis and numerical simulations, we can find that diffusion terms
will cause Turing instability, and time delay will result in Hopf
bifurcation. The conditions for the occurrence of Turing insta-
bility and Hopf bifurcation are obtained and the direction of
Hopf bifurcation is determined by using the bifurcation theory
and the central manifold theorem. The MATLAB simulation
results prove that the hybrid control method adopted in this
paper can effectively suppress the Turing instability and con-
trol the occurrence of Hopf bifurcation. This helps to enhance
the stability and controllability of the system to obtain the ex-
pected dynamic behavior and reduce potential risks.

The spatial mobility of wireless sensors aggravates the
difficulty of preventing and controlling malware propagation.
In addition, antivirus software does not act continuously but
updates the virus database periodically. Therefore, it is still
difficult to design the corresponding optimal controllers for
MWSNs. In our future work, we will explore the effects of
other control methods in control theory on the system in order
to find the optimal control strategy.
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