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A dynamical model is constructed to depict the spatial-temporal evolution of malware in mobile wireless sensor
networks (MWSNSs). Based on such a model, we design a hybrid control scheme combining parameter perturbation and
state feedback to effectively manipulate the spatiotemporal dynamics of malware propagation. The hybrid control can not
only suppress the Turing instability caused by diffusion factor but can also adjust the occurrence of Hopf bifurcation induced
by time delay. Numerical simulation results show that the hybrid control strategy can efficiently manipulate the transmission

dynamics to achieve our expected desired properties, thus reducing the harm of malware propagation to MWSNs.
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1. Introduction

Mobile wireless sensor networks (MWSNs) are com-
posed of a large number of movable nodes.!!) Compared to
static sensor networks, MWSNs have greater computing, com-
munication and tracking capabilities.!”! Therefore, MWSNs
have gained widespread attention in academic research and in-
dustrial fields.[! A computer virus is a set of replicable and de-
structive instructions artificially injected into a code designed
to destroy the data and functions of a computer, allowing it
to run with large-scale replication and infection of other com-
puters, resulting in network congestion, system paralysis, and
even a threat to national security. Since most of the nodes of
mobile wireless sensors are exposed to complex networks and
are more vulnerable to various malicious signals, a cyber de-
fense system is needed to protect the valuable information they
store and transmit. Considering the similarity between net-
work viruses and biological viruses, many scholars have used
the theory of infectious disease to study the propagation pro-
cess of malicious programs and construct a reasonable model
of malicious program propagation, which can effectively safe-
guard the user’s network environment and facilitate the pre-
vention and control of network viruses. ¥

The propagation of malware leads to various dynamic be-
haviors, i.e., the behavior of the system switches between a
stable equilibrium point and a stable limit ring when a param-
eter changes in a network node.!>! Such a dynamic evolution
process is called Hopf bifurcation, which is a common non-
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linear phenomenon. A supercritical bifurcation occurs when a
limit loop exists with a parameter greater than the bifurcation
value. On the contrary, a subcritical bifurcation occurs. Ren
et al.!”) developed a model for SIR virus propagation consid-
ering the effect of antivirus capability and discussed the pos-
sible subcritical bifurcation behavior of the system. Chong et
al.'® proposed a discrete system with Allee effect. Using the
central manifold theorem and bifurcation theory, they investi-
gated various types of bifurcation behaviors of the system, in-
cluding transcritical, pitchfork, and fold bifurcations. A tuber-
culosis transmission model was proposed by Abdelouahab.’!
It is found that the system exhibits saddle-knot bifurcations,
i.e., transcritical bifurcations between equilibrium points, un-
der different parameter controls. However, these models ig-
nore the effect of time delay on virus propagation. In Ref. [10],
a SLB computer virus propagation model is developed by con-
sidering the time delay caused by antivirus software to check
and kill the virus. Yao ef al.'''! proposed a worm propaga-
tion model with two time delays and a variable infection rate
based on isolation strategy, and demonstrated that controlling
the time delay within a certain range can effectively inhibit the
spread of the worm.

These models assume that all individuals are station-
ary and only describe the temporal dynamics of malware in
the network without considering its spatial distribution over
time. So far, diffusion effects have been widely studied in
neural network dynamics, but less studied in malicious virus
propagation.''?! Kumari er al.!'3! considered a malware propa-
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gation model with s-type removal rate and analyzed its spatio-
temporal stability, as well as global stability. In addition, this
paper introduces optimal control to inform how the virus prop-
agation should be suppressed and eliminated.

In real life, Hopf bifurcations are mostly harmful dynam-
ical behaviors; therefore, a controller needs to be designed
to eliminate these harmful behaviors.!'#! Currently, common
controllers are proportional-integral-derivative (PID) control,
proportional-derivative (PD) control, hybrid control, and so
on.[1>161 Zhu et al.'7) introduced a state feedback controller
for infected nodes in MWSNs. Hybrid control is a control
method combining state feedback control and parameter regu-
lation, generally applied to the Hopf bifurcation phenomenon
in continuous nonlinear systems, and can be applied to higher-
order systems by adjusting the control parameters to change
the bifurcation threshold and stability of the system. Mao et
al.""8) introduced a hybrid controller to a Hopfield neural net-
works model with time delays and verified through simula-
tion that this control method is effective compared to other
single control methods. Zhou et al.l'! investigated a delayed
fractional-order predator-prey model and imposed hybrid con-
trol on mature predator populations, delaying the emergence
of Hopf bifurcation and improving the stability of the system.
However, hybrid controllers have been relatively little studied
in malware propagation models.

In order to more thoroughly study the propagation dy-
namics of malware in MWSNS, this paper expands the current
research from the time dimension to the spatio-temporal di-
mension and establishes a nonlinear reaction—diffusion model
of malware propagation. Currently, most existing controllers
are applied to systems described by ordinary differential
equations, but we innovatively introduce a more general hy-
brid control into the reaction—diffusion malware propagation
model. In addition, this paper considers the effects of virus
latency time delay and recovery time delay simultaneously
on the temporal and spatial evolution of viral transmission in
MWSNS, gives the conditions for the occurrence of Turing in-
stability and Hopf bifurcation, and compares the changes of
system stability and bifurcation properties under the action of
different controllers.

This article is structured as follows. In Section 2, we de-
velop a nonlinear time delay malware propagation model and
introduce a hybrid controller. The conditions for the occur-
rence of Turing instability and Hopf bifurcation are given in
Section 3. In Section 4, the properties of Hopf bifurcation are
analyzed using normal form theory and the center manifold
theorem. Numerical simulations are given in Section 5 to ver-
ify the above conclusions. Section 6 gives the final conclusion
of this paper.

2. Model formulation

A modified SIRS model was proposed by Fang et al.!*!
as follows:

ds(r)
Cdr
di(t)
Sdr
dR(t)
dr

= UuN— %2[350)10) —(U+ 0)S+ &R,

nr?
= FBS(t)I(t)—(u+y)I, (M

=wS+vyl—(L+¢€)R,

where S(x,1), I(x,) and R(x,?) represent susceptible, infected,
and recovered nodes in a wireless sensor network, respec-
tively. r is the node communication radius, [? is the node
distribution range, 3 is the infection rate, and € is the proba-
bility of a recovered node becoming susceptible again. @ and
7 are the node conversion rates.

Based on the above ordinary differential equations, we
extend this to the spatio-temporal domain. These nodes are
randomly and evenly distributed in the two-dimensional re-
gion in MWSNSs. Let S(x,1), I(x,t), R(x,t) be the distribution
density of susceptible, infected and removed nodes at time ¢
and space location x, respectively. Considering the engineer-
ing significance of MWSNs, the attack and defense against
malicious viruses should be completed in a very short time,
otherwise the best time to protect information security will
be lost. Therefore, the latency time delay and the infection
time delay only have a very small numerical difference, so
we use 7T to describe these two time delays. Inspired by the
literature,?1"22] the number of susceptible nodes that can be
successfully infected by an infected node is MS,
where r is the communication radius of each node, p is the
node packet sending rate, and p is the successful packet de-
livery rate. Assuming 1 = 7r?[1 — (1 — p)P]/L?, in this pa-
per, we adopt the nonlinear incidence Y>S1/(1+ bI) which is
more in line with the characteristics of virus propagation, so
that B = 1115. Thus, we model the propagation of malware in
MWSN:s as follows:

dS(x,1) BS(x,0)1(x,t —7)
Franie diAS(x,t) +A— T4 blni—1)
—(u+0)S(x,1),
Al (x,t) BS(x,t)I(x,t —7)
Fral drAI(x,t) + m 2)
—yI(x,t — 1) — ul(x,1),
9Rg;vt> — d3AR(x, 1) + 0S(x,1) + ¥l (x,t — 7)
— UR(x,1),

with Neumann boundary conditions and initial conditions

dS(x,t)  dI(x,t)  OJR(x,t)
on  dn  adn

=0, x€dQ, t>0,
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S(x,1) = So(x,1) >0,
I(X,I) :IO(x7t) >0,
R(x,t) = Ro(x,t) >0,

(x,t) € Q x [~1,0],

where A represents the newly added sensor nodes in the
MWSN:s, b is the half saturation constant of infected nodes,
U is the drop-out rate of nodes, ¢ is the immunization rate
caused by the user’s pre-installed anti-virus software, and ¥ is
the rate of transferring infected nodes to the removed nodes.
Q delegates the network region, dQ is the boundary of Q,
and 7 denotes the outside normal vector of dQ. A = 9%/9dx>
is a Laplace operator in one dimension. The Neumann bound-
ary condition dS(x,t)/dn = dI(x,t)/dn = IR(x,t)/dn =0
indicates no communication between nodes across the bound-
aries. So(x,t), Ip(x,7) and Ry(x,) are nonnegative continuous
functions.

In MWSNSs, the periodic oscillations generated by Hopf
bifurcation are known to affect the performance of nodes and
even disrupt the normal operation of the entire network. Thus,
it is necessary for us to introduce the hybrid controller into the
model to suppress the generation of Hopf bifurcation. Hybrid
control strategy is applied to the infected nodes of system (2),
which is

ki (x,1,7) ko [(E(x,) = I) + (I(x,0) = I)),

where F (x,t,7) is the right-hand end of the second equation of
system (2), k1 is the adjustable parameter, & is the state feed-
back parameter, and I* is the positive equilibrium steady state
of infected nodes. Thus, the following controlled system can

be obtained:

9S(x,t) B BS(Cx,t)I(x,t —T)

5 = hastun+A— S s
— (L +0)S(x1),

ol(x,1) BS(Cx,t)I(x,t —T)

g ~hlbAl )+ =T
() - pl(x.0) ®
+ha[(I(x, 1) = 1) + (I(x,1) = 1)),

QRgtc 1) = d3AR(x,t) + o S(x,1) + yI(x,t — T)
— UR(x,1).

Remark 1 Many existing malware propagation models
are based on ordinary differential equations (ODEs), which ig-
nores an important factor: spatial factor. Change in the spatial
location of nodes has an impact on the node density. There-
fore, we introduce Laplace operators to represent the second
order derivatives of spatial variables as a way to describe the
spatial propagation behavior of malware.

Remark 2 Hybrid control has been successfully applied
to control Hopf bifurcation of ODE systems.!>3?*1 We first

adopt it to optimize the unfavorable spatiotemporal dynam-
ics of malware propagation in MWSNs. The hybrid controller
does not alter the position of equilibrium point of the original
system (2), so that it realizes the control object without chang-
ing the properties of system (2).

3. Spatiotemporal dynamics analysis

Without considering the diffusion term, the virus-free
equilibrium point Ep = (”ﬁ 550, #(H < G>) and the endemic
equilibrium point E7 = (S*,I*, R*) of the controlled system (3)

can be obtained, where

.  DbA+tpu+vy

" B+b(u+o)
1* _A_(M+G)S*
pt+y
R — GS*—&—YI*.
u

The basic reproduction number Ry plays an important role
in virus propagation studies.>> In this paper, we use the re-
generation matrix approach to calculate Ry. Let

dfi _
dr

where X;(x) is the rate of individuals newly infected with
the node in group i and I;(x) is the rate of removal. If
the equilibrium point is xo = {x|x; = 0,x = 1,2,...m}, then
F= [35/’ (x0)]. V = [3713()50)] , the regeneration matrix is de-
noted as FV !
matrix p(FV~
obtained that

. Ry is the spectral radius of the regeneration
). Letting X = (I,R), from system (3), it is
dX

—F— 4
ar v, )

where

BS(x,0)I(x,t — 1)
1+bI(x,t—1) ,

oS(x,t)+yI(x,t — 1)

YI(x,t)+ ul(x,1)

V= (/J,R(x 0 )

The Jacobian matrices at the virus-free equilibrium point Ey

F =

respectively are

BA
u-+o 0 ) JV:(,lH—}/ 0)-
0 0

Jr =
y u
Hence, the basic reproduction number of system (3) is
- BA
ROZP JFJ 1): max |2, = - )
S A s [ TRy

where © is the spectrum, i.e., the set consisting of all eigenval-
ues of the square matrix FV !
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Lemma 1 If Ry > 1, then there is a unique endemic equi-
librium point E; in the controlled system (3). If Ry < 1, then
the controlled system (3) has no endemic equilibrium point.

Proof When Ry > 1, we get A > (4 + o) (1 +¥), then
S§* > A/B > 0. Considering A — (1 + 0)S* = [BA— (1 +
o)(u+7)]/IB+b(+0)] >0, it is clear that I* > 0 and
R* > 0. This indicates that the controlled system (3) has only
one endemic equilibrium E;. When Ry < 1, we have S* > 0,
I* <0, in consequence the endemic equilibrium point does not
exist.

Let S(x,t) = S(x,t) — S*, I(x,t) = I(x,t) — I*, R(x,t) =
R(x,t) — R*. Linearizing Eq. (3) at E|, we can obtain

dS(x,1)
ai&t S(x,1) S(x,1)
éxvf) = DA | I(x,0) | +Ly | T(x,0)
. 3 o
K R(x.t R(x,t
IR(x,1) ®0) )
ot
S(x,t —1)
+Ly | I(x,t—17) |, )
R(x,t — 1)
where
D = diag{d,,d},d5},
al 0 0 0 b12 0
Li=|ayaxn 0 ; Ln= 0 bn 0 ’
asg 0 ass 0 b32 0
with
I rr
d£:k1d2, a = _l—lf—bl* —U—0, ap :kl%v
ap = —kill+k, a3 =0,
S*
a3 =—W, b= (lfbl*)p
Bs*
e T

The corresponding characteristic equation of system (3) is
det(Al — My — L — Lye %) =0, (6)

where I is a 3 x 3 identity matrix and My = —Dk* k €

{0,1,2,...}. Thus, Eq. (6) is equivalent to

0 = A3 +my (K, k1, ko) A2 +ma (K2 k1, ko) A
+m3(k, ki, k) + (1A% + B (k2 ki ko) A
+13(K ki ko) e A, (7)
the corresponding coefficients are
my (K ki, ko) = d\k* + dok? + dsk* — ayy — az — ass,

my(k* k1, ko) = (dik* —any)(dyk® — anp) + (d3k* — a33)
X (dik? + dok* — ayy —an),

m3 (k2 ki, k) = (dik® —apy) (dok® — az) (dsk* — az3),
Iy = —bx,
LK ki,ky) = —bx(dik* +dsk* —ayy — as3) — ax by,
(K> ki, ky) = —boy(dik* —ary)(dsk* — azz)
—axbio(d3k* — az3).

Next, we will analyze the Turing instability and Hopf bi-
furcation of system (3).

3.1. Turing instability

The mechanism of Turing is an instability caused by a dif-
fusion term. In this subsection, the Turing instability of sys-
tem (3) without time delay is studied.

Whent=0,d;=0(i=1,2,3), k1 =1,k =0,Eq. (7) is
simplified to

23+ @y (ki ko)A + @ (ki ko)A + @3 (k1,ka) =0, (8)
with

o (k1,k2) = —an —axn —asz; — b,
@ (k1,k2) = araxn +assz(an +ax)
+bxn(an +asz) —anbi,
@3 (ki,ky) = —aiaxnas; —ayaszbyn +azazbi;.
Suppose that the following holds:
(Hi) @1(1,0) >0, @>(1,0) > 0, @3(1,0) > 0,
o1(1,0)m,(1,0) — @3(1,0) > 0.

By virtue of the well-known Routh-Hurwitz criteria, when
(H1) holds, it can be concluded that all roots of Eq. (8) have
negative real parts. Thus, the uncontrolled system (3) is lo-
cally asymptotically stable in the absence of time delay and
diffusion term.

When 1=0,d; >0 (i=1,2,3), ki =1, kp =0, Eq. (7)
becomes

0=A3+01(K ki, k2) A% + o (K* k1 ko)A + 3 (K2 ky ,ka), (9)
where

10 (K k1K) =y (kK + @ (ki k),
(P ki, k) = xo1 (kK + xoa (ki ko )k + @ (ki ka),
13 (K ki ko) = 31 (k0 )K® + x32 (ki ko )k
+x33 (ki ko)l + @3 (ki , k2),
with

x(ki) = di+dy+d3 >0,

221(ky) = didy +dids +dyds >0,
K22(ki, ko) = —and —aydy — di(ai +an)

—ax3(di +d3) —bxn(d +ds),
1a1(k)) = didbds >0,
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132(ki,k2) = —assdidy — ds(and) + ar1da) — bxndds,
x33(k1,k2) = asz(azd) +ayidy) +aiaznds
+ba(azsd) +aindz) — axibiads.

Let x = k2, we denote

F(x) = x3(x,1,0)
= 151(D2 + x32(1,00 + x33(1,0)x + @3(1,0). (10)
Make the following assumption:
(H) x33(1,0) <0, F(x") <0,

in which

11,00+ /23 (1,0) = 3751 (1D (1,0)
- 3xs1(1)

Lemma 2 If (H,) is satisfied, then F(x) = 0 has two
positive roots xi, x (x; < x3). Then, F(x) < 0 holds for
Vx € (x1,x2).

Proof When x33(1,0) < 0, F'(x) = 3x31(1)x* +
2x32(1,0)x + x33(1,0) has two positive roots

X2

x1" = (—x32(1,0) — \/76322(170) —3x31(1)x33(1,0)) /3231 (1),

x" = (—x32(1,0) + \/%322(170) =3x31(1)x33(1,0)) /3x31(1).

Since F(0) = @3(1,0) > 0, 1i_>m F(x) = 400, F(x2*) <0,
X—>oo
F(x) = 0 always has two positive roots x; and x;.
Define

h(Ask) = A% + 31 (K2, 1,0)A2 + 12 (K2, 1,0)A + x3(k*,1,0).

Clearly, gim h(A;k) = +oo. We make the following assump-
—yo0
tion:
(Hz) There is a positive integer ko € (x1,x2).

From Lemma 2, if @3(1,0) > 0, (H>) and (H3) are satis-
fied, then F(ko?) = x3(ko?,1,0) < 0. Obviously, i(A;k) =0
has at least one positive root.

When 7 =0, d; >0 (i =1,2,3), k1 #0,1, kp # 0, the
system changes to the form of Eq. (9). We assume that

(Hy) x32(ki,k2) >0, x33(ki,ka) >0
or ys2(ki,k2) >0, x33(ki,k2) <0, F(x3)>0.

If (H) and (Hy) are satisfied, then F(x) > 0 holds for Vx > 0.
Thus, we can get x3(k?,ki,ks) > 0. After the above discus-
sion, we have

X1 (k27k1 7k2)X2(k27k1 7k2) - %3(k27k1 7k2)
= 71 (k) )K® + Fo (k1 ko )k + 23 (K1, ko )k + Ra (ki K2),

with

(k) = xn(ki)xai (ki) — x31(ki)

= di*(dy+ds) +d57(dy +d3)
+d3*(di +dj) +2ddyd3 > 0,
Xk, k2) = xui (k) xaz (ki k2)
+ @ (k1 k2) x21 (k1) — x32(ki, k2)
= (d1 +dy+d3)[—and, —and, —ds(ay +ax)
—az3(di +dy) — by (dy + d3)]
—(a11 +axn +azs +by)(didy +dids + dyd3)
+ax3ddy + ds(axndy + ayidy)+bxndids,
a(ki,ko) = @ (ki ko) x (ki)
+ @ (k1 k2) x22(k1, k) — x33 (K1, k2)
= lanaxn +ass(an +a)|(d +ds +ds)
+[ba2(an +as3) —anbi)]
X (di +dy+d3) + (a1 +axn +azz + bx)
X landy +aidy +ayids + axnds)
+(—an —ax —asz3 —bxn)
X [—as3(dy + dy) — by (di +d3))]
—az3(and, +aydsy) — aanass
—by(azsd) +ands) + a1 biads,
(ki k) = @ (ki k)@ (ki ko) — @3 (ki k2).

Combining with (Hy), we know that %4 > 0. Make the follow-

ing assumption:
(Hs)Za2(ki,k2) >0, F3(ki,k2) > 0.

According to the Routh-Hurwitz criterion, if (H,), (Hs) and
(Hs) hold, then the roots of Eq. (9) have negative real parts.
Consequently, system (2) is locally asymptotically stable.

Theorem 1 Assume that Ry > 1, T =0 and (H;) hold.
We can draw the following conclusions.

1. fd; =0 (i =1,2,3), k = 1, ko = 0 hold, then the
uncontrolled system (2) is locally asymptotically stable.

2. Ifd; >0 (i=1,2,3), k1 =1, kp =0, (H>) and (H3)
hold, then the uncontrolled system (2) occurs Turing instabil-
ity at E.

3.Ifd; >0 (i=1,2,3), k; #0,1, ky # 0, (Hs) and (Hs)
hold, then the controlled system (3) can return to a steady state
under hybrid control.

Remark 3 From Theorem 1, it can be seen that Turing
instability occurs when the diffusion coefficient meets certain
conditions when no control is applied to the system. When
the hybrid controller is added, the system returns to a stable
state. It can be seen that the hybrid control can suppress the
occurrence of Turing instability and improve the stability of

the system.
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3.2. Hopf bifurcation

If 1t =0, d; > 0, from the above discussion, it is clear
to see that the controlled system (3) is locally asymptotically
stable when (H) ), (Hs) and (Hs) hold.

For 7 > 0, d; > 0, we assume that A = iw (w > 0) is the
root of Eq. (7). We substitute it into Eq. (7) and separate the
virtual and real parts yields

L (K% ky ko Ywmy (K2, ky ko )w? — m3 (K2, ky k)]

e [l (K2, Ky ko )W) + [Liw? — I3 (K2, Ky, ko )]
[hw? — (K2, ke, k)] [w? — mo (K2 Ky Kp ) W]
[l (K2, Ky, ko )w]* + [Liw? — (K2, ke ko)

cOSWT — [—my (K2, ky ,ko)w? + m3 (k2 ky ko) ]y w?

(L (K2, ki ko)) + w2 — I3(K2, Ky, ko))
L (K2, ky ko )w[w? — ma (K2, ky ko )w]
[l (K2, ky ko )w]* + [[ow? — I3 (K2, k1 ko))
[—my (K2, k1, ko )w? +m3 (k% Ky, ko) |13 (K2 Ky, ko)
[ (K2, ket ko )W) + [liw? — 13 (K2, ki, ko))

from which we can obtain a sextic equation for w:
0 = wo +Cy (K2, ki, ko) w* 4+ Co (K2, Ky ko )w?
+C3(k2 ki, k2), (12)
where the coefficients are

Ci(K2 ki ko) = mi(k2 ki ko) — 112 — 2ma (K2 Ky ko),

Cy (K2 ky ko) = m3 (k2 ky, ky) — 2my (K2 Ky, ko )ms (K ky k)
— B2k, ko) + 2L 3K Ky ko),

(k2 ky,ky) = m3 (k% ky, ky) — I3 (K2 ky k).

Letting z = w?, Eq. (12) is equivalent to a cubic equation with
respect to z as follows:

0 =23+ C1 (K, ky,ky)2* + Co (k% k1, ko )z + C3 (k% k1, ko). (13)

When k = 0, Eq. (13) has at least one positive root if the fol-
lowing condition holds:

(Hg) C3(0,ki,ky) = m3(0,ky, ko) — 13(0,ky,k2) < 0.

Without losing of generality, we assume that Eq. (13) has three
positive roots z, (n = 1,2,3), then Eq. (12) has three positive
roots w, = /z, (n=1,2,3). By Eq. (11), we obtain

La(k1,ko)wa* + Ls (ki , ko) wy? + Lo (k1 k2)

arccos
o — L (k],kz)wn4+L2(k1,k2)wn2+L3(k1,k2)
n W
2rj
2 =01, (14)
n
where
_ 2
Lyi(ki, ko) = 117,

an

Ly(ki,ky) = L*(0,k1,ky) —21113(0,ky,k2),
Li(ki,ky) = 13%(0,ky,ky),

Ly(ki,k2) = 1(0,ky, k) —my(0,ky, ko)1,

Ls(ky,ka) = my(0,ky,k2)l5(0,k1,ky) +1ym3(0, k1, k)

—ma(0,k1,k2)12(0, k1, k2),

Lo(ki,kz) = —m3(0,k1,k2)13(0, k1, k2).
Remark 4 Referring to Refs. [26,27], in Eq. (14), j rep-
resents the periodicity of the bifurcation point, which is the

minimum bifurcation point when j = 0.
Define

TO:T,? = min {1,?},

Wo = Wy,
0 {123} "o

Denote

hy(y, k1 ko) = mi%(y, ki ko) — 2ma (v, ky ko) — 12,
ha(y,ky ko) = mo® (v, ki ko) — 2my (v, ky ko) ms (y,ky ko)

— L2 (y, k1, ko) + 20 15 (y, ki, ko),
hs(y, k1, ko) = m3(y,ki,ka) — 32 (y, k1, ko).

Make the following hypotheses:
(H7) h;’(yaklakZ) > Oa for y= 17 i= 1a2337""

Under (H7), hi(y) (i = 1,2,3) is monotonically increasing
when y > 1. Thus

h(yv,ki k) = mi*(1,k, ko) —2mo(1,kn k) — 12,
ha (v, k1, ka) > mo? (1, k1, ko) — 2my (1, k1, ka)m3 (1,kq,ka)
—L2(1,ky, ko) + 201 13(1,ky , ko),

ha(y ki k2) = m3(1,k1 k) = 15 (1 k1 ko).
Make the following assumptions:

(Hg) my%(1,ky,ky) —2ma(1,ky, ko) — 132 >0,
(Ho) ma®(1,ki,ka) —2my (1, k1, ka)ms (1, k1, ko)
— L (1,k1, ko) + 211 13(1,ky ko) > 0,

(HIO) I’I’l32(1,k1,k2)—132(1,](1,](2)>0.

From (H7)-(H,p), it follows that
Ci(k? k1, ka) = hi(y.k1,k2) > hi(1, k1 k2) > 0.

Thus, Eq. (12) has no positive real roots. Below we verify the
transversality condition when k = 0. Differentiating both sides
of Eq. (7) with respect to 7, one can get

(&) =30

S1(A) = 347 42my(0,ky, ko)A +ma(0,ky, ko)
+ (2L A+ 1(0,k,ky)) e T,
SH(A) = e AM(UA3 +1(0, k1, ko) A% +13(0, k1, ko).

where
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Let A = () + iw(7) be the root of Eq. (7) near T = Ty satis-
fying a(19) = 0, w(1p) = wo. Then

S1(A) =M +iMy,
S2(A) = Ny + 1Ny,
where
M, = —3W0 +m;(0 kl,k2)+211WosinWQTo

(
+12(07k17 2)COSWO‘L'0,
My = 2m(0,ky,kp)wo + 211 wocoswoTy
)

—1(0,k1, k) sinwgTp,
Ni = —1(0,ky,ky)wo* coswoTo

—Lwy’ sinwg T + 13(0, k1, ko )wo sinwy 7o,
Ny = —Lwo> coswoTo + 13(0, k1, ko )wo cos wo T

+ 12 (07k17k2)W02 SiIlW()‘L'()7

thus the following expression is obtained:

da) ! M +iM, T
Re{} :Re{lﬂzgo}:
drt =1 Ni + 1N, wo

Note that

-1
sign Re(M> = sign Re(M> .
dT =1 dT =T

We make the following assumption:

M{N1 + M;N,
N?+N;

(Hll) MiN1 +MN, > 0.

If (Hy1) holds, then Re(dA/dt)~" ., > 0. Combining the
above discussion, it is easy to get the following theorem.

Theorem 2 Assume thatRy > 1, d; >0 (i=1,2,3), (H))
and (Hg)—(Hj1) hold. We have reached the following conclu-
sions.

1. The controlled system (3) is locally asymptotically sta-
ble for 7 € (0, 79].

2. The controlled system (3) undergoes a Hopf bifurca-
tion at £ when 7 = 1.

Remark 5 From the expression of 7y, we can see that
its value is related to k; and k», so changing the values of k|
and k; can adjust the bifurcation threshold of the system while
keeping other parameters constant.

4. Direction and stability of the Hopf bifurcation

There are many methods for Hopf bifurcation study, in-
cluding the Lyapunov—Schmidt method, 8! Lyapunov con-
stant method,?®! averaging method, and so on. Here, we
adopt the normal form and center manifold theory, which ap-
proximates the high-dimensional system to a two-dimensional
plane by the central manifold theorem, and then transforms
this two-dimensional system to a PB regular form by an ap-

proximate constant transformation, and finally relies on the

discussion of the PB regular form to obtain the periodicity re-
lation of the extremal ring, which can be used to discriminate
the type of Hopf bifurcation.3") Compared with other meth-
ods, this method by reducing the dimensionality of the sys-
tem greatly simplifies the difficulty of dealing with the prob-
lem, and it is a mainstream method to deal with the bifurcation
problem at present. The calculation of the direction of bifur-
cation is very complicated. We will give the detailed steps of
the derivation process below.

Inspired by Refs. [31-33], we introduce a new variable
0 = 7— 1%, where 7y is denoted by t*. The system (3) is
transformed into a generalized differential equation at ¢ =
C([-1,0],x
time delay 7 through the time-scaling t — /7 :

) written in the following form by normalizing the

dU (1)
dt

= t*DAU(t) + L(t*)(U;) + F(U,,8),  (15)

where U (x,t) = (S(x,1),1(x,t),R(x,t))T € X, U(t) € £. Oth-
*)(n):C— X and F(-,8) : C — X are given by

a1 mi(0) +b12n2(—1)
a1 (0 ; +anm(0) +bnm(-1) |,
L(

erwise, L(t

L)) =7

az1M1(0) +b3n2(—1) +az3ns(0)
F(n,6) = 6DAn(0)+ L(6)n + f(n,9),
where
Vi
Fm,0)=("+3)( o |, (16)
0
in which
Vi = aam(0)na(—1)+aism~(—1)
+a16m (0)m2° (—1) +arma’ (—1),
Va = a1 (0)ma(—1) +azsme*(—1)
+ae (0)M2%(—1) + azyma* (= 1) +k2m3 (0),
with
Y R
T e TP (e T (b)Y
Bb*S*
ayp=————7, au= —kiars, axs =—kiais,
(1+bI%)
axs = —kiaie, axy = —kiaz,
for n = (n1,Mm2,Mm3)" € £.341 The linearized of system (3) at
(0,0,0)T is
drgt(t) — ¢ DAU (1) + L(7*)(U}). a17)

From the previous discussions, we know that for 7 = 7* the
characteristic equation of Eq. (15) has a pair of simple purely
imaginary eigenvalues Ag = {—iwo7*,iwo7*}. By the Riesz
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representation theorem, there exists a 3 x 3 matrix function
r,t")(—1 <6 <0) so that

5 0

~ ¢ DIN(0) +L(¥)(n) = [ [47(0.5)n(8). (13)

In fact, for n € ¢, we choose

an—dik> 0 0
F(G,T*) = 1" any agz—d&kz 0 ~V(9)
as] 0 a33—d3k2
0—-b;20
+7| 0 —bn 0 | v(O+1), (19)
0 —b3 0

where v is the Dirac delta function that v(0) = 1 and v(0) =
0 (—1<6<0).33 Let A(7*) denote the infinitesimal gener-
ator of the semigroup and A* be the formal adjoint of A(7*)
under the bilinear pairing

0 0
(v.6) = v(00) = [ [ w(c-0)dr()9(¢)d

0 0512 0
= w(©9(0)+7 [ y(o+1)[ 0620 | 9(6)as,
-1 0 b3 0
(20)

for ¢ € C, y € C(|—1,0],X). From the above discussions,
we know that +iwyt* are a pair of simple purely imagi-
nary eigenvalues of A(7*) and A*(7*). Let P and P* repre-
sent the central subspace of A(7*) and A*(7*) with respect
to the eigenvalue Ay, respectively. Suppose that p;(6) =
e™TO(1,E,0)T,(~1 < 6 < 0), pa(6) = P1(6), qi(s) =
e MOTS(1,E% ), (0 < s<1)and q:(s) = Gi(s).7% We de-
rive

(AL —A)p:(0) = 0|)L=iw0‘c*’
(AT = AT)q1(0) = Ol; ;-

Then, we can easily obtain

in+d1k2 —ai

= PP
oo wotan—dik
as ’
azibia + by (iwo +dik* —an .
&= ( ) £=0. (1)

bia(iwo+dsk* —az3)
Let 2= (£21,42,), £2* = (§27,42;)T, for 6 € [-1,0]. We have

Re{eiwor*e}
Re{§ eiwor*e}
Re{ceiwor*e}

2,(0) = Pl(e);‘pz(e) _

coswyT 0
K
- Y1 +1 )

—bia[w§ + (a33 — d3k2)?]

Im{eiwor*e}
Im{.’;' eiwor*e}
Im{geiwor*e}
sinwy7* 60

K;
Y3+, ’

—bio[wE + (as3 — dsk?)’]

2(0) = pi(6) —p2(6)

for 6 € [—1,0], where
1 . * *
K1 = 7[W0$1H(W0T —woT 9)
b1z

+ (d1k2 —app) COS(W()T* — W()’l,'*e)}7

1
K, = 7[WQCOS(W0T*—W0T*9)
bia

— (d1k* — ayy) sin(woT* —woT*8)],
Y| = coswoT*0[—az1biz(dsk® — az3)(dik* — any)),
Y, = —woazibi2sinwgT* 0,
Y3 = coswoT 0[woazibia +wobsa(dik* —aiy)
—wobsa (dsk® — as3)],
Yy = sinwot*0[—az b2 (dsk* — az3)
—wibs: — by (dik* — ar1)(dsk® — as3)],

Re{efiwo’f*s} T

Re{é* efiW()T*S}
Re{c* efiW()T*S}

Ql*(s) _ ql(S)—;qz(S) _

coswoT"s T
ap —dp COSWoT S +wosInwgT' s
d k2 * : *
ar ’
0
. * T
Im{eflwo‘r X}
2(s) = 7q1(s)2.q2(s) = | Im{&*e W07}
1 Im{c*efiwor*s}
T

—sinwyT*s
(dlkz - a11) SinwgT*s +wgcoswyT*s

as|
0

for s € [—1,0]. Note that

(q1,p1) = (217, 921) — (0227, 82) +i[(8217, ) + (227, £21)],
(q1,p1) = 14+EE + L8 +1°Ee™0 (bia+bné* +b3lY)

*

I
)

Then, we have

(QTa Ql) - (937 QZ) = RC{E*},
(027,92,) + (825, 62)) =Im{Z*}.

Next, we denote (§2%,92) = (£2;*,62) (j,k=1,2) and con-
struct a new basis ¥ = (¥, ¥, ¥3)T = (2%, 02)~ 102+ B7
Then, (¥, ®) is a second order identity matrix. In addition,
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define fi = (B;,5%.6;) and 8- fy = 818} + 0208} + 933}
for & = (81,0,,8;)", 0j €R(j=1,2,3), where

coskx 0 0
Bi=| 0 |, Bi=(coskx|,B=| 0
0 0 coskx

Then, the central subspace of the linearized system (17) is
given by Pcn/, where
Pent(n) = 2(®,(n, fu) - fr, nel, (22)

and ¢ = PcN{ + Pst, where Ps{ denotes the complementary
subspace of Pcn/. Define A(7*) as

Arn(8)=1(8)+Xo(8)["DAn(0)+L(7")(1n(6)) — N (0)]

for n € £ x X, where

Therefore, system (15) can be converted into the following ab-
stract ordinary differential equation:

U =AU+ X F(U,9). (23)

Using the decomposition ¢ = Pcn{ + Ps{ and Eq. (22), the so-
lution of Eq. (23) can be written as

U=Q (28) S (x1,x2,0), 24)

where

<x1(f)) = (@, (UL, i)

xz(t)

Then, we count the normal form of Eq. (22) on the center man-
ifold. Letting z = x; — ix; and noticing that p; = £2] + 182,
Eq. (23) can be rewritten as

1
Utzi(plzJFplZ)'fkjL@(ZaZ)v (25)
where ©(z,2) = (5, —57,0). It is easy to get z satisfying
= iWOT*Z+g(sz)7 (26)
where
2(z,2) = (¥1(0) —i%(0)) (F(U;,0), fi)
= (1(0) = i%2(0)) (£ (U3,0), fr) -
Let
7 7
@(272)2(9205 +@11ZZ+@025+"'7 (27)
7 7
8(2,2) = 8205 + g1zt gor s+ (28)

Through Egs. (25) and (27), we can obtain

U(0) = 6)0) + {02+ 0 (0
+ %(z—kz) coskx,

U20) = 0805 +0{ 02+ 63'0)
+%(§z+§2) coskx,

Uu(-1) = O (-5 +ef -zt el (-]
+ %(ze_iwof* +ze"0™) coskr,

t@en=@$en§+d%—mm@$@n§

1 . % = . *
+ E(éze_‘wor +&Eze™0% ) coskx.

Combining with Eq. (16), we can get

2 2
“ Z _ Z
AHUL0) =1 cos’kx {8202 +£11zz+£022]

2z

+ 5 [e1 coskx + gxcos3kx] 4 - - -,

2 52
% < _ Z
£ U,0) =1 cos?kx {1202+l11ZZ+1022:|

2z 3
+ —=[1; coskx + 1pco8 kx| + - -

2
f3(Ut7O) = 07

where the coefficients can be expressed as

1 _: * 9 * _
82025(611456 Ty g15E2e 20T gy = By,

1 ; * Z * 1 =
81121a14<§e71WoT +€CIW0T )+56115§§,

1 B o .
o = §(a24<§e WoT" 1 gpsE2eT2W0T) 1y = Ty,

1 . * = * 1 =
& = 1024(5671%7 +&e™0T )+ 5612555’

and
& =au {@f?(—n + %@2(3)(—1) + %é e™07 04 (0)
ge ol 0]
+as [2§@l<f)(fl)e_iwof* +§@2<§>(71)eiwof*],
& = %611655 + 201652672”\}07* + %anézge*iw"r*,
b =ay [@f?(—l) + %@2(3)(—1) + %é e"07 04 (0)
e ol 0]
+ars 2607 (—~1)e T L EOL) (—1)ei0T ],
= %612655 + %a%éze*zwor* + %azﬁzﬁ_e*iw‘ﬂ*

3 .oz
+Zk2§ 5
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It is noted that By Eq. (32), we can see that

1 [7 3 _ _
%/o coskrdr=1, k=0, (z2) = —£2(0)%(0) (XoF(U,,0), fi) - fi

<p1(9)+p2(9) Pl(e)—P2(9)>

1 T
f/ cos’kxdx =0, keN*. = -
T Jo

2 ’ 2i
Let (71,72) = ¥,(0) — i®,(0). Considering Eqs. (27) and X (@1(0),2(0))" x (£(Uy,0), fi) - fi
1
(28). we have = —;1820p1(0) +202p2(6))2” - fi
_f0, keNt 1 ) )
§20= ‘L'*(Ez()hl-‘rlzohz), k=0, 75[8111’1(9)+g11p2(9)]zz'fk+"'
[0, keNT,
g1 = T*(811h1+111h2), kZO, When 6 € [_170)’
802 = 820, 0 N+
g21 =T (x1h1 + x2h2), keN. Ihy(6)={ 1 _ 7
20(8) —5[8201)1(9)4'8021?2(9)]'fO, k=0,
As shown above, we get the expressions of gzg, g11 and go 0 = N+
when 6 € [—1,0]. In order to get the expression of gp;, we M, (6) = B D
must compute @(0) and O;;(6). From Eq. (27), we know _E[gllpl (0) +81up2(0)]- fo, k=0.
that
) B . When k =0,
0(z,7) = Oxzz+ 011 (224 72) + OppZz+ - -, (29)
2 2
Ar0(2,2) = Ar O +Ar 012+ Ar O = + - . (30) T50(0)
2 2 €0
Otherwise, O (z(r),z(¢)) satisfies | 1o | cos? k=NT,
0
O=Apr0+I1(z,2), (31) - €0
where T ( 1(2)0 ) — =[820P1(0) + g02p2(0)] - fo, k=0,
7 7
H(ny)=H205+U11ZZ+U025+--~ I3, (0)
= XoF(U/",0)— (&, (XoF(U*,0), fi)) - fe [ .
T 11 | cos?k k=N,
= X0f<Uf*70)_‘Q(w7<X0f(Ul*7O)7fk>)fk (32) 0
. . . . . B &1
Comparing the coefficients in Eq. (29) with those in Eq. (31), B
—omparing a-(29) a-GD ™| —*[811P1(0)+g11p2(0)]'f0, k=0.
it follows that 0 2

(33)

(ZiWO‘L'* — A’[*)@ZO(G) = Hz()(e),
By the definition of A+, when 6 € [—1,0), we can get

—A+01(0)=1I1,,(0).
|

2iWoT*@20(9), kENJr,

i 1 _
2iwgT O (0) + E[gzopl (0) +802p2(0)] - fr, k=0.

0(0) =

Furthermore, since p(8) = p(0)e ™07 9 it follows that

E, e2imto, keNT,

Oy(0) =4 1] iga 1802 - (34)
= ) 0)| - fo+ Ere*™m0 k=0
5 W()’L'*pl( )+3wor*p2( )| -fo+Ere , ;

with
@20(0)7 k€N+7
E, = 1] ig20 802 (35
@5 (0) — = 0 0)| - k=0.
50(0) Z[W()T*pl( )+3w07:*p2( )| - fo,

Using the definition of A+ and combining Egs. (33)—(35), for k € N*, we get
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ZiWOT*@zo(O) — T*DA@Z()(O) — L(T*)(@zo(e))
= 2iwT" E| — T*DAE| — L(t*)(E; e*"07 9)

&0
= 1| 1 | cos®kx.
0
Hence,
—1
K1 0 0 &0
E =| —an o 0 Lo | cos?kx, (36)
—az) —bype 2T Ky 0
where

K1 = 2iwg +di1k* —aiy,
. —21 *
K = 2iwy erékz —ax —bxye ZiwoT R

K3 = 2iwy +d3k2 —as3z.

When k& = 0, we have

2w T @ (0) — T* DA @(0) — L(*)@20(6)
20t [ 3| 210+ 222 )] 1o+ B
D[ 220504 252 0] 1o+ B
20|52 0+ 322 p00)] £

+ El eZiWQ’C*e

&0
. k
=7 1o

- %[pl (0)g20 +P2(0)go2] - fo-
0

In addition, due to
7" DA[p1(0) - fo] + L(7*)[p1(0) - fo] = iwot*p1(0) - fo,
7" DA[p2(0) - fo] + L(7*)[p2(0) - fo] = —iwoT*p2(0) - fo,
we obtain

&0
2iwgT" E| — T*DAE| — L(t") (B, e*"07 ) = 7" | 139
0
Thus, when k£ = 0,
-1

K1 _b12672iwo‘r' 0 &0
E] = —aj| K> 0 X 1o COSZk)C7 (37)
—az) —bxpe M7 Ky 0
where

o1 = 2iwg —aii,
0y = 2iwg —axn — by e T
O3 = 2iW() —ass.
Finally, from Egs. (36) and (37), Vk € N, it is easy to get
-1

sk
K] 7[)12672””0‘t 0 €20
E, = | —a K 0 X | 10 coskx.
: *
—a3) —bpe 2T i 0

Using the calculations in Egs. (34)—-(37), we get

, 0, k € N,
O1(0)=< 1
1(6) E[gupl(@)-l-gupz(@)]'fo, k=0,
B, k € N,
©11(0)=<¢ 1[—ign 211
— 0 0)| - E>, k=0
7 w,l'c*pl( )+W”T*P2() fo+ Es, )
where
el —blz 0 -
E2: —daj] () 0
—az1 —byp e3
€11
x| 1y |cos?kx, keN, (38)
0
with
er =dik* —aiy,

2
ey = dyk* —ay — b,
e3 = d3k* — az3.

Summarizing the previous results, we can get a specific
expression for g2;. To determine the Hopf bifurcation direc-
tion, the stability and period of system (3) at the critical value
T*, we give the following formula:

2
= ST (gzogll —2lgn|*— \g(;z\ ) + %7
by Rela(0)
Re(A'(7%))’
B2 =2Re(c1(0)),
ey (0) + alm(A ()
woT*

C1 (0)

We can obtain the following theorem.

Theorem 3 For the Hopf bifurcation generated by sys-
tem (3) at any critical value T* , we have

1. The direction of the Hopf bifurcation is determined by
W If pp < 0 (u2 > 0), then the Hopf bifurcation direction is
subcritical (supercritical).

2. B, determines the stability of bifurcating periodic. If
B> < 0 (B > 0), then the periodic solutions are stable (unsta-
ble).

3. The period of the bifurcating periodic solutions is de-
termined by 7». If T, < 0 (T > 0), then the period decreases
(increases).

5. Numerical simulations

This section uses MATLAB software to simulate and ver-
ify the theoretical results from the previous analysis. We select
the appropriate system parameters

A=004, b=-0.1, B=14,
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p =0.04, 6=0.02, y=0.08.

By calculating, we get the basic reproduction num-

ber Ry = 7.78 and the positive equilibrium point E; =
(0.0832, 0.2917, 0.6251). At this time, (H;) holds.
5.1. Analysis of Turing instability and control

We choose the initial conditions as follows:

S(x,0) = 0.0832+0.1cosx,
I(x,0) =0.2917+ 0.1 cosx,
R(x,0) =0.6251+0.1cosx.

In the following, we discuss the different values of the diffu-
sion coefficient and controller parameters separately.

Casel: 1=0,d,=d,=d3=0.

According to Theorem 1, it is easy to get the uncontrolled
system (2) is locally asymptotically stable at E;. As can be

(a) (b)

0.12
0.08
n ~
0.04
0
150 oy
t 50 /50
00 T

seen from Fig. 1, the spatial profiles of the state nodes even-
tually converge to the equilibrium point, which is consistent
with the theoretical results.

Case2: 7=0, d| =2,d, =0.001, d3 =0.001.

Under this set of parameters, (H,) and (H3) are satisfied.
As can be seen from Fig. 2, Turing instability occurs and sys-
tem (2) is unstable under the action of diffusion term. At the
same time, from Fig. 3, we note that the spatial graph of the
uncontrolled system (2) shows a large oscillation, at which an
unstable Turing pattern is generated.

Case3: 1=0,d1 =2,d>=0.001,d; =0.001,k; = 1.1,
ko = —0.009. We choose the control parameters k; = 1.1,
ky = —0.009 and (Ha) and (Hs) hold. With the effect of a hy-
brid controller, the controlled system (3) returns to the steady
state as shown in Fig. 4, which indicates that the hybrid control
may suppress Turing instability.

(e)

100 60
50 50 40
00 T

Fig. 2. When 7 =0, d; =2, d, = 0.001, d3 = 0.001, Turing instability occurs in the uncontrolled system (2).

150 7y

0 20 40
T

150 150
(c
100 100 100
-~ - +~
50 50 50
0 0 0
60 0 20 40 60 0 20 40 60
T T

Fig. 3. Turing pattern of system (2) when Turing instability occurs.

0.08

0.04

0
1500

(b) (c)
0.8
0.4
~ 0.2 x 04
0 0
60 1500 60 1500 0
1000 5o 40 1000 55 40
t 070 x t 00 x

Fig. 4. When k| = 1.1, k; = —0.009, the controlled system (3) returns to the stable state.
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5.2. Analysis of Hopf bifurcation and control

Next, we keep the parameters of system (2) as in the
above. Let di = 2, d, = 0.001, d3 = 0.001, and choose
S(x,0) =0.0832, I(x,0) = 0.2917, R(x,0) = 0.6251 as initial
values. It is clear that (H;) and (Hg)—(H;) are true. By cal-
culating, we know that 79 = 40.95, wo = 0.05, up = 155.9,
B = —8.9073, T, = 13.68.

Case I: Without control

When 7 = 35 < 19 = 40.95, according to Theorem 2,
system (2) is asymptotically stable at the positive equilibrium
point E1, as shown in Fig. 5. The trajectory of each state node

converges to a straight line. From Fig. 6 we can see that sys-
tem (2) undergoes a Hopf bifurcation and produces a limit cy-
cle at £y when 7 =42 > 19 = 40.95.

Case II: Proportional gain control with k; > 0, k; = 0.

In contrast to the system (2) displayed in Fig. 6, the con-
trolled system (3) eventually converges to a steady state when
k1 = 0.5 and ky = 0 as displayed in Fig. 7. The stability in-
terval expands and the Hopf bifurcation is delayed, where the
bifurcation threshold 7y is 63.28. By increasing k; to 1.1, the
stability interval of the system shrinks, and the Hopf bifurca-
tion occurs early for the controlled system (3) when 7 crosses
To = 36.97.

0.083225 0.29176 o
(@) 0.29175 ]
0.083220
0.29174
0.083215 || 0.29173
n ~
0.083210} 0.29172
0.29171
0.083205 | 0.29170
0832 0.29169 ~ ~
0.083200 5 1000 2000 3000 0 1000 2000 3000
Time Time
0.62510
(c) (d)
0.62500 |
0.62510
0.62508 |
0.62507 0.62508
2 0.62506 % 0.62506 @7
0.62505 0.62504
0.62504 0.62502
0.62503 0.29174 0.08322
0.29172 508391
0.62502 7 0.2017 :
0 1000 2000 3000 0.0832 g
Time
Fig. 5. The waveforms of system (2) for 7 = 35 < 19 = 40.95.
0.083230 0.29180
(a) (b)
0.083225 0.29178
0.083220 0.29176
0.083215 0.29174
0 ~
0.083210 0.29172
0.083205 0.29170
0.083200 0.29168
0.083195 5 o) 5000 3900 0-29166 5 500 5090 2000
Time Time
0.62514 .
0.62512 | (©)
0.62510 0.62515
0.62508 0.62510
& 0.62506 S 0.62505
0.62504 0.62500
0.62502 0.2918
0.62500 0.29175
0.62498 ~ ~ I
0 1000 2000 3000
Time

Fig. 6. The waveforms of system (2) for 7 =42 > 7y = 40.95.
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0.08325

— k1=05, k=0 (a)

0.08324| — ky=1, ky=0

0.08323 k1=1.1, k=0

0.08322 | I L )

©» 0.08321 \\/Y b[k k k |

0.08320
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0.08317

0 500 1000 1500

Time

0.62525 - - o

_— kl = 1, 2 = 0
0.62520 Y
0.62515
- 0.62510¢ | S

oarse) AP

0.62500

0.62495

0.624905 500 1000 1500
Time

0.29190
— k1 =0.5,ky=0 (b)
0291851 — ki =1, by =0
ki=1.1, k=0
0.29180
0.29175 /)
A A
0.29170} V
0.29165
0.29160
0.29155 500 1000 1500
Time
0.6252 { — k1 =0.5, k=0
—_— k}l = 1, k}g =0
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Fig. 7. The waveforms of the controlled system (3) with T =42, k; = 0, and different values of k;: ki, respectively, equals 0.5,1, and 1.1.
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Fig. 8. A graph of the variation of 7y with k;.
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By further study, we can see from Fig. § that the bifur-
cation threshold 7y varies with k;. When k; > 1, the bifurca-
tion threshold of the controlled system (3) is smaller than that
of the uncontrolled system (2), triggering Hopf bifurcation in
advance. When 0 < k| < 1, the bifurcation threshold of the
controlled system (3) is greater than system (2), and the Hopf
bifurcation is delayed. Therefore, we can regulate the bifurca-
tion threshold by adjusting the value of k;.

Case III: State feedback control with k1 = 1,—0.02 <
ky <0.1.

029180 T T o0t (b)
020178f — =1 =0

0.20176

0.29174

0.29172

0.29170

0.29168

0.29166 500 1000 1500

4 0.29165 0.08320 s

Fig. 9. The waveforms of the controlled system (3) with T =42, k; = 1, and different values of k,: k>, respectively, equals —0.01, 0, and 0.001.
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In Fig. 9, under the action of the state feedback controller
with k; = 1 and k; = —0.01, the controlled system (3) eventu-
ally converges to a steady state, the stability interval expands,
and the Hopf bifurcation is delayed, where 79 = 56.99. When
k1 = 1 and k = 0.001, the Hopf bifurcation of system (3) oc-
curs in advance, while the amplitude of the periodic oscillation
gets bigger, where 7o = 39.90. It can be seen that the feedback
gain parameter k> not only affects the location of the bifur-
cation point but also has a great impact on the amplitude of
oscillations. Figure 10 gives the relationship curve between 1y
and k. When —0.02 < k» < —0.001, the bifurcation threshold
of the controlled system (3) is greater than that of system (2),
and the Hopf bifurcation is delayed. When —0.001 < k» < 0.1,
the bifurcation threshold of the controlled system (3) is smaller
than that of system (2), and the Hopf bifurcation occurs early.

Case IV: Hybrid control with k; # 1, ky # 0.

It is obvious form Fig. 7 that when k; = 1.1 and k; = 0,
the controlled system (3) undergoes a Hopf bifurcation under
the action of k;. However, when k&, is reduced to —0.02, the
Hopf bifurcation is delayed and the controlled system (3) re-
verts to the steady state, as shown in Fig. 11. Furthermore,
we take k; = 1.1, k, = 0.002 and k| = 1.1, k; = —0.004. Un-

0.0836 i
—k1=1.1, ks =0 @
0.0834F — k1=1.1, ko =-0.02
ny 0.08321
0.0830 |
0.0828 . |
0 500 1000 1500
Time
0.627 . '
—k1=1.1, k=0 (c)

0.626 F — ki=1.1, k= —0.02
= 0.625
0.624 |
06235 500 1000 1500

Time

der these two sets of control gain parameters, we can calcu-
late up = 153.4, B, = —7.1735, T, = 15.98 and up = 150.8,
B, = —5.0586, T, = 20.49, respectively. According to Theo-
rem 3, the controlled system (3) produces a supercritical Hopf
bifurcation, possesses a stable bifurcated period solution, and
the bifurcating period is increasing. From Fig. 12, we can find
that the amplitude of oscillations changes significantly when
different values of k» are chosen. Thus, it can be concluded
that the gain parameter k» has an important influence on the
nature of Hopf bifurcation.

0.04 0.06 0.08 0.10
ko

0 . .
—0.02 0 0.02

Fig. 10. A graph of the variation of 7y with k.

| — ki=1.1, k=0 ' (b)
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Time

.29
I 0.290 0.0828

S

Fig. 11. The waveforms of the controlled system (3) with T =42, k; = 1.1, and different values of k;: k», respectively, equals 0 and —0.02.
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Fig. 12. The waveforms of the controlled system (3) with T =42, k; = 1.1, and different values of k;: k», respectively, equals 0.002 and —0.004.
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6. Conclusion

A malware propagation model in MWSNs under hybrid
control is established in this paper. Through theoretical analy-
sis and numerical simulations, we can find that diffusion terms
will cause Turing instability, and time delay will result in Hopf
bifurcation. The conditions for the occurrence of Turing insta-
bility and Hopf bifurcation are obtained and the direction of
Hopf bifurcation is determined by using the bifurcation theory
and the central manifold theorem. The MATLAB simulation
results prove that the hybrid control method adopted in this
paper can effectively suppress the Turing instability and con-
trol the occurrence of Hopf bifurcation. This helps to enhance
the stability and controllability of the system to obtain the ex-
pected dynamic behavior and reduce potential risks.

The spatial mobility of wireless sensors aggravates the
difficulty of preventing and controlling malware propagation.
In addition, antivirus software does not act continuously but
updates the virus database periodically. Therefore, it is still
difficult to design the corresponding optimal controllers for
MWSNSs. In our future work, we will explore the effects of
other control methods in control theory on the system in order
to find the optimal control strategy.
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