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Identifying influential spreaders in complex networks based on
density entropy and community structure
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School of Optical-Electrical and Computer Engineering, University of Shanghai for Science and Technology, Shanghai 200093, China

(Received 17 October 2023; revised manuscript received 17 January 2024; accepted manuscript online 22 January 2024)

In recent years, exploring the relationship between community structure and node centrality in complex networks has
gained significant attention from researchers, given its fundamental theoretical significance and practical implications. To
address the impact of network communities on target nodes and effectively identify highly influential nodes with strong
propagation capabilities, this paper proposes a novel influential spreaders identification algorithm based on density entropy
and community structure (DECS). The proposed method initially integrates a community detection algorithm to obtain the
community partition results of the networks. It then comprehensively considers the internal and external density entropies
and degree centrality of the target node to evaluate its influence. Experimental validation is conducted on eight networks of
varying sizes through susceptible-infected-recovered (SIR) propagation experiments and network static attack experiments.
The experimental results demonstrate that the proposed method outperforms five other node centrality methods under the
same comparative conditions, particularly in terms of information spreading capability, thereby enhancing the accurate

identification of critical nodes in networks.

Keywords: complex networks, influential spreaders, propagation model, static attack

PACS: 89.75.Fb

1. Introduction

In complex network models, centrality measurements
serve to quantify the importance of nodes that significantly
influence the overall stability of the structure. Considering
that many real-world complex systems can be effectively rep-
resented by complex network models, the study and analysis
of centrality measurements in such networks are of crucial the-
oretical significance.

Most real-life complex systems can be regarded as com-
plex network models, where protecting key nodes in the net-
work becomes particularly important. For instance, in traf-
fic networks, congested road sections are more likely to cause
traffic jams. In neural networks, neurons transmitting criti-
cal signals are more likely to contribute to the occurrence of
paralyzing diseases, and the failure of critical substations in
power grids can result in widespread power outages.!!=3 Con-
sequently, the exploration of node centrality in complex net-
works is indispensable and offers substantial practical value.

Complex networks have many classic centrality algo-
rithms, such as degree centrality,[*! H-index centrality,D!
betweenness centrality,[®! closeness centrality,”! eigenvec-
tor centrality,[gl PageRank, 1 and K-shell.l'Y These methods
measure the importance of nodes from different perspectives,
including node neighbors, global paths, eigenvectors, and net-
work positions.

In recent years, there has been a surge in the innovative
application of deep learning methods to investigate node influ-
ence by both domestic and international researchers. Rezaei et

fCorresponding author. E-mail: 213330655 @st.usst.edu.cn
© 2024 Chinese Physical Society and IOP Publishing Ltd
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al." introduced a machine learning data-driven method for
identifying node importance. This method uses a support vec-
tor machine model to train on a subset of the network graph
and predict the remaining nodes. Additionally, Zhao et al.!?!
proposed a deep learning model called InfGCN based on graph
convolutional networks to identify optimal nodes in complex
networks. Machine learning-based node centrality methods
require a large amount of training data to obtain accurate pre-
dictive results. Their computational time complexity is high,
and the interpretability of node centrality methods is poor.

In order to accurately evaluate the importance of nodes
in a network, it is necessary to consider the relative distance
and connectivity strength between nodes. Li et al.l'3! intro-
duced a localized version of the gravity model by introducing
a cutoff radius to reduce cumulative errors caused by distance
interactions and decrease computational complexity. Yang et
al."* proposed an improved gravity centrality measurement
method called KSGC based on the K-shell algorithm. Li et
al.!"1 introduced a novel gravity model that incorporates the
multi-characteristics of nodes called MCGM. The node cen-
trality methods based on the gravity model are capable of de-
tecting influential nodes. Nevertheless, these methods are sus-
ceptible to the influence of node degree values and exhibit high
computational time complexity in large-scale networks.

To consider the impact of structural hole nodes on net-
work centrality, numerous researchers have conducted relevant
studies. Zhao et al.!"%! proposed a ranking algorithm called
SHKS based on the adaptable fusion of the structural hole
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(SH) and K-shell. With this method, a node’s neighbors and
second-order neighbors are taken into account in addition to its
K-shell and SH-based centrality. Han et al.!'”! proposed a key
node ranking method based on structural holes, incorporating
a ListNet-based ranking learning approach. This method si-
multaneously utilizes seven metrics as the features of struc-
tural hole nodes to comprehensively rank nodes in the net-
work. Jiang et al.!'® introduced an innovative method termed
EGMS, which thoroughly analyzes the structural hole features
and K-shell centrality of nodes, taking into account both lo-
cal topology and global location information. These methods
have not considered the influence of network communities on
node centrality.

Additionally, the triangle structure formed by nodes in
complex networks is also utilized in the study of node cen-
trality. Han et al.!') proposed a node influence measure index
model known as LTC, which is founded on a triangular struc-
ture between a node and its neighbor nodes. The model takes
into consideration not only the triangle structure among nodes,
but also the degree of the surrounding neighbor nodes. Ma et
al.?" introduced a local triangle structure centrality method
called LTSC, which is based on the degree and the neighbors’
connections to the node. This method combines the trian-
gle structure with the degree information of the neighbors to
define the internal and external spreading capabilities of the
nodes. Node centrality is calculated by summing the internal
and external spreading capabilities of the neighbor nodes of
the target node. While these methods based on triangle struc-
ture demonstrate a relatively low time complexity, enabling
their application to large-scale complex networks, they lack ef-
fectiveness in assessing the significance of nodes within com-
munities.

Furthermore, researchers have also applied information
entropy to the study of centrality in complex networks. Zhong
et al.”!l proposed an improved information entropy (IIE)
method that considers both the number of neighbors surround-
ing the target node and its rate of spreading. Wang et al.[*]
proposed an enhanced method utilizing the iteration factor and
information entropy to estimate the propagation capability of
each layer of nodes. It not only accurately orders the nodes but
also effectively avoids the phenomenon of rich clubs. These
methods integrating information entropy can effectively iden-
tify key nodes in networks, but their applicability is limited to
specific types of networks, and they do not take into consider-
ation the importance of community structures in the network.

On the other hand, the influence of community structure
on node centrality in complex networks has gained extensive
attention from researchers. Kumar et al.'>>! proposed a com-
munity structure algorithm called CIFR which integrates fea-
ture ordering to detect influential nodes using the characteris-

tics of community propagation in the network. Sun ez al.[*¥]

introduced a new community-based K-shell decomposition al-
gorithm called CKS. The algorithm has high time complexity,
and the K-shell indices of the partitioned communities may be
the same, which makes it impossible to sort the nodes within

1.1 proposed a key node identifi-

the communities. Zhao et a
cation method called ICC that comprehensively considers both
node proximity and community structure. While these studies
consider network communities, they do not account for the in-
fluence of internal and external communities on the centrality
of target nodes.

Given the influence of community structure in networks
on the measurement of node centrality, this paper proposes
an influential spreaders identification algorithm based on den-
sity entropy and community structure (DECS), which further
selects important nodes with strong propagation capabilities.
The main contributions of this paper are summarized as fol-
lows.

(i) By integrating the community structure with the den-
sity entropies of network nodes inside and outside, this paper
goes beyond just concentrating on the influence of individual
nodes. As an alternative, it thoroughly examines the relation-
ships between nodes and communities in order to assess the
centrality of nodes.

(i1) Experiments on eight network datasets show that the
nodes selected by the algorithm proposed in this paper are
crucial nodes that connect communities, which can effec-
tively identify influential nodes in complex networks in both
SIR propagation experiments and network static attack exper-
iments.

2. Preliminaries

In social networks, individuals with a high degree of inter-
community connections are capable of efficiently receiving
and disseminating information within their respective circles,
thereby exerting significant influence. To consider the impor-
tance of communities in the process of node centrality mea-
surement, it is crucial to select an appropriate community de-
tection algorithm. In this paper, the Walktrap algorithm will
be adopted as the community detection algorithm, which bet-
ter considers the local connectivity of the network and assigns
tightly connected nodes to the same community. Additionally,
this algorithm demonstrates excellent robustness and produces
steady community detection outcomes with a maximum num-
ber of communities. Information entropy, proposed by Shan-
non, intuitively reflects the uncertainty and amount of infor-
mation in a variable. It is an unbiased measurement method
that is not affected by data distribution. Therefore, this paper
applies information entropy to network nodes to reflect their
influence within and outside communities. To fully consider
node influence within the community, this paper integrates the
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Walktrap community detection algorithm with information en-
tropy, thereby introducing a novel method for quantifying the
influence of network nodes.

2.1. Walktrap community detection algorithm

The Walktrap algorithm is a community detection algo-
rithm based on random walks. Its main idea is that commu-
nities are relatively dense subgraphs, making it easier for ran-
dom walks to get trapped within a community.?*?’! Nodes
within the same community are more likely to be accessed dur-
ing the random walk process, and the more tightly connected
the nodes are, the higher the probability of walking between
them. The steps of the algorithm are as follows.

(i) Input the network graph. The nodes and edges in the
network are constructed into an undirected graph.

(ii) Calculate similarity. For each pair of nodes, multiple
random walks are performed to record the number of common
visits between the node pairs, and the similarity is then calcu-
lated based on these visit counts.

(iii) Build a similarity matrix. Based on the similarities
between pairs of nodes, the algorithm constructs a similarity
matrix. This matrix represents the similarity relationships be-
tween nodes.

(iv) Hierarchical clustering of communities. The algo-
rithm utilizes a similarity matrix for hierarchical clustering op-
erations. Firstly, each node is treated as an initial community.
Subsequently, larger communities are gradually constructed
by merging pairs of nodes with higher similarity until the en-
tire network forms a single large community.

(v) Select community partition using modularity Q. In the
process of constructing communities, the performance of each
community merger is measured using modularity Q. Modu-
larity Q is utilized to assess the quality of community partition
and select the best community partition result.

2.2. Information entropy

In the 1940s, Claude Shannon introduced the concept of
information entropy by integrating statistical thermodynamics,
and provided a mathematical expression for calculating spe-
cific information entropy, thereby addressing the quantifica-
tion issue of information. >8] Information entropy, also known
as Shannon entropy, is commonly described using probability
theory to measure the uncertainty in a system.

In information theory, assume a discrete random variable
X that can take on values X = {x;,x2,...,x,} with correspond-
ing probabilities P = {py, p2, ..., pn }- The Shannon entropy of
the random variable X is given by the following mathematical

expression:

H(X) =~} P(x)log,[P(x)]. (1

The greater the value of the Shannon entropy, the higher
the uncertainty of the random variable X, indicating a greater
amount of contained information.

2.3. SIR model

The SIR model is widely used to simulate information
dissemination and disease propagation. This paper therefore
utilizes the susceptible—infected-recovered (SIR) model for
conducting node propagation performance experiments.!>’]
The SIR model classifies nodes into three categories: suscep-
tible nodes, infected nodes, and recovered nodes. Susceptible
nodes represent those at risk of infection, and infected nodes
represent nodes that are already infected and will infect their
neighbor nodes. Meanwhile, recovered nodes indicate nodes
that have recovered from the infected state and are no longer
infectious.

To eliminate the randomness of the experimental simu-
lation results, this paper introduces the concept of the basic
reproduction number (Ry) and designs a strategy to simulate
the SIR infection process. The basic reproduction number is
defined as the average number of secondary infections caused
by primary infections in a completely susceptible population,
and it is used to evaluate the infectivity and transmission ef-
ficiency of a disease.*"! In this paper, we set the basic repro-
duction number as 2.3; the infection process is performed only
once for direct neighbor nodes at each step.

The number of neighbor nodes that the infected nodes can
infect is controlled by Ry, and the state of Ry in the entire net-
work is continuously tracked during the experimental process.
When an infected node infects its neighbor nodes, the num-
ber of infected nodes in each step is related to Ry, and in most
cases, the number of infected nodes is an integer value.

At the beginning of the propagation experiments, the ini-
tial Rg is 0. Due to Ry being less than 2.3, an infected node will
infect three neighbor nodes. If the average Ry of the network
exceeds 2.3, the infected nodes will only infect two neighbor
nodes, which are selected in descending order based on their
centrality values. Subsequently, the average Ry value of the
entire network is recalculated. When the number of neighbor
nodes infected by an infected node exceeds Ry, the infected
node will be labeled as a recovered node. The ratio of the
sum of infected and recovered nodes to the total number of
nodes is considered as the node’s propagation capability. The
SIR propagation process ends when it is completed within the
given propagation time or when there are no longer any in-
fected nodes in the network. At the end of the propagation
process, the larger the proportion of infected and recovered
nodes in the network, the stronger the propagation capability

of the source node.

058901-3



Chin. Phys. B 33, 058901 (2024)

3. Proposed method
3.1. DECS

This paper suggests that each node within a community
has its internal density and external density. Within the same
community, the ratio of the sum of neighbor nodes to the de-
gree of a node in the network represents its internal density.
The external density of a node is defined as the ratio of the
sum of neighbor nodes connected to other communities to the
degree of the node in the network. The influence of a node
in sharing or propagating information within and outside the
community can be determined through its internal and exter-
nal densities. The DECS value of a network node can be cal-
culated through the following three steps.

(i) Calculate the internal and external densities of network
node

in fol"j, ich, jeh, 2)
1

pi = X
pP =1—p/". 3)
Here, a;; indicates whether there is a connection between
node i and node j. If a connection exists, a;; = 1, otherwise
a;j = 0. The notation h represents the set of communities,
while k; denotes the degree value of node i.
(ii) Calculate the internal and external density entropies
of network node

H; = [—p}"log(pi")] + [~/ log(p™")]- )
(iii) Calculate the DECS value of network node
ki
DECS(i) = H; - L. (3)
Y ki
i=1

3.2. Example analysis

In order to enhance the comprehension of the DECS algo-
rithm procedure, the calculation of the DECS value for node 2
is exemplified in the example network as depicted in Fig. 1. In
the example network, nodes of different colors are positioned
within distinct community structures. Specifically, node 2
shares the same community with its neighbor nodes 1 and 21.
The calculation steps for the DECS value of node 2 are as fol-
lows.

(i) Calculate the internal and external densities of node 2:

in __ Z/’aZj _ 2
p2 - k2 - 7a (6)

. 5
pt=1-pp=">. ™

(i1) Calculate the internal and external density entropies
of node 2:

Hy = [—p3'log(p5")] + [—ps* log(ps™)]
2 7 5 7
=5 log 3 + 7 log 5= 0.259. (8)

(iii) Calculate the DECS value of node 2:

k 7
DECS(2) =Hy- —— =0.259 x — =0.0174.  (9)
N 104
'):] ki

=

Based on the above calculation steps, the DECS value for
node 2 can be computed. It is not possible to differentiate be-
tween nodes 8 and 10 in terms of superiority according to the
degree centrality algorithm. Nevertheless, node 8 is superior
to node 10 based on the DECS values that were computed for
both nodes.

s

D )
SN
15 )——( 16
\
17

Fig. 1. Example network.

3.3. Time complexity

In this section, this paper will analyze the time complex-
ity of the DECS algorithm, and the specific calculation steps
of the algorithm are shown in Algorithm 1. The DECS algo-
rithm is mainly divided into four parts. The first part partitions
the network into different communities using the Walktrap al-
gorithm, with a time complexity of O(MN?). The second part
calculates the internal and external densities of network nodes,
with a time complexity of O(NM{c)). The third part calculates
the internal and external density entropies of network nodes,
with a time complexity of O(N). The fourth part calculates the
DECS value for each node in the network, with a time com-
plexity of O(1). Therefore, the total time complexity of the
DECS algorithm is O(MN? + NM(c)), where N is the num-
ber of nodes in the network, M is the number of edges in
the network, and (c) is the average number of communities
in the network. The time complexity of the DECS algorithm
is compared with that of the remaining five node centrality al-
gorithms, as shown in Table 1.

Table 1. Complexity analysis of each method.

Centrality method Time complexity

DC O(N?)|o(M)

GM O(NM +N?)
K-shell O(N+M)
LENC O(N(k)?)

SPC O(N?)
DECS O(MN?* +NM(c))
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Algorithm 1 DECS algorithm

Input: Graph G = (V,E), a given network with n nodes and m edges.

Output: the centrality of all nodes based on DECS.

1: By using the Walktrap algorithm, the network can be divided into different communities, denoted as A.

2:fori=1tondo

3: Calculate the internal and external densities of node i according to Egs. (2) and (3).

4: Calculate the internal and external density entropies of node i according to Eq. (4).
S: Calculate the DECS value of node i according to Eq. (5).

6: end for

7: return the centrality of all nodes based on DECS.

4. Experimental setup
4.1. Datasets

In order to verify the performance of the algorithm, this
paper selects eight different-sized network datasets, all of
which are unweighted undirected graphs. The eight networks
are as follows:

a) Club, 3! the karate club network reflects the social re-
lationships among members of a karate club at an American
university. Nodes represent club members, and edges repre-
sent social relationships.

b) Adjnoun,*?! the Adjnoun network is made up of 112
common adjectives and nouns that are connected to one an-
other via neighbor phrases in the novel David Copperfield
written by Charles Dickens. Nodes represent adjectives or
nouns, and edges indicate their co-occurrence in any adjacent
positions.

[33] 4 real-world animal interaction network.

¢) Trapping,
The animal interaction data comes from studies on wild and
domestic animals. Nodes represent animals, and edges repre-
sent captured interactions.

d) CE-HT,** a biological network of gene functional

correlations. Nodes represent genes, and edges represent func-

tional relationships between genes.

e) Openflights,*>! the infrastructure network of flights
between world airports. Nodes represent airports, and edges
represent flight routes.

f) PowerGrid,?®) the network is created based on the
topological structure of the Western United States power grid.
Nodes represent substations, and edges represent transmission
lines.

2) BA, ] this is a synthetic scale-free network with 1000
nodes, and 2 edges added each time, and it contains 19996
edges.

h) Ca-HepPH, 8! the Ca-HepPh network is a collabora-
tive network where the nodes are authors of articles that have
been published, and the edges indicate that two or more au-
thors have co-authored papers.

The statistical characteristics of the networks are shown
in Table 2, where N represents the number of nodes in the
network, E represents the number of edges between network
nodes, (k) represents the average degree of the network, Kyax
represents the maximum degree of network nodes, C repre-
sents the average clustering coefficient of the network, and (d)
represents the average shortest path length in the network.

Table 2. Statistical characteristics of the network.

Network N E (k) Kinax C (d)
Club 34 78 4.588 17 0.588 2.408
Adjnoun 112 425 7.589 49 0.190 2.536
Trapping 1686 4623 5.484 37 0.537 6.536
CE-HT 2617 2985 2.281 44 0.018 8.644
Openflights 2939 15677 10.668 242 0.589 4.097
PowerGrid 4941 6594 2.669 19 0.107 18.989
BA 10000 19996 3.999 334 0.005 4.996
Ca-HepPH 11204 117619 20.996 491 0.690 4.673

4.2. Reference algorithms

In this paper, we conducted experimental comparisons
of five node centrality algorithms, including classic algo-
rithms such as degree centrality (DC) and K-shell. We also
selected the gravity model-based centrality method (GM),
entropy-based centrality method (LENC) and node spreading
probability-based centrality method (SPC).

(i) DCP! Degree centrality is a simple method of rank-
ing node centrality. The more neighbor nodes a target node

has, the greater the degree value and importance of the node.

(ii)) GM!'3 The gravity model is a method that consid-
ers neighborhood and path information to identify influential
nodes. It believes the node with more neighbors and lower
average distances to be more influential.

(iii) K-shell*"! The position of a node in a network plays
a crucial role in measuring its impact. The higher the K-shell
value, the more central the node is in the network, indicating

its greater importance.
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(iv) LENC™!! Tt is an entropy-based centrality algorithm,
taking into account the entropy and the weight distribution of
the edges.

(v) SPC*?! The centrality algorithm is based on node
spreading probability, measuring the propagation ability of
each node in the network.

4.3. Evaluation metrics

In each network, this paper selects the top-1 node under
different centrality algorithms as the infection source for con-
ducting SIR propagation experiments. Meanwhile, propaga-
tion influence and AUC value are utilized as the evaluation
metrics for measuring the performance of node centrality al-
gorithms, where the propagation influence F (¢) represents the
proportion of the sum of infected and recovered nodes to the
total number of nodes.

Propagation influence Given an undirected graph G =
(V,E) with N nodes, the propagation influence F(¢) at time ¢
under the SIR propagation model can be defined as
_I+R
- N

where [ is the number of infected nodes, R is the number of

F(1) , (10)

recovered nodes, and N is the total number of nodes in the
network.

AUC (area under the curve) In order to quantify the
infection capability of the top-1 node under different central-
ity algorithms, this paper uses AUC to represent the perfor-
mance of the node centrality algorithm. AUC is a performance
metric for classification models, commonly used to evaluate
the predictive ability of binary classification models at differ-
ent thresholds.[*3] The AUC value ranges from 0 to 1, with a
higher value indicating better model performance. The value

of the AUC can be calculated by plotting the ROC curve (re-

ceiver operating characteristic curve), where the AUC value is

equal to the area under the ROC curve. The area enclosed by

the ROC curve and the x-axis is transformed into a bar graph,

representing the normalization of AUC. The normalized AUC
value is defined as follows:
Si

max{51 ,Sz, ce 7S6} ’

AUC = i=1,2,....6,  (11)

where S; represents the area enclosed by the i-th ROC curve
on the x-axis.

4.4. Result and analysis

4.4.1. SIR propagation experiments

For the aforementioned eight networks, the first node
under different centrality methods is selected as the initial
infected node, while the remaining nodes are considered
susceptible nodes. The top-1 node is chosen as the infec-
tion source for conducting SIR propagation experiments. In
Fig. 2, the x-axis represents epoch as the time step, and the
y-axis F(t) represents the proportion of the number of in-
fected and recovered nodes to the total number of nodes.
The brown curve in Fig. 2 represents the experimental re-
sults obtained using the DECS algorithm in this paper. In the
Club network, the experimental results reveal that the initial-
stage performance of node propagation using the DECS al-
gorithm surpasses that of other centrality methods. How-
ever, after over 4 iterations, the performance of the DECS
algorithm slightly lags behind that of SPC and K-shell. As
for the Adjnoun network, minimal disparity in performance
is observed between the DECS algorithm and other com-

parison algorithms in the early stage of the experiment.

0.6 R - 0.8
(a) Club T T (b) Adjnoun (c) Trapping (d) CE-HT
08 0.7
0.5 04
” 0.6
)
04 06 / 05 03
= Method = 4 Method — = Method
= —— DC = / —— DX T oo Method T ethoc
03 / GM 04 GM 0 4/ —e— DC 0.2 o be
3 K-shell / = Keshell : GM GM
02 ! -#- LENC g -#- LENC 0.2 K-shell Keshell
-2 —e- SPC 02 e SPC - LENC 0.1 #- LENC
-+ DECS Ve -+ DECS 0.1 e SPC —e- SPC
. o DECS +- DECS
0.1 / — = -+ DECS 00
0.0
2 4 6 8 10 2 4 6 8 10 0 5 10 15 20 25
Epoch Epoch Epoch
- 05 ; N
0.5 | (e) Openflights (f) PowerGrid / 0.7 0.8
04 Method 7 0.6
0.4 —e— DC /
GM P 0.5 0.6
03 03 = Keshell ¢ s .
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02 GM 02| L Dees . GM
K'Sht‘!' 02 K-shell
o 4= LENC o1 02 ce- LENC
' —*= SPC 0.1 —#= SPC
-+ DECS -+ DECS
0.0 0.0 | sememeet 0.0 0.0

0 5 10 15 20 25 0 5 10 15 20 25
Epoch Epoch

0 5 10 15 20 25 0 5 10 15 20 25
Epoch Epoch

Fig. 2. Infection ratio of top-1 nodes in eight networks under different methods: (a) Club; (b) Adjnoun; (c) Trapping; (d) CE-HT; (e) Open-

flights; (f) PowerGrid; (g) BA; (h) Ca-HepPH.
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Surpassing the performance of the other five centrality meth-
ods occurs when the number of iterations exceeds 6. In the
Trapping network, the initial propagation effect is marginally
inferior to that of GM and SPC. Nevertheless, after more than
14 iterations, the DECS algorithm can achieve the same prop-
agation effect as GM and SPC. In the CE-HT network, the
DECS algorithm demonstrates a markedly superior propaga-
tion effect compared to other node centrality methods. In the
Openflights network, the DECS algorithm holds a distinct ad-
vantage when the number of iterations exceeds 9. In the Pow-
erGrid network, the propagation effect of the DECS algorithm
is slightly lower than that of SPC. In the BA scale-free net-
work, the propagation effect of the DECS algorithm is sec-
ond only to DC and is significantly better than SPC. In the
Ca-HepPH network, the early-stage propagation effects of the
DECS algorithm are moderate, but when the number of itera-
tions exceeds 16, the DECS algorithm is significantly superior
to the other five algorithms.

As shown in Fig. 3, the AUC results of the node infection
ratio curves generated by different centrality methods in Fig. 2
are presented. A higher AUC value indicates better effective-
ness of the centrality algorithm for the nodes, and the DECS
algorithm is represented by the brown bar chart. From Fig. 3,
it can be observed that the DECS algorithm performs well in
the Ca-HepPH, Openflights, CE-HT, and Adjnoun networks.
In the Club network, the DECS algorithm outperforms GM. In
the PowerGrid and Trapping networks, the DECS algorithm
ranks second, only surpassed by SPC. In the BA network, the
DECS algorithm outperforms both LENC and SPC. Overall,
the DECS algorithm is capable of effectively identifying nodes
with strong propagation abilities.
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Method
O 0.6 B LENC
E): GM
B K-shell
0.4 = DC
s SPC
02 mmm DECS
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3° o o
Network

Fig. 3. AUC results of the infection ratio of top-1 nodes under different
methods in eight networks.

4.4.2. Network static attack experiments

Static attack experiments are conducted to evaluate the
accuracy of node centrality methods based on the stability of
the network. When nodes and their corresponding edges are

removed from the network, the structure of the network will
change. The greater the degree of network structure disrup-
tion, the more critical the removed nodes are.[***! In this pa-
per, the network status is observed through static attack exper-
iments. The specific process is as follows.

(i) Calculate the influence of different centrality methods
on the nodes and order the network nodes in descending order
based on the centrality results.

(ii) Remove the top-ranked important nodes and their cor-
responding edges from the network.

(>iii) Observe and record the network’s status after each
node removal.

(iv) Repeat steps 2 and 3 until 30% of the nodes are re-
moved from the network.

To measure the changes in the network structure, the size
of the giant component and the number of components are
used as indicators. The size of the giant component reflects
the connectivity of the network’s structure. At the same time,
the number of components also indicates the impact of node
removal on network fragmentation. The fewer nodes in the gi-
ant component, the poorer the network’s connectivity, and the
more important the removed nodes are in the network.

As shown in Fig. 4, the changes in the giant component
size of eight networks are shown in static attack experiments.
In the Club network, when the proportion of removed nodes
reaches 18%, the trend of change in the giant component for
the DECS algorithm approaches that of DC. When the re-
moved nodes reach 24%, the DECS algorithm surpasses other
centrality methods. In the Adjnoun, Trapping, and CE-HT net-
works, the rapid and superior changes in the giant component
size outperform those achieved by the K-shell, LENC, and
SPC algorithms. In the Openflights and PowerGrid networks,
the giant component size experiences a rapid reduction as the
deleted nodes reach 12%, with the DECS algorithm consis-
tently exhibiting superior performance compared to other cen-
trality methods. In the BA network, a significant decrease in
the number of the giant component is observed when the num-
ber of removed nodes reaches 18%, with the DECS algorithm
only surpassed by DC. In the Ca-HepPH network, the DECS
algorithm demonstrates moderate attack effectiveness and un-
derperforms in densely connected large-scale networks.

Figure 5 shows the changes in the number of compo-
nents in the eight networks in the static attack experiments.
In the Club network, the DECS algorithm produces results
similar to DC when the number of deleted nodes is below
18%. However, its performance surpasses other centrality
methods when more than 24% of nodes are deleted. In the Ad-
jnoun, Trapping, and CE-HT networks, the DECS algorithm
performs better than all centrality methods except for DC. In
the Openflights network, the DECS algorithm performs bet-
ter than other centrality methods when the number of deleted
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nodes is less than 12%, but there is a slight decrease in the
number of components when it exceeds 12%. However, it still
outperforms the K-shell, LENC, and SPC algorithms. In the
PowerGrid network, the DECS algorithm is second only to DC
when the number of deleted nodes is less than 20%, but there is
a decrease in the number of components when it exceeds 20%.
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However, it still outperforms the K-shell algorithm. In the Ca-
HepPH network, the DECS algorithm demonstrates only mod-
erate performance. In the BA network, the DECS algorithm
exhibits similar performance to DC and outperforms the other
four node centrality methods. Overall, the DECS algorithm
can effectively and accurately evaluate the centrality of nodes.
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Fig. 4. Size of the giant component in eight networks during static attack experiments: (a) Club; (b) Adjnoun; (c) Trapping; (d) CE-HT; (e) Openflights;

(f) PowerGrid; (g) BA; (h) Ca-HepPH.
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Fig. 5. Number of components in eight networks during static attack experiments: (a) Club; (b) Adjnoun; (c) Trapping; (d) CE-HT; (e) Openflights;

(f) PowerGrid; (g) BA; (h) Ca-HepPH.

In order to measure the performance of node centrality al-
gorithms, this paper uses normalized AUC results to evaluate
the effects of different centrality algorithms in static attack ex-
periments. As shown in Fig. 6, it presents the normalized AUC
results of the size of the giant component for different central-

ity methods in static attack experiments from Fig. 4, where a

smaller AUC value indicates a better attack effect for the node
centrality algorithm, and the DECS algorithm is represented
by the blue bars. In the CE-HT, BA, and Trapping networks,
the DECS algorithm performs second only to DC and outper-
forms the other four centrality methods. In the PowerGrid

and Openflights networks, the DECS algorithm outperforms
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the other five centrality methods. In the Ca-HepPH network,
the performance of the DECS algorithm is moderate due to
the large and dense nature of the network. In the Club and
Adjnoun networks, the DECS algorithm performs similarly to
DC, demonstrating superiority over the K-shell and LENC al-
gorithms.
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Fig. 6. AUC results of the size of the giant component in eight networks
during static attack experiments.
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Fig. 7. AUC results of the number of components in eight networks
during static attack experiments.

As shown in Fig. 7, it shows the normalized AUC results
of the number of components for different centrality methods
in the static attack experiments from Fig. 5, where a larger
AUC value indicates a better attack effect for the node cen-
trality algorithm, and the DECS algorithm is represented by
the orange bars. In the CE-HT, BA, Trapping, and Openflights
networks, the DECS algorithm ranks second only to DC. In the
PowerGrid network, the DECS algorithm outperforms the K-
shell, LENC, and GM algorithms. However, its performance
in the Ca-HepPH network is hindered by the extensive scale
and dense interconnectivity among network nodes. In the Club
and Adjnoun networks, the DECS algorithm surpasses all five
centrality methods. These findings collectively demonstrate

the DECS algorithm’s effectiveness in identifying key nodes in
networks, thereby enhancing the accuracy of evaluating node
centrality methods.

5. Conclusion

To take into account the impact of community structure
on the centrality of target nodes in a network and further iden-
tify highly influential nodes with strong propagation capabil-
ities, this paper proposes an influential spreaders identifica-
tion algorithm based on density entropy and community struc-
ture (DECS). In this paper, the Walktrap community detection
algorithm is used to partition the network into communities.
Additionally, the centrality of the target nodes is measured
by considering their internal and external density entropies as
well as their degree values.

SIR propagation experiments and static attack experi-
ments were conducted on eight networks. The experimental
results show that nodes with higher DECS values are more
likely to act as infection sources, resulting in a larger scale of
network infection. In the static attack experiments, the DECS
method demonstrates good attack effectiveness in the major-
ity of cases, accurately assessing the influence of nodes. The
DECS algorithm can effectively identify key nodes in a net-
work, which serve as bridges connecting different communi-
ties. At the same time, this algorithm comprehensively con-
siders the community structure and node degrees of the net-
work, thus better uncovering important nodes with stronger
propagation capabilities in the network. The proposed DECS
algorithm is more suitable for medium-sized networks with a
high average degree, as networks with a higher average de-
gree have more neighbor nodes for the target node, allowing
for better utilization of the node’s internal and external density
entropies to calculate its influence.

However, the community structure of networks, obtained
through the Walktrap algorithm, is not perfect, and there is
still room for further improvement and optimization in the
community partition process. In addition, the performance of
the DECS algorithm is suboptimal in densely connected large-
scale networks and requires further improvement in future re-
search. Due to the limitations of this paper, the DECS algo-
rithm did not take into consideration weighted networks. The
next stage of our work will focus on integrating weighted de-
gree centrality with network community structure to calculate
node centrality in weighted networks. At the same time, the
centrality of nodes in directed networks will also be a primary
focus of our future research.
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