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Quantum dialogue (QD) enables two communication parties to directly exchange secret messages simultaneously. In
conventional QD protocols, photons need to transmit in the quantum channel for two rounds. In this paper, we propose
a one-step QD protocol based on the hyperentanglement. With the help of the non-local hyperentanglement-assisted Bell
state measurement (BSM), the photons only need to transmit in the quantum channel once. We prove that our one-step QD
protocol is secure in theory and numerically simulate its secret message capacity under practical experimental condition.
Compared with previous QD protocols, the one-step QD protocol can effectively simplify the experiment operations and
reduce the message loss caused by the photon transmission loss. Meanwhile, the non-local hyperentanglement-assisted
BSM has a success probability of 100% and is feasible with linear optical elements. Moreover, combined with the hyper-
entanglement heralded amplification and purification, our protocol is possible to realize long-distance one-step QD.

Keywords: one-step quantum dialogue, hyperentanglement, hyperentanglement distribution, non-local Bell-

state measurement
PACS: 03.67.Pp, 03.67.Hk, 03.65.Ud

1. Introduction

Quantum secure communication can protect the security
of transmitted messages based on the basic principles of quan-
tum mechanics. Quantum secure communication has uncon-
ditional security, which is its most attractive advantage com-
paring with classical communication. There are some im-
portant branches in the quantum secure communication field,
such as quantum key distribution (QKD),!!~"! quantum se-
cret sharing (QSS),!'*-14 quantum secure direct communica-
tion (QSDC),>~18 and quantum dialogue (QD).['*2%1 QKD
and QSS can generate secret keys between two distant parties
and among multiple parties, respectively. QSDC does not re-
quire keys. It enables the message sender to directly trans-
mit messages to the message receiver through the quantum
channel. QSDC has developed rapidly in theoretical and ex-
perimental aspects during the last few years.!?!#?! In theory,
in 2020, researchers introduced device-independent (DI) and
measurement-device-independent (MDI) techniques in QSDC
to enhance QSDC’s security under practical conditions.!?>%3]
Soon after, the masking (IN-CUM) technique was utilized
in QSDC to increase its message capacity.?®! In 2023, the
two-step QSDC scheme based on intermediate-basis was pro-
posed, which used the intermediate-basis Einstein—Podolsky—
Rosen (EPR) pairs to detect the channel security and help en-
code information.3?) Experimentally, the single-photon based
QSDC experiment and entanglement-based QSDC experiment
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were realized in 2016 and 2017, respectively.3>36] Recently,
QSDC network experiment and a 100 km QSDC experiment
were reported, which largely promoted the practicality of
QSDC. 13?401 1n 2023, the group of Paparelle realized the table-
top experimental demonstration of a CV-QSDC system.[4?]

QD, which will be detailed here, enables two distant com-
munication parties to exchange messages through quantum
channels.*>! In this way, QD can play the role of bidirec-
tional QSDC. In 2004, Nguyen proposed the first QD pro-
tocol based on quantum entanglement.!'”! In 2005, Man et
al. pointed out the security loophole of the QD protocol in
Ref. [19] and proposed a modified secure QD protocol. 2]
In 2007, a quasi-secure single-photon-based QD protocol was
proposed, 431 which can guarantee the confidentiality and con-
trol of the QD content, and has certain anti-attack capabili-
ties. In 2009, Shi et al. utilized Bell state to realize a se-
cure QD.™! In 2010, they proposed a secure single-photon-
based QD protocol combining the idea of QSDC and BB84
protocol.!*®1 Tn 2014, a two-step QD protocol evolved from
the two-step QSDC protocol was proposed,!*”! whose secu-
rity is assured by the two-step QSDC protocol.['®! In the
same year, the entanglement swapping technique was intro-
duced into the QD protocol.’% Later, Gong et al. utilized
the continuous-variable GHZ states to realize the quantum net-
work dialogue.>!!

The conventional QSDC and QD protocols all require two
rounds of photon transmission. We take the entanglement-
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based QSDC and QD protocols as examples.[13-16:19:20.45.:49]
Firstly, two communication parties firstly construct the long-
distance entanglement channel by distributing a photon of
each entangled photon pair in the quantum channel. Then,
the photons are encoded by the parties. The encoded photons
should be sent to one party for the Bell state measurement
(BSM). However, in the photon transmission processes, the
channel noise may cause photon transmission loss and quan-
tum state decoherence, which may cause message loss and
message error. Worse still, utilizing the channel noise, the
eavesdropper (Eve) can intercept some messages without be-
ing detected. In 2022, the one-step QSDC protocol based on
the hyperentanglement was put forward,?®! which reduces the
photon transmission rounds from two to one. Compared with
conventional two-step QSDC protocols,[!>1®! one-step QSDC
protocol can effectively simplify the experimental operation
and reduce the message loss caused by the photon transmis-
sion loss. Later, to further enhance one-step QSDC’s secu-
rity under practical imperfect conditions, researchers proposed
DI and MDI one-step QSDC protocols.>*3% Inspired by the
one-step QSDC protocol, we propose the first one-step QD
protocol. This one-step QD protocol first constructs the hy-
perentanglement channel between two distant communication
parties. Then, the parties perform the hyperentanglement-
assisted complete BSM with the probability of 100%. In this

Alice
(1) Preparation of hyperentangled

(2) Selection of security

way, the encoded photons are not required to transmit to one
party, which can effectively reduce the message loss. To eval-
uate the one-step QD protocol’s performance under practical
experimental conditions, we simulate its secret message ca-
pacity. Our one-step QD protocol has important applications
in the quantum communication field.

The paper is organized as follows. In Section 2, we ex-
plain the one-step QD protocol based on hyperentanglement.
In Section 3, an example of the one-step QD protocol is put
forward. In Section 4, we analyze the theoretic security and
the secret message capacity of the one-step QD protocol. In
Section 5, we make some discussion and the summary elabo-
ration.

2. One-step QD protocol

The one-step QD protocol utilizes the hyperentangled
photon pairs as the sources. Hyperentanglement means en-
tanglement in two or more DOFs of a system. Hyper-
entanglement has important applications in increasing the
channel capacity,3>°3] realizing the high-efficient entangle-
ment purification,3*7 complete BSM, 58! and multi-DOF
teleportation.[®>0!] The generation of various hyperentangle-
ment has been widely researched.®-%*l As shown in Fig. 1,

the one-step QD protocol can be described as follows.
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Fig. 1. The schematic diagram of the one-step QD protocol. The green circles linked by the dashed lines represent the initially prepared polarization-
spatial-mode hyperentangled photon pairs in [¢ ™), @ ¢ ). The light blue circle pairs represent the randomly selected security checking photon pairs.
The colorful circle pairs in steps (5) and (6) represent the encoded photon pairs. The light green rectangular box represents the non-local complete

polarization Bell state measurement (BSM).
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Step 1 The communication party Alice requires to gener-
ate N polarized-spatial-mode hyperentangled states in [¢ ), ®
|¢F)s (N is large). Here, we use |H) and |V) to represent the
horizontal polarization and vertical polarization, respectively.
The four polarization Bell states can be described as

[05)p = 7(|H> [H)£[V) V),
1
v = 72(\H>\V>i\V> H)). (D)

In the spatial-mode DOF, ay, a, d}, d represent different
spatial modes in Alice’s location. The four spatial-mode Bell
states can be described as

105)s = —= (la) |al) £ |a2) [a2))

ly™)

s =

Sl-Sl-

(la1) |dh) +|az) |a})) . )

We divide the N copies of photon pairs into two photon se-
quences S1 and S2.

Step 2 Alice randomly selects M photon pairs for sub-
sequent security checking and records their positions (M is a
large number and M < N).

Step 3 The photons in sequence S2 are sent from Al-
ice to Bob through two quantum channels, and the photons
in sequence S1 are stored in Alice’s quantum memory (QM)

al(b /ag(bQ
BS
(bl) / N\ a2(b2
H)®|+)s |[V)®|+)s |v>®| | H)®
a1(b; as(bz)
\*’BS PBS{
p® [+)p® [—)p®
|a1(b |a1(b1)) |a2(b2 laz(b2))

(c)

devices. The spatial modes a} and @} in Alice’s location corre-
spond to the spatial modes b and b, in Bob’s location, respec-
tively. Bob stores all the received photons in his QM devices.

Step 4 For each security checking photon, Alice ran-
domly selects the rectilinear (Z) basis or diagonal (X) basis
in each DOF. Then, Alice announces the position and mea-
surement bases in both DOFs of each security checking pho-
ton pair through a classical channel. Alice and Bob extract
the security checking photons from the QM devices and mea-
sure them in both DOFs with the announced bases. In Fig. 2,
we show four linear optical apparatuses for Alice (Bob) mea-
suring the photon in X,Z,, XX, ZX,, ZsZ, bases and the
corresponding measurement results.[%! Then, Alice (Bob) an-
nounces her (his) measurement results through the classical
channel. Under the case that they both choose Z basis in a
DOF, if their measurement results are different, it indicates
that a bit-flip error occurs in this DOF. Under the case that
they both choose X basis in a DOF, if their measurement re-
sults are different, it indicates that a phase-flip error occurs.
After the security checking, Alice and Bob estimate the bit-
flip error rate (eg) and phase-flip error rate (ep) in both DOFs.
If ep or ep in any DOF exceeds a tolerable threshold, Alice de-
termines that the photon transmission is unsafe and aborts the
communication. Only when both eg and ep in each DOF are
lower than the tolerable thresholds, Alice and Bob continue
the communication.

(ll(bl)\\ /az(bg)

BS
al(bl) a?(b2)

QWP

PBS PBS
|+>p®|+>s |_>p®‘+>s |_>p®|_>s |+>p®|_>s
(b)
a1(b1) as(bo)

PBS PBS

|H)® [V)® [V)® |H)®

lai(b1))  lai(b1)) laa(b2))  |az(b2))
(d)

Fig. 2. Four linear optical apparatuses for the parties measuring the photons in (a) X;Z,, (b) Xs X, (¢) ZsXp, (d) ZZp, and the corresponding
measurement results.[®! PBS and BS represent the polarization beam splitter and 50:50 beam splitter, respectively. PBS can totally transmit
the photon in |H) and totally reflect the photon in |V') photon. BS plays the role of the Hadamard (H) gate in the spatial-mode DOF, leading

lit) = 5 (lir) + li2)) and |i2) —
leading |H) — %(|H} +1|V)) and |V) — %(\H} —v)).

Step 5 Alice extracts the stored photons from the QM
devices and encodes her messages on them by performing the
unitary operations I, = |H)(H|+ |V)(V| and o, = |[H)(H| —
[V)(V|. She utilizes the operations I, and o to represent the

messages 0 and 1, respectively. Meanwhile, Bob extracts the

%(\z 1) — li2)) (i =a,b). The quarter wave plate (QWP) can be treated as the H gate in the polarization DOF,

remained photons in the S2 sequence and utilizes the unitary
operations I, and o, = |H)(V|+ [V)(H| to encode his mes-
sages on the photons in the S2 sequence, where I, represents
the classical message 0 and oy, represents the classical mes-

sage 1. In addition, to prevent message leakage, Alice ran-
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domly performs I, or oy, operation on each photon in S1 se-
quence, and Bob randomly performs I, or o, operation on
each photon in S2 sequence. We show the basic principle
of the encoding in linear optics in Fig. 3. In detail, the half
wave plate (HWP) can make |H) <> |V). It has the function
of 0, operation, which makes |¢), — |yT),. The quar-
ter wave plate (QWP) can make |H) — %(|H} +|V)) and
V) — %(|H) —|V)). We use two QWPs combined with an
HWP to perform the o}, operation on the photon pair. Suppose
Alice passes her photon through two QWPs combined with an
HWP. The formula derivation process can be written as

1
07, — ZUEE)+V)IV))
Rl %[(IH>+\V>)|H>+(IH>—|V>)|V>]
HWP %[(|V>+|H>)|H>+(|V>_|H>)|V>]
RS %(\H>IH>—IV>\V>) =197)p- )
., \

N\

2
Message Random

encoding operation
Random Message

operation encoding

I HWP o :QM

Fig. 3. Schematic principle of the encoding and non-local
hyperentanglement-assisted polarization BSM in our one-step QD pro-
tocol. The parties can perform the oy, operation by passing the pho-
ton through the half wave plate (HWP). Combining two QWPs with an
HWP, the parties can perform the o, operation. After the encoding,
the parties perform the non-local hyperentanglement-assisted polariza-
tion BSM.[?838] Four polarization Bell states can be distinguished by
the responses of eight photon detectors D1—Ds.

I :QWP

Step 6 Both parties non-local

hyperentanglement-assisted polarization BSM, which is also

perform the

shown in Fig. 3. After the measurement, both parties an-
nounce the detector responses through a classical channel.
From the detector responses, both parties can deduce the en-
coded polarization Bell state. The detector responses and the
corresponding polarization Bell states are shown in Table 1.
Then, combined with the detector responses and their own
random operations, they can deduce the encoded operations

from each other and realize the bidirectional communication.

As the random operations are private, anyone except the com-

munication parties cannot read out the exchanged messages.
Table 1. The non-local complete polarization BSM results correspond-

ing to the detector responses with the spatial Bell state being ™).
D;D; means both the photon detectors D; and D; response.

Polarization Bell state Photon detector response

lo+)p D;Ds D,Dg D3Dy D4Dg
lv*)p DiD; DDy DsDs  D4Dg
107 )p D D¢ D,Ds DsDg D4D7
Y )p D;Dg D,D; D3Dg D4Ds

It is worth noting that if the Bell state in the spatial-mode
DOF degrades to one of the other three Bell states in Eq. (2),
the parties will obtain wrong polarization BSM result from the
detector responses. We list the polarization Bell states corre-
sponding to the detector responses with the spatial-mode en-
tanglement in |y ), in Table 2. We take a specific example.
From Table 2, if the polarization is |¢ "), the detectors D;D7,
D;,Dg, D3Ds, or D4Dg will click. However, the parties deduce
the polarization Bell state from Table 1, so that they will de-
duce that the encoded polarization Bell state is [y),,.

Table 2. The non-local complete polarization BSM results corresponding to

the detector responses with the spatial Bell state being |y )s. D;D; means
both the photon detectors D; and D; response.

Polarization Bell state Photon detector response

lo+)p DD D,Dg D3Ds D4Dg
w)p D,Ds DyDg DsDy D4Dg
197 )p D;Dg D,Dy D3Dg DyDs
Y )p D, D¢ D,Ds D3Dg D4D7

3. A specific example of the one-step QD proto-
col

To enhance the understanding of the one-step QD proto-
col, we provide a specific example of this one-step QD proto-
col. After the hyperentanglement distribution, Alice and Bob
share the initial hyperentangled state in [¢ ), ® [¢T)s. Sup-
pose that Alice aims to transmit the message 1, and Bob aims
to transmit the message 0. In this way, Alice performs oy
on the photon in S1 sequence, and Bob performs 7, on the
corresponding photon in S2 sequence. In addition, Alice also
performs 0y, on her photon and Bob performs o, on his pho-
ton. After the encoding, the initial state [¢ ), is converted to
|w)p, while the state |¢ 1), is unchanged. The specific pro-
cess is as follows:

Opl¢T)p = (|H><H|—|V><VI)%(IH>IH>+\V>IV>>
=107)p:

Ol )p = (|H><V|+IV><HI)%(IH>IH>—\V>IV>)
=¥ )y,

Ly ) = (H) (| + V)Y D= (V) V) )

V2
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= |w_>pa
oplv )y = (IH)(H| - 7
= v ). )

V)YV —=(H)[V) = V)IH))

Then, the communication parties perform the non-local com-
plete polarization BSM. After the PBSs and QWP, the hyper-
entangled state [y "), ®[¢T)s will evolve to

1
W p@9T)s = E(IHHV)HV)\HD

® = (|a1)la}) + |a2)|d3))

V2

= S(H)a Vg + H) V)
TV)ay [H)a +1V)ay |H) 1)

5 2 (HYa VDo, + ) V),
V)il + V) as H) )
P8 )y Vi + 1H s Vg
V) as )y + V) ) )
L0+ V0 )1 — V)
- (H)ag + V) ) (Hy, ~ VD)
(), — V) (H) g+ Vi)
( ( )

+
+(H) g~ V) ) (H) p, +1V)10)]
1
= U IH)y ~ V) V)
+wmmm—wmwmm 5)

which corresponds to the responses of D;D7, D>Dg, D3Ds,
or D4Dg.
tain the encoded polarization Bell state is [y ™), from Table 1.

Based on the detector responses, the parties ob-

Then, each party combined |y ™), with his/her random oper-
ation. Alice can obtain that Bob’s encoding operation is /,
corresponding to the transmitted message of 0. Bob can ob-
tain that Alice’s encoding operation is oy, corresponding to
the message of 1.

4. Security analysis and the secret message ca-
pacity

We first analyze the theoretic security of our one-step QD
protocol against the most common attack, say, the intercept-
resend attack. During the photon transmission process, Eve
can intercept some photons. To avoid being discovered, Eve
prepares some new hyperentangled photon pairs in [¢*), ®
|¢T)s. He distributes one photon of each hyperentangled pho-
ton pair to Bob through a perfect quantum channel and ran-
domly encodes the photons in his location. After the parties’
encodings, Eve performs the non-local complete polarization
BSM with the parties, respectively, and he can deduce Alice’s

and Bob’s message according to the announced detector re-
sponses from Alice and Bob. Meanwhile, the parties can only
obtain Eve’s randomly encoded messages. However, this at-
tack can be resisted by the security checking. As Alice ran-
domly selects a large number of security checking photon pairs
in the photon sequences. It is unavoidable for Eve to inter-
cept some security checking photons. Eve’s newly generated
photons in Bob’s location are not entangled with Alice’s cor-
responding photons. As a result, their measurement results in
each DOF may be different with a probability of 50%. In this
way, Eve’s intercept-resend attack can increase eg and ep in
each DOF. Under ideal conditions, if there is no eavesdrop-
ping, eg and ep in each DOF are strictly equal to 0. If e or ep
in any DOF is higher than 0, Alice can detect the existence of
Eve. Under practical noisy conditions, Alice sets the tolerable
thresholds of eg and ep in both DOFs.
exceeds the tolerable threshold, Alice ensures that the photon

If the any error rate

distribution is unsafe and discards the communication.
Actually, in the practical noisy channel condition, Eve can
intercept a part of photons from the photon transmission pro-
cess. The total error rates caused by Eve’s interception can
be concealed by that caused by the channel noise, so that Eve
will not be detected by the parties. As a result, Eve can obtain
a part of encoded messages. As each hyperentangled photon
pair carries 2 bits of messages, the message leakage rate of our
one-step QD protocol is twice the photon interception rate.
For evaluating the performance of our one-step QD proto-
col in the practical scenario, we numerically simulate its secret
message capacity (Cs). Similar to QSDC, we define the secret
message capacity of QD as the ratio of the total exchanged se-
cure and correct qubits to the overall number of encoded pho-
ton pairs. Here, we consider the symmetric scenario, where
the hyperentanglement source is at the midpoint between the
communication parties. Under this circumstance, the gener-
ated photon pairs hyperentangled in two DOFs pass through a
quantum channel with the transmission distance of L to reach
both parties, and the communication distance d = 2L. Con-
sequently, this configuration allows Eve to intercept photons
intended for each party. According to Wyner’s wiretap chan-

[66] [38,67,68]

nel theory,'® we can calculate Cs as

Cs=I(A:B)+I(B:A)—I(A:E)—I(B:E). (6)
Here, I(A : B) (I(B : A)) represents the message capacity from
Alice to Bob (Bob to Alice). Similarly, I(B: E) (I(A : E))
denotes the mutual message capacity between Bob and Eve
(Alice and Eve). Theoretically, for a hyperentangled photon
pair, Alice and Bob can exchange two bits of messages in to-
tal. With this framework, we can obtain the sum of /(A : B)

and I(B:A) as

I(A:B)+I(B:A) = 2Cray[1 — H(eqp)), )

030302-5
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where H (x) represents the binary Shannon entropy as H(x) =
—xlog, x — (1 —x)log, (1 —x) and Cyay denotes the raw mes-
sage capacity. egp represents the total error rate of the proto-
col.

Referring to the principles of the entanglement-based
QKD and one-step QSDC protocols,?%%701 on can obtain the
sum of /(A:E)and I(B: E) as

I(A:E)+I(B:E)=2CrwH (eqp). (8)
Thus, C; of the one-step QD protocol can be calculated as
CS = 2Craw[l - 2H(6QD)]. (9)

Next, we estimate the values of Cr,y and egp. We utilize
the spontaneous parametric down-conversion (SPDC) source
to generate the original two-photon hyperentangled states. The
SPDC source can generate a hyperentangled photon pair with
a probability of P (where P ~ 1073).57] Given P < 1, our
protocol only focuses on the vacuum state, one-pair, two-pair
and three-pair emissions, while ignores the higher-order terms.
Consequently, the practical photon state p generated by the
SPDC source can be expressed as

p = (1—P—P>—P)|0)(0] +P|T) (D"
+P2|(D+>®2<(p+|®2+P3|(p+>®3<¢+|®3. (10)

Following the hyperentanglement distribution, the com-
munication parties perform the non-local complete polariza-
tion BSM. The non-local polarization BSM protocol requires
eight photon detectors D;—Dg, four in Alice’s location and four
in Bob’s location. As illustrated in Table 1, there are four
kinds of detector responses corresponding to each polarized
Bell state, each with an equal probability. In this simulation,
we account for the practical photon detector, which is unable
to distinguish the number of incident photons. Meanwhile, the
photon detector has a dark count rate denoted as Yy. The de-
tection probability of detector D; (j=1,2,...,8) when k pho-
tons are incident is represented as D’; . Here, we introduce the
concept of collection efficiency &, encompassing the coupling
efficiency 1. between the photon source and fiber, the quan-
tum memory efficiency 7, the photon transmission efficiency
= 10~0-2L/10_and the detection efficiency of the detector ng
(@ = NeNMmNNa)- As o and Yy are far less than 1, D’;- can be
written as

o ka
1— ) 4+Yy~ — +Y. (11)

D=1—(
4 4

J

Here, we introduce a simplification by defining &’ = a./4, en-
abling us to express D% =~ ko + Y, .

The calculation of Cyyy in our one-step QD protocol is

similar as that in the one-step QSDC protocol.?8! First, we

consider the vacuum state with the probability of 1 — P — P> —

P3, the clicks of all detectors are attributed to dark counts.
Consequently, C,y can be calculated as

Crawt = (1—P—P*—P* (DY + DY+ D} + DY)
x (DY + DY+ DY+ DY)
= 16(1-P— P> - P)Y{. (12)

Second, we focus on the one hyperentangled-photon-pair
component in Eq. (10) with a probability of P. After the non-
local BSM, this photon pair can cause the click of one detector
pair, while the clicks of the other detector pairs are due to dark
counts. Here, we suppose the encoded hyperentangled state to
be [@F) =|¢7)p,®[¢T)s. It may lead the response of D;Ds,
D,Dg, D3D7, or D4Dg. In this case, C;.w2 can be calculated as

Crawz = C4P(D} + D9+ DY+ D3) (DL + DY + DY + DY)
= 4P(0* +16Y +8'Y). (13)

Third, we consider the two hyperentangled-photon-pair
components in Eq. (10) with a probability of P>. The detec-
tion results can be categorized into the following two scenar-
ios. First, only one detector pair clicks by the incident of the
two photon pairs, such as D{Ds. Secondly, two detector pairs
click by the incident of the two photon pairs, such as D|Ds
and D;Dg. Combining the two categories, we can obtain

4P*(D? + DY + DY + DY) (D3 + D2 4 DY + DY)
+12P*(D} + D) + DY + DY) (DL + D + DY + DY)
= 16P* (4 + 16Y3 + 16'Y,). (14)

Craw3

Fourth, we focus on the three hyperentangled-photon-
pair components with a probability of P3. This situation can
be classified into three categories, say, the incident of three
photon pairs may cause the clicks of one detector pair, two
detector pairs, and three detector pairs, respectively. In all
the three categories, we can calculate Dy + Dy + D3 + D4 =
Ds + Dg + D7 + Dg = 30/ +4Y,. As a result, we can obtain
Crawa as

Craws = (4+36+24)P3(3OC/+4YO)(305/+4Y0)
= 64P% (9% + 16Y§ +24'Yy). (15)

Finally, we can calculate the overall raw message capac-
ity Crawt as

Crawt = Craw1 + Craw2 + Craw3 + Craw4.- (16)

On the other hand, we have to consider the multiple coin-
cidences, say, three or more photon pairs click simultaneously
at any one party’s side. It is obvious that the multiple coin-
cidence will cause the failure of the non-local BSM. As the
probability of four or more detectors clicking simultaneously
is significantly lower than that of the threefold click, we only
focus on the threefold click case. Referring to the calculations
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in Ref. [28], the threefold coincidence rate in the above four
cases can be calculated as

Ty = 56(1 —P—P>—P3)Y;,

T, = P(240Yy + 168'Y§ +224Y3),

T3 = P* (480 + 52802, + 13440/ Y] + 896Y),

Ty = P*(912a" +4032a%Y, 4 63360'Y3 +3008Y3). (17)

In this way, the raw message capacity Ciay Of our one-step
QD protocol can be calculated as

Craw:Crawt_Tl _TZ_T%_T4- (18)

Then, we focus on the total error rate eqp. The error may
be caused by both the imperfect experimental devices and the
decoherence during the photon transmission. We first consider
the error caused by the imperfect experimental devices. We
also take [@F) =[¢™),® |9 ), as an example. Only the clicks
from D{Ds, D;Dg, D3D7, or D4Dg are correct BSM results,
while other types of clicks caused by dark counts would lead
to error. Therefore, the correct message capacity correspond-
ing to the vacuum state, one hyperentangled photon pair, two
hyperentangled photon pairs, and three hyperentangled photon
pairs can be calculated as

Ceorreety = (1—p— p* —p*)4Yg,
Ceorrect; = PCAI, (' + Y0)2 + 3Y02]
= 4p(a* +20/Yy +4Yf),
Ceorreety; = P2C4[(20 +Y)? +3Y]
+CIPACI2( +Yp)? +2Y

= p*(40a” 4 64a'Y, + 64Y),
Ceorrecty = PPCi(3a +Y)? +3Y(]
+CIPPCiCA (20 +Y0)? + (o + Yo)? +2Y(]
+CiapPai3(o/ +Yo)? + Y]
= p*(2880% +3840/Yy + 256Y). (19)
Next, we consider the influence of decoherence. Here, we
suppose the white noise mode in each DOF. After the hyper-

entanglement distribution, the form of quantum state in two
DOFs can be written as

1-F
Pp = Fp‘¢+>pp<¢+ p(|¢_>pp<¢_|

+|W+>pp<‘/’+|+|‘l’7>pp<‘l’7‘)
Ps :F9|¢ >§9<¢ |Jr (|¢ > < ‘
+|w*>ss<w*|+|w dss(w ) (20)

In the above expression, F, (F;) represents the fidelity of tar-
get state in the polarization (spatial-mode) DOF. Decoherence
may affect the non-local BSM results and cause errors, which

may make Alice and Bob deduce incorrect messages. It is im-
portant to note that if the same kind of error occurs in both
DOFs, the BSM can still obtain the right detector response.
We take the case that the bit-flip error occurs in both DOFs as
an example. In this case, the initial hyperentangled state will
be converted to |yt), @ |y)s.
transmit the message 1 and Bob aims to transmit the message

Suppose that Alice aims to

0, and their random operations are both ,. After encoding, the
hyperentangled state will evolve to [¢ ), ® |y ). The BSM
process can be written as

07 )@y )e = %(\ JH) + V) V))
© = (Jar)as) +ax)lah)

g

1
= S(H)a 1)
V) V),

o, +1H)a, |[H)
+ V)alV)g)
> S HYa [+ [Hyas ),
V) alV )+ V)er V)
Yy [H) | ),
V)l V) + V) Vi)

O [+ V) (), + Vi)
() + V) (HY, + VD)
F(H)y, ~ V) (Y, — V)
() — V) (H), — V)]

= §(|H>ag|H>hg+\V>a'4|V>hg
+H) g [H)p, + V) [Vi,). 1)

As a result, the output photons will be detected by D3Ds,
D4Dg, D1D7, or D,Dg. From Table 1, Alice and Bob can infer
the encoded polarization Bell state to be [y),, and thus can
exchange correct messages 1 and 0. Similarly, if the phase-
flip error or bit-phase-flip error occurs in both DOFs, Alice
and Bob can also obtain the correct polarization BSM results
from the detector responses. Therefore, if the same kind of er-
ror occurs in both DOFs, the parties can still exchange correct
messages based on the BSM results.
Thus, the total correct rate Ceorrect, 15

(1-FK)(1-FK)
3

X (Ccorrect| + Ccorrectg +Ccorrect3 + Ccorrect4)- (22)

Ccorrect[ = Fst +

In this way, the total error rate eqp can be calculated as

Craw - Ccorrect‘ (23)

Craw

Taking the values of Cp,w and egp in Egs. (18) and (23)
into Eq. (9), we calculate the value of Cs. In Fig. 4, we show

€Qp =
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C; of the one-step QD protocol altered with the communica-
tion distance d between the communication parties. We fix
Yo =6.02 x 107, Ny = 1 = 0.95, ng = 0.9. For calculating
Mt, we choose o = 0.2 dB/km. The parameters F, and F; are
adjusted to be 1, 0.98, 0.96, respectively. It can be seen that
when F, = F; = 0.98, the maximum communication distance
achieves approximately 211 km. With the repetition rate of
the SPDC source being 10 GHz!"!! and F, = F; = 0.98, C; is
around 1435 bit/s at a communication distance of 100 km.

—F,=F,=1.00 |
F,=F,=0.98
---F,=F.=0.96 ]

0 50 100 150 200 250 300
Communication distance d (km)

Fig. 4. The secret message capacity Cs alters with the communi-
cation distance d between the communication parties. Here, we fix
Yo = 6.02 x 1075, N = 1 = 0.95, 1q = 0.9, and adjust F, = Fy =
1,0.98,0.96, respectively.

5. Discussion and conclusion

QD enables two communication parties to directly ex-
change secret messages simultaneously, realizing real-time se-
cure bidirectional communication. Similar to conventional
QSDC protocols,!'5181 previous QD protocols require to
transmit photons in the quantum channel twice.!!%-204347]
The channel noise may cause photon transmission loss and
quantum state decoherence in each photon transmission pro-
cess. The photon transmission loss and quantum state de-
coherence can largely limit the maximal secure communica-
tion distance and reduce the secret message capacity. Worse
still, they may cause message loss and message error, which
makes the transmitted messages incomplete and incorrect. In
our QD protocol, the parties only require to distribute pho-
tons in the quantum channel once, which can simplify the
experimental operation and reduce the photon transmission
loss. Most entanglement-based QD requires the complete
BSM.[19.2045:49] However, the linear-optical BSM only has a
success probability of 50%. The complete BSM often relies on

[72-761 which are difficult to realize

nonlinear optical elements,
under current experimental conditions. In contrast, our one-
step QD protocol adopts the hyperentanglement-assisted non-
local complete polarization BSM with a probability of 100%,
which is feasible with current linear optical devices.

QM is an important element of our one-step QD proto-

col. In the protocol, the parties should store the photons in

the quantum memory until they ensure the photon transmis-
sion being secure. During recent few years, QM has achieved
great experimental progresses.””~#31 In 2017, a high-fidelity
nanophotonic QM with > 95% spin polarization for efficient
initialization of the atomic frequency comb memory and time
bin-selective readout was experimentally demonstrated.!”8! In
2018, Hsiao et al. achieved a storage efficiency of 92.0% for
a coherent optical memory based on the electromagnetically
induced transparency (EIT) scheme in optically dense cold
atomic media.!” In 2019, a high-performance atomic Raman
memory in 8’Rb vapor with the memory efficiency of above
82.0% for 6 ns—20 ns optical pulses and the unconditional fi-
delity of up to 98.0% was achieved.l3"! Later, the coherent
storage of light in an atomic frequency comb memory over
1 hour was realized by the group of Ma.[®?l Recently, Zhang
et al. reported their achievement on the fiber-integrated multi-
mode quantum storage of single photon at telecom band with
330 temporal modes on a laser-written chip.[3*) Based on these
attractive progresses, our one-step QD protocol may be exper-
imentally realized in the near future.

From the security analysis, the channel noise makes it
possible for Eve to intercept some photons without being de-
tected, and increases message loss rate and message error rate.
Similar to QSDC, in QD, the communication parties cannot
perform the post-processing technique to resist message loss
and message errors. In this way, the message loss and mes-
sage error are two big obstacles in the practicality of QD.
Actually, we can adopt the polarization-spatial-mode hyper-
entanglement purification and heralded amplification to mod-
ify our one-step QD protocol. In detail, Bob can perform
the hyperentanglement amplification to herald the arrival of
each transmitted photon.!®*! After that, both parties can repeat
the hyperentanglement purification!®! to improve the fidelity
of the hyperentanglement channel. In theory, Alice and Bob
can construct the nearly perfect hyperentanglement channel,
where the parties can detect any eavesdropping behavior from
Eve. As a result, the message leakage loophole can be elim-
inated. Meanwhile, the message loss and message error can
be also nearly eliminated, thus guaranteeing the correctness
and integrity of the transmitted messages. In contrast, in the

19.201 the parties

previous entanglement-based QD protocols,!
cannot perform the EPP after the second photon transmission
round, for the EPP may change the encoded messages. As
a result, the decoherence caused by the second photon trans-
mission round cannot be eliminated, which can bring security
loophole and message errors. Moreover, our one-step QD can
be combined with the quantum repeater and drone to construct
the long-distance hyperentanglement channel, and thus realize
the long-distance one-step QD.

In summary, we propose the first one-step QD proto-

col with the help of hyperentanglement and non-local com-
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plete BSM. In the protocol, two communication parties first
After checking
the security of the photon transmission process, they en-

construct the hyperentanglement channel.

code their messages in the polarization DOF of each hyper-
entangled photon pair. Then, by performing the non-local
hyperentanglement-assisted complete polarization BSM, they
can finally obtain the exchanged messages. This one-step QD
protocol is theoretically secure and two parties can exchange
2 bits of messages by using a hyperentangled photon pair. The
secret message capacity of the one-step QD protocol is nu-
merically simulated. We obtain that with the fidelities in both
DOFs of F,, = F; = 0.98, the one-step QD protocol can achieve
the maximal communication distance of about 211 km. Com-
pared with previous QD protocols, our one-step QD proto-
col has some attractive advantages. First, photons only need
to transmit in the quantum channel once, which can simplify
the experiment operations and reduce the photon transmission
loss. Second, the non-local complete polarization BSM can
completely distinguish four polarization Bell states and is fea-
sible with current technique. Third, combined with the her-
alded amplification and purification, the nearly perfect hyper-
entanglement channel can be constructed between two parties,
which can nearly eliminate the message leakage loophole, the
message loss and message error. Moreover, combined with
quantum repeater and drone, our one-step QD is possible to re-
alize long-distance QD. In this way, our one-step QD protocol
is an important development of QD and will have important
applications in future quantum communication field.
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