CHinese PuysicaL Sociery | IOP Publishing

CPB

Chinese Physics B

http://cpb.iphy.ac.cn https://iopscience.iop.org/journal/1674-1056

Source localization in signed networks with effective distance

Zhi-Wei Ma(; & ff), Lei Sun(#)75), Zhi-Guo Ding( T £ [H), Yi-zhen Huang(¥i H K.), and Zhao-Long Hu(#fHJK J&)
Citation:Chin. Phys. B, 2024, 33 (2): 028902. DOI: 10.1088/1674-1056/ad1482
Journal homepage: http://cpb.iphy.ac.cn; http://iopscience.iop.org/cpb

What follows is a list of articles you may be interested in

Identifying multiple influential spreaders in complex networks based on spectral graph

theory

Dong-Xu Cui(# %< Ji5), Jia-Lin He({7] 5% #K), Zi-Fei Xiao( 4 T &), and Wei-Ping Ren(/T- T*°F)
Chin. Phys. B, 2023, 32 (9): 098904.  DOI: 10.1088/1674-1056/acacOb

Important edge identification in complex networks based on local and global features

Jia-Hui Song(A % %)
Chin. Phys. B, 2023, 32 (9): 098901.  DOI: 10.1088/1674-1056/aca6d8

Identification of key recovering node for spatial networks

Zijian Yan(f™=1-{i&), Yongxiang Xia(% 7K #£), Lijun Guo(¥ENN#), Lingzhe Zhu(f4¥5), Yuanyuan Liang(#2[% %),
and Haicheng Tu(i i #2)
Chin. Phys. B, 2023, 32 (6): 068901. DOI: 10.1088/1674-1056/acb75f

AG-GATCN: A novel method for predicting essential proteins

Peishi Yang(#%1%5K), Pengli Lu(/7 li51N), and Teng Zhang(ik i)
Chin. Phys. B, 2023, 32 (5): 058902. DOI: 10.1088/1674-1056/acb9f9

Analysis of cut vertex in the control of complex networks

Jie Zhou(J#¥i), Cheng Yuan(3= 1), Zu-Yu Qian(£%#H/7), Bing-Hong Wang (71 3¢ %%), and Sen Nie(%% #¥)
Chin. Phys. B, 2023, 32 (2): 028902. DOI: 10.1088/1674-1056/aca208


https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ad1482
https://doi.org/10.1088/1674-1056/ad1482
http://cpb.iphy.ac.cn/
http://iopscience.iop.org/cpb
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/acac0b
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/acac0b
https://doi.org/10.1088/1674-1056/acac0b
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/aca6d8
https://doi.org/10.1088/1674-1056/aca6d8
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/acb75f
https://doi.org/10.1088/1674-1056/acb75f
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/acb9f9
https://doi.org/10.1088/1674-1056/acb9f9
https://cpb.iphy.ac.cn/EN/10.1088/1674-1056/aca208
https://doi.org/10.1088/1674-1056/aca208

Chin. Phys. B 33, 028902 (2024)

Source localization in signed networks with effective distance

Zhi-Wei Ma(% )", Lei Sun(#)&)?, Zhi-Guo Ding( ] % [H)!, Yi-Zhen Huang(3% . K )3, and Zhao-Long Hu(#HJE )

I Zhejiang Normal University, School of Computer Science and Technology, Jinhua 321004, China
2Shanghau' Business School, School of Business and Economics, Shanghai 200235, China
3]1'nhua Polytechnic, School of Information Engineering, Jinhua 321016, China

(Received 27 September 2023; revised manuscript received 6 December 2023; accepted manuscript online 12 December 2023)

While progress has been made in information source localization, it has overlooked the prevalent friend and adver-
sarial relationships in social networks. This paper addresses this gap by focusing on source localization in signed network
models. Leveraging the topological characteristics of signed networks and transforming the propagation probability into
effective distance, we propose an optimization method for observer selection. Additionally, by using the reverse prop-
agation algorithm we present a method for information source localization in signed networks. Extensive experimental
results demonstrate that a higher proportion of positive edges within signed networks contributes to more favorable source
localization, and the higher the ratio of propagation rates between positive and negative edges, the more accurate the source
localization becomes. Interestingly, this aligns with our observation that, in reality, the number of friends tends to be greater
than the number of adversaries, and the likelihood of information propagation among friends is often higher than among ad-
versaries. In addition, the source located at the periphery of the network is not easy to identify. Furthermore, our proposed
observer selection method based on effective distance achieves higher operational efficiency and exhibits higher accuracy
in information source localization, compared with three strategies for observer selection based on the classical full-order

neighbor coverage.

Keywords: complex networks, signed networks, source localization, effective distance

PACS: 89.75.-k, 87.23.Ge, 89.75.Fb

1. Introduction

The uncontrolled dissemination of malicious content
through the widespread diffusion and propagation of informa-
tion in real life can result in significant societal losses. Ex-
amples include the rapid spread of false information on so-
cial media,[!?! virus intrusion into computer networks, > the
swift spread of negative or potentially harmful speech affect-
ing national security,!® as well as the emission of industrial
pollutants and hazardous substances.!”-8! While much research
has focused on studying information diffusion from the per-
spective of maximizing influence,!®! this paper addresses a
reverse problem, namely source localization, which aims to
accurately and efficiently identify the initial spreader of infor-
mation.

Considerable advancements have been achieved in the
field of source localization in complex networks. Shah and
Zaman were pioneers in systematically investigating the iden-
tification of virus sources in networks, utilizing the classical
susceptible—infectious—recovered (SIR) model. They intro-
duced the rumor centrality measure in tree-like networks to es-
timate the source of information propagation.!'!! This measure
captured the likelihood of a node becoming a source based on
its high rumor centrality. The authors extended this measure
to general networks by assuming information spreads through
breadth-first algorithms. Zhu et al. proposed the Jordan cen-
trality algorithm for source localization, which yielded more
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accurate results for general networks compared to the rumor
centrality measure.!'?! Brockmann er al. introduced effective
distance and combined it with maximum likelihood estimation
to locate the source, enabling reliable prediction of disease ar-
rival times.!!3] Jiang et al. further utilized effective distance to
transform the original network, facilitating a clear understand-
ing of complex diffusion processes. They employed a k-center
method to identify multiple sources and the corresponding
infection areas in general networks.'*! Other methods have
also been proposed for source localization, including maxi-

mum likelihood estimation, ! 1-15-171 gstatistical physics,“g‘z”

reverse propagation,!?>=*l machine learning, -9 etc.[37-3]
However, existing source localization research overlooks
the signed nature of node connections, which is frequently
encountered in signed networks, such as social networks
that incorporate friend and enemy relationships.! 02 Differ-
ent from traditional networks, signed networks exhibit dis-
tinct properties in many aspects, including the information
spread threshold cascades,*3! and the design of immuniza-
tion strategies.[**! Zhang et al. discovered that an increase or
clustering of negative interpersonal relationships in signed net-
works can lead to social unrest, thereby affecting the spread of
diseases or information.[*3] However, it is not clear whether
signed networks show different results from traditional net-
works in terms of source localization. This paper concentrates
on signed networks and proposes corresponding localization

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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methods based on their structural characteristics.

Because it is not practical to obtain information from
all nodes, quickly and accurately locating the source with a
small number of observation nodes (also called as sensors or
observers) is the main challenge. In existing research, ob-
servers are often chosen randomly or heuristically based on
network centrality or community measures. However, these
approaches are sensitive to outliers and may lead to false-
positive conclusions. Pinto er al. were the first to propose a
reverse propagation method for source localization.?! Paluch
et al. selected observation nodes based on the ordering of
node infection times, combined with gradient descent and re-
verse propagation, which improved localization accuracy and
efficiency but required a large number of observers.[>”! Hu
et al. used reverse propagation to infer the initial propaga-
tion time matrix and presented a greedy algorithm for op-
timizing observer selection, significantly reducing the num-
ber of observers needed.[*® These methods, however, are
limited to single-source localization studies. Fu er al. pre-
sented the max—min method for addressing multi-source lo-
calization based on reverse propagation.*! Building upon this
work, Hu et al. observed that the initial propagation time of
the true source occurs at its maximum frequency in the re-
ferred initial propagation time matrix, leading to the proposal
of a maximum-maximum source localization method.! In-
teger programming methods can improve accuracy, but ob-
server selection remains random.[?8] Nevertheless, the ran-
dom observation method is still adopted, requiring a relatively
large number of observers. Additionally, researchers have ex-
plored the optimal placement problem of observers in com-
plex networks, including betweenness centrality (BC),*”) high
coverage, [*8] and other approaches.*°! The observation theory
can be adopted to achieve the minimum number of observers,

1501 Wang et al. proposed

but only for linear diffusion systems.
a full-order neighbor coverage (FONC) strategy to enhance the
utilization of observers, significantly improving source local-
ization accuracy.*!) The core idea of the FONC algorithm lies
in excluding nodes in the same order as observers from being
selected as observers, thereby increasing the utilization of ob-
server nodes. Considering the difference in the propagation
ability of positive and negative edges of signed networks, we
convert the propagation ability of positive and negative edges
into effective distance, and propose a new observer selection
method. Meanwhile, for comparison, we propose several ob-
server selection methods based on FONC. Furthermore, we
develop a method for source localization in signed networks
through reverse propagation. Our contributions are summa-
rized as follows.

(i) We are the first to investigate source localization in
signed networks, taking into account the signed nature of in-
formation propagation in social networks.

(ii) Based on the structural characteristics of signed net-
works, we propose a new method to optimize observer selec-
tion with effective distance.

(iii) Leveraging the idea of reverse propagation, we pro-
vide a source localization method specifically designed for
signed networks.

(iv) By using effective distance to select observation
nodes, we achieve high accuracy of source localization and
high operating efficiency.

(v) The higher the proportion of positive edge, and the
higher the ratio of positive edge propagation ability to neg-
ative edge propagation ability, the more beneficial to source
localization.

The organization of this paper is as follows. In Section 2,
we first introduce the signed network model and the propaga-
tion model. Then we present the observer selection strategy
with effective distance. Finally, combining with the selected
observers, we develop the method of source localization in
signed networks with reverse propagation. In Section 3, we
evaluate the accuracy of the algorithm for source localization.
Finally, we summarize and discuss the paper.

2. Model and methods
2.1. Signed network model

The signed network is denoted as G = {V,E}, where the
node set V = {vi,vs,...,vy} and the edge set (v;,vj,w;;) € E,
w;; = 1 indicates the existence of a positive edge between
nodes v; and v;, while w;; = —1 indicates the existence of a
negative edge. Figure 1(a) is a simple structure of the signed
network. In this paper, we assume that the topological struc-
ture of network G is known and remains unchanged.

2.2. Propagation model

In this paper, the susceptible—infectious (SI) model is
adopted. S represents the susceptible state, and [ represents
the infected state. At time 7, information starts to spread. At
a certain time #, a node is in either the S or / state. In a signed
network, positive edges and negative edges have a different
propagation probability. We use 6 to represent the propaga-
tion probability of positive edges and 6~ to represent the prop-
agation probability of negative edges. Generally, 87 > 0.
Here, we assume that the information propagation starts from
an unknown node s*, and the initial propagation time %y is also
unknown. The propagation process is as follows.

(i) At the initial time 7y, only the source node s* is in the
informed (infected) state.

(i) The informed nodes pass the information to their
neighbors in the next time step based on the corresponding
propagation probability of edge.
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2.3. Observer selection strategies

Algorithm 1 Define the effective distance matrix S, as
shown in Fig. 1(b). The elements S;; in matrix S represent the
propagation score from node v; to node v;. The propagation
score S;; is obtained by adding up the propagation probabil-
ity on the shortest path from node v; to node v;. If there are
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multiple equal shortest paths, we select the shortest path with
the highest number of positive edges. The sum of elements in
each row represents the total propagation score of the node.
We select the node with the highest total propagation score as
the observer and iterate until 7 for all nodes in V\ O becomes
0.
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Fig. 1. (a) A simple illustration of a signed network. + indicates the positive edge and — indicates the negative edge. (b) Effective distance matrix
S. (c) Positive edge matrix P. (d)—(i) The process of Algorithm 4 for observer selection. Here, we assume that the propagation probability of
positive edges 0 is 0.4, and the propagation probability of negative edges 6~ is 0.1.

Algorithm 2 Full-order neighbor coverage strategy
(FONC).311 We define de.,Vk = m as node v; being the m-th-
order neighbor of node v;, indicating the shortest distance be-
tween v; and vi. For an observer o, we define V,* as the set of
nodes that have the same shortest distance to v, as the observer
o. In other words, for any v; € V,*, we have doy, = dvj_yk > 0.
The FONC algorithm is an observer selection algorithm based
on a greedy strategy, and its main algorithmic idea is as fol-
lows.

(1) Let O be the set of observer nodes, initially empty.

(ii) For each node v; € V\O, calculate 7, = Z;c\]:1 Vo],
and add the node with the maximum 7] value to the set of ob-

servers O. If there are multiple nodes with the same maximum
value, the node with the highest degree is selected.
0.

(iv) Repeat steps (ii) and (iii) until 7 for all nodes in V\O
becomes 0.

(iii) For all nodes v; € V,*, set dy; v =

Based on the FONC algorithm and considering the char-
acteristics of positive and negative edge propagation capacities

in the signed network, we improve the FONC algorithm and
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propose three observer selection algorithms as follows.

Algorithm 3 Define the positive edge matrix P, as shown
in Fig. 1(c). The elements F;; in matrix P represent the num-
ber of positive edges on the shortest path from node v; to node
vj. The sum of elements in each row in the matrix repre-
sents the total number of positive edges from the node to other
nodes. Based on the FONC strategy, when there are multi-
ple nodes with the same 1 value, we choose the node with
more positive edges as the observer. The reason is that pos-
itive edges have stronger propagation capabilities, and paths
with more positive edges are more likely to be the real propa-
gation paths.

Algorithm 4 By directly combining the effective distance
with the FONC strategy, we no longer calculate the 77 value for
each node directly. Instead, we incorporate the propagation
probability of edges into the calculation of 1 value and se-
lect observers based on the newly calculated 7 value, thereby
obtaining the optimal group of observers. To be specific, we
simulate this strategy in Figs. 1(d)—1(i). Figure 1(d) is the dis-
tance matrix corresponding to the network in Fig. 1(a), and
we calculate the 1 values of each node based on the effective
distance of the network. If we select v as the observer node,
then d,, ,, = 1, so none of the first-order neighbors of v, will
be selected as observer nodes. Among them, vy, v3, and v4
are all first-order neighbors of v,. By using the effective dis-
tance matrix .S, we obtain the propagation scores S»1, S>3, and
S»4 of all first-order neighbors of v, which sum to 0.9. The
same calculations are performed for the remaining nodes, and
we obtain a 1 value of 12.2 for node v;. Nodes vg, v7, and vg
have the highest 17 values, and we randomly select vg as the
observer node for the first step. We add vg to the set of ob-
servers O and delete elements in each column that are equal
to the corresponding element in the eighth row of the distance
matrix, see Fig. 1(e). Then we calculate the 1 values of the
nodes in V\ O using the remaining distance matrix and select a
new observer node, repeating this process until all elements in
the distance matrix are deleted. Figures 1(e)—1(i) show the re-
maining steps of selecting observer nodes. Finally, we obtain
the set of observer nodes O = {vg,v3,v2,v4,Vs}.

2.4. Source localization method in signed networks based
on maximum likelihood estimation

Based on the aforementioned algorithms, we can obtain
the observer set O = {0, }X | C V, representing a set of K ob-
servers. Define 7, as the absolute time moment when observer
node o receives information. We define O to represent the ob-
server and the receiving time, i.e., O £ {(0,1,)}, forall o € O.

Accurately locating the source based on the observed
node state is equivalent to identifying which node caused the
observed data we obtained, making it a maximum likelihood
estimation (MLE) problem. Since s* is uniformly random over

the network G, the optimal estimator can be expressed as!>!

$(0) = argmax P (O | s* =3s)

se€g
= argmax ZP(Hs | s* =5)
s€G I,

< [ [0 00,010, 5)d6r - do. (D)

Here II; is the set of all possible paths {Pwk}§=1 between
sources and observers in graph G. The set {61}5‘:1 represents
random propagation delays of all L edges in graph G, and g
is a deterministic function that depends on the joint distribu-
tion of propagation delays in a complex manner. Essentially,
the joint probability distribution g in Eq. (1) involves all pos-
sible combinations of paths, and computing this combination
would be computationally infeasible as it exhibits exponential
growth with an increasing number of nodes. In this paper, we
incorporate the properties of signed network edges and apply
the reverse propagation algorithm to present a method to lo-
cate the source in signed networks. The optimal estimator is
given by

§ = argmax u?A_l <d — lus> , 2)

s€G ' 2

where d is the observed delay, ¢ denotes the deterministic de-
lay, and A represents the delay covariance. Intuitively, when
selecting node s as the source, p and A respectively represent
the mean and covariance of the observed delay d (a random
vector), calculated by the following two formulas:

[d]k =t — 1o, 3)

[1s)ie = 1 ([P (5,001 = [Py (5,01)1)
Fu-([P-(s;0001)| = [P-(s;00)[), 4

where (4 and p_ represent the deterministic delays of posi-
tive and negative edges, respectively, and | P (s,01)| denotes
the number of positive edges on the shortest path P(s,0;) be-
tween node s and observer o;. Similarly, |P_(s,01)| represents
the number of negative edges on this shortest path

[A]k'zczx |P(0170k+1)|7 k:la (5)
7 |P(01a0k+1)mp(0170i+1)|7 k#h

where k and i are positive integers ranging from 1 to K — 1.

3. Results

We verify the proposed method for the source localization
with two synthetic networks, namely Erdos—Rényi (ER)[!]
and Barabési—Albert (BA)P?! networks. Based on the char-
acteristics of signed networks, we assume that there is a dif-
ference in propagation delay between positive and negative
edges. We do not consider the balance between positive and

negative edges in the signed network. >34
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3.1. Relationship between observer ratio and network size

First, we investigate the impact of the selected observer
ratio np on our proposed strategies for different network sizes
in both ER and BA networks. The observer ratio ng is defined
as follows:

(6)

where Ny represents the number of selected observers, and N
is the network size.

According to the analysis presented in Fig. 2, Algo-
rithms 2—4 require similar observer ratio for the same network
size in both BA and ER networks. However, Algorithm 1 re-
quires more observers. This discrepancy can be attributed to
the fact that Algorithm 1 selects the node with the maximum
total propagation score as an observer using the effective dis-
tance matrix S, and does not take into account the influence of
1, which necessitates a larger number of observers to cover the
entire network. As depicted in Fig. 2, as the network scale in-
creases, although the number of observation nodes rises, the
proportion of observation nodes decreases. Notably, Algo-
rithm 1 requires more observers in BA networks compared to
ER networks. Therefore, the network structure significantly
impacts the selection of observers.

(a) ER (b)
0.6

0.6
5 —- Algorithm 1
g 0.5 -® Algorithm 2 0.4
0.4 Algorithm 3
’ - Algorithm 4 0.3
0.3

023 — | M

100 200 500 1000 2000 100 200 500 1000 2000
N N

Fig. 2. The relationship between the observer ratio np under the four
algorithms and the network size N in (a) BA networks and (b) ER net-
works. The network size values are N = {100,200, 500, 1000,2000}, re-
spectively. The average degree (k) = 10, positive edges account for 80%
of the total edges in the network, the propagation probability of nega-
tive edges 6~ = 0.1, and the propagation probability of positive edges
0" = 0.4. All the results are average of 200 independent simulations.

3.2. Relationship between observer proportion and aver-

age degree

Here, we further analyze the observer selection ratios for
the four algorithms under different average degrees. From the
data presented in Fig. 3, it can be observed that Algorithm 1
selects a relatively larger percentage of observers, while Algo-
rithms 2—4 roughly select observers within the range of 20%
to 30%. In Fig. 3(a), it can be seen that the observer ratios
required by the four algorithms decrease as the network aver-
age degree increases. This phenomenon may be attributed to
the fact that denser network structures lead to higher average
degrees of observation nodes, enabling them to cover a wider
range and monitor more information. It is worth noting that for

ER networks, as shown in Fig. 3(b), when the average degree
(k) is less than a certain value, such as 14, a lower number
of observers suffices. However, as the average degree con-
tinues to increase, more observers are needed. This suggests
that for relatively homogeneous networks, as the network be-
comes denser, it becomes challenging to distinguish 17 values
for many nodes, making it difficult to reach 17 = 0 and requir-
ing more observer nodes.

0.9 BA @] os ER (b)
0.8
0.7
0.7
0.6 - Algorithm 1 0.6
e -® Algorithm 2 0.5
0.5 Algorithm 3
gorithm 0.4
0.4 4 Algorithm 4
0.3 0.3
0.2 % 0.2 A :
6 8 10 12 14 16 6 8 10 12 14 16
(k) (k)

Fig. 3. The relationship between the observer ratio np under the four al-
gorithms and the network average degree (k) in BA networks (a) and ER
networks (b). The average degree values are (k) = {6,8,10,12,14,16},
respectively. The network size is N = 100, the observer ratio is np =20%,
positive edges account for 80% of the total edges in the network, the
propagation probability of negative edges 6~ = 0.1, and the propagation
probability of positive edges 8+ = 0.4. All the results are average of 200
independent simulations.

3.3. Effects of proportion of observation nodes on source
localization

To evaluate the performance of our source localization
method, we use the area under receiver operating character-
istic (AUROC) metric,>>% a standard measure from signal
processing. The AUROC ranges from O to 1, where 1 indi-
cates perfect source localization, i.e., the source can be com-
pletely distinguished from other nodes in the network. A ran-
dom guess corresponds to an AUROC of 0.5.

1.0 1.0

(a) BA (b) ER
0.9 0.9
O
3 0.8 _ 0.8
g 2
< 0.7 0.7
-4 Algorithm 1
0.6 @ Algorithm 2| ¢
Algorithm 3
- Algorithm 4
0.5

0.5
10 20 30 40 50 60 70 80 90 100
no (%)

10 20 30 40 50 60 70 80 90 100
no (%)

Fig. 4. The relationship between the AUROC and different observer ra-
tios np in BA networks (a) and ER networks (b). The network size is
N = 100, and the average degree is (k) = 10. The positive edges account
for 80% of the total edges in the network, the propagation probability
of negative edges 6~ = 0.1, and the propagation probability of positive
edges O = 0.4. All the results are average of 200 independent simula-
tions.

First, we study the effect of different observer ratios on
the accuracy of source localization in signed networks. Based
on the experimental results shown in Fig. 4, it can be ob-
served that the overall accuracy of the four algorithms in-
creases as the observer ratio np increases (except for Algo-
rithm 1). In Fig. 4(a), when the observer ratio exceeds 10%,
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Algorithm 1 outperforms other algorithms. Similarly, in the
results in Fig. 4(b), Algorithm 1 also demonstrates better per-
formance of source localization in ER networks. When the
observer ratio ng ranges from 60% to 80%, the AUROC value
of Algorithm 1 is around 0.9, indicating that the observers se-
lected by Algorithm 1 can better locate the source. It should
be noted that when np exceeds a certain value, such as 80%,
the AUROC unexpectedly decreases. This may be due to the
increased likelihood of error estimation in the reverse propa-
gation algorithm when there are more observation nodes.

3.4. Effects of average degree on source localization

In this section, we investigate the influence of different
network average degrees on source localization in signed net-
works. From the observations depicted in Fig. 5, Algorithm 1
demonstrates a high localization capability in both BA and
ER networks under different average degrees. Although there
appears to be a range, such as an average degree between 8
and 14, with relatively higher accuracy, it is not significantly
outstanding. This suggests that the proposed method exhibits
strong robustness to network structure. Furthermore, while the
network average degree has a substantial impact on the pro-
portion of observers, as shown in Fig. 3(b), it has a relatively
minor impact on source localization.

1.0 1.0

(a) BA (b) ER
0.9 0.9
Q
3 0.8 N 0.8
[ A a—=
5 — ~
< 0.7 0.7
- Algorithm 1
0.6 -® Algorithm 2 | 0.6
Algorithm 3
~4-Algorithm 4
0.5 0.5
4 6 8 10 12 14 16 18 20 4 6 8 10 12 14 16 18 20

(k) (k)

Fig. 5. The relationship between the AUROC and different network av-
erage degrees (k) in BA networks (a) and ER networks (b). The network
size is N = 100 and the observer ratio is np = 20%. The positive edges
account for 80% of the total edges in the network, the propagation prob-
ability of negative edges 8~ = 0.1, and the propagation probability of
positive edges 81 = 0.4. All the results are average of 200 independent
simulations.

3.5. Effects of propagation probability of positive and neg-
ative edges on source localization

The propagation probability of positive and negative
edges in the signed network influences propagation dynamics,
but its impact on source localization remains unclear. There-
fore, we further investigate its effects on source localization in
signed networks.

From Figs. 6(a) and 6(b), it is evident that as the prop-
agation probability of positive edges increases, the AUROC
of all four algorithms exhibits an upward trend. Specifically,
Algorithm 1 consistently achieves noticeably higher AUROC
value compared to Algorithms 2—4, as observed in Fig. 6(a).

Similarly, in Fig. 6(b), Algorithm 1 also demonstrates com-
mendable localization capability in ER networks. This further
illustrates the significant influence of the propagation capac-
ities of positive and negative edges on source localization in
signed networks. Additionally, we conclude that as the propa-
gation probability of positive edges increases, the performance
of source localization also improves. It is worth noting that
in ER networks, as shown in Fig. 6(b), when 07 is relatively
small, the AUROC of Algorithm 1 does not differ significantly
from other three algorithms. This may be attributed to the
shorter average path lengths in ER networks, resulting in rela-
tively close distances between nodes. As Algorithm 1 selects
observers through the effective distance matrix S, when 07 is
small, the shortest path values between nodes in the ER net-
work do not differ significantly, leading to no significant im-
provement in source localization.

1.0 1.0
(a) BA (b) ER
0.9 0.9
8 0.8 0.8
: -
o7 - 0.7\ 87
- Algorithm 1
0.6 @ Algorithm 2| 0.6
Algorithm 3
- Algorithm 4
0.5 0.5

0.1 0.2 0.3 04 0.5 0.6 0.7 0.8 "70.1 0.2 0.3 04 0.5 0.6 0.7 0.8
ot o+

Fig. 6. The relationship between the AUROC and the propagation prob-
ability of positive and negative edges in BA networks (a) and ER net-
works (b). The propagation probability of negative edges is 6~ = 0.1
and the propagation probability of positive edges is within the range
6+ =1{0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8}. The network size is N = 100,
the average degree is (k) = 10, the observer ratio is np = 20%, and pos-
itive edges account for 80% of the total edges in the network. All the
results are average of 200 independent simulations.
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Fig. 7. The relationship between the AUROC and the ratio of positive and
negative edges in BA networks (a) and ER networks (b). The x-axis ratio
represents the ratio of negative edges to the total number of edges in the
network, ranging from 0 to 0.9. The network size is N = 100, the average
degree is (k) = 10, the observer proportion is ng = 20%, the propagation
probability of negative edges is 6~ = 0.1, and the propagation proba-
bility of positive edges is 67 = 0.4. All the results are average of 200
independent simulations.

3.6. Effects of ratio of positive and negative edges on
source localization

Furthermore, we investigate the influence of the ratio of
positive and negative edges in signed networks on the source
localization. As shown in Fig. 7, we can find that as the ra-
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tio of negative edges increases, the AUROC of the four algo-
rithms decreases. This indicates that a higher proportion of
positive edges enhances the source localization performance
of the algorithms. Therefore, we can conclude that these four
algorithms are more suitable for signed networks with a higher
proportion of positive edges. This finding aligns with real so-
cial networks, where individuals typically have more friends

than enemies, contributing to better survival in society.

3.7. Effects of the location of source on source localization

Considering that the source at different locations may af-
fect the accuracy of the source localization, we select the node
with the largest degree, the node with the smallest degree, and
the node with the largest betweenness centrality in the network
as the propagation source, respectively, to further explore how
the source at different locations affect the source localization.

As can be seen from Fig. 8, in BA and ER networks,
Algorithm 1 shows good source localization when the source
node is the node with the largest degree or the node with the
largest betweenness centrality, but when the source node is the
node with the smallest degree, the AUROC is lower. It indi-
cates that the source on the periphery of the network is not
easy to be located.

1.0 == Algorithm 1 1.0

(b) ER

(NN

Max BC Max_degree Min_degree Max BC  Max_degree Min_degree
source location source location

AUROC
(=] (=]
IS >

[N

Fig. 8. The relationship between the AUROC and the source at differ-
ent location in BA networks (a) and ER networks (b). The network size
is N = 100, the observer proportion is np = 20%, the average degree is
(k) = 10, the propagation probability of negative edges is 6~ = 0.1, the
propagation probability of positive edges is 8 = 0.4, and the proportion
of positive edges in the network is 80%. All the results are average of 200
independent simulations.

3.8. Robustness analysis — propagation probability

The previous results are obtained by using an average de-
lay time of u, = 0 for each positive edge, and an average de-
lay time u_ = 0~ for each negative edge. It actually contains
a certain amount of noise, because the propagation delay and
the propagation rate of the SI propagation model are differ-
ent. Here, we assume that the information propagation delay
follows a Gaussian distribution A/'(it,5%), where the mean u
incorporates f. = 07 and u_ = 0~. We further increase the
noise and study the effect of variance 6 in Eq. (5) on source
localization.

From the experimental results in Fig. 9, it can be observed

that Algorithm 1 consistently achieves the highest accuracy in

source localization, which is consistent with the previous re-
sults. Overall, even with an increasing o2, the change in the
AUROC is not significant, demonstrating that the proposed
source localization method exhibits strong robustness against

propagation noise.
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Fig. 9. The relationship between the AUROC and the variance 62 in
BA networks (a) and ER networks (b). The network size is N = 100,
the observer proportion is ng = 20%, the average degree is (k) = 10, the
propagation probability of negative edges is 6~ = 0.1, the propagation
probability of positive edges is 8+ = 0.4, and the proportion of positive
edges in the network is 80%. All the results are average of 200 indepen-
dent simulations.
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Fig. 10. The relationship between the AUROC and network size N. The
values of N are {100,500}, the observer proportion is np = 20%, the av-
erage degree is (k) = 10, the propagation probability of negative edges is
0~ = 0.1, the propagation probability of positive edges is 8 = 0.4, and

the proportion of positive edges in the network is 80%. All the results are
average of 200 independent simulations.
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Fig. 11. The running time of the four algorithms in BA and ER networks.
The network size is N = 100, the observer proportion is np = 20%, the av-
erage degree is (k) = 10, the propagation probability of negative edges is
0~ = 0.1, the propagation probability of positive edges is 6 = 0.4, and
the proportion of positive edges in the network is 80%. All the results are
average of 200 independent simulations.
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3.9. Robustness analysis — network size

Additionally, we study the performance of the four algo-
rithms for source localization with larger network sizes. As
depicted in Fig. 10, we can find that as the network size in-
creases to 500, the source localization accuracy of the four
algorithms remains almost unchanged. This suggests that the
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proposed algorithms have strong robustness and can be applied
to source localization in large-scale networks. Among them,
Algorithm 1 consistently achieves the best source localization
results.

Finally, we analyze the operational efficiency of the four
algorithms. Figure 11 shows the running time of the four algo-
rithms in BA and ER networks. It is evident that Algorithm 1
requires significantly less time compared to other algorithms.
This finding indicates that Algorithm 1 not only has more ac-
curate source localization results but also has higher efficiency.

3.10. Error distance

In order to improve the credibility of the experimental re-
sults, we introduce error distance to evaluate the effectiveness
of source localization. The error distance can be computed
by dy+5/(d), where d; ; is the distance between real source
s* and estimated source §, (d) is the average distance of the
network. And further investigate the effects of different ratios
of observers and different ratios of positive and negative edges
on source localization. The experimental results are presented
in Tables 1 and 2.

Table 1. The relationship between the error distance and different ob-
server ratios np in BA networks.

no (%) Algorithm 1~ Algorithm 2 Algorithm 3~ Algorithm 4
10 0.810 0.815 0.815 0.850
30 0.813 0.814 0.800 0.850
50 0.788 0.770 0.783 0.824
70 0.711 0.756 0.729 0.747
100 0.664 0.678 0.678 0.696

Table 2. The relationship between the error distance and the propaga-
tion probability of positive and negative edges in BA networks. The 6
represents the propagation probability of positive edges.

0" (%) Algorithm 1  Algorithm 2  Algorithm 3 Algorithm 4
10 0.819 0.824 0.833 0.828
30 0.792 0.841 0.836 0.819
50 0.760 0.778 0.764 0.814
70 0.702 0.702 0.706 0.783

From Table 1, it can be observed that with different ob-
server ratios, Algorithm 1 has a smaller error distance in most
cases compared with other three algorithms. In Table 2, with
the increase of positive edge propagation ability in the net-
work, the error distance of Algorithm 1 decreases and outper-
forms other three algorithms, which further indicates that the
stronger the positive edge propagation ability is, the more fa-
vorable the source localization is. By introducing the evalua-
tion index of error distance, it further shows that our algorithm
can find the source nodes accurately.

4. Discussion and conclusion

Accurately and efficiently identifying the source of in-
formation propagation is crucial in controlling the spread of

harmful content. Many studies have revealed differences in
information propagation in signed networks compared to tra-
ditional networks. However, the influence of signed network
structure, as well as the proportion and propagation proba-
bility of positive and negative edges, on source localization
remains unclear. In this study, we propose a new optimiza-
tion strategy with effective distance for observer selection and
develop a method for source localization in signed network
models using reverse propagation compared with three ob-
server selection methods based on FONC, experimental re-
sults demonstrate the overwhelming advantage of observer se-
lection method with effective distance. Interestingly, we find
that source localization accuracy increases with an increase in
the number of positive edges in the signed network and with
an increase in the ratio of positive edge propagation rate to
negative edge propagation rate, which seemingly confirms the
importance of cooperation. Furthermore, we observe that the
average degree of the network has little impact on source local-
ization accuracy. In addition, we find that the source located
at the periphery of the network is not favorable for source lo-
calization. Moreover, our method exhibits robust source local-
ization accuracy even in the presence of higher levels of noise,
indicating its suitability for signed networks. The observer se-
lection method with effective distance not only achieves high
accuracy in source localization but also demonstrates superior
efficiency.

The observer selection method with effective distance is
highly recommended for source localization in signed net-
works due to its high accuracy, efficiency, and robustness.
However, there are several avenues for future research. Firstly,
the extension of the single-source problem to a multi-source
problem in signed networks requires further investigation.
Secondly, considering the impact of changing edge relation-
ships over time, it is important to generalize the signed net-
work source localization problem from static networks to
dynamic networks.7-01 Thirdly, exploring source localiza-
tion in multi-layer networks by incorporating signed networks
opens up new possibilities for research and analysis.[®1=63] In
this paper, we consider a simple signed network and do not
consider the balance of the signed network. However, our hy-
pothesis is feasible to a certain extent, because the enemy of
our enemy is not necessarily our enemy, and the friend of our
friend is not necessarily our friend. In the future research, we
will further study and reveal whether there are new discoveries
in the structure of balanced singed networks.
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