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Encoding system plays a significant role in quantum key distribution (QKD). However, the security and performance
of QKD systems can be compromised by encoding misalignment due to the inevitable defects in realistic devices. To
alleviate the influence of misalignments, a method exploiting statistics from mismatched basis is proposed to enable un-
characterized sources to generate secure keys in QKD. In this work, we propose a scheme on four-intensity decoy-state
quantum key distribution with uncharacterized heralded single-photon sources. It only requires the source states are pre-
pared in a two-dimensional Hilbert space, and can thus reduce the complexity of practical realizations. Moreover, we carry
out corresponding numerical simulations and demonstrate that our present four-intensity decoy-state scheme can achieve a
much higher key rate compared than a three-intensity decoy-state method, and meantime it can obtain a longer transmission

distance compared than the one using weak coherent sources.

Keywords: quantum key distribution, heralded single-photon source, decoy-state method

PACS: 03.67.Dd, 03.67.Hk, 42.65.Lm

1. Introduction

Quantum key distribution (QKD),[!?! based on the fun-
damental laws of physics,!>* allows two distant parties, Alice
and Bob, to share secret keys in the presence of a malicious
eavesdropper, Eve. Since the first QKD protocol (BB84) was
proposed in 1984,[!! a great number of QKD experiments have

5-121 In most previous QKD protocols and cor-

been reported. !
responding security proofs, 131! people often assume the pre-
pared states are perfect. However, preparation flaws inevitably
exist in real-life situations due to the imperfect devices, result-
ing in reduced security of practical QKD systems.

To alleviate the influence of state preparations flaws,
Tamaki et al.?”) presented a loss-tolerant protocol, but it re-
quires full characterization of the preparation states and causes

increased system complexity. Fortunately, Yin et al.l*!]

pro-
posed a QKD protocol without characterizing misalignment
errors and the only assumption is that the quantum states are
prepared in a two-dimensional Hilbert space. With which the
secret keys can be extracted out using uncharacterized sources
by exploiting the mismatched-basis statistics which are nor-
mally discarded, and related experiments have been success-
fully demonstrated. >4

Based on those previous works, [>!=23

I here we present
a four-intensity decoy-state proposal on quantum key distri-
bution using uncharacterized heralded single-photon sources
(HSPS). First, the four-intensity scheme with biased basis can
help to improve the key rate compared with the standard three-

fCorresponding author. E-mail: ginw @njupt.edu.cn
© 2024 Chinese Physical Society and IOP Publishing Ltd
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intensity method.*>?3 Second, by employing the intrinsic ad-
vantages of HSPS with a higher single-photon probability and
a lower dark count rate compared with weak coherent sources
(WCS),[25261 one can obtain not only a much longer secure
transmission distance, but also a higher key rate, compared

with previous similar works. 223!

2. Protocol description

In our four-intensity BB84 protocol, Alice randomly
modulates each pulse into one of the four different intensi-
ties, i.e., the signal state U, the decoy states v and ®, and the
vacuum state o. However, different from the standard three-
intensity method, Alice only prepares the signal pulses in basis
Za and randomly prepares the decoy pulses in basis Za or basis
Xa. Considering typical encoding misalignments, Alice ran-
domly prepares quantum states |@o) = |0),]|@;) = sina|0) +
cosal|l),|@) = cos(mw/4+4b)|0) + sin(w/4+b)|1),|@3) =
sin (/44 ¢)|0) — cos(m/4+c)|1), in which the degrees of
angles a, b, and c are the encoding misalignments. We de-
fine that basis Zs consists of |@y) and |¢@;), while basis Xa
consists of |@,) and |@3). Besides, we make the assump-
tion that Bob performs projective measurement on the re-
ceived states to ensure protocol security.[’!l Let Bob’s mea-
surement for basis Zg be a projection onto {|@),|®;)}, and
for basis Xp be {|(2),|@3)}, where (@o|@1) = (P2|@3) =0
and |9o) (@] + |@1) (@1] = |@2) (@2] + |@) (@3] = 1. Afeer

basis sifting, the number of detected pulses can be obtained,

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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of which matched-basis events are kept as sifted keys and
mismatched-basis events are used to estimate the information
leaked to Eve.

By sacrificing some bits from matched-basis events
and revealing all bits from mismatched-basis events, we
can deduce conditional probability distribution Py (y|x),
where 4 € {1,v,w,0},x € {[o),|@1),]¢2),|¢3)} and y €

{I®0),|®1),|@2),|¢3)}. For simplicity, we assign value 0 to
|@o) and |@p), value 1 to |@;) and |@;), value 2 to |¢@,) and

|@,), and value 3 to |@3) and |@3). P, (y|x) can be expressed
as follows:

Py (ylx) = Z

i=0

D (leb)P) F ().
ey

N = n10~%/10 represents the total transmission and detec-

ZC’nt

tion efficiency, where 1 represents the detection efficiency of
the single-photon detector, & denotes the loss coefficient of
standard optical fibers and L denotes the fiber length. F ()
represents the probability of the valid detection events (those
only one detector clicks) on j-photon states, such as

 fa-a), itj>o0,
F(J){d(l—d), if j=0, @

where d represents the dark count rate of the single-photon de-
tector and P; (1) is the photon number distribution of the light
sources. Here, we take HSPS as the uncharacterized source.
Through a parametric down-conversion process, a two-mode
state, including the idler mode and the signal mode,!?’! is gen-
erated in HSPS. The idler modes are detected by Alice’s local
single-photon detector working as heralding signals and the
signal modes will be encoded and sent out to Bob. The photon
number distribution of HSPS can be expressed as[?°!
l

R0 =[1-0-a)0-m)]5e o

where da and na each denote the dark count rate and the de-
tection efficiency of Alice’s local detector, respectively.

With Egs. (1)—(3), we can obtain the expression of each
observable M, (y|x), namely the number of valid detections at
Bob’s side after sifting. Considering statistical fluctuation, we

v L o U vm2
pOylx)t = = vo—o? Py (y]x)" e®+Py (yx)" e vl

o _

P, (yx)"

use method in Refs. [28,29] to account for the finite-size key
effects, which provides a tighter bound for the deviation be-
Then, the
underlying expectation value of M) (y|x) for a given failure

tween ideal expectations and actual observations.

probability € is
(i) if My (y]x) =0

My (yx)" =0,
£
M, 60" =~In(3). @
i) if Mj (y[x) > 0
M; (ylx)
M b=
A (y|X) 1+oL”
M)L (ylx)
My () = 2R ®
where 8 and 8V can be obtained by solving the following
equations: [?8]

o M), (ylx)/(1+8%)
My, (ylx)/(1—8Y
e*‘sU L O)/( ) - 18 ©
(1_5L)175L T2

If M) (y|x) > —61In(g/2)

—3In(e/2)+/—8M; (x)In(£/2) +In(g/2)?
2(M;, (ylx) +1n(g/2))

st =6V =
@)
With Egs. (4)—(7), the expectation value of P (y|x) can

be bounded as

L MOt
P}L (y|x) - (y|x) )
U_ ()’\X)U
Py (ylx)™ = N Ol ®)

where N, (y|x) represents the total conditional detection

d,[>251 we can bound

events. Then, by using decoy-state metho
the conditional probabilities of single-photon events p (y|x) for

both matched-basis and mismatched-basis as

2 2
Ve—@
Voo, <yx>U> ,

v2

Py (y)" e

()

U
P01 =min{P‘° bk e

Thus, the detections on single-photon pulses with inten-
sity A in basis Z can be expressed as

p(00)"+p(110)" + p (O|1)" + p (1]1)"

My, = N%, (10)

\%

~ (O } ©

and the lower bound of the MZ A satisfies the following expres-

sions:

My =(1-8)M{,, 11
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where

“In(e/2) + \/ [In(€/2)]* — 81n (e/2) M?
- M7, ’

Nf represents the conditional detection events with intensity A
prepared in basis Z by Alice. The single-photon bit error rate
in basis Z is given by

p(1]0)+p(0]1)
p(110)+p(0[1) +p(1[1)’

Z _
b

=00+ (12

min

and the single-photon phase error rate is bounded by

ef =ef +e. (13)
The deviation € is defined as!?!!
€ £ maxf (C3,C31,Ch,Csy ) - (14)

The function f (C3g,C31,Chy,C%;) is given by?!!

(\/p (23) 4+ /P (1]0)C30Ch, + /P (0]1)C31Chy + /P (1]1) | C30Chy — C31Chy | )

2(p(0[0) + p(110)+ p (0[1) + p (1]1)) C5,Cag

2
(VP @) + /P (T0)C3Ch1 + /P (O1)C31Chy + /P (010) [CaoChy — o1y )

2(p(00) + p(1]0) +p (0[1) + p (1]1)) C5,Ca172

2
(VP @B3) + /P (T0)C30Ch, + /P OIM)Ca1 Chy + /P (1) [CaoCh — a1y )

, if C3()Cé0 # 0 and C31Cél #£0,

(VP@B) + VP (T0)C30Chy +/pOTCxChy +

2(p(0]0)+ p(1]0) + p (0[1) + p(1[1)) C3,C5 ,
P(0]0) [C30Cy — C31C5, |2)

5 if C30Céo 75 0 and C31Cél = 07

1— eg, if C30C§O =0and C31C§1 = 0,

2(p(0[0)+p (1/0) +p (0]1) + p (1]1)) G5, CH

, if C30C)y = 0 and C3,C}; # 0,

where Czg, C31, Céo’ and Cél are non-negative real numbers. And constraints for searching the maximum value of function

f(C30,C31,C,Ch; ) are

We note that p (y|x) in the above equations is constrained by
lower bound p (y|x)™ and upper bound p (y|x)".

Finally, the secret key rate in basis Z is given by!?3
R=—fecM{H (Ef)+M{;y[1-H ()],  (16)

where H (x) = —xlog, (x) —
entropy function; fgc denotes the inefficiency of error correc-

(I —x)log, (1 —x) is the binary

tion; Mﬁ represents the valid detections of signal-state in basis
Z and Eﬁ represents the quantum-bit error rate in basis Z. We
note that the variables C3g, C31, Ch, and C}, are restricted by
the mismatched-statistics. Thus, we can obtain the phase error
rate by numerical optimization.

3. Numerical simulation and discussion

In this section, we carry out corresponding numerical
simulations for our present scheme. In order to show the per-
formance of our scheme, we first compare it with the three-

intensity method in Ref. [23]. To explain the main factors

0[3) = p(0]0)C3, —p (0]1) €3,

0[3) = p(0]0)C3, —p (0]1) €3,

0[3) = p(0[0)C3 — p (OI1) G

0[3) = p(0[0)C3y— p (0]1) Cyy |- 15)

that make our scheme performs better, we do comparison
of the phase error rate and comparison of the numbers of
valid single-photon detection events used to generate final key
bits.
erate secret key against encoding misalignments. Moreover,

Indispensably, we also show that our scheme can gen-

we also do comparisons between using HSPS and WCS. The
full parameter optimization is carried out to obtain better per-
formance, including optimizing the intensities of the signal
state, two decoy states, and the probability to prepare quantum
states with different intensities. In practical implementation of
QKD, people often use the non-degenerated parametric down-
conversion to produce photon pairs, with one photon at the
wavelength convenient for detection acting as heralding sig-
nal, and the other falls into the telecommunication windows
for optimal propagation along the fiber or in open air acting
as heralded signal. For example, in Ref. [10], the idler mode
and signal mode are each centered at 633 nm and 1545 nm, re-
spectively, and each is detected with a silicon-avalanche pho-
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todiode detector (SAPD) and InGaAs single-photon detector.
Therefore, in our simulations, we have set reasonable values

for the system parameters as shown in Table 1. Simulation
results are shown in Figs. 1-5.

Table 1. List of practical parameters for simulations. 1 (1a) represents the detection efficiency of
the single-photon detector at Bob (Alice)’s side; d (da ) represents the dark count rate of the single-
photon detector at Bob (Alice)’s side; eq is the misalignment-error probability; & denotes the loss
coefficient of standard optical fibers; fgc represents the inefficiency of error correction; € represents
the failure probability and N represents the total number of pulses sent out by Alice.

o eq d n Sec

€ N da Na

0.2dB/km 1.0% 3.0x107°

0.145 1.16

1.0x107% 1.0x108 3.0x10°° 0.9

In Fig. 1, we do comparisons on the key rate between us-
ing different light sources (HSPS and WCS) and using differ-
ent decoy-state methods when a = b = ¢ = 0°, i.e., the three-
intensity method®¥ and the present four-intensity method.
When comparing with using different light sources, it shows
that HSPS experiences an enhancement of 17 km in the trans-
mission distance, approximately 14% improvement due to the
much lower vacuum component in HSPS. On the other hand,
when comparing schemes with different decoy-state methods,
although there is no obvious improvement in transmission dis-
tance, the four-intensity scheme significantly increases the key
rate. As a result, the combination of HSPS and the four-
intensity scheme can improve both the secure key rate and the
transmission distance.

102
0 103 E
=
o,
g 10 E
8 o
e losk ~ 7~ 3-intensity WCS i
] —— 4-intensity WCS
E; I 3-intensity HSPS ]
£ 10 —— 4-intensity HSPS
3
0]
1077 E 4
10-# : : :

0 20 40 60 80 100 120 140

Transmission distance (km)
Fig. 1. Secure key rate versus transmission distance for different decoy-state
schemes: The red solid (dash) lines represent four (three)-intensity method
with HSPS for a = b = ¢ = 0°. The blue solid (dash) lines represent four
(three)-intensity method with WCS fora =b = ¢ =0°.

We compare the phase error rate and the single-photon
detection event between using different light sources when
a=>b=c=0°1n Figs. 2 and 3 respectively. As we can see
from Fig. 2 that, our present work using HSPS gives a much
lower phase error rate comparing those using WCS because
of the negligible vacuum components. Besides, for the ones
using WCS, the curves of the single-photon detection event
decline rapidly after 120 km, while for those using HSPS, the
cut-off points reach up to 140 km.

In Fig. 4, based on four-intensity decoy-state method with
HSPS (WCS), we plot out variations of the key rate with trans-

mission distance under different values of encoding misalign-
ments. The transmission distance decreases 4 km (5 km) when
a=b=c=3"and 18 km (23 km) when a =b =c = 6°
as using HSPS (WCS). Overall, our protocol exhibits excel-
lent tolerance to the existence of misalignment errors. It is
worth noting that there is no need to characterize encoding er-
rors in practical applications for our scheme, and consequently
above-mentioned misalignments are just used to test the ro-
bust.

030 T T T T T T
— — - 3-intensity WCS
0.28

— 4-intensity WCS
— — - 3-intensity HSPS
—— 4-intensity HSPS

0.26
0.24 -

0.22 1
0.20 ]
0.18

Phase error rate

0.16 ]

0.14 ]
0.12

T L L

0 20 40 60 80 100
Transmission distance (km)

120 140

Fig. 2. Phase error rate versus transmission distance for different decoy-
state schemes. The red solid (dash) lines represent four (three)-intensity
method with HSPS for a = b = ¢ = 0°. The blue solid (dash) lines represent
four (three)-intensity method with WCS fora = b = ¢ = 0°.

1012 T T T T T
— — - 3-intensity WCS

—— 4-intensity WCS
— — - 3-intensity HSPS
—— 4-intensity HSPS

101
1010 3 N k|

10° ¢ 3

Valid single-photon detections

108 ¢ E

107 ‘ ‘ ‘ ‘ X :
0 20 40 60 80 100 120 140

Transmission distance (km)
Fig. 3. Valid single-photon detections versus transmission distance for dif-
ferent decoy-state schemes. The red solid (dash) lines represent four (three)-
intensity method with HSPS for @ = b = ¢ = 0°. The blue solid (dash) lines
represent four (three)-intensity method with WCS fora = b = ¢ =0°.
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4-intensity WCS,a=b=c=0

Secure key rate (bit per pulse)

103 N

— — — 4-intensity WCS,a=b=c=3" N ey

—6 F —-—-— 4-intensity WCS,a=b=c=6" \ E

10 ity a c=6 )
4-intensity HSPS,a=b=c=0" 1
L |
10-7F — — = 4-intensity HSPS, a=b=c=3 i
————— 4-intensity HSPS, a=b=c=6" !
10—8 L 1 ! 1

0 20 40 60 80 100 120 140
Transmission distance (km)

Fig. 4. Secure key rate versus transmission distance for different schemes
with different source preparation errors. The red lines represent four-
intensity method with HSPS for @ = b = ¢ = 0°, 3°, 6°. The blue lines
represent four-intensity method with WCS for a = b = ¢ =0°, 3°, 6°.

Finally, we do investigation on the detection efficiency
of the local detectors at Alice’s side (1), by fixing the en-
coding misalignments as a = b = ¢ = 3°, see Fig. 5. We can
see from Fig. 5 that the higher the detection efficiency, the
higher the key rate and the transmission distance. With the
state-of-the-art superconducting nanowire single-photon de-
tector (a = 0.9),53% our scheme only presents a slightly lower
key rate than the one using WCS at short transmission distance
(< 90 km); while shows more than 20-km longer transmission
distance.

—— 4-intensity WCS
| — d-intensity WCS, n, =1
- — - 4-intensity HSPS, #, =0.9

Secure key rate (bit per pulse)

0 20 40 60 80 100
Transmission distance (km)

120 140

Fig. 5. Secure key rate versus transmission distance by using different light
sources: The blue lines represent four-intensity method with WCS. The red
lines represent four-intensity method with HSPS for Ny = 0.9 and 1.

4. Conclusion

In conclusion, we have presented an improved decoy-
state QKD protocol with uncharacterized HSPS and investi-
gated its performance. By exploiting the mismatched-basis
statistics and preparing quantum states in a two-dimensional
Hilbert space, our scheme reduces the requirements for prepa-
ration errors and lowers the system complexity compared with
normal BB84 QKD protocol. Moreover, our simulation results
show that the secure key rate and transmission distance have

been significantly improved by using our present scheme com-
paring with former similar protocols. Therefore, our present
work seems to be a very promising choice for practical imple-
mentations of QKD systems.
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