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A novel image encryption scheme based on parallel compressive sensing and edge detection embedding technology
is proposed to improve visual security. Firstly, the plain image is sparsely represented using the discrete wavelet transform.
Then, the coefficient matrix is scrambled and compressed to obtain a size-reduced image using the Fisher–Yates shuffle and
parallel compressive sensing. Subsequently, to increase the security of the proposed algorithm, the compressed image is
re-encrypted through permutation and diffusion to obtain a noise-like secret image. Finally, an adaptive embedding method
based on edge detection for different carrier images is proposed to generate a visually meaningful cipher image. To improve
the plaintext sensitivity of the algorithm, the counter mode is combined with the hash function to generate keys for chaotic
systems. Additionally, an effective permutation method is designed to scramble the pixels of the compressed image in the
re-encryption stage. The simulation results and analyses demonstrate that the proposed algorithm performs well in terms of
visual security and decryption quality.

Keywords: visual security, image encryption, parallel compressive sensing, edge detection embedding
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1. Introduction
Digital images have become a primary means of infor-

mation storage and transmission in the modern era, playing
a critical role in various aspects of daily life. As carriers for
information, certain images may contain personal data, trade
secrets, or military proprietary information. These images are
susceptible to unauthorized tampering and interception when
transmitted in an insecure network environment. Therefore,
image encryption technology has considerable attention in the
field of information security.

Numerous methods have been proposed to protect im-
age security. The most traditional method is to use
some encryption techniques to encrypt a plaintext im-
age into cipher images of the same size, such as chaos
systems,[1–5] DNA sequences,[6–8] neural networks,[9,10] opti-
cal technologies,[11,12] quantum computing,[13,14] and tensor
theory.[15,16] In particular, chaotic systems are widely used
due to their inherent uncertainty, unpredictability, and sen-
sitivity to initial values. However, existing one-dimensional
chaotic systems have drawbacks such as small key space and
low complexity, researchers have proposed high-dimensional
chaotic systems with better security properties.[17] Moreover,
the scrambling-diffusion structure is the most common frame-
work in encryption schemes based on chaotic systems.[18–22]

In recent years, compressive sensing (CS) techniques
have been applied to image encryption.[23–27] The CS-based
encryption method has the advantages of low computational
cost, high security, and versatility. For instance, Xu et al.[28]

combined the hyperchaotic system with CS. They took row-
column scrambling before compression to enhance the com-
pression effect, and obtained cipher images with smaller size
and higher security. In addition, some encryption schemes
adopt two-dimensional compressive sensing to further reduce
the size of the cipher image.[29–31]

The above-mentioned encryption techniques can encrypt
images into noise-like images, so the attackers cannot obtain
valuable information by analyzing the cipher images. Never-
theless, these encrypted images only provide content security
and lack visual security, making them susceptible to intercep-
tion by hackers when they are transmitted on open networks.
In order to tackle this problem, Bao et al.[32] first proposed
a visually meaningful image encryption algorithm, which en-
crypted the plain image and then embedded it into the carrier
image to generate a visually secure cipher image. However,
this method requires the carrier image to be four times the size
of the plain image, resulting in higher storage requirement.
Later, Chai et al.[33] introduced CS to compress the image in
the encryption stage before embedding, and obtained the visu-
ally secure encrypted image with the same size as the original
image. This approach reduces the storage cost while maintain-
ing the image quality.

According to the method of embedding encrypted image
into carrier image, visual security image encryption schemes
can be classified into two categories. The first method in-
volves frequency domain analysis, such as integer wavelet
transform,[34] discrete cosine transform,[35,36] singular value
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decomposition (SVD),[37,38] and so on. For example, Zhu
et al.[38] proposed a robust meaningful encryption scheme
which uses block CS to encrypt the plain image and embeds
into carrier image through SVD. The method of embedding
information in the frequency domain has strong robustness
and high security. However, the embedding method utilized
in this scheme is lossy, which means that the encrypted in-
formation cannot be entirely extracted from the cipher im-
age. Additionally, its high computational complexity is un-
suitable for practical applications. The second method is to
operate in the spatial domain, the information is embedded
by approaches such as the least significant bit replacement
method[39–41] and pixel value difference.[42] In Ref. [41], Chai
et al. designed a dynamic LSB embedding method that can
completely extract secret information from a cipher image. Al-
though this method can achieve lossless embedding, it needs to
be further improved in terms of robustness and visual quality.
Moreover, many algorithms rely on fixed-location embedding,
which means that the encryption system is not absolutely se-
cure. When multiple images are encrypted by using the same
method and one of them is decrypted, the security of the other
images is compromised.

To solve the aforementioned issues, a visually secure im-
age encryption scheme based on parallel compressive sensing
(PCS) and edge detection embedding is proposed. PCS is a
technique that integrates CS with parallel signal acquisition
method, which is suitable for sampling by columns in im-
age compression. PCS contributes to efficient compression of
large-scale image data by simultaneously collecting data from
each column. It not only reduces storage and transmission ex-
penses but also ensures high-quality reconstruction. The edge
detector is employed to identify the edges of the carrier image,
which is crucial to divide pixels into edge and non-edge areas,
enabling adaptive embedding for different carrier images with
varying edge distributions.

The general process of encryption is as follows: the com-
pressed image obtained after PCS is permuted and diffused to
generate a secret image to resist attacks effectively. Subse-
quently, guided by the edge-detected carrier image, the pixels
of the secret image are shuffled and embedded into the edge
and non-edge pixels of the carrier image with various embed-
ding bits. Due to variations in the edges of different carrier
images, the embedding positions and bit numbers also differ.
This adaptive embedding method enhances the visual security
of the cipher image while maintaining high visual quality. The
simulation results provide compelling proof of the security and
reliability of the proposed scheme. The main contributions are
as follows:

1. To effectively resist chosen plaintext attacks (CPA), the
counter mode is used to update the keys to generate the
measurement matrices. The initial vector of the counter
derived from the hash values of the plain image.

2. To thoroughly scramble the pixels of the compressed
image, a method of permutation is designed to enhance
the randomness of the embedding process.

3. Based on edge detection, an adaptive lossless embed-
ding method is devised, aiming to improve the embed-
ding capacity of the carrier image and the visual security
of the cipher image.

4. The simulation analysis demonstrates that the proposed
encryption scheme can achieve excellent results in im-
proving compression performance, visual security, and
decryption quality under the framework of PCS and
edge detection.

The rest of the paper is organized as follows: Section 2
introduces the relevant knowledge. Section 3 describes the
proposed image encryption algorithm and its corresponding
decryption algorithm in detail. The simulation experiments
and performance analysis are conducted in Sections 4 and 5.
Furthermore, in Section 6, the proposed algorithm is compared
with existing visual image encryption algorithms. Finally, we
summarize this paper and prospects for future research in Sec-
tion 7.

2. Preliminaries
2.1. Chaotic systems

In our proposed algorithm, the chaotic sequence gener-
ated by the logistic-tent-sine chaotic system is used to con-
struct the measurement matrix. In addition, the cascading in-
finite collapse system and the Chebyshev system generate two
chaotic sequences to scramble and diffuse the compressed im-
age, and then embed it into the carrier image.

2.1.1. Logistic-tent-sine chaotic system

In Ref. [43], the logistic-tent-sine (LTS) chaotic system
is proposed to improve the performance of one-dimensional
chaotic systems by providing a larger chaotic range and better
chaotic behavior. The definition is as follows:

Xn+1 =


((rxn(1− xn)+ rxn/2) mod 1
+(4− r)sin(πxn)/2) mod 1, xn < 0.5,

((rxn(1− xn)+ r(1− xn)/2) mod 1
+(4− r)sin(πxn)/2) mod 1, xn ≥ 0.5.

(1)

The values of chaotic sequences generated by the LTS chaotic
system are within the range of (0, 1).

2.1.2. Cascading Chebyshev system and infinite col-
lapse system

As is well known, the Chebyshev system and the infinite
collapse system are commonly used chaotic systems. How-
ever, their chaotic properties and traversal distributions are
uneven, making them vulnerable to attacks. To address this
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problem, Jiang et al.[44] proposed a cascading Chebyshev and
infinite collapse system (2D-ICCS), defined as follows:

xn+1 = sin{π(cos[(4−θ)cos−1 xn]+ sin θ

yn
)},

yn+1 = sin{π(cos[(4−θ)cos−1 yn]+ sin θ

xn
)}, (2)

where the control parameters θ ∈ [0,4]. The outputs of the
chaotic system are within the range of [−1,1].

2.2. Parallel compressive sensing

In CS, when a sparse signal is sampled at a rate lower than
the Nyquist rate, the original signal experiences minimal dis-
tortion during the reconstruction of the sampled data. CS can
simultaneously sample, compress, and encrypt images, which
has attracted great attention from researchers in image secu-
rity. To reduce computational complexity and storage space,
parallel compressive sensing (PCS) samples and reconstructs
a two-dimensional image in a column-wise manner.

In general, natural signals are non-sparse. Therefore, be-
fore further processing a signal with CS, it is necessary to
transform the signal into the frequency domain to obtain its
sparse representation. Suppose that there is a signal x ∈ RN×1,
under the orthogonal basis Ψ ∈ RN×N , which can be expressed
as

x =
N

∑
i=1

ψisi =Ψs, (3)

where si = {s1,s2, . . . ,sN} is the coefficient vector. If the num-
ber of non-zero coefficients in the vector s is K� N, that is,
the coefficient vector is K-sparse, then the signal x is sparse
and compressible under the orthogonal basis Ψ .

For a two-dimensional image X ∈ RM×N , denoted by
xi ∈ RN×1 the i-th column of image X . The image is sam-
pled in a column-wise manner using measurement matrices
Φ ∈ Rm×N , where m =CR×M, CR is the compression ratio.
The measurement process of PCS can be expressed as

yi = Φixi = ΦiΨsi =Θisi, (4)

where i = 1,2, . . . ,N, yi and Φi represent the measurement
vector and measurement matrix of the i-th column, respec-
tively, Θ = ΦΨ is the sensor matrix.

Signal reconstruction is also an important link of CS. To
recover the original signal x from the observed value y, the sen-
sor matrix Θ needs to satisfy the restricted isometric property
(RIP). The reconstruction process of signal x can be expressed
as a l1-norm problem:

min‖s‖1 s.t. y =Θs, (5)

where ‖s‖1 represents the l1-norm of vector s. Several re-
construction algorithms have been proposed to solve the re-
construction problem, such as orthogonal matching tracking
(OMP), matching tracking (MP), and smoothing l0 paramet-
ric (SL0). In this paper, we employ the OMP algorithm for
reconstructing the image.

2.3. Fisher–Yates shuffle

The Fisher–Yates shuffle algorithm, also known as the
Knuth random permutation algorithm, is an effective method
for scrambling pseudorandom sequences. The scrambling pro-
cess can be described as follows: Given a sequence Z of length
n, we start from the last element Zn, and randomly select an
element Zi from the 1st to the n-th element, then swap them.
Next, repeat this process for the element Zn−1. We select an
element from the 1st to the n−1-th elements and swap their
positions. This operation is performed iteraively until all ele-
ments in this sequence are scrambled.

To provide a clearer illustration of the scrambling pro-
cess, the sequence 21754386 is used as an example, as shown
in Fig. 1.

Scrambled Scrambling resultSelect range Random

Z8=6 Z3=7

Z5=4

Z4=5

Z1=2

Z2=1

Z2=3

Z1=8

Z7=8

Z6=3

Z5=8

Z4=3

Z3=6

Z2=6

1 7-

1 6-

1 5-

1 4-

1 3-

1

1

2-

21654387

21658347

21638547

81632547

83612547

86312547

68312547

Fig. 1. Fisher–Yates shuffle process.

2.4. Counter mode

In cryptography, the counter mode is commonly used in
the process of packet encryption due to its effectiveness in re-
sisting CPA, which can be described by

Ctri+1 = (Ctri +1) mod 10λ , (6)

where i = 1,2, . . . ,N, l ·N < 10λ , λ is a security parameter,
Ctr0 is the initial vector, N is the number of counters, and l
indicates the number of encrypted images.

2.5. Edge detector

Edge detection is one of the fundamental methods in the
field of image processing and computer vision. The purpose of
edge detection is to identify points with significant brightness
changes in digital images. These obvious image changes are
attributed to crucial events or transitions. Through edge de-
tection, the mutation of image intensity is identified, and each
pixel is classified as a non-edge pixel or an edge pixel. Several
basic edge detectors have been developed, including Sobel,
Roberts, Laplacian, Prewitt, and Canny operators. The general
criteria for edge detection include: (1) Low error rate. The ob-
jective is to identify all edges and minimize the occurrence of
false responses. (2) High accuracy. The detected edges should
closely match the actual edges. (3) Single edge point response.
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Each edge within an image should be marked only once to en-
sure that the potential noise in this image does not generate
false edges.

Among the commonly used edge detection, the Canny
edge detection algorithm stands out for its precise definition
and reliable performance. It has become one of the most pop-
ular algorithms for edge detection due to its ability to satisfy
the above three criteria. The Canny edge detection algorithm
can be divided into the following steps.

Step 1 Use a two-dimensional Gaussian filter to smooth
the image and filter out the noise. The choice of Gaussian ker-
nel size has a significant effect on the performance of the edge
detector. A larger kernel size results in less sensitivity to noise
and may increase the positioning error in the edge detection. A
kernel size of 5×5 is typically suitable for most applications,
although the optimal size may vary depending on the specific
case.

Step 2 Use the Sobel operator to calculate the magnitude
and direction of the image intensity gradient. The Sobel opera-
tor is implemented through convolution with two-dimensional
space gradient, where Sx represents the Sobel operator in x di-
rection, used to detect edges in y direction, Sy represents the
Sobel operator in y direction, used to detect edges in x direc-
tion and is defined as follows:

Sx =

−1 0 1
−2 0 2
−1 0 1

 , Sy =

 1 2 1
0 0 0
−1 −2 1

 . (7)

For a 3×3 window A in the image, the gradient of pixel e
can be calculated after convolution calculation with the Sobel
operator. The gradients of pixel e in the x and y directions are
expressed as follows:

Gx = Sx ∗A = sum

 −a 0 c
−2d 0 2 f
−g 0 i

 ,

Gy = Sy ∗A = sum

 a 2b c
0 0 0
−g −2h −i

 , (8)

where ∗ is the convolution symbol, and the summations are
taken over all elements in the matrix. Then we can calculate
the gradient and direction of pixel e according to

G =
√

G2
x +G2

y , θ = arctan
(Gy

Gx

)
. (9)

Step 3 To eliminate spurious responses in edge detection,
non-maximum suppression techniques are employed. Non-
maximum suppression is an edge refinement technique that
refines blurred edges after gradient computation. It effectively
suppresses all gradient values except local maximum to en-
sure that each edge has an accurate response. This method
compares the gradient intensity of each pixel with its positive
and negative gradient direction pixels. When the current pixel

has the most significant gradient intensity, it is marked as an
edge pixel. Otherwise, it is marked as a non-edge pixel.

Step 4 Perform dual-threshold technique to identify po-
tential edges. After non-maximum suppression, the remaining
pixels can better represent the actual edges in the image. How-
ever, there may still be edge pixels caused by noise and color
variations. To address these false responses, a dual-threshold
technique is applied. It involves filtering the edge pixels using
a high threshold Thh and a low threshold Thl. Pixels with gra-
dient values higher than Thh are labeled as strong edge pixels,
and pixels within the threshold range [Thl,Thh] are identified
as weak edge pixels. Pixels with gradient values lower than
Thl are suppressed. The choice of thresholds depends on the
input image.

Step 5 Suppress isolated low threshold points. Up to this
point, the strong edge pixels are easily recognized, while the
weak edge pixels may be mistaken for noise or color changes.
The weak edge pixels and their eight adjacent pixels are ex-
amined to identify actual edges. If at least one of the adjacent
pixels is a strong edge pixel, the weak edge pixel can be iden-
tified as an authentic edge.

The above five steps can complete the image edge de-
tection based on the Canny algorithm, and Fig. 2 shows the
detection effect of the algorithm.

3. Visual security image encryption scheme
3.1. Keys generation

In our scheme, the SHA-256 hash function val-
ues of the plain image are used with the external keys
K = (x′,r′,y′,z′,µ ′) to calculate the internal keys. Specifically,
the initial values and parameters of the LTS chaotic system are
updated by the counters with x0 and r0. The 2D-ICCS is it-
erated with initial values y0, z0, and parameter µ to generate
chaotic sequences for permutation, diffusion, and embedding.
The specific steps are as follows.

Step 1 Obtain the SHA-256 hash values of the plain im-
age. Subsequently, segment the hash values into 8-bit blocks
and convert them to decimal digits h1,h2, . . . ,h32.

Step 2 The internal keys are computed as follows:

x0 =
sum(h(1:8))

256 mod 1+ x′,

r0 =
sum(h(9:16))

256 mod 4+ r′,

y0 =
sum(h(17:24))

256 mod 1+ y′,

z0 =
sum(h(25:32))

256 mod 1+ z′,

µ = sum(h(4:4:32))
256 mod 4+µ ′.

(10)

Step 3 To construct the measurement matrices, the
counter code is used to update the initial values xi and pa-
rameter ri of the chaotic system, according to the following
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equations: {
ri = (Ctri×10−λ + r0) mod 4,
xi = (Ctri×10−λ + x0) mod 1.

(11)

3.2. Encryption process

The flow chart of the proposed visual image encryption
algorithm is shown in Fig. 3. First, the plain image is pre-

encrypted and compressed by the Fisher–Yates shuffle and
PCS. Then, perform the permutation and diffusion operation to
obtain the secret image. Finally, the secret image is embedded
into the carrier image by using the edge detection technique.

Assume that the plain image is P ∈ RM×N , and the carrier
image is CI ∈ RM×N , the detailed encryption process is shown
in the following.

(a) (b) (c) (d)

Fig. 2. Plain images and the corresponding edge images: (a)–(d) are plain images of Aerial, Baboon, Barbara and Goldhill, and their
corresponding edge images.

Plain image Threshold Fisher-Yates

shuffle

Measuring

Quantization

PermutationDiffusionEmbedding

Edge detector

Secret keys LTS

Carrier image

Cipher image

Measurement

matrices

2D-ICCS

DWT

Fig. 3. The flow chart of the proposed image encryption algorithm.

3.2.1. Compression process

Step 1 The sparse basisΨ ∈ RN×M is obtained via the dis-
crete wavelet function (DWT), and transform the plain image
P to obtain the sparse coefficients matrix P1:

P1 =Ψ ×P×Ψ
T. (12)

Step 2 Use Fisher–Yates shuffle to scramble the pixels of
the image P1. First, arrange P1 into a one-dimensional se-
quence, then use the method described in Subsection 2.3 to
scramble it, and the subscripts of randomly selected elements

are recorded in the index sequence order. Finally, the scram-
bled sequence is rearranged into a two-dimensional matrix P2.

Step 3 Assign the threshold TS to improve the quality
of the reconstructed image. Set the values in matrix P2 with
absolute values less than or equal to TS to zero, resulting in
matrix P3.

Step 4 Construct measurement matrices Φi ∈ Rm×N ,
where i = 1,2, . . . ,N. The LTS chaotic system is iterated
m×N + t0 times using the initial value xi and parameter ri, and
discard the former t0 elements to obtain the chaotic sequence
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Wi = {w j}mN
1 . The measurement matrices are obtained by ex-

ecuting the following equation:

Φi =

√
2
M


w1 wm+1 · · · wmN−m+1
w2 wm+2 · · · wmN−m+2
...

...
. . .

...
wm w2m · · · wmN

 . (13)

Step 5 Apply the measurement matrix Φi to the corre-
sponding columns of P3 to generate the measurement value
sequence, and combine all the sequences to obtain the matrix
P4 ∈ Rm×N , the process can be expressed as

P4(:, i) = Φi×P3(:, i). (14)

Step 6 For the subsequent embedding operation, the im-
age P4 is quantified and mapped to the range [0,255] to obtain
image P5,

P5 = floor
(255× (P4−min)

max−min

)
, (15)

where min and max are the minimum and maximum of the
matrix P4.

3.2.2. Permutation and diffusion

To augment the confidentiality and randomness of the
scheme, the compressed image is permuted and diffused. The
specific process is as follows:

Step 1 Generate two chaotic sequences by iterating the
2D-ICCS with the initial values y0, z0 and parameter µ , tak-
ing m×N elements after discarding the former t0 elements, as
follows: {

Y = {y1,y2,y3, . . . ,ym×N},
Z = {z1,z2,z3, . . . ,zm×N}.

(16)

Step 2 Arrange the sequences Y and Z into two-
dimensional matrices PY ∈ Rm×N , PZ ∈ Rm×N . Sort the ele-
ments in each column of in ascending order to obtain the index
sort matrix PY ′.

Step 3 Combine the elements of the indexed sort ma-
trix PY ′ and their corresponding column coordinate to obtain
the coordinate matrix Oi, j = O(PY ′i, j, j), where i = 1,2, . . . ,m,
j = 1,2, . . . ,N.

Step 4 Set the current row number r = 1.

Step 5 According to the coordinates in the r-th row of the
coordinates matrix Oi, j, seek {PYOr,1 ,PYOr,2 , . . . ,PYOr,N} from
the two-dimensional matrix PZ, ascending order to get index
sequence IOr, j . The process can be expressed as

{
[PY ′or, j , Ior, j ] = sort(PYor, j)

}N

j=1
. (17)

Y

Z

16

4

14

6

5

15

8

2

10

11

7

12

13
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Fig. 4. The flow chart of the designed permutation.
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Step 6 According to the coordinates in the r-th row of the
coordinates matrix Oi, j, seek {P5Or,1 ,P5Or,2 , . . . ,P5Or,N} from
the two-dimensional matrix P5, sort them according to index
sequence IOr, j .

Step 7 Set the row number r = r+1. Repeat Steps 5 and
6 until r = m to obtain the scrambled image P6. To clearly
illustrate the permutation process described above, we use a
4×4 matrix as an example, as shown in Fig. 4.

Step 8 The chaotic sequences Y and Z are transformed as
follows: {

T 1(i) = floor(Y (i)×216) mod 256,
T 2(i) = floor(Z(i)×216) mod 256.

(18)

The sequences T 1 and T 2 are applied for forward and reverse
diffusion, respectively, and the diffusion process can be de-
scribed as {

P7(i) = P7(i−1)⊕T 1(i)⊕P6(i),
SI(i) = SI(i+1)⊕T 2(i)⊕P7(i), (19)

where ⊕ denotes the XOR operation. We can get the secret
image SI.

3.2.3. Embedding process

Step 1 Use the Canny edge detector to detect the edges
of the carrier image through the process described in Subsec-
tion 2.5, and the edge image EI ∈ RM×N is obtained.

Step 2 Aiming to avoid possible overflow, the grayscale
value of the carrier image CI is adjusted to the range [15, 240]
to obtain the image CI′ by the following equation:

CI′ =
⌈

a+
b−a
255
×CI

⌉
, (20)

where a = 15 and b = 240.
Step 3 Based on the edge image EI, the pixels of im-

age CI′ are divided into edge and non-edge parts. Then, ar-
range them into a one-dimensional array C1 = [U,V ] with edge
pixels first, followed by non-edge pixels. Suppose that the
number of edge pixels U is n, and the number of non-edge
pixels V is M×N−n, denoted as U = {u1,u2, . . . ,un} and
V = {v1,v2, . . . ,vM×N−n}.

Step 4 Take the former n elements of the chaotic se-
quence Y and the former M×N−n elements of sequence Z,
and sort them in ascending order to obtain index sequences sy
and sz. Scramble Y and Z in the order of sy and sz to get
U ′ = {u′1,u′2, . . . ,u′n} and V ′ = {v′1,v′2, . . . ,v′M×N−n}, and
then combine them into a scrambled array C2 = [U ′,V ′].

Step 5 All elements of the secret image SI are converted
to eight-bit binary and stretched into a one-dimensional secret
bits array S = {s1,s2, . . . ,s8mN} of length 8×m×N. Each ele-
ment of the array C2 is also represented by an eight-bit binary.
Then, each group of four secret bits is embedded in the lowest
four bits of each edge pixel u′i, and the remaining 8mN− 4n
secret bits are embedded in the lowest two bits of non-edge

pixels v′i sequentially. Finally, convert pixels in binary format
to decimal. It is worth noting that certain non-edge pixels are
devoid of any embedded secret bits.

Step 6 After embedding operation, scramble the U ′ and
V ′ according to the reverse order of the index sequence sy and
sz to obtain U ′′ and V ′′, and then get the array C3 = [U ′′,V ′′].

Step 7 The array C3 is rearranged into a two-dimensional
matrix to obtain the final visually meaningful cipher image VI.
The encryption process is completed.

3.3. Decryption process

To decrypt the cipher image, the keys are transferred to
the decryption side, including the compression ratio CR, the
initial vector Ctr0 of the counter, the parameters and initial
values {x0,r0,y0,z0,µ0} of chaotic systems. The flow chart
of the decryption algorithm is shown in Fig. 5. The specific
decryption process is as follows:

Step 1 Perform edge detection on the carrier image CI.
Then, the pixel positions of the cipher image VI correspond
to the detection result, divided into edge and non-edge seg-
ments. Extract the edge pixels U ′′ are arranged in the front
and the non-edge pixels V ′′ are arranged in the back to form a
one-dimensional array.

Step 2 Iterate the 2D-ICCS to obtain two chaotic se-
quences Y and Z, and take the first n and the first M×N− n
elements, respectively. Arrange them in ascending order to
obtain the index sequences sy and sz, scrambling U ′′ and V ′′

to obtain U ′ and V ′.
Step 3 The elements in U ′ and V ′ are converted to eight-

bit binary, then the lowest four bits of each element u′i in U ′

and the lowest two bits of the element v′i in V ′ are extracted
and arranged into an array in turn. Take the first 8×m×N
elements to construct the secret bit array S, and convert it into
decimal in a group of each eight elements. Finally, the array
of length m×N is rearranged into a two-dimensional matrix
to acquire the secret image SI.

Step 4 The chaotic sequences T 1 and T 2 are used for the
inverse forward and backward diffusion according to the fol-
lowing equations:{

P7(i) = SI(i+1)⊕T 2(i)⊕SI(i),
P6(i) = P7(i−1)⊕T 1(i)⊕P7(i). (21)

Step 5 The index matrix I is obtained according to Sec-
tion 3.2.2 for implementing the inverse permutation to gener-
ate the matrix P5.

Step 6 Execute the inverse quantization on the matrix P5.

P4 =
P5× (max−min)

255
+min . (22)

Step 7 Calculate the measurement matrix Φi, and then
use OMP to reconstruct the matrix P3, the process is shown as
follows:

P3(:, i) = OMP(P4(:, i),Φi). (23)
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Step 8 According the index sequence order, perform the
inverse Fisher–Yates shuffle to obtain the sparse coefficient
matrix P2.

Step 9 The decrypted image P is obtained by applying

inverse discrete wavelet transform (IDWT) on P2, and can be
expressed as

P =Ψ
T×P2×Ψ . (24)

ExtractingCipher image

Carrier image Edge detector

Inverse

diffusion

Inverse

permutation

Inverse

quantization

Reconstructing

Inverse

Fisher-Yates shuffle
Decrypted image IDWT

Secret keys LTS

2D-ICCS

Measurement

matrices

Fig. 5. The flow chart of the proposed image decryption algorithm.

4. Simulation results
4.1. Encryption and decryption results

To verify the effectiveness of the proposed encryption al-
gorithm, the simulation experiments are implemented on Mat-
lab R2018a. The hardware condition is Intel(R) Core (TM)i5-
12500 CPU @ 3.00 GHz with 16.00 GB RAM, and the oper-
ating system is Microsoft Windows 10. The 512× 512 sized
images including Lena, Girl, Peppers, and Jet are selected
as the plain images, and the same size images including Ba-
boon, Goldhill, Aerial, and Bridge are selected as carrier im-
ages for testing. The keys are set as x′ = 0.6107, r′ = 0.8915,
y′ = 0.3109, z′ = 0.1681, µ ′ = 0.3057, and other parameters
are CR = 0.25, TS = 30. In the decryption process, OMP is
chosen as the reconstruction method.

The simulation results are shown in Fig. 6, where from the
first to the fifth column are listed the plain image, secret image,
carrier image, secret image, cipher image, and decrypted im-
age. Notably, the noise-like secret image is one-fourth the size
of the plain image and cannot provide any helpful information,
proving the effectiveness of the encryption and compression of
the scheme. Meanwhile, the generated steganographic image
has the same visual effect as the carrier image, which indi-
cates that the proposed encryption scheme has visual security
and can protect the secret information effectively. Addition-
ally, the decrypted image is similar to the plain image, and
since the embedding process is entirely reversible, it is demon-
strated that the reconstruction quality is satisfactory.

To quantitatively assess the performance of the proposed
encryption scheme, this paper applies the peak signal-to-noise

ratio (PSNR) and mean structural similarity index measure
(MSSIM) to compare the similarity between the carrier im-
age and the cipher image as well as to measure the quality of
the decrypted image. Their equations are given as follows:

PSNR = 10log10

[
2552

1
M×N ∑

M
i=1 ∑

N
j=1 [X(i, j)−Y (i, j)]2

]
, (25)

SSIM =
(2µX µY +C1)(2σXY +C2)

(µ2
X +µ2

Y )(σ
2
X +σ2

Y +C2)
, (26)

MSSIM =
1
N

N

∑
k=1

SSIM(Xk−Yk), (27)

where C1 = (k1×L), C2 = (k2×L), k1 = 0.01, k2 = 0.01,
L = 255; σX , σY , µX , µY , and σXY denote the variance, aver-
age and covariance values of the plain image and the decrypted
image, respectively, and N is the number of the image blocks.

The test results of PSNR and MSSIM are listed in Ta-
ble 1. Numerically, all PSNRcip values are greater than 40 dB,
the values of PSNRdec are about 35 dB, and the values of
MSSIM are close to 1. The above results demonstrate that our
scheme can encrypt the plain image into a visually meaning-
ful steganographic image, and the decrypted image maintains
high quality.

4.2. The relationship between decrypted images and dif-
ferent carrier images

Considering the effect of different carrier images on the
quality of cipher image and decrypted image is helpful to eval-
uate the performance of encryption schemes. The 512× 512
sized image is embedded into five different carrier images, i.e.,
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Goldhill, Barbara, Baboon, Aerial, and Bridge. The simula-
tion results are shown in Fig. 7. The influence of the carrier
image on the decryption results is assessed by calculating the
PSNR and MSSIM values of the decrypted image. It can be
seen from Table 2, all the PSNRdec are about 36 dB, indicat-

ing that the different carrier images have almost no effect on
the quality of the decrypted images. It needs to be explained
that the slight numerical differences are due to the randomness
of the Fisher–Yates shuffling process, even though the embed-
ding process is reversible.

(a) (b) (c) (d) (e)

(f) (g) (h) (i) (j)

(k) (l) (m) (n) (o)

(p) (q) (r) (s) (t)

Fig. 6. Simulation results: [(a), (f), (k), (p)] the plain images Girl, Lena, Peppers and Jet; [(b), (g), (l), (q)] the corresponding secret
images; [(c), (h), (m), (r)] the carrier images of Baboon, Goldhill, Aerial and Bridge; [(d), (i), (n), (s)] the corresponding cipher
images; [(e), (j), (o), (t)] the corresponding decrypted images.

(a) (b) (c) (d) (e)

(f) (g) (h) (i) (j)

(k) (l) (m) (n) (o)

Fig. 7. Simulation results with the different carrier images: (a)–(e) the carrier images of Goldhill, Barbara, Baboon, Aerial, and
Bridge; (f)–(j) the corresponding cipher images; (k)–(o) the corresponding decrypted images.
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Table 1. PSNR and MSSIM values of simulation results. PSNRcip and MSSIM are used to compare the similarity between
the cipher image and the carrier image, and PSNRdec is employed to quantify the quality of the decrypted image.

Plain image Carrier image PSNRdec PSNRcip MSSIM
Girl Baboon 36.4741 41.0339 0.9896
Lena Goldhill 35.9406 44.0768 0.9862

Peppers Aerial 35.7072 42.1647 0.9867
Jet Bridge 34.2136 41.9024 0.9906

Table 2. PSNR and MSSIM values of the different carrier images.

Plain image Carrier image PSNRdec PSNRcip MSSIM
Woman Goldhill 36.2437 44.0634 0.9839

Barbara 36.0166 42.7982 0.9837
Baboon 35.9616 41.0531 0.9895
Aerial 36.3135 42.2263 0.9867
Bridge 36.3691 41.7492 0.9906

4.3. The influence of TS and CR

In the proposed encryption scheme, the choice of thresh-
old value TS has a direct impact on the quality of the decrypted
image. We conduct an evaluation using four 512× 512 sized
plain images, including Peppers, Barbara, Lena, and Boat, as
depicted in Fig. 8. As can be observed, when TS is less than
30, the quality of the decrypted image is improved as TS in-
creases. However, when TS exceeds 30, the quality starts to
degrade. Therefore, the threshold value should be set to 30 for
optimal decryption performance.
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Fig. 8. Influence of TS changes on PSNRdec.
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Fig. 9. Influence of CR changes on PSNRdec.

Meanwhile, the quality of the decrypted image is also
related to the compression ratio CR. In the PCS-based
compression-encryption process, to assess the impact of CR
on the decryption results, different compression ratios are set
to compress the plain images. Subsequently, the generated se-
cret images are decrypted and reconstructed for analysis. The
values of CR are set to 0.25, 0.5, and 0.75, respectively. Fig-
ure 9 shows the experimental results.

5. Performance analysis
5.1. Key space analysis

The security of an image encryption system is propor-
tional to its key space. Expanding key space enhances the
ability of the system to resist brute-force attacks. Typically,
the key space for the image encryption scheme should exceed
2100. The keys of the proposed encryption scheme consist of
the hash values and the initial keys {x′,r′,y′,z′,µ ′}. Assume
that the calculation accuracy of the computer is 10−14, and the
size of the key space is 2256× (1014)5 > 2100. Moreover, if
parameters such as Ctr0 and TS are also considered as keys,
the value of key space will become larger. The results indicate
that the key space of the scheme is sufficiently large to resist
brute-force attacks.

5.2. Key sensitivity analysis

Key sensitivity is one of the crucial parameters for evalu-
ating the effectiveness of an image encryption system against
differential attacks. When slight modifications to the decryp-
tion key result in a decrypted image that resembles noise, it
indicates that the scheme has good key sensitivity. The dif-
ferences among decrypted images can be quantified by using
the number of pixel change rate (NPCR) and unified average
change intensity (UACI), defined as

NPCR =
1

M×N

M

∑
i=1

N

∑
j1

D(i, j)×100%, (28)

UACI =
1

M×N

( M

∑
i=1

N

∑
j=1

|C1(i, j)−C2(i, j)|
255

)
×100%, (29)
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where D(i, j) =

{
0, C1(i, j) =C2(i, j),

1, C1(i, j) 6=C2(i, j),
C1 and C2 are two

encrypted images with a size of M×N.
We utilize the 512× 512 sized image Peppers as plain

image and Barbara as the carrier image for test. The ini-
tial keys are set to k = (x′,r′,y′,z′,µ ′), and then each pa-
rameter is slightly modified to generate the incorrect keys as
k1 = (x′ + 10−14,r′,y′,z′,µ ′), k2 = (x′,r′ + 10−14,y′,z′,µ ′),

k3 = (x′,r′,y′ + 10−14,z′,µ ′), k4 = (x′,r′,y′,z′ + 10−14,µ ′),

k5 = (x′,r′,y′,z′,µ ′+ 10−14). As shown in Fig. 10, after de-

crypting the image using the correct keys and the modified

keys respectively, it is observed that the decrypted image with

the modified key resembles a noisy image. Table 3 lists the

NPCR and NACI values of the cipher images with the correct

key and the modified keys.

(b) (c)

(d) (e) (f)

(a)

Fig. 10. Key sensitivity analysis: (a) the decrypted image with the correct key; (b) the decrypted image with k1; (c) the decrypted
image with k2; (d) the decrypted image with k3; (e) the decrypted image with k4; (f) the decrypted image with k5.

Table 3. The NPCR and UACI of the modified keys.

Modified key NPCR(%) UACI(%)
x′+10−14 99.8497 33.5068
r′+10−14 99.8417 33.4676
y′+10−14 99.9348 33.5028
z′+10−14 99.9344 33.4728
µ ′+10−14 99.8313 33.4565

5.3. Plaintext sensitivity analysis

The strength of plaintext sensitivity measures the impact
of minor changes in the original image on the encrypted im-
age. When the image encryption algorithm exhibits strong
plaintext sensitivity, small changes in the original image can
lead to significant alterations in the encrypted image, which
makes it challenging to predict and analyze the cipher image.
To assess plaintext sensitivity, the original image is encrypted
to obtain the secret image. Then, according to the equation be-
low, we select and modify the pixel at a random position (x,y)
in the original image. Subsequently, the slightly modified im-
age is encrypted using the same key. Four different 256×256
images, four different 512× 512 images, and three different
1024× 1024 images are tested for 200 times and the average
values are shown in Table 4. Clearly, all test values are very

close to the ideal values. The proposed method is compared
with others listed in Table 5, demonstrating its effectiveness in
resisting various attacks.{

x = floor(rand×108) mod 256+1,
y = floor(rand×108) mod 256+1,

(30)

P(x,y) = P(x,y)+1 mod 256. (31)

Table 4. The NPCR and UACI values of secret images encrypted
from images of different sizes.

Image size Image NPCR(%) UACI(%)
256×256 Lena 99.6321 33.5112

Peppers 99.6077 33.3046
Woman 99.6399 33.4297

Cameraman 99.6015 33.5550
512×512 Lena 99.6037 33.3968

Peppers 99.6229 33.4736
Woman 99.6155 33.3805

Cameraman 99.6078 33.4220
1024×1024 Man 99.6254 33.6121

Airplane 99.6159 33.5170
Airport 99.6078 33.4220

5.4. Histogram analysis

The pixel intensity values in an image can be intuitively
visualized by using the histogram, which illustrates the fre-
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quency of each pixel value. An ideal image encryption al-
gorithm should generate a secret image with a uniform his-
togram to effectively hide image information. Moreover, the
proposed algorithm generates a cipher image with visual secu-
rity, so the difference between the carrier image and the cipher
image should be minimized. As shown in Fig. 11, we can ob-
serve that the histograms of the secret images are uniformly
distributed, and the histograms of the carrier images and the
cipher images are indeed similar. This further confirms the
effectiveness and robustness of the algorithm.

5.5. Information entropy

Information entropy reflects the uncertainty of image in-
formation. For a 256 grayscale level, the ideal information

entropy value is 8, indicating low information visibility and
superior encryption performance. The information entropy is
calculated according to

H(m) =−
N

∑
i=1

p(mi) log p(mi), (32)

where p(mi) represents the probability of mi, and N represents
the gray scale level. In the test, four images are chosen for
testing, including Lena, Peppers, Baboon, and Boat. Table 6
shows the information entropy values of the plain images and
the corresponding secret images. As can be seen, the values
of information entropy are very close to 8, demonstrating the
excellent randomness of the proposed scheme.

Table 5. NPCRs and UACIs of Lena(512×512) for different algorithms.

Index Ideal value Proposed Ref. [28] Ref. [38] Ref. [45]
NPCR(%) 99.6094 99.6037 99.6066 99.5699 99.6154
UACI(%) 33.4035 33.3968 33.4690 33.4558 33.3526

Table 6. Information entropy of plain images and secret images.

Secret image
Images Plain image Proposed Ref. [26] Ref. [31] Ref. [46]
Lena 7.4455 7.9978 7.9970 7.9968 7.9931

Peppers 7.5961 7.9973 7.9970 7.9963 7.9941
Baboon 7.5770 7.9973 7.9972 7.9965 7.9949

Boat 7.5360 7.9972 7.9973 7.9964 7.9944
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Fig. 11. Histogram analysis: [(a), (e), (i)] histograms of the plain images of Lena, Girl, and Peppers; [(b), (f), (j)] histograms of the
corresponding secret images; [(c), (g), (k)] histograms of the carrier images of Goldhill, Baboon, and Aerial; [(d), (h), (l)] histograms
of the corresponding cipher images.

5.6. Correlation coefficients

The correlation between adjacent pixels in the original
image is strong, making it susceptible to be exploited by at-
tackers. In this experiment, the correlation coefficients are
used to quantify the level of correlation between adjacent pix-

els in an image. It is advisable to minimize the correlation co-
efficients in the secret image and make them close to 1 in the
steganographic image. We choose Lena and Baboon as plain
image and carrier image, and 3000 pairs of adjacent pixels are
randomly selected to calculate the correlation coefficients in
horizontal, vertical, and diagonal directions. The equation of
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the correlation coefficient is defined as follows:

CCxy =
∑

N
i=1 (xi− x̄)(yi− ȳ)√

∑
N
i=1 (xi− x̄)2

∑
N
i=1 (yi− ȳ)2

, (33)

where x and y are adjacent pixels. Figure 12 and Table 7 show
the simulation and numerical results. In addition, the com-
parison with other algorithms is shown in Table 8. One can

observe that there is a strong correlation between adjacent pix-
els in the plain image, carrier image and cipher image. Con-
versely, the secret image exhibits weak correlation. It is worth
noting that the correlation coefficients of the carrier image and
the cipher image are very close. Therefore, it is difficult for at-
tackers to extract useful information through correlation anal-
ysis.
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Fig. 12. Correlation coefficients analysis: [(a), (e), (i)] correlation coefficients of plain image Peppers in horizontal, vertical, and
diagonal directions; [(b), (f), (j)] correlation coefficients of the secret image in horizontal, vertical and diagonal directions; [(c), (g),
(k)] correlation coefficients of carrier image Baboon in horizontal, vertical and diagonal directions; [(d), (h), (l)] correlation coefficients
of cipher image in horizontal, vertical and diagonal directions.

Table 7. Correlation coefficients of adjacent pixels in three directions.

Images Horizontal Vertical Diagonal
Plain image 0.9719 0.9850 0.9593
Secret image −0.0017 0.0020 0.0043
Carrier image 0.8665 0.7586 0.7261
Cipher image 0.8616 0.7543 0.7218

Table 8. Correlation coefficients of encrypted Lena images with different algorithms.

Direction Plain image Proposed Ref. [26] Ref. [27] Ref. [38]
Horizontal 0.9719 −0.0017 0.0047 −0.0032 −0.0022

Vertical 0.9850 0.0020 0.0022 0.0123 0.0023
Diagonal 0.9593 0.0043 0.0014 −0.0071 0.0034

Table 9. PSNR and MSSIM values with different noise attack.

SPN SN
Intensity(%) PSNRdec MSSIM Intensity(%) PSNRdec MSSIM

0.001 34.3021 0.9863 0.00012 34.2896 0.9932
0.005 29.7415 0.9907 0.00014 31.6053 0.9932
0.01 26.3647 0.9839 0.00016 22.5902 0.9921
0.03 22.0968 0.9788 0.00018 16.1327 0.9932

5.7. Noise attack

In the process of image transmission, the encrypted im-
ages are vulnerable to various noises that can degrade the
quality of the decrypted images. In the test, we analyze the

ability of the scheme to resist noise attacks. The images
Lena and Bridge are selected as the plain image and the car-
rier image. Subsequently, the salt and pepper noise (SPN)
with intensities of 0.001%, 0.005%, 0.01%, 0.03%, and the
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speckle noise (SN) with intensities of 0.00012%, 0.00014%,
0.00016%, 0.00018% are added to the cipher image, sepa-
rately. The results are shown in Fig. 13. Furthermore, the
PSNR and MSSIM values of the decrypted image and the plain

image are listed in Table 9. From the results, we can identify
the main features of the decrypted image after being attacked
by the noise. Therefore, the proposed algorithm has the ability
to resist the noise attack.

(a) 0.001% SPN (b) 0.005% SPN (c) 0.01% SPN (d) 0.03% SPN

(e) 0.00012% SN (f) 0.00014% SN (g) 0.00016% SN (h) 0.00018% SN

Fig. 13. Noise attack analysis: (a)–(d) encrypted images with 0.001%, 0.005%, 0.01% and 0.03% SPN, respectively; (e)–(h) encrypted
images with 0.00012%, 0.00014%, 0.00016% and 0.00018% SN, respectively.

6. Comparison with other schemes
In this section, we analyze the proposed scheme in com-

parison with other existing schemes, including visual security,
decryption quality, and running efficiency. To ensure a fair
comparison, the plain images and carrier images used in this
test are identical, and the result data of the compared schemes
are directly cited from the respective references.

6.1. Visual security

It is crucial to minimize the difference between the car-
rier image and the cipher image, which indicates that the con-
cealment of secret information and the visual security of the
algorithm are superior. The algorithm embeds secret informa-
tion in the lower bits of the carrier image pixels. Since edge
regions usually consist of longer pixel sequences, and such
pixel sequences can hold more bits of information. Therefore,
we embed more bits in the edge pixels relative to the non-edge
pixels, ensuring that some non-edge pixels do not need to be
embedded with any information, which can significantly im-
prove the visual quality.

To verify the visual security of the image encryption
scheme proposed in this paper, we conduct a comparison with

Refs. [24,41], and evaluate the results based on PSNR and
MISSIM values shown in Table 10. The proposed scheme
demonstrates superior performance in these metrics. Specif-
ically, our PSNR values are all greater than 40 dB, which is
superior to other algorithms. Although the MSSIM values
are slightly different from the references, the average value is
around 0.99. These results indicate that the proposed scheme
has excellent visual security and high-quality visual effects.

6.2. Decryption quality

In the proposed image encryption algorithm, both the
threshold and quantization inherently impact the decryption
quality. However, it is crucial that our scheme consistently
maintains superior decryption quality. This algorithm can ad-
equately extract secret information from the steganographic
image. Moreover, the use of PCS effectively utilizes the spar-
sity of the signal, ensuring high reconstruction quality. In this
experiment, we measured the PSNR value of the decrypted
image and compared it with Refs. [24,41], as shown in Ta-
ble 11. Obviously, the average PSNR value computed by our
proposed scheme is greater than 35 dB, which means that our
proposed scheme has outstanding decryption quality.

Table 10. Comparison of visual security.

PSNRcip MSSIM
Plain image Carrier image

Ref. [24] Ref. [41] Proposed Ref. [24] Ref. [41] Proposed
Lena Baboon 35.4068 35.1636 41.0311 0.9973 0.9941 0.9915

Peppers Woman 38.0258 36.5561 46.3969 0.9933 0.9870 0.9892
House Sailboat 36.9968 36.8192 43.5021 0.9965 0.9904 0.9875
Boat Barbara 35.0977 35.9176 42.7790 0.9945 0.9872 0.9876

Average 36.3818 36.1141 43.4273 0.9954 0.9897 0.9890
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Table 11. Comparison of decryption quality.

PSNRdecPlain image Carrier image
Ref. [24] Ref. [41] Proposed

Lena Baboon 32.9538 33.0984 35.9139
Peppers Woman 33.6672 32.6477 35.6233
House Sailboat 31.9479 32.9378 36.4796
Boat Barbara 31.7007 32.2659 33.1358

Average 32.5674 32.7375 35.2882

Table 12. Comparison of running time in units of second.

Encryption Decryption
Image Algorithm

Compression Embedding Total Extraction Reconstruction Total

Lena (256×256)
Ref. [41] 0.10 0.24 0.35 0.28 1.25 1.53
Proposed 0.52 0.10 0.62 1.07 0.10 1.17

Lena (512×512)
Ref. [41] 0.53 2.00 2.53 1.70 6.68 8.38
Proposed 2.10 0.31 2.41 0.34 3.06 4.40

Peppers(512×512)
Ref. [41] 0.54 2.03 2.57 1.72 5.81 7.53
Proposed 2.14 0.33 2.47 0.34 3.07 4.41

6.3. Running efficiency

For real-time applications, the running time of the en-
cryption algorithm is an important performance index. In this
section, we evaluate the running time required for the encryp-
tion, embedding, extraction, and reconstruction phases of the
algorithm for images of different sizes, including 256× 256
and 512× 512. Table 12 presents the results in comparison
with Ref. [41]. It can be seen that in the encryption phase, the
compression process takes up the majority of the time, about
87% of the total encryption time. Moreover, the running time
increases with the increase of image size. In the decryption
process, the extraction phase consumes less time, while the
reconstruction phase needs more time. Overall, our proposed
scheme requires less encryption and decryption time than the
comparative literature, which runs more efficiently.

7. Conclusion
This paper introduces a novel image encryption algorithm

that combines PCS and edge detection technology. The pro-
posed algorithm utilizes PCS to optimize compression perfor-
mance and reconstruction quality. It effectively scrambles the
compressed image using a specific permutation method to en-
hance security and randomness. The edge detection embed-
ding capitalizes on the property that image edges can accom-
modate more embedding bits to design a lossless embedding
method to improve the visual quality of encrypted images.
Moreover, the method has ability to different carrier images,
which further improves security. The encryption process is
closely related to the plain image and is highly sensitive to
the plaintext. The simulation results and performance compar-
isons show that the encrypted and decrypted images perform
well regarding PSNR values, indicating that the proposed im-
age encryption scheme has excellent visual security and de-
cryption quality. Future research will focus on improving the
encryption algorithm to enhance its robustness.
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