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Quantum key distribution (QKD) is a sophisticated method for securing information by leveraging the principles of
quantum mechanics. Its objective is to establish a confidential key between authorized partners who are connected via
both a quantum channel and a classical authentication channel. This paper presents a comprehensive overview of QKD
protocols, chip-based QKD systems, quantum light sources, quantum detectors, fiber-based QKD networks, space-based
QKD systems, as well as the applications and prospects of QKD technology.
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1. Introduction
Cryptography is a discipline that studies encryption, de-

cryption and related techniques in a number of fields, includ-
ing information security, computer science and mathematics.
It aims to protect the confidentiality, integrity and availability
of information. In 1948, Shannon, an American communica-
tions expert, proposed the basic concept of information theory
in his paper[1] that all information known to people can be
transformed into the form of 0, 1 bits for storage and transmis-
sion and processing, which is important in many fields such as
communications, computer science, physics and statistics. In
1976, Whitfield Diffie and Martin Hellman introduced the con-
cept of public key encryption[2] and introduced a public key
encryption algorithm based on the discrete logarithm problem.
In 1978, Ron Rivest, Adi Shamir and Leonard Adleman pro-
posed RSA encryption algorithm.[3]

Quantum cryptography is a branch of cryptography that
uses the principles of quantum mechanics to secure messages.
The most peculiar feature of quantum mechanics is the ex-
istence of indivisible quanta and entangled systems.[4] Unlike
traditional cryptography, quantum cryptography uses quantum
bits to transmit encrypted information, and its basic principle
is to use the unpredictability and coherence of quantum states
to ensure the confidentiality of information. Quantum cryp-
tography consists of two main parts, quantum key distribution
and quantum authentication. We focus on quantum key dis-
tribution. Charles Bennett and Gilles Brassard’s paper[5] pub-
lished in 1984 introduced a new concept, quantum key distri-
bution, and proposed the BB84 protocol. The protocol uses
two orthogonal bases to encode a key and achieves secure key

distribution through the coherence and irreducibility of quan-
tum states. The BB84 protocol is also known as a four-state
protocol, where the four quantum states are horizontal, verti-
cal, left-skewed and right-skewed. By using a combination of
these quantum states, secure key distribution can be achieved.

Although quantum cryptography is considered to be a
more secure method of cryptography in theory, there are still
some technical challenges and difficulties in its practical ap-
plication.

2. QKD protocols
2.1. Development process

In 1984, Charles Bennett and Gilles Brassard proposed
the BB84 protocol, the first protocol for quantum key distri-
bution and one of the most classical and practical protocols.
The protocol uses two orthogonal bases to encode the key and
achieves secure key distribution through the coherence and ir-
reducibility of quantum states. In 1991, professor Ekert of
the Oxford University proposed the E91 protocol,[6] which is
an entanglement-based QKD protocol. In 1992, Charles H.
Bennett proposed the B92 protocol,[7] a quantum authentica-
tion protocol based on single-photon polarization states, which
could detect eavesdropping attacks and guarantee absolute se-
curity. In the same year, Bennett, Brassard and Mermin pro-
posed the BBM92 protocol,[8] which aims to achieve higher
efficiency and lower resource consumption by combining the
advantages of BB84 and B92 protocols. Continuous-variable
protocol (CV-QKD) uses an infinite-dimensional and contin-
uous Hilbert space to encode quantum states, and the infor-
mation exists in the form of continuously distributed Gaussian
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random numbers. In 1999, the first CV-QKD was proposed,[9]

which based on discrete modulation of Gaussian states. In
2001, CV-QKD based on continuous modulation of Gaussian
states was proposed.[10] According to the different types of
light sources, CV-QKD can be divided into squeezed-state
protocol,[10,11] coherent-state protocol[12,13] and entangled-
state protocol. In 2002, Japanese scholar Inoue first proposed
the use of differential phase shift protocol (DPS),[14] which is
a phase modulation-based. In 2003, Hwang proposed the idea
of a decoy state,[15] and in 2005, Prof. Wang Xiangbin from
Tsinghua University and H K Lo’s group in Canada, Prof. Luo
Kaiguang, Prof. Ma Xiongfeng and Prof. Chen Kai indepen-
dently developed the decoy state quantum key distribution.[16]

In 2005, Stucki proposed the COW protocol, which uses the
temporal information of light pulses to encode the eavesdrop-
ping situation by randomly adding decoy states and detect-
ing inter-pulse coherence.[17] In 2006, Antonio Acı́n et al.
proposed the device-independent QKD protocol (DI-QKD ),
where by measuring the entangled state, both parties can gen-
erate a key that is resistant not only to eavesdroppers con-
strained by the laws of quantum mechanics, but also to post-
quantum eavesdroppers constrained only by the assumption of
the no-signal principle.[18] In 2008, the continuous-variable
two-way protocol was proposed.[19] In 2012, Lo’s group in
Canada and Braunstein’s group in UK independently proposed
the measurement device independent quantum key distribu-
tion protocol (MDI-QKD),[20] which uses entanglement ex-

change to shut down all attacks against detectors at once. In
2014, Japanese and American scientists proposed the round-
robin differential-phase-shift (RRDPS) protocol,[21] which is
based on the DPS protocol and adds a variable delay line
(VD). Compared with conventional QKD, it has a higher bit
error threshold and is feasible in harsher circumstances with
a high bit error rate and short communication time. In 2018,
Lucamarini et al. proposed a two-field quantum key distribu-
tion protocol (TF-QKD) that breaks the PLOB boundary.[22]

The TF-QKD protocol has the same level of security as the
MDI-QKD protocol, with measurement device-independent
security. In the same year, a variant protocol of TF-QKD
was proposed by the research team of Ma Xiongfeng from
Tsinghua University, which is phase-matching quantum key
distribution (PM-QKD),[23] which can overcome the linear
key rate constraint by matching the phases of two coherent
states and encoding the key information into the common
phase, and developed a quantum bit-based security proof dif-
ferent from the traditional one. Other variants of TF-QKD in-
clude sending or not sending TF-QKD (SNS-TF-QKD),[24] no
phase post-selection TF-QKD (NPP-TF-QKD).[25] In 2022,
Ma Xiongfeng’s research team at Tsinghua University pro-
posed the mode-pairing quantum key distribution protocol
(MP-QKD),[26] where the encoded key bits and bases are
determined during data post-processing, using conventional
second-order interference, without causing global phase lock-
ing.

Table 1. A comparison of several protocols.

Time Protocols Notes References

1984 BB84 two non-orthogonal bases [5]
1991 E91 based on entangled photon pairs [6]
1992 B92 two non-orthogonal states, vulnerable to PNS attacks [7]
2002 DPS carries key information in the phase of the quantum state [14]
2005 COW light pulses to encode [17]
2005 decoy state of mind introduces a decoy state [16]
2012 MDI-QKD without the need for a trusted detector [20]
2014 RRDPS without relying on information-disturbance trade off; higher bit error threshold [21]
2018 TF-QKD breaks the linear key rate boundaries [22]
2018 PM-QKD a protocol combining the advantages of MDI-QKD and TF-QKD [23]

2022 MP-QKD
uses more detection events for code generation; no complex laser frequency-locking

[26]
and phase-locking technology; highly resistant to environmental noise

A detailed review of protocols such as MDI-QKD and
TF-QKD is as follows. MDI-QKD was first proposed in
2012,[20] with its post-processing to form a security key based
on Charlie’s published measurements, which are the results
of Bell measurements, and Alice and Bob’s determination of
the correlation of the two parties’ data. The eavesdropper
Eve cannot know Alice’s and Bob’s data even if she controls
Charlie, Eve can only know the correlation of the data. The
first proof-of-principle experiment was subsequently reported
in 2013,[27] demonstrating this new QKD method in the lab-

oratory over more than 80 km of wound fiber and at vari-
ous locations in the city of Calgary. The paper[28] provides
a proof-of-principle demonstration of a polarization-encoded
MDI-QKD protocol that transmits weakly coherent states over
two 8.5 km long fiber-optic links. In a paper published in the
same year,[29] the MDI-QKD protocol was demonstrated by
developing an efficient, low-noise up conversion single photon
detector that can operate at a clock rate of 2 GHz with a trans-
mission range of over 250 km and a secure key rate of over
1 kbps at a distance of 100 km, which is immune to all hacking
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strategies on detection. In 2014, the USTC extended the secure
transmission distance of MDI-QKD to 200 km by developing
a fully automated, highly stable system with a 75 MHz clock
frequency and a superconducting nanowire single photon de-
tector with a detection efficiency of more than 40%,[3] achiev-
ing secure key rates more than three orders of magnitude. The
first implementation of polarization-encoded MDI-QKD was
demonstrated at the University of Toronto.[31] By optimizing
the parameters in the decoy state protocol, it was demonstrated
that it is feasible to implement polarization coded MDI-QKD
with existing commercial equipment. In 2015, Guo Guang-
can’s team at USTC proposed a phase-coded phase-reference-
free experiment MDI-QKD scheme.[32] As proof, a proof-of-
principle experiment using a Faraday–Michaelson interferom-
eter is given. The experimental system operates at 1 MHz and
has an average secure key rate of 8.309 bps for a fiber length
of 20 km between Alice and Bob. In 2014, Pan’s team at the
USTC developed an automatic feedback MDI-QKD system
operating at high clock rates,[33] which was field tested by de-
ploying a total length of 30 km of fibre-optic network, achiev-
ing a secure key rate of 16.9 b/s. In 2016, the Korea Institute of
Science and Technology addressed the pattern matching prob-
lem present in the system by introducing the plug-and-play
concept in the MDI-QKD system.[34] In the same year, the
University of Cambridge introduced a new pulsed laser seed-
ing technique[35] to obtain high visible interference from gain-
switched lasers to perform MDI-QKD at critical rates in ex-
cess of 1 Mbit/s at a finite size range never before possible.
A research team from Tsinghua University proposed a four-
strength decoy-state MDI-QKD protocol,[36] which greatly
improved the key rate. Pan Jianwei’s group at the USTC
performed an experimental demonstration of MDI-QKD us-
ing an optimized four-strength decoy state method on 404 km
of ultra-low-loss fibre and 311 km of standard fibre.[37] In
2017, Guangcan Guo’s group demonstrated a reference-frame-
independent (RFI) MDI-QKD scheme based on polarization-
disruptive units,[38] which has inherent stability; thus, the final
secure key rate is insensitive to polarization random pertur-
bations and phase reference drift. In 2018, the National Uni-
versity of Defense Technology reported the results of refer-
ence frame-independent MDI-QKD at 160 km distance with
a clock frequency of 50 MHz,[39] and experimentally imple-
mented a four-strength RFI-MDI-QKD protocol at 100 km
and 120 km transmission distances. In 2019, Pan’s team re-
ported the results of the first high-rate MDI-QKD experiment
over an asymmetric channel,[40] which demonstrated a 10-fold
increase in key rate over the previous MDI-QKD protocol in
the large-channel asymmetric case and extended the secure
transmission distance by more than 20 km–50 km in stan-
dard telecommunication fibres by using a 7-strength optimiza-
tion approach. In 2020, Pan’s team experimentally demon-

strated a 1.25 GHz silicon photonic chip MDI-QKD system
using polarization encoding,[41] achieving random modula-
tion of polarization state and decoy strength, and demonstrat-
ing a finite key secret rate of 31 bits/s over 36 dB channel
loss (or 180 km of standard fiber). In the same year, Peking
University demonstrated an all-chip MDI-QKD system, in-
cluding two transmitter chips and a server chip, using inte-
grated silicon photonic technology.[42] The system is capa-
ble of producing polarization-encoded weakly coherent states
with polarization extinction ratios in excess of 20 dB, suf-
ficient for low error MDI-QKD. In proof-of-concept experi-
ments, the chip-based MDI-QKD system produced a key rate
of 2.923×10−6 per pulse at a distance corresponding to 50 km
of standard fibre, with a detection efficiency of 25% and a
predicted distance of 120 km with a detection efficiency of
85%. Pan’s team developed a robust adaptive optics system
for high-precision time synchronisation and frequency lock-
ing between independent photon sources far apart, achieving
the first free-space MDI-QKD in a 19.2 km urban-atmosphere
channel well beyond the effective atmospheric thickness,[43]

and its experiments were the first step towards satellite-based
MDI-QKD. In 2021, Nanjing University achieved a heteroge-
neously integrated superconducting silicon photonic chip,[44]

using the unique high-speed properties of optical waveguide-
integrated superconducting detectors. They performed the
first best Bell state measurement (BSM) of time-bin encoded
quantum bits generated by two independent lasers, and ob-
tained a secure key rate of 24.0 dB loss 6.166 kbps at a
clock frequency of 125 MHz, which is comparable to the ex-
perimental results of the state-of-the-art MDI-QKD at GHz
clock frequency. In 2021, researchers from Nanjing Uni-
versity of Posts and Telecommunications demonstrated RFI-
MDI-QKD over 200 km and 300 km of optical fiber.[45,46]

Meanwhile, they also presented an experiment demonstra-
tion of the 5-intensity MDI-QKD, which achieved a posi-
tive secure key rate over 442 km.[47] Researchers from Bei-
jing University of Posts and Telecommunications proposed
continuous-variable MDI-QKD with one-time shot-noise unit
calibration, which lays the foundation for future research.[48]

In 2022, researchers from Nanjing University proposed asyn-
chronous MDI-QKD (also called mode-pairing MDI-QKD),
which can surpass the key capacity without phase tracking
and phase locking.[49] Researchers from Nanjing University of
Posts and Telecommunications demonstrated semi-measure-
device-independent quantum state tomography.[50] In 2023,
researchers from Nanjing University demonstrated the exper-
imental implementation of asynchronous MDI-QKD in inter-
city networks, which is practical and efficient.[51] In 2023, the
Beijing Academy of Quantum Information Sciences experi-
mentally overcame the rate-loss limit without global phase
tracking.[52] Researchers from the University of Science and
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Technology of China demonstrated intercity mode-pairing
MDI-QKD without global phase-locking.[53]

In 2018, Lucamarini et al. proposed a two-field quantum
key distribution protocol that breaks the PLOB bound, twin-
field quantum key distribution, TF-QKD.[22] TF-QKD proto-
col has the same security level as MDI-QKD protocol, with
measurement-device-independent security. TF-QKD protocol
involves three parties, where Alice and Bob are legitimate
communication parties, and Charlie is an untrusted measure-
ment party. Alice and Bob are both senders, each of them
has a laser and an interferometer arm; Alice (Bob) phase-
randomizes the light pulses, then performs phase encoding,
and sends them to Charlie for interference measurement via
quantum channel. The core idea of TF-QKD is to adopt a
special quantum signal encoding method to reduce the threat
of attack types such as PNS attack. In traditional QKD sys-
tems, a pulse is usually used to represent a quantum bit,
which may result in a very close time between pulses, mak-
ing it susceptible to pulse overlap attack. However, in TF-
QKD, each quantum bit is split into multiple pulses, which
are sent at fixed time intervals. For example, if a quan-
tum bit is split into four pulses, the sender will send these
four pulses in sequence, with the same time interval between
pulses. This encoding method makes the time structure of
the signal more complex, making it difficult for attackers to
exploit the temporal relationship of pulses to launch attacks,
such as pulse overlap attack. By using this special encoding
method, TF-QKD can effectively reduce the threat of pulse
overlap attack on key distribution, thus improving the secu-
rity of the protocol. This encoding method design is one of
the core features of the TF-QKD protocol. TF-QKD is a spe-
cial type of MDI-QKD.[54] In 2018, a variant protocol of TF-
QKD was proposed, PM-QKD, where researchers from the
University of Waterloo used non-phase-randomized coherent
states as test states to propose an improved PM-QKD proto-
col, and showed that PM-QKD can overcome the repeater-
less bound with currently available technology.[55] In 2018, re-
searchers from Tsinghua University proposed SNS-TF-QKD,
which presents a small error rate on Z-basis because it does not
request single-photon interference on this basis.[33] In 2019,
researchers from the University of Science and Technology
of China proposed NPP-TF-QKD, which does not require ac-
tive phase randomization and post-selection, and has a higher
key rate within effective distance.[34] In 2019, Spanish re-
searchers proposed an improved TF-QKD protocol that elim-
inates the post-selection requirement for global phase match-
ing, and researchers from the University of Toronto provided
a proof-of-principle demonstration.[56] In 2021, researchers
from Nanjing University proposed a method to increase the
distance of TF-QKD by adding entangled sources,[57] in the
same year, researchers from Toshiba proposed a dual-band

stabilization scheme that increased the secure key rate over
long distances by two orders of magnitude,[58] and researchers
from University of Toronto experimentally demonstrated TF-
QKD on optical channels with asymmetric loss.[59] In 2022,
researchers from the University of Science and Technology
of China extended the distance of TF-QKD to 830 km.[60]

In the same year, researchers from Beijing University of
Posts and Telecommunications proposed TF-QKD based on
wavelength-division-multiplexing technology, which further
increased the secret key rate of TF-QKD and its variants.[61]

In 2023, researchers from Nanjing University proposed a two-
photon TF-QKD protocol that eliminates the strict constraints
on intensity and probability,[62] in the same year, researchers
from the University of Science and Technology of China
achieved 100 km TF-QKD.[63] TF-QKD is a very promising
field that offers new possibilities for ultra-long-distance quan-
tum secure communication. With the continuous development
of technology, we can expect more achievements in this field
in the future.

2.2. Quantum attacks and security proofs

Here are the quantum attacks and security proofs. Al-
though QKD has excellent potential as a secure communica-
tion technology, it also faces various challenges from quantum
attacks. These attacks aim to compromise the confidentiality
of communication by exploiting the characteristics of quantum
communication. Here are some important types of quantum
attacks and their corresponding security proofs and defense
methods: common quantum attacks include photon-number-
splitting attack,[64] phase-remapping attack,[65] nonrandom-
phase attack,[66] Fake-state attack,[67] time-shift attack[68] and
detection blinding attack,[69] etc. Security proofs include
Lo–Chau security proof,[70] Shor–Preskill proof: reduction to
prepare-and-measure schemes,[71] Koashi’s complementarity
approach[72] and entropic approach,[73] etc. Recent research
progress on quantum attacks and security proofs can be seen in
Ref. [74]. QKD systems can use various techniques and proto-
cols to resist different types of quantum attacks, to improve the
stability and efficiency of the system. For example, to defend
against photon-number-splitting attack, single-photon sources
and single-photon detectors can be used to reduce the possi-
bility of photon splitting. To defend against phase-remapping
attack, random phases can be introduced in the communica-
tion link to detect and prevent phase-remapping attack. In ad-
dition, time-based calibration and detection methods can be
used to ensure that the transmitted phases are consistent and
correct. Besides these technical measures, various protocols
can also be used to enhance the security of QKD systems. For
example, the MDI-QKD protocol aims to mitigate the threats
that attackers may introduce in the measurement devices. The
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security proof of MDI-QKD usually involves the untrustwor-
thiness and asymmetry of the measurement devices. By per-
forming measurements between different nodes on the com-
munication link, MDI-QKD can resist various eavesdropping
and tampering attempts by attackers, because attackers can-
not control both communication nodes’ measurements at the
same time. As quantum technology continues to develop, new
types of quantum attacks may emerge. The rise of quantum
computing may lead to new attack methods, as the computa-
tional power of quantum computers may threaten current en-
cryption algorithms. Attackers may use quantum computers
to decrypt past communications, exposing previous keys. In
addition, attackers may try to design more covert attack meth-
ods using phenomenon such as quantum entanglement. As
quantum technology continues to evolve, researchers and en-
gineers are exploring the concept of post-quantum cryptog-
raphy. Post-quantum cryptography aims to develop new en-
cryption methods that can withstand quantum computing at-
tacks, to protect communication and data. This may involve
new mathematical and physical concepts, as well as new en-
cryption algorithms that are applicable in a quantum comput-
ing environment. However, this also brings the challenge of
the transition period, i.e., how to smoothly transition to a new
encryption system. Although quantum communication tech-
nologies such as QKD have high security in theory, they may
be subject to limitations of physical implementation and inno-
vative challenges from attackers in actual deployment. Losses
in optical fibers, interference of photons, imperfections of de-
vices, etc., may all lead to a decrease in the security of actual
systems. Therefore, how to effectively address these issues in
actual systems and ensure the security of quantum communi-
cation systems remains a challenge. As quantum communi-
cation technology develops, it will become possible to build
large-scale quantum networks. However, the security issues
of quantum networks will also increase accordingly. In this
case, how to ensure the security of communication between
multiple nodes, how to distribute and manage keys, and how
to prevent potential attacks are all important issues that need
to be addressed. Although quantum technology provides new
possibilities for communication security, it also raises a series
of new attack threats. Through continuous research and in-
novation, scientists and engineers will continue to improve the
security of quantum communication technology, to ensure that
future communication systems can withstand various poten-
tial attacks and provide reliable protection for communication
confidentiality and integrity.

3. Advances in chip-based QKD research
For the silicon-based QKD chip, the first QKD transmit-

ter to be fabricated on a standard foundry silicon photonic

platform by a research team of the University of Toronto in
2016, the team designed structures integrating two identical
ring modulators, a variable optical attenuator and a polar-
ization modulator to implement BB84 polarization encoding.
The work demonstrates the use of foundry silicon photon-
ics for low-cost, wafer-scale quantum information fabrication
components.[75] In the same year, the University of Bristol re-
search team demonstrated a method to overcome the satura-
tion and phase-dependent loss limitations of high-speed car-
rier depletion in standard silicon photonic fabrication using
silicon photonic devices combined with high-speed, low-error
quantum key distribution modulation with slow thermal opti-
cal DC deviation and fast (10 GHz bandwidth) carrier deple-
tion modulation, and implemented the COW protocol, BB84
polarization-encoded, and BB84 time-bin coding.[76] In 2017,
the Sandia National Laboratory’s research team demonstrated
a silicon photonic transceiver circuit for high-speed discrete
variable quantum key distribution that uses a generic struc-
ture for both transmit and receive functions. When the circuit
acts as a transmitter, light passes through the MZM from both
arms of the MZM through a term shifter amplitude modulator
and a polarization beam splitting rotator, and finally through a
polarization beam splitter achieves BB84 polarization encod-
ing and decoding.[77] In 2018, the Massachusetts Institute of
Technology’s research team demonstrated a silicon photonic
QKD encoder in the first high-speed polarization QKD field
test, designed with two MZMs and grating couplers encoder
chip, demonstrating that photonic integrated circuits are a
promising and scalable resource for forming future metropoli-
tan quantum-secure communication networks.[78] In 2019, the
Huawei research team introduced a time-bin approach to the
silicon photonic transceiver, the silicon photonic emitter con-
sists of three MZIs and one AMZI. The first MZI is used to
generate the decoy state and the second MZI is used to bal-
ance the optical loss into the two arms of the AMZI. Through
the AMZI, each laser pulse is divided into two time bins with
the same intensity and a specific phase difference. The in-
tensities of the two time-bin pulses are selectively modulated
by the third MZI. As the refractive index changes when the
chip temperature changes, the AMZI produces a large phase
shift and the static operating point shifts, resulting in a large
BER. The team designed and implemented a feedback pro-
cedure to correctly initialize and stabilize the static operating
points of the two bases, thus reducing the quantum BER.[79]

In 2020, Pan’s team demonstrated a 1.25 GHz silicon pho-
tonic chip using a polarization encoding MDI-QKD system
with light pulses generated from a laser coupled into a sili-
con photonic emitter chip with an integrated intensity modu-
lator, variable optical attenuator and polarization modulator,
followed by Bell testing, a study that demonstrated the minia-
turization, low-cost fabrication and compatibility of silicon-
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based MDI-QKD with CMOS microelectronics compatibility,
among other advantages, as a promising solution for future
quantum-safe networks.[41] In the same year, a research team
at Peking University demonstrated a full-chip MDI-QKD sys-
tem using integrated silicon photonic technology, including
two transmitter chips and a server chip. For each transmitter
chip, a pulse-modulated laser is coupled to a silicon waveg-
uide via a grating coupler. The first MZI modulator gener-
ates the signal and decoy state by varying the laser intensity,
and another phase modulator performs random phase modu-
lation of the input pulse to ensure the assumption of phase
randomization, which then enters the polarization modula-
tor for modulation.[42] In 2021, an Italian research team pro-
posed a silicon-based encoder for daylight quantum key dis-
tribution at 1550 nm.[80] Nanjing University achieved a het-
erogeneous integration of superconducting silicon photonic
chip.[44] The Institute of Semiconductor Research, Chinese
Academy of Sciences, carried out research on the applica-
tion of silica AMZI in QKD coding and decoding in recent

years,[81] and the optimal interferometric temperature point of
single-light-level AMZI chip was obtained by using pulse self-
interference method. In 2022, researchers from the Univer-
sity of Science and Technology of China proposed a prototype
QKD transmitter by developing integrated silicon photonics
and electronics technologies.[82] Researchers at the Institute
of Semiconductors, Chinese Academy of Sciences proposed
a simplified and reconfigurable silicon photonic encoder.[83]

Researchers at the USTC used silica AMZI integrated with
Faraday mirrors to improve the optimal interferometric anti-
polarization performance,[84] achieving a secure key rate of
1.34 Mbps at 50 km. In 2023, the University of Science
and Technology of China achieved a hundred-megabit-rate
QKD by developing key technologies such as high-fidelity in-
tegrated photonic quantum state manipulation and high-count-
rate superconducting single-photon detection.[85] Swiss and
Italian scientists jointly developed a high-speed integrated
QKD system.[86] Table 2 shows the research progress of
silicon-based QKD.

Table 2. The research progress of silicon-based QKD.

Time Clock frequency Key rate Bit error rate Transmission distance References

2016 1 GHz 0.953 kbps 5.4% 5 km [75]
2016 1 GHz 916 kbps 1.01% 20 km [76]
2017 1.3 Mbps 3.5% 127 km [77]
2018 625 MHz 1.039 Mbps 2% 103.6 km [78]
2019 100 MHz 85.7 kbps 0.84% 20 km [79]
2019 1 MHz 0.14 kbps 100 km [87]
2020 13.68 kbps 0.51% 20 km [88]
2020 1.25 GHz 31 bit/s 2.8%±0.2% 180 km [41]
2020 0.5 MHz 2.923×10−6 per pulse 25.6%(x), 0.67%(z) 120 km [42]
2020 2.54 GHz COW: 792 kbps; DPS: 940 kbps time 1.24%, phase 1.4/2%; DPS: phase 1.31% 20 km [89]
2021 1 GHz 30 kbps 0.5% 145 m [80]
2021 125 MHz 6.166 kbps 0.25%(x), close to 0(z) 24 dB [44]
2022 868 kbps 1.34%(x), 0.9%(z) 20 km [83]
2022 42.7 kbps 0.41% 100 km [82]
2023 2.5 GHz 115.8 Mb/s 0.61% 10 km [85]
2023 2.5 GHz 9.4 kb/s 0.9% 202 km [86]

4. Quantum light sources

Quantum light sources produce non-classical light states
such as single photons or entangled photon pairs, which are es-
sential for a wide range of quantum applications such as quan-
tum key distribution, quantum computing, quantum sensing,
etc. QKD systems can be divided into discrete-variable and
continuous-variable protocols depending on the protocol. The
light sources for both are called discrete and continuous light
sources, respectively. Discrete light sources are most com-
monly known as single photon sources, single photon entan-
glement sources and weak single photon sources, while con-
tinuous light sources are most commonly known as Gaussian
sources. Several quantum light sources are described next.

4.1. Quantum dot based sources

Quantum dot (QD) light sources are semiconductor
nanostructures that produce single photons through a process
of radiative compounding of excitons confined within the QD.
Due to their unique size dependence, quantum dots exhibit dis-
crete energy levels that result in quantized electronic states.
This quantization of energy levels allows the production of sin-
gle photons with well-defined wavelengths, making QD light
sources particularly suitable for quantum communication and
computing applications.

Significant progress has been made in recent years in the
development and optimization of QD light sources. Some of
the notable advances in this area include the following aspects.

Material systems: various material systems have been
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investigated to fabricate quantum dot light sources, and the
choice of material system plays a critical role in determin-
ing the emission wavelength and performance of QD light
sources. For example, InAs/GaAs QDs emit photons in the
near-infrared region, making them suitable for telecommuni-
cation applications, and more research on InAs/GaAs QDs can
be read.[90] Research has focused on optimizing growth tech-
niques such as molecular beam epitaxy (MBE) and chemical
vapour deposition (CVD)[91] to achieve high quality quantum
dot structures with narrow emission linewidths, high quan-
tum efficiencies and low multiphoton emission probabilities.
Deterministic quantum dot emission: one of the main chal-
lenges for quantum dot light sources is to achieve determin-
istic emission of single photons with well-controlled spatial
and spectral properties. Reference [92] summarizes the re-
search progress and challenges of chip-integrated determin-
istic quantum light sources. Researchers have demonstrated
various techniques to improve the determinism of quantum
dot emission, such as cavity-enhanced QD emission[93–95] and
spectral filtering.[96] Cavity-enhanced quantum dot emission
relies on coupling the quantum dot to an optical cavity (e.g.,
a microdisk or photonic crystal cavity), thereby increasing the
spontaneous emission rate and making single photon emission
highly efficient and directional. Spectral filtering techniques
involve the use of optical filters, such as standard fixtures or
wavelength-selective couplers, to selectively transmit photons
with the desired wavelength, thereby increasing the spectral
purity of the emitted photons.

Integration with photonic structures: the integration of
QD light sources with photonic structures such as waveguides,
beam splitters and multiplexers enables the realization of com-
plex photonic circuits for quantum information processing.
Recent advances in this field include monolithic integration
of QD light sources with silicon and photonic platforms based
on group III–V semiconductors, as well as the development of
hybrid integration techniques that combine the advantages of
different materials.

QD light sources have several ideal characteristics for
QKD, such as high brightness, narrow linewidth, tunable
wavelength, and compatibility with fiber networks. Moreover,
QD can emit entangled photon pairs, enabling more efficient
and robust QKD protocols, such as the BBM92 protocol.[97]

QD can also be integrated with photonic structures: integrat-
ing QD light sources with photonic structures (such as waveg-
uides, splitters, and multiplexers) can realize complex pho-
tonic circuits for quantum information processing. The lat-
est advances in this field include monolithic integration of
QD light sources with silicon and III–V semiconductor-based
photonic platforms, and the development of hybrid integration
techniques that combine the advantages of different materials.
The information about integration with silicon, you can read

Ref. [98], which improves the performance and reliability of
QD-based QKD systems.

However, QD light sources also face some challenges and
limitations in QKD applications. For example, QD usually
requires low temperature and complex control techniques to
achieve high-quality single-photon or entangled photon emis-
sion. QDs are also affected by decoherence and noise effects,
which degrade the quantum state of the emitted photons, re-
ducing the security and key rate of QKD. In addition, QDs are
sensitive to fabrication defects and environmental fluctuations,
which affect their emission characteristics and stability.

Therefore, QD light sources have great potential in QKD
applications, but also need further development and optimiza-
tion to overcome their drawbacks. Reference [99] provides a
good review of the research progress and applications of QD in
QKD, and some research groups have demonstrated proof-of-
principle experiments of QKD using QD light sources.[100,101]

In 2022, a research group from Technische Universität Berlin
reported on the first QKD testbed using a compact bench-
top quantum dot single-photon source operating at telecom
wavelengths.[102] Heriot–Watt University achieved asymptotic
positive key rate in 175 km telecom fiber based on QD,[10]

which is a step toward long-distance single-photon emission
quantum networks. Sapienza University of Rome’s research
team implemented a quantum communication protocol during
daytime for the first time using a quantum dot source.[104] But
to achieve practical and robust QKD systems based on QD,
more efforts are needed.

4.2. Spontaneous parameter down-conversion sources

Spontaneous parametric down-conversion (SPDC) has
become an essential tool for generating entangled photon
pairs, which play a significant role in quantum communica-
tion and computation. SPDC occurs when a nonlinear crys-
tal is pumped with high-energy photons, which subsequently
decay into two lower-energy photons with conservation of en-
ergy and momentum. The process can be classified into two
types: type-I, where both down-converted photons have the
same polarization, and type-II, where the photons have orthog-
onal polarizations. The entanglement of photon pairs can be
established in various degrees of freedom, including polariza-
tion, spatial modes, and time-frequency domains.

The efficiency of the SPDC process depends on sev-
eral factors, such as the phase-matching condition, the choice
of nonlinear crystal, and the pump beam properties. Phase
matching, which ensures momentum conservation, is critical
for achieving high conversion efficiency. Different techniques,
like birefringent phase matching and quasi-phase matching,
can be employed to fulfill the phase-matching condition. More
on SPDC can be found in the Ref. [105].
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SPDC light sources are light sources that generate sin-
gle photons or entangled photon pairs using the spontaneous
parametric down-conversion process. SPDC light sources
have some advantages and disadvantages in QKD applica-
tions. Advantages: SPDC single-photon sources can pro-
duce high-quality entangled photon pairs with good coherence
and polarization properties;[106] SPDC single-photon sources
can greatly improve the secure transmission distance in QKD
applications.[107] Disadvantages: SPDC light sources require
precise control of laser intensity and phase matching condi-
tions to achieve high-quality single photon or entangled pho-
ton emission. These conditions may be affected by environ-
mental factors such as temperature, humidity, mechanical vi-
bration, etc., resulting in reduced stability and reliability of
SPDC light sources; SPDC light sources may produce ex-
cess multi-photon pairs, which reduce the purity and fidelity
of single photon or entangled photon pairs. To eliminate this
effect, complex techniques such as time-division multiplex-
ing or photon-number-resolving detectors are required; SPDC
single-photon sources require complex experimental setups,
including stable pump lasers, nonlinear crystals, narrow-band
filters and low-noise detectors. The system’s practicality is
still lower than that of weak coherent source.

4.3. Four-wave mixing sources

Four-wave mixing (FWM) is a third-order nonlinear opti-
cal process that enables the generation of correlated and entan-
gled photon pairs. FWM has attracted considerable attention
due to its compatibility with integrated photonic platforms,
tunability, and the potential for generating photon pairs at tele-
com wavelengths.

FWM arises from the interaction of multiple optical
waves in a nonlinear medium, resulting in the generation of
new frequency components. The process involves the mixing
of three input waves with frequencies ω1, ω2, and ω3 to gen-
erate a fourth wave with frequency ω4. The energy and mo-
mentum conservation conditions must be satisfied for efficient
FWM to occur.

In the context of quantum information processing, FWM
is typically employed in the degenerate regime, where two
pump photons at frequency ωp interact to create signal and
idler photons at frequencies ωs and ωi, respectively. The gen-
erated photon pairs can exhibit quantum correlations in various
degrees of freedom, such as time-frequency and spatial modes.

Compared to other methods of generating entangled pho-
tons, such as SPDC or quantum dot sources, QKD based
on FWM has some advantages and disadvantages. Some of
the advantages are: FWM can produce high-quality, high-
brightness, low-noise entangled photons, which can improve
the key rate and transmission distance of QKD systems; FWM
can be implemented on various platforms, such as fibers,

waveguides or microresonators, which can facilitate the inte-
gration and scalability of QKD systems; FWM can generate
entangled photons at telecom wavelengths, compatible with
existing optical communication infrastructure and equipment.
Some of the disadvantages are: FWM requires high pump
power and precise phase matching conditions, which increase
the complexity and cost of QKD systems; FWM is sensitive
to environmental fluctuations (such as temperature or polar-
ization changes), which degrade the quality and stability of
entangled photons; FWM may suffer from crosstalk and inter-
ference from other optical signals in the same medium, which
reduces the security and efficiency of QKD systems. QKD
based on FWM is an active research topic in quantum commu-
nication, and some recent advances include: in 2019, a team
from Singapore reported a chip-scale CV-QKD system based
on silicon photonics integration.[87] They achieved a key rate
of 0.14 kbit/s over 100 km fiber transmission, demonstrating
the potential of low-cost and compact QKD devices. In 2020,
the University of Science and Technology of China in col-
laboration with Tsinghua University reported a 509 km ultra-
low-loss fiber transmission QKD based on an improved twin-
field protocol and superconducting nanowire single-photon
detectors.[108] They achieved a key rate of about 0.1 bit/s,
setting a new record for discrete-variable QKD systems. In
2023, the University of Science and Technology of China re-
ported a 1002 km point-to-point fiber transmission QKD based
on low-crosstalk phase reference signal control and ultra-low-
noise single-photon detectors.[63] They achieved a key rate of
0.002 bit/s, breaking the record for repeaterless fiber-based
QKD.

5. Quantum detectors
Quantum detectors play a vital role in a variety of quan-

tum information processing applications. They are used to
measure and manipulate quantum states in quantum commu-
nication systems, quantum computing architectures and quan-
tum sensing devices. Three prominent types of quantum de-
tectors are avalanche photodiode detectors (APD), quantum
dot detectors and superconducting nanowire single photon de-
tectors (SNSPD). The system parameters of single-photon de-
tectors include: spectral range, dead time, dark count rate, de-
tection efficiency, timing jitter and photon-number-resolving
capability.[109]

5.1. Single-photon avalanche photodiodes

Single-photon avalanche photodiodes are semiconductor-
based detectors that operate in Geiger mode. When a single
incident photon triggers a carrier multiplication snow, a de-
tectable current pulse is generated. One of the main challenges
of APDs is the high dark count rate, i.e., the rate at which
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the detector produces a signal without any photons. This is
caused by the thermal generation of electron–hole pairs in
the depletion region, which can trigger an avalanche. Vari-
ous techniques have been developed to reduce the dark count
rate, including cooling the APD to low temperatures, gating
the APD to reduce the detection time window, and improv-
ing the quality of the diode structure to reduce the number
of defect states. The advantages of APD include: high sen-
sitivity, compact structure, high gain and high accuracy, etc.,
and its disadvantages include high dark count rate, high work-
ing voltage, etc. Reference [110] introduces several types of
avalanche photodiode detectors made of different materials.
With the advancement of research and technology, avalanche
photodiodes will evolve towards higher performance, lower
noise, lower cost, higher speed, etc. For example, researchers
from the University of California Santa Barbara reported low
dark current high gain InAs quantum dot avalanche photode-
tectors monolithically grown on Si.[111] The Ohio State Uni-
versity researchers reported high gain, low noise 1550 nm
GaAsSb/AlGaAsSb avalanche photodiodes.[112] In QKD, re-
searchers have studied the performance of differential phase
shift quantum key distribution using InGaAs/InP and silicon
APD.[113] Researchers will continue to explore new semicon-
ductor materials, improve semiconductor processes, and opti-
mize device structures and circuit designs to enhance the per-
formance of APD.

5.2. Single-photon detectors based on quantum dots

A quantum dot detector is a device that utilizes the opto-
electronic properties of quantum dots to detect infrared light.
Quantum dots are semiconductor nanostructures with dimen-
sions in the nanometer scale, with tunable energy band struc-
ture and discrete energy levels, so that selective absorption and
emission of infrared light at different wavelengths can be re-
alized. Quantum dot detectors have a wide range of applica-
tions, such as night vision, medical imaging, environmental
monitoring, and quantum information.

The working principle of quantum dot detectors can be
divided into two parts: photoelectric conversion and elec-
tron amplification. In the photoelectric conversion part, when
a photon enters a quantum dot, it excites electrons, making
the quantum dot a positively charged hole. These holes are
blocked by a barrier layer to prevent them from flowing back
into the quantum dot. The holes are then pushed towards the
electrodes by the electric field, which in turn creates an electric
current. This process is therefore the conversion of photon en-
ergy into electron energy. In the electron amplification section,
a gain region is placed around the current electrode. A high
voltage is applied to the gain region to create a high field. As
the electrons pass through the gain region, they interact with

the ions in the region, creating electron–hole pairs which con-
tinue to move and enter the current electrode to create a larger
current. The process is therefore one of converting one elec-
tron into multiple electrons, resulting in the amplification of
electrons. Because the process of electron amplification am-
plifies not only the signal current but also the noise current,
quantum dot detectors are usually somewhat noisy. To reduce
the noise, filters can be added to the detector or a low-noise
amplifier can be used, for example.

The advantages of quantum dot detectors include high
sensitivity, tunable band gap, simple fabrication and high in-
tegration, etc., and their disadvantages include poor stability,
high defect density, etc. The research on quantum dot detec-
tors has made some important progress, but also faces some
challenges and problems. At present, quantum dot detec-
tors are mainly divided into two categories: epitaxial quan-
tum dot detectors (eQDIPs) and colloidal quantum dot de-
tectors (cQDIPs). Epitaxial quantum dot detectors are fabri-
cated by growing quantum dot arrays with regular arrangement
and high crystalline quality on semiconductor substrates using
techniques such as molecular beam epitaxy (MBE) or metal
organic chemical vapor deposition (MOCVD), and then mak-
ing electrodes and packaging. Colloidal quantum dot detec-
tors are fabricated by synthesizing quantum dot particles with
different compositions and sizes using solution methods, and
then forming thin films or arrays by self-assembly or inkjet
printing, and then making electrodes and packaging. Epi-
taxial quantum dot detectors have high photoelectric conver-
sion efficiency and response speed, but also have some draw-
backs, such as high growth temperature, long growth cycle,
high growth cost, difficulty in wavelength tuning, low pixel
density, etc. Colloidal quantum dot detectors have low pro-
duction cost and high pixel density, and can achieve detection
of wide-band infrared light, but also have some drawbacks,
such as low carrier mobility, high defect density, poor stabil-
ity, etc. In recent years, with the innovation of material syn-
thesis and device design, the performance of quantum dot de-
tectors has been significantly improved. For example, in the
field of epitaxial quantum dot detectors, the detection of mid-
wave infrared (MWIR) and long-wave infrared (LWIR) light
was achieved by optimizing the quantum dot structure and ma-
terial composition;[114] the photoelectric gain and responsiv-
ity were improved by introducing heterostructures and mul-
tilayer structures;[115] the pixel density and sensitivity were
improved by using new readout circuits (ROIC).[116] In the
field of colloidal quantum dot detectors, the carrier transport
performance and surface passivation effect were improved by
combining with materials such as metal halide perovskites,
graphene, carbon nanotubes, etc.[114] The gain and response
speed were improved by adopting different structures such as
photodiode type, photoconductive type or field effect transistor
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type; large-area infrared imaging was realized by integrating
with CMOS or TFT readout circuits. Although some break-
throughs have been made in quantum dot detectors, there are
still many problems and challenges to overcome: to improve
the detection rate and sensitivity of quantum dot detectors.
This requires further optimization of the material composi-
tion, size, morphology, structure, surface modification, etc., of
quantum dots to improve their light absorption and emission
efficiency, reduce defect density and Auger recombination, en-
hance carrier separation and transport, reduce dark current and
noise, etc., to expand the detection wavelength range of quan-
tum dot detectors. At present, most quantum dot detectors
are limited to the short-wave infrared (SWIR) region, while
the detection of MWIR and LWIR regions is still challenging.
This requires the development of new quantum dot materials,
such as lead salt, mercury telluride, indium antimonide, etc.,
to achieve absorption and emission of longer wavelength in-
frared light, and to solve the problems of stability, toxicity,
processability, etc. of these materials; to reduce the fabrication
cost and complexity of quantum dot detectors. At present,
most quantum dot detectors rely on high-temperature, high-
vacuum, high-precision equipment and processes for fabrica-
tion, which limits their scale production and application. This
requires the development of new methods for quantum dot
synthesis and assembly, such as liquid-phase exchange, sol-
gel, spin coating, etc., to achieve high-quality quantum dot
films or arrays under low-temperature, atmospheric pressure
and low-cost conditions. And integrate them effectively with
readout circuits to improve the stability and reliability of quan-
tum dot detectors. At present, most quantum dot detectors
show performance degradation or failure under the influence
of environmental factors (such as temperature, humidity, oxy-
gen, etc.), which affect their service life and safety. This re-
quires improving the surface protection layer and packaging
layer of quantum dots to enhance their resistance to environ-
mental factors, and conduct systematic aging tests and fault
diagnosis to evaluate their stability and reliability. Quantum
dot detectors are less used in the QKD field, mainly focusing
on quantum dot light sources.

5.3. Superconducting nanowire single-photon detectors

Superconducting nanowire single-photon detectors
(SNSPD) are based on the principle of detecting changes in
the resistance of superconducting materials caused by photon
absorption. When a photon is absorbed, it creates a local-
ized region of normal conductivity in the superconducting
wire, resulting in a measurable change in resistance. Fur-
ther reviews of superconducting nanowire detectors can be
found in Refs. [62–64]. The advantages of SNSPD include
high detection efficiency, low dark count rate, small timing
jitter, short dead time and wide spectral response, etc., and

its disadvantages include low working temperature, complex
equipment, etc. In recent years, SNSPD technology has made
great progress, constantly refreshing the performance indi-
cators such as detection efficiency, dark count rate, timing
jitter and dead time. In addition, researchers are also striv-
ing to push SNSPD technology to the next level: to achieve
photon counting, fast time-tagging imaging and multi-pixel
technology, and to be compatible with quantum photonic in-
tegrated circuits. The detection efficiency and time resolution
of SNSPD are related to the temperature, so researchers are
looking for a superconducting material that can work at high
temperature to reduce the cooling cost and improve the sys-
tem reliability. Researchers at the Massachusetts Institute
of Technology achieved single-photon detection using high-
temperature superconductors,[117] expanding the family of
superconducting materials. The detection efficiency and time
resolution of SNSPD are also related to the geometry and
topology of the nanowire, so researchers are exploring differ-
ent nanowire designs to optimize the performance of SNSPD.
For example, a spiral nanowire was proposed, which can in-
crease the probability of photon-nanowire interaction and thus
improve the detection efficiency.[118] In addition, a nanowire
structure based on a superconducting quantum interference
device (SQUID) was proposed,[119] which can achieve photon
number resolution. SQUID is an instrument that uses the char-
acteristics of superconducting materials to detect magnetic
field changes. It can be used to measure extremely weak mag-
netic field signals, with high sensitivity and time resolution.
The application fields of SNSPD are also expanding, in addi-
tion to quantum information, bioimaging, photodetection and
ranging, etc., SNSPD can also be used in astronomy, medicine,
security detection and other aspects.[120] In QKD, German re-
searchers designed a rack-sized multi-channel SNSPD system
to achieve ultrafast QKD.[121] Researchers from the Univer-
sity of Science and Technology of China demonstrated a fiber-
based dual-field QKD over 1002 km using SNSPD to suppress
noise to about 0.02 Hz.[122] More research on superconducting
nanowire detectors can be found in Refs. [122,123].

6. QKD based on optical fibre
6.1. QKD for telecommunication wavelengths

Telecommunication wavelengths QKD typically operate
in the C-band (1530 nm–1565 nm) and L-band (1565 nm–
1625 nm), where fibre transmission has minimal attenuation
due to the inherent properties of silica-based fibres. These
wavelengths are suitable for long distance transmission as
they coincide with the lowest loss window in the fibre, which
is essential for maintaining the quantum state of the pho-
ton. In addition, QKD at communication wavelengths benefits
from mature and developed technologies such as high-quality
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laser sources, detectors and optical fibre components designed
for communication networks. In contrast, other wavelength
QKD systems operate outside the traditional telecommunica-
tion wavelength range with high losses in fibre transmission,
and experiments with spatial QKD are carried out in Ref. [124]
using 850 nm wavelengths.

6.2. Quantum relay technology

As the communication distance increases, the commu-
nication capability becomes worse, and currently, the max-
imum transmission distance of an optical fibre-based QKD
system without quantum repeaters is 658 km for ultra-low
loss transmission fibre transmission.[125] Instead, there are
two solutions to achieve long-range communication, one is
satellite-based quantum communication, and the other is to
use quantum repeaters.[126] The core technologies in quan-
tum repeaters include entanglement switching,[127] entangle-
ment purification[128] and quantum storage,[129] and a detailed
description of quantum repeaters can be found in Ref. [130].
There are several reasons that hinder the development of quan-
tum repeater technology. Firstly, quantum repeaters: several
metrics for assessing the performance of quantum machines
are discussed in Ref. [131], including fidelity, efficiency, stor-
age time, bandwidth, capacity to store multiple photons and
dimensionality and wavelength.

Performance improvements remain a challenge. Atomic
heterostructures, trapped ions and rare-earth ion-doped crys-
tals, among others,[132] are among the most promising candi-
dates for quantum memory, but each has its own set of diffi-
culties, such as sensitivity to environmental noise, scalability
and system complexity. Second, quantum entanglement gen-
eration: quantum relays rely on the distribution of entangled
quantum bit pairs between distant nodes. The generation of
such entangled pairs is hampered by the exponential decay of
entanglement fidelity, also known as the photon loss problem,
caused by fibre fading and detector inefficiencies. Third, en-
tanglement exchange: to establish entanglement between re-
mote nodes, entanglement exchange is required. This opera-
tion involves performing Bell state measurements (BSM) on
incoming quantum bits and is technically challenging. Fourth,
quantum error correction: quantum repeaters must efficiently
manage the errors introduced during entanglement generation,
distribution and processing. Fifth: scalability and integration:
quantum repeater networks need to be scalable and interop-
erable with other quantum communication systems. Design-
ing scalable and efficient quantum repeater architectures that
can be integrated with existing fibre-optic networks and fu-
ture quantum internet infrastructures is a complex task. Sixth,
materials and fabrication challenges: implementing quantum
repeater technology requires the development of suitable ma-
terials and fabrication techniques to achieve the required per-

formance while maintaining low-loss and low-noise levels.
This includes the development of low-loss waveguides, high-
efficiency photonic detectors, and optimized manufacturing
processes for quantum memories and other components of
quantum repeater systems. The above points are also areas
that researchers need to focus on.

6.3. Challenges

Signal attenuation due to fibre loss and scattering is a
major challenge for fibre-based QKD systems. As the dis-
tance between communicating parties increases, the potential
for photon loss also increases, resulting in a reduction in key
generation rate and secure communication range. How to im-
prove the secure communication range with low BER is a con-
cern for fibre optic QKD systems.

7. Space QKD system
Space QKD enables secure long-range quantum commu-

nications by overcoming the distance limitations of terrestrial
QKD systems that rely on fibre-optic or free-space links. By
using satellites, space QKD can establish secure links between
ground stations located on different continents, greatly extend-
ing the range of secure quantum communication networks.
Space QKD has the following steps to achieve this. Firstly,
Alice prepares a series of quantum bits, which are quantum
states encoded in particles such as photons, and Alice uses a
free-space optical link to send the prepared quantum bits to
the satellite via the ground station. Secondly, the satellite acts
as a trusted node or relay during the communication process.
This step is where the space environment comes into play, as
the quantum bits must travel through the Earth’s atmosphere
and possibly through the vacuum of space, which can intro-
duce transmission losses, noise and other interference. Finally,
the satellite receives the quantum bits and performs quantum
operations on them, or simply relays them to another ground
station where the second party (Bob) is located.

7.1. Satellite-based QKD
7.1.1. Mozi satellite

On 16 August 2016, China launched the world’s first
quantum science experiment satellite, Mozi, from the Jiuquan
Satellite Launch Centre. The main objective of the satellite is
to demonstrate the feasibility of using satellite links for secure
long-range quantum communication. The satellite is equipped
with a range of advanced quantum communication technolo-
gies, including an entangled photon source, a single photon de-
tector and an ultrafast polarization modulator. These technolo-
gies enable Mozi to perform a variety of quantum communica-
tion experiments, including entanglement-based QKD, decoy
state QKD and entanglement distribution. In 2017, Pan’s team
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reported the first satellite-to-ground quantum communication
experiment at a distance scale of more than 1200 km using
the Mozi satellite,[122] demonstrating the distribution of two
entangled photons from a satellite to two ground stations sep-
arated by 1203 km, and observing the survival of entanglement
and violation of Bell’s inequality.[133] In 2020, entanglement-
based QKD at a finite secret key rate of 0.12 bit/s between
two ground stations separated by 1120 km without trusted re-
lays being demonstrated, improving the efficiency of the link
for two-photon distribution by a factor of about four com-
pared to Ref. [134]. In 2021, a large-scale fibre-optic network
of more than 700 fibre-optic QKD links and two high-speed
satellite-to-ground free-space QKD links, built an integrated
space-to-ground quantum communication network for the first
time.[135]

7.1.2. Other satellite missions

In the field of quantum key distribution, various countries
have promoted the development of space quantum commu-
nication technology. Following the success of China’s Mozi
satellite for satellite-based ground-based quantum key distri-
bution, many countries and organizations have launched their
own space QKD programmes. For example, the European
Space Agency’s SAGA project: the SAGA project aims to es-
tablish a global quantum communications network that uses
satellite technology to provide high-speed, secure quantum
key distribution between ground sites. The objectives of the
project include research and development of quantum com-
munication technologies applicable to satellites, determination
of key performance parameters for quantum communication
satellites and assessment of requirements for practical appli-
cation scenarios. Canada’s QEYSSAT project aims to demon-
strate the application of quantum key distribution technology
for secure online communications on earth.

7.2. Satellite-to-ground satellite links

Satellite–ground links refer to the establishment of quan-
tum communication links between satellites and ground sta-
tions. The focus of research on satellite–ground links in-
cludes challenges such as overcoming atmospheric turbulence,
reducing background noise and improving receiver sensitiv-
ity. In recent years, researchers have successfully solved these
problems and demonstrated the feasibility of satellite–ground
links.[124,133–135]

7.3. Satellite-based QKD

Satellite–satellite links refer to the technology for estab-
lishing quantum communication links in space, by transmit-
ting quantum bits between two or more satellites in orbit. Such
a link allows quantum communication on a global scale and
enables complex quantum network topologies. Research on

satellite–satellite links is still in its infancy. At present, the
focus of research includes improving the alignment and track-
ing accuracy between satellites, reducing the influence of the
space environment on the quantum state, and improving the
stability of the link.

7.4. Intercontinental satellite links

Intercontinental satellite links are satellites that enable
quantum communications between different continents. This
kind of link can greatly extend the coverage of quantum com-
munication and achieve secure communication on a global
scale. The Mozi satellite has successfully realized an inter-
continental quantum communication link between China and
Austria.[136]

7.5. Challenge and prospects

There are the following challenges, firstly, atmospheric
turbulence: atmospheric turbulence can cause photons to be
deflected during transmission, thus affecting the alignment
accuracy between the satellite and the ground station. Re-
searchers need to develop stable adaptive optics to overcome
the effects of atmospheric turbulence. Second, alignment and
tracking: in space quantum communications, accurate align-
ment and tracking between satellites and ground stations is
critical. High precision and high speed alignment and tracking
techniques need to be developed to ensure the stability of the
communication link. Thirdly, background noise: background
light such as sunlight can cause interference to quantum com-
munications and reduce communication efficiency. Solving
this problem requires studying how to filter background noise
and improve the sensitivity of the receiver. Fourth, signal loss:
in space communication links, signal loss is a major challenge.
To reduce signal loss, researchers need to optimize photon
sources and improve the sensitivity of detectors and investi-
gate more efficient quantum error correction techniques.

Global quantum communication networks: with the de-
velopment of quantum communication technology in space,
the future promises to enable quantum communication net-
works on a global scale, thus providing highly secure com-
munication services. Satellite–satellite links: researchers will
continue to explore satellite–satellite quantum communica-
tion technologies to enable more complex quantum network
topologies. Intercontinental quantum communications: with
advances in space quantum communication technology, quan-
tum communications between different continents may be pos-
sible in the future, further extending the reach of quantum
communications. Quantum satellite clusters: researchers may
investigate the use of multiple quantum satellites to form clus-
ters to improve communication efficiency, coverage and relia-
bility. In conclusion, space quantum key distribution technol-
ogy faces a number of challenges, but as research progresses
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and technology advances, a highly secure quantum commu-
nication network on a global scale becomes possible in the
future.

8. Application and prospects
8.1. Secure communications

One of the most obvious applications for QKD is secure
communications, where QKD allows both parties to establish
secure encryption keys that cannot be intercepted or copied by
eavesdroppers. This makes it ideal for situations where secure
communications are critical, such as diplomatic communica-
tions, or commercial transactions where sensitive information
is shared. The stability and transmission distance limitations
of quantum channels are important challenges. The fidelity
of quantum bits decreases during long-distance transmission,
resulting in an increase in bit error rates, which affects the se-
curity of the key. The use of quantum entangled states and
quantum error-correcting codes can improve the stability of
the channel. At the same time, the use of relay stations can
extend the transmission distance. Relay stations can perform
quantum entanglement distribution and error correction.

8.2. Financial transactions

QKD can also be used to protect financial transactions,
especially those conducted over long distances. By using
QKD, financial institutions can secure their transactions and
protect their customers’ financial information from hackers
and other malicious actors. Financial transactions require high
levels of security and real-time performance. Traditional QKD
systems may have limitations in transmission speed and real-
time performance. Developing more efficient QKD proto-
cols, such as continuous-variable QKD, can improve transmis-
sion speed. In addition, combining classical cryptography and
quantum encryption can achieve higher real-time performance
while ensuring security.

8.3. Government applications

QKD has many potential applications in government en-
vironments. For example, it can be used to protect classified
communications, protect critical infrastructure communica-
tions on the battlefield. Government sectors require high levels
of security and need to resist various advanced attack methods,
such as quantum computer attacks. Developing quantum key
distribution schemes can resist known quantum attacks, such
as quantum relay attacks and quantum side-channel attacks.
In addition, combining traditional information protection mea-
sures, such as physical security and multi-level encryption, can
provide higher levels of defense.

8.4. Internet of things security

As the internet of things becomes more widespread, there
is a growing need for secure communications between devices.
QKD can be used to provide secure communications between
IoT devices, protecting them from hacking and other security
threats. Internet of things devices have limited resources and
cannot support complex encryption and decryption operations,
while also ensuring low-latency and efficient communication.
Developing lightweight QKD schemes suitable for IoT envi-
ronments, such as those based on quantum key binding. In ad-
dition, traditional encryption techniques combined with quan-
tum secure communication can be explored to balance security
and efficiency.

8.5. Quantum internet

QKD is also a key technology for the development of the
quantum internet. The quantum internet will be a network
of interconnected quantum computers and other devices that
can share information in a completely secure and hacker-proof
manner. Building a large-scale quantum internet requires
highly reliable quantum nodes and complex quantum commu-
nication architectures, as well as efficient quantum routing and
management. Developing scalable quantum network archi-
tectures, utilizing quantum relay stations to connect different
nodes, enables the achievement of quantum communication
across larger distances. At the same time, efficient quantum
routing algorithms and network management strategies must
be developed to ensure the stability and reliability of commu-
nication.

9. Conclusion and perspectives
We have summarized the research progress in QKD. For

QKD protocols, quantum light sources and quantum detec-
tors, the research focuses on improving the security of QKD.
The trend of chip-based QKD is to continuously improve its
key rate and transmission distance, as well as to reduce the
BER. Fiber-based QKD and spatial QKD are also evolving
and the application of QKD is very important. In addition,
QKD is developing towards intelligence and network. Ma-
chine learning methods are expected to improve the perfor-
mance of QKD systems to better meet the needs of secure
communication. Machine learning methods can use histori-
cal data and real-time data to predict phase changes and zero-
phase voltages in QKD systems and control the corresponding
devices in real time, thereby improving the stability and effi-
ciency of the system;[137] machine learning methods can use
LSTM networks to learn the data change rules in QKD sys-
tems and adjust the network parameters and structure dynam-
ically according to environmental factors and device charac-
teristics, thereby improving the intelligence and flexibility of
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the system;[138] machine learning methods can combine other
coding schemes and QKD protocols to design more suitable
features and labels, thereby improving the security and fault
tolerance of the system. These methods need to be combined
with in-depth quantum physics and cryptography expertise to
fully exploit their potential and ensure system security. QKD
networking can improve the interoperability, scalability, flexi-
bility and robustness of quantum networks, as well as exploit
the advantages of different QKD protocols, such as high key
rates, high security, long distance transmission, etc. QKD
networking requires solving some challenging problems, such
as protocol conversion,[139] resource allocation, node archi-
tecture, network management, etc., and it can also be com-
bined with other quantum communication technologies, such
as quantum secure direct communication (QSDC) and quan-
tum teleportation (QST), to achieve higher-level quantum in-
formation services.

Future research and development will continue to pro-
mote the advancement of QKD technology so that it can be
more widely applied to practical networks and communication
systems. This development trend is expected to bring signifi-
cant improvements to the field of information security, ensur-
ing the privacy and integrity of communication data. Despite
some progress, QKD also has many challenges. One of the
main difficulties is to ensure security from the theory, and an-
other difficulty is to ensure security from the device. Although
the road of QKD development is full of challenges, its appli-
cation prospect is still bright.
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