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Single-pixel imaging (SPI) can transform 2D or 3D image data into 1D light signals, which offers promising prospects
for image compression and transmission. However, during data communication these light signals in public channels will
easily draw the attention of eavesdroppers. Here, we introduce an efficient encryption method for SPI data transmission that
uses the 3D Arnold transformation to directly disrupt 1D single-pixel light signals and utilizes the elliptic curve encryption
algorithm for key transmission. This encryption scheme immediately employs Hadamard patterns to illuminate the scene
and then utilizes the 3D Arnold transformation to permutate the 1D light signal of single-pixel detection. Then the transfor-
mation parameters serve as the secret key, while the security of key exchange is guaranteed by an elliptic curve-based key
exchange mechanism. Compared with existing encryption schemes, both computer simulations and optical experiments
have been conducted to demonstrate that the proposed technique not only enhances the security of encryption but also
eliminates the need for complicated pattern scrambling rules. Additionally, this approach solves the problem of secure key
transmission, thus ensuring the security of information and the quality of the decrypted images.

Keywords: single-pixel imaging, 3D Arnold transformation, elliptic curve encryption, image encryption

PACS: 42.30.-d, 42.68.Sq, 07.05.Pj

1. Introduction

Single-pixel imaging (SPI)!! has gained much attention
in recent years due to its potential in recovering 2D or 3D
scene information from 1D light signals using single-pixel
detectors. This is particularly relevant to the fast-growing
modern spatial light modulation techniques. SPI systems
have the potential for a wide range of applications in re-

[2—4 r[5-10

mote sensing, 1 laser rada I and low-dose x-ray medi-

ILI2]1 que to the flexible optical field control, high

cal imaging [
sensitivity and resistance to atmospheric turbulence.
Compared with traditional imaging techniques, SPI low-
ers the requirements on detectors. As compensation, this
technique requires more measurements and is thus time-
consuming. Numerous methods have been put forth to in-
crease the image formation speed and image quality of SPI.
By employing image priors such as sparsity, compressive sens-

13,141 can drastically reduce the measurements

ing algorithms!
required to produce a high-quality image under random illu-
minations. Instead of random patterns, deterministic model-
based SPI approaches use orthogonal basis patterns, for exam-
ple the Fourier!'>! and Hadamard!'! approaches, for SPI mod-
ulation to eliminate redundancy between different illumina-
tions. Additionally, deep learning has been used for SPII18-21]
reconstruction algorithms. The trained deep neural network
can be used to improve imaging quality while retaining high

computational efficiency.
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Apart from SPI modulation and reconstruction methods
research, the principle of SPI, which transforms 2D or 3D im-
age data into a 1D light signal, also offers promising prospects
in image compression and transmission. However, during data
communication, these unusual light signals in public channels
can easily attract the attention of eavesdroppers. Traditional
techniques for encrypting optical images, such as random

phase mask (RPM),[?>23] optical inference principle-based
[24.25]
n,

26,27

encryptio phase retrieval algorithms®! and computer

holography, ! are usually capable of providing high-speed
parallel processing and secure transmission of 2D images by
hiding information of varied dimensions. In recent years, Lai
et al.'”®311 have proposed a series of well-designed chaotic
systems to realize high-security image encryption. By control-
ling the dimensions of chaotic signals, encryption operations
can be performed in high-dimensional spaces.

Unlike the traditional encryption methods, the issues
of SPI-based optical encryption are now receiving ever-
increasing attention as they provide an alternative for solv-
ing problems in optical information processing. Previous

[32-36] have focused on modulating the target scenes

works
through a series of computer-generated pseudo-random pat-
terns. These patterns are treated as secret keys shared only
between the sender of the message and its authorized recipi-
ent. The light intensity signals of the single-pixel detector are
then encrypted and transmitted as ciphertext to ensure secure
communication. Scrambling orthogonal basis patterns is a

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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type of encryption transmission scheme that differs from direct
encryption transmission using pseudo-random patterns.37 11
The message sender utilizes a set of rules to modulate the tar-
get light field, typically using only the sampling strategy and
scrambling rules of orthogonal basis patterns as the secret key.
These methods not only improve the quality of decrypted im-
ages but also reduce the key space. In addition to orthogonal
basis pattern encryption, there are other types of single-pixel
encryption schemes, such as visual cryptography,*? water-
marking and steganography techniques!**~#% and encryption
with a metasurface key. 7]

Despite the advantages of single-pixel encryption
schemes, existing methods still face several major issues such
as severe noise in the decrypted results, difficulty in ensur-
ing key transmission security and complex rules for design-
ing orthogonal basis patterns. To address these issues, we
propose an SPI encrypted transmission scheme based on 3D
Arnold transformation and elliptic curve cryptography. The
proposed method does not require complex pixel permuta-
tion rules for orthogonal basis patterns. Instead, it employs
Hadamard patterns to illuminate the scene, and then uses the
3D Arnold transformation to permutate the 1D light signals of
the single-pixel detector (plaintext information). The transfor-
mation parameters serve as the secret key, while the security
of key transmission is guaranteed by an elliptic curve-based
key exchange mechanism. Compared with existing encryp-
tion schemes, our proposed technique not only enhances the
security of encryption but also eliminates the need for com-
plicated pattern scrambling rules and solves the problem of

secure key transmission. As a result, both the security and
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quality of information decryption are ensured. In summary,
our main contributions can be summarized into three points:

(1) We propose a random scramble method that directly
transforms the 1D single-pixel light signals and eliminates the
need for the design of a complex illumination pattern. Our pro-
posed method not only greatly enhances the security of trans-
mission of single-pixel detection data but also maximizes the
accuracy of decryption results.

(2) We present a 3D Arnold transformation-based 1D sig-
nal scrambling method that has achieved satisfactory encryp-
tion results on various images while demonstrating state-of-
the-art performance across different sampling rates.

(3) We develop an elliptic curve-based key exchange
mechanism with the proposed 1D signal scrambling method.
This mechanism further enhances the security of key trans-
mission by overcoming the challenges associated with con-
ventional symmetric single-pixel encryption schemes.

2. Methodology

In this section, we first utilize non-scrambling Hadamard
patterns to illuminate the scene. Then, we propose a novel 3D
Arnold scramble method for a 1D single-pixel detection sig-
nal on the basis of a differential detection system. Finally, we
introduce an elliptic curve-based key exchange mechanism to
encrypt the Arnold transformation parameters. At the end of
this section, we briefly explain how to encrypt and decrypt us-
ing the 3D Arnold method and the key exchange mechanism
using a practical example. The schematic of whole technique
is shown in Fig. 1.

Single-pixel detection signal encryption by 3D arnold transform and ECC encryption
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intensity matrix ~ Decryption image
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Fig. 1. Schematic of our proposed technique: (a) signal plaintext generation process, (b) encryption process, (c) decryption process (ECC,

elliptic curve cryptography).

2.1. Structural illumination with Hadamard patterns

In a typical SPI framework, a 1D light intensity signal
b\ is obtained by actively illuminating the scene T (x,y) with
pre-designed two-dimensional patterns I,(i) (x,y). The single-
pixel detector records the reflected or transmitted signals by

the scene
pli) — / 1 (x,9) T (x,y) dxdy. (1)

The illumination patterns can be designed in various
forms, such as random intensity patterns or orthogonal basis
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patterns. In our method, we utilize Hadamard basis patterns
to illuminate the scene, and the single-pixel detection 1D light
signal is mathematically equivalent to the inner product be-
tween the Hadamard basis patterns and the scene

, M—1N—-1
by ) =Y Y 1 (xyiu,0) Tx,y), )
x=0 y=0

where I,(,i) (x,y;u,v) denotes the Hadamard basis pattern in
the Hadamard domain corresponding to the coordinates (u,v).
Each measurement can be interpreted as the calculation of
each Hadamard coefficient in the spectral transformation of
the scene. Since the Hadamard basis patterns consist of
two elements, +1 and —1, it is not practical to use neg-
There-

fore, the Hadamard coefficients of the scene can be obtained

ative illumination during experimental procedures.

by projecting II(;) (x,y;u,v) and its complementary pattern
[1 - 11(;) (x,y;u,v)}

H(u,v) = b%l (u,v) — b;’,), (u,v). 3)

Based on differential detection, 1D light signals can be
separated into two components, by+ and by-, which are uti-
lized in the subsequent encryption process.

2.2. The 3D Arnold transformation for single-pixel 1D de-

tection signal

The Arnold transformation, also known as the Arnold cat
map,'*®) is a method of discrete chaotic mapping that repeat-
edly folds and stretches input images within a limited region.
Due to its well-established chaotic characteristics and easily
controllable parameters, it is widely used in digital image en-
cryption. The commonly used Arnold transformation is the

2D form
J
(;>:<;abil>-(;> mod N, @)

where x and y denote the original position of any pixel in the
image, x’ and y’ indicate the transformed pixel location, a and
b serve as controlling factors and N is the dimension of the
square image.

To achieve more secure and efficient pixel transforma-
tions, the 2D Arnold transformation can be extended to higher
dimensions. By introducing new parameters ¢ and d, the

higher-dimensional 3D Arnold transformation(*’! has been de-

veloped
X 1 a 0 x
Yy |=| b ab+1 0 |-y | modN, %)
7 c d 1 Z

where z represents the grayscale value at any pixel location (x,
y), and 7 denotes the transformed grayscale value. To facili-
tate computation, we have employed the modified form of the

3D Arnold transformation proposed by Liu et al.!’!

X 1 a x
(V)= (rastin) (3) moame
p' = (cx+dy+p) mod M,

where p and p’ denote the grayscale values at the same pixel
location before and after transformation, respectively. M rep-
resents the maximum grayscale value of the image, which is
usually 255 (for an 8-bit grayscale image from O to 255). It
implies that not only the pixel positions of the image are dis-
ordered, but also the grayscale values of the image are scram-
bled. This will further enhance the security of image encryp-
tion. The plaintext image can be recovered by applying the
inverse 3D Arnold transformation to the ciphertext resulting
from the following equation:

x\ _ [(ab+1 —a x
()= (1) (5 ) mar g
p=02M+p' —cx—dy) mod M.

Therefore, utilizing the 3D Arnold transformation for image
encryption would result in a more robust security effect com-
pared with the 2D transformation method. It is difficult for
an attacker to obtain accurate results if the encryption key or
algorithm remains confidential.

In this paper, we propose the idea of applying the 3D
Arnold transformation to 1D light intensity signals. As shown
in Fig. 1, we transform the single-pixel detection values ac-
quired into 2D matrices H* and H~ of light intensity. It
should be noted that while pixel values in image encryption
applications can be quantified using a grayscale value of 255,
the single-pixel measurement values typically differ from im-
age grayscale values. Therefore, in practical implementation,
we utilize the maximum value in the light intensity as one of
the transmitted parameters for the 3D Arnold transformation
of the light intensity matrix.

2.3. Elliptic curve Diffie-Hellman key exchange

Elliptic curve cryptography (ECC) is a public key encryp-
tion method proposed by Koblitz and Miller in 1985.51 Tt is
based on the theory of elliptic curves. By utilizing the discrete
logarithm difficulty of the Abel group composed of points on
an elliptic curve over a finite field, it can achieve encryption,
decryption and a digital signature. By associating addition op-
erations in elliptic curves with modulo multiplication opera-
tion in a discrete logarithm, it is possible to establish a corre-
sponding cryptographic system based on elliptic curves. Com-
pared with the traditional public key encryption system RSA,
ECC requires a significantly smaller of key size to achieve the
same level of security performance. Here, an elliptic curve
that satisfies the Weierstrass equation over a finite field I, is
defined as

y? mod p = x> 4+ ax+ f mod p, ®)
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where x, y, o, B € F, and satisfies 40 427B2 #0. The secu-
rity of the elliptic curve encryption mechanism is based on the
difficulty of solving the discrete logarithm problem on elliptic
curves. Assuming two points G and Q on an elliptic curve,
where O = KG for some integer K. Although it is relatively
easy to calculate Q using the four arithmetic operations of fi-
nite field, computing K from G and Q is a highly challenging
task. Here, G is referred to as the base point, K is the private
key and Q is the public key.

The elliptic curve Diffie-Hellman (ECDH) key exchange
mechanism combines elliptic curves with the Diffie-Hellman

protocol %!

to provide a shared key exchange method over an
insecure channel. The process involves the following steps:

(1) The server publicly selects an elliptic curve and ran-
domly chooses a point on the curve, which is referred to as the
base point G. Simultaneously, a random positive integer K is
selected as the private key, while the corresponding public key
Py is generated and made available to the public.

(2) The user selects an arbitrary positive integer N, as
their private key based on the elliptic curve and base point se-
lected by the server. Subsequently, a corresponding public key
P, = N,G is generated and made publicly available to the user.

(3) The server and user compute a shared ECDH key
based on their respective private keys.

For the server

Pxg = KP, = KN,G. )
For the user
Pag = NyPs = Ny KG. (10)

In this paper, we adopt the idea of applying the ECDH key ex-
change mechanism to the chosen parameters from 3D Arnold
transformation. As shown in Fig. 1, we first embed the secret
key in the 3D Arnold transformation, such as a, b, M and the
iteration times, into an elliptic curve. Subsequently, a private
key is randomly selected to generate an exchangeable public
key. The key is then further encrypted using the four arithmetic
operations of finite field. Finally, the secure transmission of
the key in the public channel is realized.

2.4. Encryption and decryption process

The proposed encryption process mainly consists of six
steps:

Step 1 Record the light intensity values of an SPI sys-
tem based on Hadamard differential detection; these are subse-
quently transformed from the one-dimensional vector format
to the two-dimensional differential light intensity matrix H+
and H™.

Step 2 Apply 3D Arnold transformation to H™ and H™.
The transformation parameters such as a, b, ¢, d, N, M and the
iteration times serve as secret keys.

Step 3 Randomly choose an elliptic curve E, (&, B); a
random point on the curve serves as the base point G. Then
the server selects a random positive integer K to generate the
public key P, = KG. All of above information is shared with
the user through a public channel.

Step 4 The server embeds the parameters into the se-
lected curve. Consider parameter M as an illustrative example.
P, denotes a point on the embedded elliptic curve.

Step 5 After receiving the elliptic curve from the server,
the user selects a random positive integer N, as a private key,
and generates a public key P, = N,G which can be shared in
public channel.

Step 6 The server receives the public key P, from the
user, and generates ciphertext by C = P, + KP,. The cipher-
text and encrypted single-pixel detection values can be shared
with the user in a public channel, thus completing the encryp-
tion process.

The proposed decryption process mainly consists of three
steps:

Step 1 After receiving the ciphertext and encrypted
single-pixel detection values from the server, the user decrypts
Py, by using the private key N,

Py=C—N,P, =Py +K(N,G)—N,(KG).  (11)

Step 2 Extract the 3D Arnold transform parameters from
P, by embedding rules, and apply an inverse 3D Arnold trans-
form to recover the single-pixel detection plaintext.

Step 3 Apply an inverse Hadamard transform algorithm
or other compressed sensing algorithms; the original image
information can be reconstructed, thus completing the decryp-
tion process.

3. Results

In this section the proposed method is verified by both
computer simulation and optical experiments.

3.1. Simulation results

To validate our method, we perform computer simula-
tions on Intel CPU i7-12700KF@3.60 GHz hardware with
32 GB RAM. The gray-scale image ‘Cameraman’ is used as
the ground truth.

3.1.1. Encryption and decryption process

Firstly, we generate 64 x 64 Hadamard patterns with
a ‘zigzag’ order.’’] The 1D single-pixel detection signal is
shown in Fig. 2(b). It is obvious that the unencrypted single-
pixel intensity values are concentrated and exhibit a conspic-
uous regularity. If an eavesdropper has a certain knowledge
of Hadamard transformation, they can easily identify that this
signal has been encrypted using an SPI system. The eaves-
dropper can directly use the inverse Hadamard transformation
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to obtain the correct image information, which would expose
a significant risk of data leakage.

Secondly, we set the controllable parameters in a 3D
Arnold transformation, a = b =3,c=d =7, M = 1994, and
the iteration times are set as 10. The plaintext of single-pixel
light intensity values is directly encrypted into ciphertext via
selected parameters. The generated ciphertext signal is de-
picted in Fig. 2(c). It can be observed that the single-pixel light
intensity values applying the proposed scrambling method re-
semble noise, lacking any discernible rules or orders. If an
eavesdropper does not have access to the decryption key, us-
ing the inverse Hadamard transformation algorithm alone will
not be sufficient to obtain accurate target image information,
as illustrated in Fig. 2(d).

Finally, we achieve encryption using the parameters set
in the 3D Arnold transformation through the ECDH key ex-
change mechanism, as detailed below:

(1) We select an elliptic curve with p = 123457,

(a) Ground truth

Structured illuminations

(e) Decrypted image (d) Encrypted image

o = 5376, B = 2438 and randomly choose a point G =
(2225,75856) on the curve.

(2) Considering parameter M as an illustrative example,
we utilize the value of M as the horizontal axis on the curve, of
which the embedding point Py, is (1994, 104163). We set the
server’s private key K = 35, and the public key P is (112799,
97369).

(3) The user receives elliptic curve parameters and P in a
public channel, and shares the public key P, = (94953,15581)
by setting the private key N, = 95.

(4) We generate ciphertext C = (106784,55261), and the
encryption process is completed.

(5) The user decrypts the ciphertext according to Eq. (11),
which will recover the controllable parameters of the 3D
Arnold transformation. Then, the user applies the inverse 3D
Arnold transformation to reconstruct the original single-pixel

light signals, and the decryption process is completed.

(b) Detector signal
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Fig. 2. Simulation results: (a) the ground truth ‘Cameraman’; (b) single-pixel detection light signal without encryption; (c) signal encrypted by
3D Arnold transformation; (d) recovered image without the correct key; (e) recovered image with the correct key.

3.1.2. Security analysis

To further illustrate the security of our proposed method,
in this section we discuss the security analysis of the proposed
method, for example correlation analysis, sensitivity analysis
with respect to the key and plaintext.

(1) Correlation analysis We have calculated the corre-
lation coefficient (CC) between plaintext and ciphertext for
quantitative evaluation. CC is defined as follows:

LY (Amn —A)(Byun — B)
CcC= = ,

\/ (5 (o~ 02) (£ (B - 57?)

where A and B denote two different two-dimensional distribu-

12)

tions and m and n are the indices of the rows and columns,
respectively. In this paper, A represents the encrypted image
after 3D Arnold transformation and B represents the original
image. The security of encryption is determined by calculating
the CC value between A and B. The higher CC is, the stronger
the correlation between the two images, indicating a lower
level of security. Furthermore, if the CC value is negative,
it indicates that the two images are negatively correlated. We
conduct a comparative analysis between the proposed method-
ology and two baseline SPI encryption techniques: Hadamard
patterns permutation (HPP) and random patterns (RP). The
grayscale images ‘Cameraman’ and ‘Baboon’ are also adopted
as two typical ground truths. In addition, the CC values under
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different sampling ratios are also calculated. Table 1 shows
the CC values for the simulation, where My, denotes the per-
mutation block size in HPP.

According to the results presented in Table 1, it can be ob-
served that the CC values for the reconstructed images with-
out the correct key are significantly lower than for the other
two baseline methods. The results indicate that when applied
to the same object, our proposed method yields the smallest
CC value at sampling ratios of 0.1, 0.25 and 1. When the
sampling ratio is 0.5, although the CC value obtained by our
method is not the minimum it is similar to the comparable val-
ues. Meanwhile, for the same object, when the sampling ratio
changes, the CC values obtained by our proposed method do
not change significantly. In other words, our proposed method
has the lowest sensitivity to the sampling ratio itself.

(2) Sensitivity analysis An ideal encryption procedure
should be sensitive with respect to the secret key, i.e., the
change of a single bit in the secret key should produce a com-
pletely different encrypted image. We measured the number of
pixel changing rate (NPCR) and unified averaged changed in-
tensity (UACI) values to see the influence of changing a single

pixel in the original image on the encrypted image using the
the proposed method. We take two encrypted images C and
C’, whose corresponding original images have a difference of
only one pixel. NPCR and UACT are defined as

m n X
L _ng(l,J)
NPCR= """ x100%, (13)
mxn
m n . . / . .
‘gl ';1 |C(laJ) -C (17J)|
UACI = — = x 100%,  (14)

m X n X Inax

where m and n are the width and height of the encrypted im-

age, Inax is the maximum value of pixel intensity and D(i, j)
is defined as

.. JOif C(3i,j)=C(i,)),

bl = { Lif C(ij) #C' (i)

The results of NPCR and UACI are shown in Table 2.

According to the results, NPCR and UACI values for the re-
constructed images using our method are significantly better

as)

than for the other two methods. These results indicate that this
method can provide higher security than existing methods.

Table 1. Results for CC values.

Sampling ratio

Ground truth Method
10% 25% 50% 100%
RP -0.0921 0.0356 -0.0103 -0.0192
HPP (M, =1) 0.0528 0.0237 -0.0308 -0.0145
Peppers HPP (M;, =4) 0.0668 -0.0199 0.0601 -0.0042
HPP (M, =8) -0.1451 -0.0583 0.0857 -0.0347
Ours -0.0061 —0.0065 0.0108 0.0013
RP 0.1027 —0.0354 0.0157 —0.0400
HPP (M, =1) 0.0985 -0.0169 0.0095 -0.0343
Cameraman HPP (M, =4) -0.1045 0.0325 0.0815 0.0327
HPP (M, = 8) -0.0256 -0.0236 -0.0107 -0.0123
Ours -0.0007 -0.0076 -0.0035 0.0007
RP 0.0266 -0.0096 -0.0170 0.0031
HPP (M, =1) -0.0149 0.0400 -0.0199 -0.0117
Baboon HPP (M, = 4) ~0.0230 ~0.1070 ~0.0552 ~0.0103
HPP (M, =8) -0.0217 —0.0031 0.0097 0.0036
Ours -0.0057 0.0080 0.0132 0.0024
Table 2. Results for NPCR and UACI values.
Type Ground truth Method
Ours RP HPP (Mp = 1) HPP (M;, = 4) HPP (M, = 8)
Peppers 99.34 60.74 0.49 0.49 0.03
NPCR (100%) Cameraman 98.17 57.76 0.02 0.02 0.02
Baboon 99.90 42.92 0.03 0.02 0.02
Peppers 14.80 0.27 0.01 0.01 0.01
UACI (100%) Cameraman 16.11 0.25 0.01 0.01 0.01
Baboon 7.60 0.17 0.01 0.01 0.01

3.1.3. Analysis of decrypted image quality

We also conduct a comparative evaluation of the quality of image reconstruction with the correct key. The reconstructed

results under different sampling ratios are shown in Fig. 3.
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10%

RP
HPP(M,=1)
HPP(M,=4) |
HPP(M,=28)

Ours

Sampling ratio
25%

Fig. 3. Simulation results of the decryption process with the correct key at different sampling ratios. (al)—(a6) Reconstruction images using the
RP method. (b)-(d) Reconstruction images using the HPP method with different pixel permutation parameters M. (el)—(e6) Reconstruction

images using our proposed method.

Table 3. The SSIM results of image reconstruction.

Sampling ratio

Ground truth Method 0% 5% 50% 100%
RP 0.1727 0.2643 0.3393 0.4431

HPP (M, = 1) 0.1782 0.2899 0.4428 1.0000

Peppers HPP (M, =4) 0.5683 0.7911 0.8867 1.0000
HPP (M, = 8) 0.6132 0.8003 0.9010 1.0000

Ours 0.6241 0.8113 0.9159 1.0000

RP 0.1006 0.1681 0.2075 0.2780

HPP (M, = 1) 0.1012 0.2688 0.4606 1.0000

Cameraman HPP (M, = 4) 0.4361 0.6459 0.8026 1.0000
HPP (M, = 8) 0.5446 0.7021 0.8467 1.0000

Ours 0.5544 0.7215 0.8606 1.0000

RP 0.1738 0.2527 0.3275 0.4468

HPP (M, = 1) 0.1799 0.3089 0.4464 1.0000

Baboon HPP (M, = 4) 0.5402 0.7599 0.8804 1.0000
HPP (M}, = 8) 0.5662 0.7690 0.8971 1.0000

Ours 0.6201 0.7718 0.9104 1.0000

As shown in Fig. 3, the quality of reconstructed image
with the correct key improves as the sampling ratio increases
It is evident that the RP and HPP
(M, = 1, 4) methods are more susceptible to the influence of

in the three schemes.

the sampling ratio. Our proposed method exhibits a degree of
visual similarity that is comparable to that of the HPP (M}, = 8)
method, which demonstrates that the proposed technique can
achieve a better quality reconstructed image than other two
baseline methods. To quantitatively evaluate the quality of re-
construction images, the structural similarity index (SSIM) >
is employed.

The SSIM results are shown in Table 3. For the same
sampling ratio, our proposed method achieves the best SSIM

value for different ground truths. Therefore, the above results

suggest that our proposed method not only achieves more se-
cure encryption, but also produces a competitive reconstructed
image.

3.2. Experimental results

We performed an experiment to demonstrate the proposed
technique. A printed character ‘3’ was used as an object.
A schematic of our experimental setup is shown in Fig. 4.
We used a DLP development kit (DLP 4710EVM-LC) for
spatial light illumination, and generated Hadamard patterns
in a zigzag order. A Si switchable gain detector (Thorlabs
PDA100A2) was used to measure the intensity of the reflected
light from the object. The electronic signals were transferred

to the computer via a data acquisition board (NI USB-6343).
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Target

Co
Ompy, ter

Fig. 4. Diagram of the experimental setup: DLP, digital light processing
development kit (DLP 4710EVM-LC); detector, single-pixel detector
(Thorlabs PDA100A2); DAQ, data acquisition board (NI USB-6343).

Sampling ratio
5% 10% 25% 50% 100%

Ours
Decryption  Encryption

Without
encryption

Encryption

M,=1

M,=4

HPP
encryption Decryption Encryption Decryption Encryption Decryption

M, =8

Without

RP
Decryption Encryption

Fig. 5. Experimental results of encryption and decryption at different sam-
pling ratios. (a)—(c) Reconstruction images using our method. (b)—(j) Re-
construction images using the HPP method with different pixel permutation
parameters My, (k), (1) Reconstruction images using the RP method.

Figure 5 shows the experimental results of the reconstruc-
tion for different sampling ratios. The first (top) panel displays

the recovered encrypted image and final decrypted image pro-
duced by our proposed method with different sampling ratios.
The second panel showcases the original image without en-
cryption for various sampling ratios. The third panel illus-
trates the recovered encrypted image and final decrypted im-
age produced by HPP with different M}, values and sampling
ratios. At the bottom of this panel, reconstructions by origi-
nal Hadamard SPI without encryption are shown for different
sampling ratios. Finally, the fourth panel displays the recov-
ered encrypted image and final decrypted image produced by
conventional encrypted ghost imaging with random illumina-
tion patterns for different sampling ratios.

The quality of the reconstructed image improves as the
sampling ratio increases in three schemes. It is evident that
the RP and HPP (M,, = 1, 4) methods are more susceptible to
the influence of sampling ratio. Our proposed method exhibits
a degree of visual similarity that is comparable to that of the
HPP (M}, = 8) method. It can be observed that the object scene
is not recognizable from the reconstruction algorithm for dif-
ferent sampling ratios. In the second panel, the quality of the
decrypted images is unaffected by encryption operation com-
pared with the reconstructed images in the third panel. The
experimental results are consistent with the simulation results.

4. Conclusion

In summary, we propose an efficient framework for en-
crypted transmission of SPI data. We employ direct scram-
bling of the 1D light signal from the single-pixel detector in-
stead of generating pseudo-random illumination patterns or
designing complex permutation rules for orthogonal basis pat-
terns. The improved 3D Arnold transformation in 1D signal
encryption operations introduces stronger security for the en-
cryption system. To solve the problem of key transmission
in public channels, we construct a secure key transmission
mechanism by applying the ECDH key exchange protocol.
Simulation and experimental results demonstrate our proposed
scheme, ensuring both security and good quality decryption of
information. This work generates new insights for encrypted
transmission of SPI data and provides a solution for develop-
ing a secure SPI data communication system for remote sens-
ing or laser radar.
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