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Some existing image encryption schemes use simple low-dimensional chaotic systems, which makes the algorithms
insecure and vulnerable to brute force attacks and cracking. Some algorithms have issues such as weak correlation with
plaintext images, poor image reconstruction quality, and low efficiency in transmission and storage. To solve these issues,
this paper proposes an optical image encryption algorithm based on a new four-dimensional memristive hyperchaotic sys-
tem (4D MHS) and compressed sensing (CS). Firstly, this paper proposes a new 4D MHS, which has larger key space, richer
dynamic behavior, and more complex hyperchaotic characteristics. The introduction of CS can reduce the image size and
the transmission burden of hardware devices. The introduction of double random phase encoding (DRPE) enables this al-
gorithm has the ability of parallel data processing and multi-dimensional coding space, and the hyperchaotic characteristics
of 4D MHS make up for the nonlinear deficiency of DRPE. Secondly, a construction method of the deterministic chaotic
measurement matrix (DCMM) is proposed. Using DCMM can not only save a lot of transmission bandwidth and storage
space, but also ensure good quality of reconstructed images. Thirdly, the confusion method and diffusion method proposed
are related to plaintext images, which require both four hyperchaotic sequences of 4D MHS and row and column keys based
on plaintext images. The generation process of hyperchaotic sequences is closely related to the hash value of plaintext im-
ages. Therefore, this algorithm has high sensitivity to plaintext images. The experimental testing and comparative analysis
results show that proposed algorithm has good security and effectiveness.

Keywords: memristor, hyperchaotic system, compressed sensing, fractional Fourier transform, optical image

encryption
PACS: 42.30.-d, 42.30.Kq, 42.30.Va, 42.30.Wb

1. Introduction

With the rapid development of the Internet, artificial intel-
ligence technology is more and more closely connected with
people’s lives,!'"% and different types of data can be rapidly
disseminated and diffused through the network, in which the
issue of image information security has become more and
more serious.[”! In order to address the above issues, some
image encryption schemes have been proposed.

Fridrich!'% first applied chaotic maps for image encryp-
tion in 1997. After that, some simple one-dimension (1D)
chaotic maps!!'!=13! were widely proposed by scholars and ap-
plied to the field of image encryption. However, the security
of 1D chaotic map is low because of its small key space and
vulnerability to violent attacks. Therefore, in order to improve
the shortcomings of 1D chaotic map, some scholars have pro-
vided image encryption algorithms based on high-dimensional
chaotic map by improving 1D chaotic map.!'6-'8 Because
of the excellent nonlinear characteristics of memristor, some
scholars applied it for chaotic maps to produce systems with
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stronger chaotic characteristics. Li et al.l'°! designed an im-
age encryption algorithm combining memristor and chaotic
tent map. Wang et al.”®! presented a new hyperchaotic sys-
tem with two memristors as nonlinear terms in the system.
Ye et al.”>! proposed an image encryption scheme based on
seven-order hybrid memristive chaotic circuit. Peng et al.?”!
designed a new memristor chaotic circuit based on Lorenz-like
circuits and applied it to image encryption. Memristor chaotic
systems have great application value in the field of image en-
cryption, so it is urgent and necessary to continue to explore
and study memristor chaotic systems with more complex dy-
namic behavior.

Images have the characteristics of large amount of data
and high information redundancy. In order to remove the re-
dundant information of images and improve the transmission
and storage efficiency of algorithms, scholars applied the the-
ory of compressed sensing!*’! to the image encryption pro-
cess, and proposed some image encryption algorithms based
on CS. Xu et al.*! constructed two measurement matrices to

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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measure the image from two directions, so as to obtain bet-
ter compression performance with higher efficiency. Zhou et
al.’>) proposed an image encryption algorithm based on CS
and fractional Mellin transform. Yang et al.!*®! constructed the
measurement matrix through the fractional hyperchaotic sys-
tem, and introduced the DNA coding technology into the en-
cryption process, which improved the complexity and security
of the algorithm. Zhou et al.”?’ used two-dimensional (2D)
CS to compress and encrypt images and cyclic shift to im-
prove the security of the algorithm. Although CS is introduced
into the above scheme, the image reconstruction quality is
poor and the robustness of the algorithm cannot be guaranteed.
Therefore, the design of a robust CS encryption algorithm
has attracted attention.?®°! Luo et al.*"! constructed a mea-
surement matrix by Lissajous map and logistic map, and de-
signed an encryption algorithm with strong robustness. Zhang
et al.3Y put forward a robust image compression—encryption
scheme, which uses 2D projection gradient algorithm for im-
age reconstruction, but the security of the algorithm is lacking.
Therefore, it is necessary to design a compression—encryption
algorithm with both robustness and security. Based on the
previous discussion of image encryption algorithms based on
CS, it is worth noting that while some algorithms have used
CS to achieve efficient image compression, the trade-off is re-
duced image quality and potential security vulnerabilities in

[32-34] This has led to a growing inter-

the encryption process.
est in designing image encryption algorithms that balance ro-
bustness and security. One approach that has gained attention
is the use of optical encryption methods, such as the double
random-phase encoding algorithm.

In 1995, Refregier et al.!®! first proposed an optical im-
age encryption algorithm based on double random-phase en-
coding (DRPE). Optical transformation has its unique high-
speed parallel data processing ability and multi-dimensional
coding space.[*%! Optical image encryption algorithms based
on DRPE and different optical transformations have been
widely proposed. The authors in Refs. [37-40] applied dif-
ferent optical transformations to realize image encryption in
DRPE, such as fractional wavelet transform, Hartley trans-
form, fractional Fourier transform, fractional Mellin trans-
form, and so on. However, since DRPE is a linear system,
the corresponding image encryption is vulnerable to known-
plaintext and chosen-plaintext attacks. Fortunately, the nonlin-
earity of chaotic systems can compensate for the lack of non-

s[41-431 combined chaotic

linearity of DRPE. Some algorithm
system with DRPE to improve the security of the algorithm,
but these algorithms generally used a single integer-order
chaotic system, and the key space was small. The authors
in Refs. [44,45] proposed some optical encryption algorithms
combining DRPE with CS. However, these algorithms have

not been comprehensively analyzed, so their security needs to

be verified.

Recently, Jiang et al.!”! proposed a cross-ring neural net-
work model based on the Hopfield neural network to reduce
bandwidth saturation in communication channels and secur-
ing the transferred medical data. Yu et al.B’! constructed a
4D memristive Hopfield neural network (MHNN) which can
perform complex dynamics and performs well in image en-
cryption applications for the significant complexity of multi-
scroll. Su et al.' proposed a multi-image visual encryption
algorithm based on region of interest (ROI) to ensure the secu-
rity of multiple image regions of interest. This design scheme
can not only reconstruct the significant part without damage,
but also reduce the storage space.

Generally speaking, despite being powerful already, the
current image encryption schemes suffer from the following
problems:

(i) Most of image encryption schemes adopt simple low-
dimensional chaotic systems, which have small key space and
chaotic interval, and thus they are vulnerable to violent attacks
and have insufficient security.

(i1) In some CS-based schemes, the measurement matrix
is a random Gaussian matrix, and the whole measurement ma-
trix needs to be transmitted and stored as a key when decrypt-
ing, which takes up a lot of transmission bandwidth and stor-
age space.

(iii) Although some schemes use chaotic sequences to
construct deterministic measurement matrices, most of them
use a single chaotic system. The parameters and initial values
of chaotic systems are simple and fixed, and the performance
of the constructed measurement matrices is poor, the quality
of image reconstruction is not high, and the robustness of the
algorithm is unsatisfactory.

(iv) Some schemes are not related to plaintext images, and
are hence vulnerable to known-plaintext and chosen-plaintext
attacks.

In order to solve the problems in the above schemes, this
paper proposes a new image encryption scheme based on 4D
MHS, CS, and DRPE. The main contribution of the proposed
scheme is as follows:

(D A new 4D MHS is designed, which generate four
hyperchaotic sequences simultaneously. The structure of 4D
MHS is simple and easy to implement. The results show that
4D MHS has a larger key space, richer dynamical behavior,
and more complex hyperchaotic properties.

(II) A method of constructing deterministic chaotic mea-
surement matrix (DCMM) is proposed by combining 4D MHS
and 1D CCS. The system parameters and initial values of 1D
CCS are determined from four hyperchaotic sequences of 4D
MHS, in which the system parameters i; and v; are no longer
fixed values and will change in each iteration, which improves
the randomness of the DCMM. Compared with other com-
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monly used random measurement matrices, using the DCMM
can not only save a lot of transmission bandwidth and storage
space, but also ensure the quality of image reconstruction.

(IIT) The proposed scheme combines 4D MHS, CS, and
DRPE. The introduction of CS reduces the amount of image
data and reduces the transmission burden of hardware devices.
DRPE has unique high-speed parallel data processing ability
and multi-dimensional coding space ability, and the excellent
hyperchaotic characteristics of 4D MHS can make up for the
lack of nonlinearity of DRPE. Among them, the optical trans-
formation adopts fractional Fourier transform, which increases
the key space of the algorithm and improves the security of the
algorithm.

(IV) The confusion method and the diffusion method are
proposed. The confusion and diffusion process needs row key
k., and column key k., which are closely related to plaintext
images. Four hyperchaotic sequences are used in the construc-
tion process of the DCMM, DRPE, confusion and diffusion
process, and the generation of hyperchaotic sequences is deter-
mined by the hash value of plaintext images and external keys.
The proposed algorithm is sensitive to plaintext images and
can effectively resist known-plaintext and chosen-plaintext at-
tacks.

The rest of this paper is organized as follows: In Sec-
tion 2, the preliminaries of the work are described. In Sec-
tion 3, the specific process of image encryption and decryption
in this scheme is introduced in detail. In Section 4, simulation
results and performance analyses are provided. In Section 5,
our work is summarized.

2. Preliminaries

2.1. One-dimensional Chebyshev—Chebyshev system (1D

CCS)

The one-dimensional CCS!"?! is a new chaotic map con-
structed by the difference between the output sequences of two
1D Chebyshev chaotic maps. Compared with 1D Chebyshev
chaotic map, the 1D CCS has better chaotic characteristics and
larger chaotic interval. Its mathematical expression is

Xpr1 = cos((u+ 1) x arccos(x,)) x 2F
—floor(cos(u+ 1) x arccos(x,) x 2%), (1)

where the system parameter u € (0,10], v € [8,20], and the
initial value of the system is s.

2.2. Compressed sensing (CS)

Donoho et al.®* put forward compressed sensing the-
ory in 2006. The CS pointed out that if the signal is sparse

or sparse in a transform domain, the high-dimensional signal
can be projected into the low-dimensional space through the
measurement matrix independent of sparse basis, and then the
original signal can be recovered more accurately by solving
the convex optimization problem.

Assume that the signal xy« is K-sparse and transforms it
under the standard orthogonal base V.

x=¥-s. 2)

There are only K (K < N) non-zero coefficients in the vector
s. The original signal is projected by using the measurement
matrix @y« independent of ¥, which is expressed as

y=@ x 3)

M (M < N) linear measurements y can be obtained, which al-
ready contain enough information for reconstructing the signal
x, and y can be expressed as

y=Px=P-¥.-5=0 s, “)

where ® is sensing matrix, x is reconstructed by solving
the optimal problem, and the convex optimization problem is
solved by using the minimum /, (0 < p < 1) norm, which is
expressed as

min|[s|[ps.t.y =0 -5, %)

where ||s||, is the [, norm of the vector s and the measure-
ment matrix Py« has to satisfy the restricted isometry prop-
erty (RIP). The original signal x can be recovered from the
dimensionality reduction process. At present, there are many
reconstruction algorithms, such as basis pursuit (BP), orthog-
onal matching pursuit (OMP), smoothed /p norm (SLg), and so
on.

2.3. Fractional Fourier transform (FrFT)

In 1980, Namias first put forward the definition and prop-
erties of fractional Fourier transform.[#0#7] In 1987, Mcbride
and others perfected the concept of Namias, and they gave
a strict mathematical definition of the fractional Fourier
transform. [*8] The integral form of the fractional Fourier trans-
form of the function f(x) is

o0
FU ) = [ kalv (), ©®

where k¢ (x,u) is its kernel function and its state equation is

A explim(u? cot Oy — 2xucsc Oy +x>cot0y)], « # 2n,

ko(x,u) =< 8(x+u),

O(x—u),

a=4n+2, @)
o =4n.

114203-3



Chin. Phys. B 32, 114203 (2023)

Here Aq = /1 —icotBy, 6, = 0r/2.

The fractional Fourier transform of the two-dimensional
function f (x, y) is given by

~+o00 400

PP} ) = [ [kt fixy)dedy, ©

—00 —00

where ky ¢ (x, y, u, v) its kernel function

kyx(x,y,u,v) = /1 —icotay/1—icotf
x explim((x* +u?)cot o) — xucsc o]

x exp[iz((y* +v*)cotB) —yvese B]. (9)

2.4. Latin square

Latin square*! is an n x n square matrix. In the n x n
square matrix, there are exactly n different elements, and each
different element only appears once in each row or column.
Figure 1 gives four examples of Latin square matrix with dif-
ferent orders. The pseudo-code for generating the Latin square

matrix°% is shown in Algorithm 1.

(c) @ s 4|5
(b) c|D 4 5 | 3
(a) c D |cC 3 5 4
c c 4|5 3
c D 5 13 |4

Fig. 1. Latin square example. (a) 2 X2, (b) 3 x 3, (c)4 x4, (d) 5 x 5.

Algorithm 1: A Latin square matrix generation method

Input: Q; and Q, are two sequences of equal length (N)
Output: L is a Latin square of order N

1 Qgeed = sort(Q1);

2 Qi = sort(Q2);

3 fori=1:Ndo

4 L(i,:) = circshift (Qseed, Oshitc (i));

5 end for

Here sort(x) is a sort function, which sorts the sequence x in
ascending order. The circshift (x, y) means to cyclically move
the sequence x from left to right by y positions.

3. The proposed image encryption and decryp-
tion scheme

3.1. The new 4D memristive hyperchaotic system (4D
MHS)

In this section, a new 4D memristive hyperchaotic system
is proposed. By introducing a quadratic memristor model.>!]
into a three-dimensional (3D) Lorenz-like chaotic system, a
4D chaotic system fed back by the memristor is obtained. Af-
ter that, the performance analysis of the new system proves
that it has excellent hyperchaotic characteristics. The memris-

tor model is shown below:

{q((p) =—ap+0.580|¢|, (10)

W(ep) =dq(e)/dep =—a+B|el,

where ¢ is the charge, ¢ is the magnetic flux, o,  are posi-
tive real numbers, and W () is the memristor function of the
quadratic magnetron memristor model.

3.1.1. Mathematical model
The mathematical model of the 4D MHS can be defined

by
x=a(y—x),
y=cy—xz+kW(w)x,
11
z=y*—bz, an
W =X,

where a, b, ¢ are the control parameters of the system, x, y,
z, w are the state variables of the system, k is the coefficient
associated with the memristor.

3.1.2. Phase—-orbit diagram

The phase—orbit diagram of chaotic attractor is the motion
trajectory of the system, which reflects the change in the mo-
tion state of the system. When the chaotic attractor appears in
the phase space, it can be roughly considered that the system
has chaotic behavior.

(a)
60

0.
40 20

501 (c)
40}
30}
20}
10

—20 0 20
T

Fig. 2. Phase—orbit diagrams of 4D MHS: (a) x—y-z space, (b) x—y plane, (c)
x—z plane, (d) y—z plane.
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When the system parameters are set to a = 35, b = 6,
¢=20, k=6, a =0.1, B =0.02, and the initial values of
the system are set to xo = 10, yo = 10, zo = 10, wg = 10, the
phase—orbit diagram of the system is shown in Fig. 2. It can
be seen that there are two chaotic attractors in the phase space,
which have complex folding and stretching trajectories, ergod-
icity and boundedness in a specific attraction domain, and the
dynamic behavior is complex. So the system can be consid-
ered to be in a chaotic state.

3.1.3. Analysis of system dissipation

The trajectory of a chaotic system has the characteristics
of contraction and divergence at the same time. The contrac-
tion of the trajectory makes the system dissipative, while the
local instability of the trajectory makes the system divergent.
When the system is dissipative, it can converge to a finite set,
which indicates that the system is bounded.

The dissipative analysis of the system is carried out to
judge whether the system converges, and the certainty and
global stability of the system can be analyzed theoretically.

The divergence expression of the system can be derived from
Eq. (11):

dx dy dz Iw
=—+ =+ —F+—=- > —b. 12
8x+8y+3z ow atc (12)

Under the conditions of system parameters and initial values

V.-V

set in Subsection 3.1.2, the divergence of the system can be
calculated by Eq. (12)as V-V = —a+c—b=—-354+20—-6=
—21. Because V-V = —21 < 0, the system is dissipative and

=21t

converges at e speed.

3.1.4. Analysis of system equilibrium points and sta-
bility

It is generally believed that chaotic systems need at least
one unstable equilibrium point. In order to solve the equi-
librium point of the system, let the right side of the system
equations defined by Eq. (11) be equal to zero, and under the
above parameters, the equilibrium point of the system is point
set P={x=y=2z=0,w=C}, where C is any real number.
It can be seen that there are infinitely many equilibrium points
in the system at this time.

Taking the equilibrium point O = {x =y =z=w =0} as
an example to analyze whether the system is stable at this equi-
librium point, the Jacobian matrix of the system at the equilib-
rium point O is

—a a 0 0
KW—z ¢ —x kPx

0 2y =b O

| 0 o0 0

-35 35 0 O
-06 20 0 O

o 0 0 -6 0 (13)
1 0 0 O

Assuming that A is the eigenvalue and [ is a fourth-order iden-
tity matrix, four eigenvalues A; = 19.6155, A, =0, A3 = —6,
and Ay = —34.6155 of the system can be obtained by solving
determinant [A] —J| = 0.

Because the eigenvalue of the system is a positive real
root, a zero root, and two negative real roots, according to the
Routh—Hurwitz stability criterion, the system is unstable at the
equilibrium point O. Therefore, the system has at least one un-
stable equilibrium point.

3.1.5. Analysis of system Lyapunov exponent and di-
mension

Lyapunov exponent is an important quantitative index to
measure the chaotic characteristics of the system, which rep-
resents the average exponential rate of convergence or diver-
gence between adjacent orbits in the phase space.

Every dimension of a chaotic system has a correspond-
ing Lyapunov exponent. If the system has only one positive
Lyapunov exponent, it indicates that the system is a chaotic
system. If the system has two or more positive Lyapunov ex-
ponents, it shows that the system is hyperchaotic, with two or
more trajectory separation directions, and its dynamic behav-
ior on the trajectory is more complex and hyperchaotic.

-
4
s |
o 3 1
[o
3 2/
3
g 1 1
2
0p——
]
>
a . . .
1o 500 1000 1500 2000
t
= —20
g (b)
5 —21+
o,
§ —22
3
& -23
2 _24
<
>
 —25 : A :
0 500 1000 1500 2000
t

Fig. 3. Lyapunov exponents diagram of the 4D MHS: (a) exponents
diagram of Ly, L,, and L3, (b) exponents diagram of L4.

Under the conditions of the above system parameters and
initial values, we solve the Lyapunov exponent of the system
by the Jacobian matrix method, as shown in Fig. 3. The Lya-
punov exponents of the system are L; = 3.1104, L, = 0.0392,
L3 = —0.0350, and Ly = —24.1146. The system has two pos-
itive Lyapunov exponents L; and L, and the sum of all Lya-
punov exponents is less than zero, so the system is in hyper-
chaotic state.

. 1 ‘ Li+Lr+ L3
Dp=j+——Y) Li=3+——"=""" 14
L J ’L/-H’ Zl:] i |L4| ( )
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The Lyapunov dimension is calculated by Eq. (14), and the
Lyapunov dimension Dy = 3.1292 is a fractional order, which
indicates that the system has a more complex fractal structure.

3.1.6. Effect of parameter changes on system dynam-
ics

System parameters have a very important influence on the
dynamic behavior of chaotic systems. Keeping other parame-
ters unchanged, taking the parameter b as a variable, with the
change of parameter b in the interval [0, 8], the bifurcation
diagram of system state variable x and the Lyapunov expo-
nents diagram of the system are shown in Fig. 4. It can be
seen that when the parameter b changes, the system presents
a variety of motion states, and its motion states correspond to
the Lyapunov exponents diagram. When b € [2, 8], the system
has two positive Lyapunov exponents, and the system is in a
hyperchaotic state.

3.1.7. Analysis of the NIST SP800-22 standard test

Currently, the most well-established standard for evaluat-
ing the randomness of sequences is the NIST SP800-22 stan-
dard test, which has 15 tests.
> 0.01, the sequence passes the test.

If the test result is P-value

In order to further analyze the performance of the 4D
MHS, four hyperchaotic sequences X, Y, Z, W are tested by
the NIST SP800-22 standard, and the results are shown in

Table 1. It can be seen that all hyperchaotic sequences have
passed the NIST SP800-22 standard test, which shows that the
4D MHS has excellent hyperchaotic characteristics, and the
hyperchaotic sequences generated by it are safe enough for

image encryption.

5
-
g 0
5 _5
5 sl NAA "
§—10t oot/ VWA AL |
5 —15k. b
g ‘( SN 0155 55 .
o0l Rt . N
% ALY N pgn In
=2 NN A W ]
—
~30 T2 46
0 2 . ’ 8
b

Fig. 4. (a) Lyapunov exponents diagram of the system varying with the
parameter b, (b) bifurcation diagram of system state variable x varying
with the parameter b.

Table 1. NIST SP800-22 standard test results of hyperchaotic sequences X, Y, Z, and W.

Test Ttems P-value Results
X Y z w

Frequency 0.595549 0.554420 0.514124 0.574903 pass
Block frequency 0.637119 0.334538 0.739918 0.514124 pass
Cumulative sums 0.616305 0.275709 0.678686 0.401199 pass
Runs 0.334538 0.334538 0.474986 0.366918 pass
Longest run 0.122325 0.494392 0.867692 0.534146 pass
Rank 0.779188 0.058984 0.779188 0.637119 pass
FFT 0.897763 0.816537 0.096578 0.058984 pass
Non-overlapping template 0.851383 0.834308 0.964295 0.616305 pass
Overlapping template 0.145326 0.897763 0.867692 0.055361 pass
Universal 0.798139 0.419021 0.978072 0.455937 pass
Approximate entropy 0.334538 0.224821 0.779188 0.574903 pass
Random excursions 0.964295 0.834308 0.637119 0.772760 pass
Random excursions variant 0.689019 0.964295 0.980883 0.568055 pass
Serial 0.474986 0.534146 0.739918 0.779188 pass
Linear complexity 0.657933 0.798139 0.455937 0.401199 pass

3.2. Construction method of deterministic chaotic mea-
surement matrix

In this section, a method of constructing deterministic
chaotic measurement matrix (DCMM) is proposed based on
4D MHS and 1D CCS. Compared with some commonly used
random measurement matrices that require the entire measure-
ment matrix to be stored and transmitted as the key, DCMM
only requires the 256-bit hash key K associated with the plain-

text image and the external keys #; (i = 1, 2, 3, 4). It can ef-
fectively reduce the space consumption during key storage and
transmission, and also ensure good image reconstruction qual-
ity.

Set the compression rate CR = 0.5, the size of plaintext
image P is M X N, and the size of DCMM is m x n (m = M2,
n = N/2). The construction process of DCMM is shown in

Fig. 5, and the specific steps are as follows:
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Step 1 The 256-bit hash key K of the plaintext image
Py« is calculated, and K is converted into thirty-two decimal
numbers k; (i =1, 2, ..., 32) in groups of eight. The initial
values xo, Yo, 20, wo of the 4D MHS are generated by k; and

the external keys #;, as shown below:

a= (ki ®ks @ko @ki3+ki7 @k @kas @kag) /256,

b= (ko @ ke @ k1o @kia +kig @ koo ® ke @ k30) /256, (15)
= (k3 @k7 @ k11 @ki5 + k19 @ ko3 @ ka7 @ k31) /256,

d = (ks @ kg @ k12 @ ki + koo @ ks @ kog @ k32) /256,

xo = (X%, k:)/256) mod a+1;,

yo—(( 9k)/256) mod b+1;, (16)

0= (( = 17k)/256) mod ¢+ 13,

wo = ((X32,5k;)/256) mod d +14,

where @ indicates the XOR operation, ) indicates the sum-
mation operation, mod( ) indicates the remainder operation.

Step 2 The initial values xg, yo, zg, wo are brought into
the 4D MHS and iterated m x n + Ny times. To avoid tran-
sient effects, the first No(Np = 1000) values are discarded and
four hyperchaotic sequences X, Y, Z, W of size 1 X mn are ob-
tained, which are arranged in ascending order to obtain four
index sequences Sy, Sy, Sz, Sw. The index sequences Sx, Sy,
Sz, Sw are used to permute the sequences X, Y, Z, W to obtain
sequences Pi, Q1, P», Q> in turn.

Step 3 The sequences of system control parameters u;, v;
i=12,...,
CCS are generated from the sequences P, Q1, P>, O, as shown

m % n) and the initial system value sg of the 1D

below:

u; = (P1/Q1) mod 10,
{Vz = (P»/Q>) mod 20, (17)

s0= Y " {[(Py+ P2)/(Q1 +Q2) mod 1]}/(m x n). (18)

Given that the control parameters u € (0,10], v € [8,20], the
sequences u; and v; are quantized into the above intervals.
Step 4 The sequence u;, v; and the initial value sy are
brought into the 1D CCS and iterated m X n times to obtain
the chaotic sequence s; (i =1, 2, ..., m x n). The sequence
s; is rearranged into a matrix @ of size m X n, as shown in
Eq. (19). The matrix @,,x, is the DCMM. The system control
parameters u;, v; change in each iteration, which enhances the

randomness of DCMM.
& = reshape(s,m,n), (19)

where reshape (s, m, n) indicates the rearrangement of the se-
quence s into a matrix with a size of m x n.

| 256-bit hash key K

|—>| Initial values xo, yo, zo, Wo |<—| External keys #1, >, t3, 14 |

v
| Sx, Sy |<SOL| X, Y |<—| 4D MHS |—>| Z, W |ﬁ>| Sz, Sw
| T | |
IR —'—r>|.\. 5 (PP +0) Imod] |<4—|—\ (T ma |
0= Y(S)) t | NU 1+P2)/(0110,)]mo ] 0, = W(Sy)
v | | v
|

|
:
: | so = mean(s(7)) | :

V(l) = (Pz/Qz)mOd 20 |

Quantization

|
!
| u(i) = (P/O)mod 10 | :
|
|

\ J
T l __________ 4

Quantization

W(i) € [8,20] |

| u(i) € (0, 10] I,—>|

NN NN

| Deterministic chaotic measurement matrix ¢ (DCMM ) |

Fig. 5. The construction process of DCMM.

3.3. Confusion method determined by plaintext informa-
tion, hyperchaotic sequences, and Latin square matrix
(CMDPHL)

In this section, a confusion method based on the plaintext
information, hyperchaotic sequences, and Latin square matrix
is proposed to determine the confusion matrix. First, the row
key k, and the column key k. are generated from the plaintext
image Py«n. Then, the Latin square matrix L, is gener-
ated from the hyperchaotic sequences X, Y according to the
method in Subsection 2.4. Finally, the row scrambling matrix
R, %, and the column scrambling matrix Cy,«, are generated
from k., k¢, Ly xn, and hyperchaotic sequences Z, W. The ma-
trix Pl,,x, is permuted by R, «, and Cy,x,. The specific steps

are shown as follows.

Step 1 Calculate the information entropy H), of the plain-
text image Pys«n. Seek the maximum value ry,x and the min-
imum value 7y, for the sum of the row pixel value of Py« y-
Similarly, find the maximum value cp,x and the minimum
value cpi, for the sum of column pixel values. Calculate the
row key k, and the column key k. from

k, = floor(Hp
ke = floor(

X (Fmax/Tmin) X 10" mod m),  (20)
Hp X (Cmax/Cmin) X 10 mod n),  (21)

where floor(x) indicates taking the largest integer not greater
than x.
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Step 2 The four hyperchaotic sequences X, Y, Z, W of
size 1 x mn generated in Subsection 3.2 are quantized in the
interval [0, 255].

Step 3 The sequences X and Y are used to generate the
Latin square matrix L, according to the method in Subsec-
tion 2.4.

Step 4 The row confusion matrix R, x, is generated by
the row key k,, the Latin square matrix L,,, and the sequence
Z together, as shown below:

R(i, j) = (ky +L(i, j) +Z(i, j)) mod m+1. (22)

Step 5 The column confusion matrix G, x, is generated
by the column key k., the Latin square matrix L,,, and the
sequence W together, as shown below:

C(i,j) = (ke +L(i, j) +W(i,j)) mod n+1. (23)

Step 6 Each row of matrix Pl,,x, is scrambled by ma-
trix Ry,x, and each column of matrix Pl,,x, is scrambled by
matrix C,,;«, to obtain the scrambled matrix P2,,y;.

The pseudo-code of the scrambling algorithm is shown in
Algorithm 2, and the procedure of the scrambling method is
illustrated in Fig. 6.

Algorithm 2: The confusion method based on CMDPHL

Input: matrix P1; size of P1: m, n; hyperchaotic sequences X, Y, Z, W; the row key k,; the column key k.

Output: the scrambled matrix P2,,x,

1 X = floor (mod(X x 10'*,m)); ¥ = floor (mod(¥ x 10',m)); Z = floor (mod(Z x 10'*,m)); W = floor (mod(W x 10'4 m));

2 P=PI;

3 [~,Sx] =sort(X); [~,Sy] = sort(Y);

4 fori=1:mdo

5 L(i,:) = circshift (Sx, Sy (i));

6 end for

7 fori=1:mdo

8 for j=1:ndo

9 R(i,j) = mod(k, +L(i, j) +Z(i),m) + 1;

10 P(i, j) = P(i,R(i, }));

11 end for

12 end for

13 fori=1:mdo

14 forj=1:ndo

15 C(i, j) =mod(k. +L(i, j) + W(i),n)+ 1;

16 P(i, j) = P(C(i,j), J):

17 end for

18 end for

19 P2=P;

Row scrambling
162|162 | 162|163 | 165 (1,1)[(1,2)(1,3)|(1,4)[(1,5) 50 [ 97 | 181|187 | 72 110 (135 (159 | 154 | 128
162 162|162 (163|165 (2,D)(2,2)[(2,3)](2,4)((2,5) 166| 10 | 66 | 127|181 146|161 | 135[129 | 159
162162 | 162|163 | 165 —(3,1)|(3,2)((3,3)((3,4)|(3,5)—{ 148 | 226 | 17 | 101 | 107 (= 131 | 125 | 154 | 136 | 134
160 | 163|160 | 159 | 159 (4,1)|(4,2)|(4,3)|(4,4)|(4,5) 206 | 94 | 202|254 86 213|129 | 152|122 | 134
155|158 | 159|157 | 163 (5,1)(5,2)((5,3)|(5,4)|(5,5) 110(210| 24 [166| 43 125|219 | 170| 140 | 104
Plain image matrix Pixel value coordinate matrix Matrix R Row scrambled matrix
Column scrambling

161|102 | 99 | 161 | 53 18 | 125| 73 | 19 [ 193 (1L,D)|(1,2)[(1,3)|(1,4)[(1,5) 110 | 135 | 159|154 | 128
101|134 | 35| 36 | 93 142 | 46 222223 54 2,1)(2,2)[(2,3)|(2,4)[(2,5) 146 [ 161 [ 135|129 | 159
50 [ 99 [ 94 | 159 96 w—196| 78 [245| 13 | 52 —(3.1)|(3,2)[(3,3)[(3.4)|(3,5) 1= 131 | 125 | 154 | 136 | 134
103 | 88 | 170|164 | 92 111( 59 | 31 | 23 | 144 4,1)[(4,2)[(4,3)|(4,4)|(4,5) 213 (129|152 122|134
99 (158 35| 91 | 68 138 | 42 | 232| 58 | 224 (5,1)(5,2)((5,3)|(5,4)[(5.5) 125(219| 170 140 | 104
Column scrambled matrix Matrix C Pixel value coordinate matrix Row scrambled matrix

Fig. 6. The process example of the confusion method based on CMDPHL.
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3.4. Diffusion method determined by plaintext informa-
tion and hyperchaotic sequences (DMDPH)

In this section, a diffusion method based on plaintext in-
formation and hyperchaotic sequence is proposed to determine
the diffusion matrix. The pseudo-code of the diffusion algo-
rithm is shown in Algorithm 3. The specific steps of the diffu-
sion algorithm are as follows:

Step 1 The quantized sequences X and Y of size 1 X mn
are rearranged into a matrix A of size m x N, and similarly, the
matrix B,y is obtained from the sequences Z and W.

Step 2 The row key k, and the matrix A,,«x jointly de-
termine the forward diffusion of the pixel values of the matrix

P1,,«n, and the matrix H,,xy is obtained, as shown below:

Step 3 The column key k. and matrix B,y jointly de-

termine the inverse diffusion of the pixel values of the matrix
H,,«n, and the matrix V,,»y is obtained, which is the matrix
P2,y after diffusion, as shown below:

H(i, j) © ke @ B(i, j), i=m,j=N,
H(i,j)®H(1,j+1)®B(i, ), i=m,j <N, (25)
H(i,j) & H(i+1,))®B(i,]), i#m.

V(lvj) =

Algorithm 3: The diffusion method based on DMDPH

Input: matrix P1; size of P1: m, N; hyperchaotic sequences X, Y, Z, W; the row key k,; the column key k.

Output: the diffused matrix P2, xn
1 A=[X,Y]; A=reshape(A,m,N);
2 B=[Z,W]; B=reshape(B,m,N);

3 P=PI;

4 fori=1:mdo

5 for j=1:Ndo

6 ifi=1)&(=1)

7 H(i, j) = bitxor (bitxor (P(i, j),kr),A(i, J));

8 elseif (i >2) & (j=1)

9 H(i, j) = bitxor (bitxor (P(i, j),P(i—1,N)),A(i, ));
10 else

11 H(i, j) = bitxor (bitxor (P(i, j),P(i,j—1)),A(i, j));
12 end if

13 end for

14 end for

15 forj=N:—1:1do
16 fori=m:—1:1do

17 if i=m) & (j=N)

18 V (i, j) = bitxor (bitxor (H(i, j),k.),B(i, j));

19 elseif (i=m) & (j <N)

20 V (i, j) = bitxor (bitxor (H(i,j),H(1,j+1)),B(i,]));
21 else

22 V (i, j) = bitxor (bitxor (H (i, j),H(i+1,/)),B(i, ));
23 end if

24 end for

25 end for

26 P2=V;

3.5. Encryption process

The flow chart of the proposed image encryption algo-
rithm in this paper is shown in Fig. 7. It consists of three main
stages: CS-based encryption stage, optical encryption stage
based on FrFT, and confusion and diffusion stage.

In the CS-based encryption process, the measurement
matrix used is the DCMM proposed in Subsection 3.2; the
confusion method is CMDPHL elaborated in Subsection 3.3;
and the diffusion method is DMDPH proposed in Subsec-
tion 3.4. The specific steps are shown below.

Step 1 Input the plaintext image Pyxy and set the com-
pression rate as CR = 0.5. Calculate the 256-bit hash key K of
Py« by the SHA-256 function, and generate the initial values
X0, Y0, 20, wo of 4D MHS by use of K and the external keys #;.
Obtain four hyperchaotic sequences X, Y, Z, W of size 1 x mn

from 4D MHS. Construct the ®,,,, from the sequences X, Y,
Z, W, and 1D CCS. The specific steps are shown in Subsec-
tion 3.2.

Step 2 The discrete wavelet transform (DWT) is per-
formed on the plaintext image Py« to obtain the approxima-
tion coefficients matrix cA,,x, and detail coefficients matrices
cH, v, Visn, ¢Dpmxn. The “haar wavelet” is chosen, and the
detailed process is shown below:

[cA,cH ,cV,cD] = dwt2(P, haar’). (26)

Step 3 Scramble the matrix cA,x, by the sequences X,
Y, Z, W to obtain the matrix cAl,x,, as shown in Eq. (27).
The matrix @, is divided into the matrices Py (yn/2xn)s
Doy (m/axn)> Pep(m/axn)» and the matrices cHpyxn, Vinxn,
¢Dyx,, are compressed and measured in turn to obtain the
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matrices cH1(,/2xn)s €V 1(msaxn)s ¢Dlinjaxn), as shown in
Eq. (28), where the matrix y is the sparse basis of DWT and
the matrix w7 is the transpose matrix of matrix y.

[~, 8] =sort(X+Y+Z+W)/4),
cA = reshape(cA, 1,m x n),
CAL(S) = cA,

cAl = reshape(cAl,m,n),

27)

cH1 = &y x (W x cH x yT),
cV1=®y x (yxcVxyl), (28)
cD1 = ®.p x (¥ x cD x yT)

Step 4 The matrices cH 1 /2xn)> €V Limjaxn)s €D mjaxn)
are combined into a matrix cHV D1,,,. The matrix cAl,,x, is
used as the real part and the matrix cHV D1,,x, is used as the
imaginary part, and the above two are combined into a com-
plex matrix cAHV Dy, «y,, as shown in Eq. (29). The random
phase masks M1,,.,, M2,x, are generated by the sequences
X,Y,Z, W, as shown in Eq. (30). The DRPE encryption is
manipulated on the complex matrix cAHV Dy, «,, to obtain the

cA2 =real(cAHVD]1),
cHVD2 = imag(cAHVD1),

¢A3 = round[255 X (cA2 — cA2min) /(cA2max — ¢A2min )],

complex matrix cAHV D1,,.,, and the optical transform is the
fractional Fourier transform, as shown in Eq. (31):

{ cHVD1 = [cH1;cV 1;¢D1], (29)

cAHVD = cAl+1ixcHVDI,
Sl=(X+Y)/2 S2=(Z+W)/2,
S1 =reshape(S1,m,n); S2 = reshape(S2,m,n), (30)
M1 =exp(ix2mxS1); M2=-exp(ix2mxS2),

cAHVD1 = F 5F4[F5F"(cAHVD x M1) x M2], (31)

where F3F'™( ) is the fractional Fourier transform with order
t3 in the x direction and order 74 in the y direction, ¢; is the
external key.

Step S The real part of the complex matrix cAHV D1,
is taken to obtain the matrix cA2,,,; the imaginary part is
taken to obtain the matrix cHVD2,,«,. The element values
of the matrices cA2,,x,, cHV D2, are quantized into the in-
terval [0, 255] to obtain the matrices cA3,,xn, cHVD3,,«,, as
shown below:

(32)

cHV D3 = round[255 x (cHVD2 — cHV D2yyiy) / (cHV D2pmax — cHV D2y )],

where A« indicates the maximum element in matrix A, Anpin
indicates the minimum element in matrix A, real (A) indicates
taking the real part of the matrix A, imag (A) indicates tak-
ing the imaginary part of the matrix A, round (x) indicates the
integer rounded to the nearest x.

Step 6 The matrices cA3,,x, and cHV D3,,,, are scram-
bled by CMDPHL to obtain matrices cA4,,x, and cHV D4,,,,.
The specific steps are shown in Subsection 3.3. Combine the

Plaintext image Py

256-bit hash key

K
External keys

matrices cA4,,x, and cHV D4,,,.,, into a matrix cAHV D2,,«n,
as shown below:

cAHV D2 = [cA4;cHV D4]. (33)

Step 7 The matrix cAHV D2,y is diffused by DMDPH
to obtain the matrix cAHV D3,,,«n, which is the ciphertext im-
age C,,«n. The specific steps are shown in Subsection 3.4.

Initial values

» 4D MHS
Xo, Vo, Zo, Wo
t(i=1,2,3,4)
Combination !
I ! v
Approximate  |Confusion Real part s Sequences |
component cA d cAl N R X, Y. Z, W
DWT L : ¢
Detail components CS | Imaginary part | _DCMM
cH,cV,cD d cHVD1 D i 1D CCS
|
______________ J
Y
DRPE based on Phase masks
N W
Quantization | FIFT < M1, M2 [
Ciphe N
N Row key: kr .| Confusion based o | Diffusion based on
Column key: ke "l on CMDPHL ” DMDPH

Fig. 7. The flow chart of the proposed image encryption algorithm.
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3.6. Decryption process

The decryption algorithm is the inverse process of the en-
cryption algorithm, and the flow chart of the decryption algo-
rithm is shown in Fig. 8. The 256-bit hash key K, the exter-

nal keys #; (i = 1, 2, 3, 4) and the intermediate keys cA2pin,
CcA2max, CVHD2min, cVHD2.x, k- and k. need to be transmit-
ted to the receiver for decryption. The OMP algorithm is cho-
sen for the image reconstruction method. The specific steps of
the decryption algorithm are not described here.

Complex conjugation
M1*, M2*

A

Keys
Ciphertext image Cpxy
- v v |
Inverse diffusion
based on DMDPH b SR ” XY.z.w
5l 1 tizati Inverse confusion e DCMM W D CCS
nverse quantization [« based on CMDPHL <t
A 1
4
Imaginary part OMP reconstruction
v cHVD1 > oD > loverse DWT
= Inverse DRPE
A Real part o | Inverse confusion
cAl d cA
A

Reconstructed image Dysn

Fig. 8. The flow chart of the proposed image decryption algorithm.

4. Experimental simulation and security analy-
sis
In this section, the proposed image encryption scheme is
simulated, and the simulation results and the security perfor-
mance of the algorithm are analyzed. The simulation envi-
ronment used is in a personal computer with an Intel(R) Core
(TM) i5-6300HQ 2.30 GHz CPU and 8 GB memory, the op-
erating system is Microsoft Windows 11, 64-bit, and the soft-
ware is Matlab2016b.
The fixed parameters used in the experimental simula-
tions are the external keys t; = 0.3, 1, = 0.4, 13 = 0.5, t4 =

0.6, the system control parameters a = 35, b = 6, ¢ = 20,
k=6, a =0.1, B =0.02 of 4D MHS, the discard value
No = 1000 of the hyperchaotic sequences, and the compres-
sion rate CR = 0.5.

The test objects of the experimental simulation are five
grayscale images of size 512 x 512 “Baboon”, “Cameraman”,
“Lake”, “Lena”, and “Peppers”.

4.1. Encryption and decryption results

The proposed encryption scheme is used to test the en-
cryption and decryption of the above five images, and the ex-
perimental results are shown in Fig. 9.

Fig. 9. Different grayscale images to test encryption and decryption effect: (a)—(e) plaintext images, “Baboon”, “Cameraman”, “Lake”, “Lena”,
and “Peppers”; (f)—(j) corresponding ciphertext images; (k)—(o) corresponding reconstructed images.
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The size of the plaintext image P and the reconstructed
image D are 512 x 512, and the size of the ciphertext image C
is 256 x 512. The ciphertext image is a noise-like image, from
which no valid information related to the plaintext image can
be obtained, and the quality of the reconstructed image after
decryption is good, which indicates that the proposed scheme
has good encryption and decryption effects, and the size of the
plaintext image is compressed, which is more convenient for
image transmission and storage.

4.2. The analysis of reconstructed image quality

In order to quantitatively evaluate the quality of the recon-
structed images, peak signal-to-noise ratio (PSNR) and mean
structural similarity (MSSIM) are used to evaluate the visual
quality of the images.

4.2.1. Peak signal-to-noise ratio (PSNR)
The PSNR is often used to evaluate the quality of the de-
crypted image, which is calculated according to
2557
(1/MN)EL B3 (X () =Y ()P

PSNR = 10log . (34

where X (i, j) and Y (i, j) indicate the two images to be tested,
M and N are the number of rows and columns of the images.

The PSNR values between the reconstructed images and
the plaintext images are shown in Table 2. The PSNR values
of the five images are between 30.1355 dB and 36.4641 dB
with an average value of 34.1084 dB, and the PSNR value of
each image is higher than 30 dB, which indicates that the pro-
posed algorithm is effective and the decryption algorithm has
a good image reconstruction effect.

Table 2. The PSNR values between the reconstructed images and the plaintext images.

Image Baboon Cameraman

Lake Lena

Peppers Average

PSNR (dB) 30.1355 36.4641

32.3941

35.6329 359155 34.1084

4.2.2. Mean structural similarity (MSSIM)

The MSSIM is a measure of the similarity of two images,
the closer the MSSIM value is to 1, the smaller the difference
between the two images, the more similar the two images are,
and the smaller the image distortion. The MSSIM is calculated
according to

(2ucpty +c1)(20xy +c2)
SSIM(x, ) = , (35
(%,3) (2u2 +p2 +c1)(02 402 +c2) (35)
MSSIM(X,¥) = — Y SSIM(X,,Y;), (36)

N
where p, and y, are the mean values of x and y, respectively.

GXZ and Gy2 are the variances of x and y, respectively. oy, is

the covariance of x and y. X; and Y; indicate the i-th block of
the plaintext image X and the reconstructed image Y, respec-
tively, and N is the number of blocks. As usual, we set the
c1 = (kL)% c2 = (kaL)?, ky = 0.01, k, = 0.03, L = 255.

The MSSIM values between the reconstructed images
and the plaintext images are shown in Table 3. The MSSIM
values of the five images are between 0.9913 and 0.9974, and
the average value is 0.9937. The MSSIM value of each im-
age is above 0.99 and close to 1, which indicates that there is a
high similarity between the reconstructed image and the plain-
text image, the quality of the reconstructed image is good, and
the proposed algorithm has a good image fidelity.

Table 3. The MSSIM values between the reconstructed images and the plaintext images.

Image Baboon Cameraman

Lake Lena

Peppers Average

MSSIM 0.9974 0.9913

0.9938

0.9941 0.9921 0.9937

4.3. Statistical analysis
4.3.1. Histogram analysis

The histogram reflects the distribution of pixel values in
the image. The plaintext image has its own characteristics, and
its histogram is not uniformly distributed, and the histogram
obtained by the secure image encryption algorithm should be
uniform and flat, from which no valid information about the
plaintext image can be obtained.

We plotted the histograms of the plaintext image, cipher-
text image, and reconstructed image of the above five images
in Fig. 10, respectively. It can be seen that the histograms
of each ciphertext image are uniform and flat, and the his-
tograms of the ciphertext images are similar and flat regard-
less of which plaintext image is encrypted. The histograms of

the reconstructed images and the histograms of the plaintext

images have obviously similar characteristics.

4.3.2. Correlation analysis between adjacent pixel

The adjacent pixels of the plaintext image are generally
strongly correlated in all directions, and their correlation co-
efficients are close to 1. However, the adjacent pixels of the
ciphertext image obtained by the secure image encryption al-
gorithm should be weakly correlated in all directions, and their
correlation coefficients are close to 0. The correlation coeffi-
cient p,y is calculated according to

Py = T (i —%)(i—y)
VEL (=02 x /T (- 902

; (37
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where N is the number of pixels of the image, x; and y; are the
pixel values of the adjacent pixels of the image, and X and y
are the average values of two adjacent pixels.

The correlation coefficients are calculated by randomly
selecting 5000 pairs of adjacent pixels from plaintext images
and ciphertext images in horizontal, vertical, and diagonal di-
rections. The results are shown in Tables 4 and 5, and the
distributions of adjacent pixels in each direction are shown in
Figs. 11 and 12.

As can be seen in Fig. 11, the adjacent pixels of the plain-
text image in three directions are concentrated on the diagonal.

From Fig. 12, it can be seen that the adjacent pixels of the cor-
responding ciphertext image in the three directions are spread
over the whole coordinate space. From Tables 4 and 35, it can
be seen that the correlation coefficient of the plaintext image
in each direction is close to 1, and the correlation coefficient
of its corresponding ciphertext image in each direction is close
to 0. This indicates that the proposed algorithm can effectively
reduce the strong correlation between the neighboring pixels
of the plaintext image and can effectively resist the statistical

analysis attack.

30000 (a) s (b) 3000} (¢)

2500

3000
2000

2000 1500

1000 1000

500

0

0 50 100 150 200 250 0 50 100

30001 () 3000 (e)
2500 2500
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1000 1000
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Fig. 10. Histograms plotting results: (a)—(e) histograms of plaintext images, “Baboon”, “Cameraman”, “Lake”, “Lena”, and “Peppers”; (f)—(j) histograms of

ciphertext images; (k)—(0) histograms of reconstructed images.
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Table 4. Correlation coefficients of adjacent pixels in three directions of the plaintext images.

Direction Plaintext image
Baboon Cameraman Lake Lena Peppers Average
Horizontal 0.9154 0.9918 0.9726 0.9859 0.9825 0.9696
Vertical 0.9362 0.9827 0.9729 0.9748 0.9785 0.9690
Diagonal 0.8673 0.9749 0.9577 0.9616 0.9668 0.9457
Table 5. Correlation coefficients of adjacent pixels in three directions of the ciphertext images.
Direction Ciphertext image
Baboon Cameraman Lake Lena Peppers Average
Horizontal —-0.0036 0.00073 0.0011 —-0.0019 0.00059 -0.00062
Vertical —0.0033 0.0084 0.0030 0.0051 —0.0098 0.00068
Diagonal —-0.0039 0.0083 0.0059 —-0.0078 0.0071 0.00192

4.3.3. Information entropy analysi

The information entropy of an image can represent the
randomness of image information, and can be used to evalu-
ate the randomness of an image before and after encryption.
For an 8-bit grayscale image, the ideal value of information
entropy is 8, which is calculated according to

2k—1
=Y visi)logv(s),

where v(s;) indicates the probability of occurrence of s; and k

H(s)

(38)

is the total number of bits of s;.

The information entropy of the plaintext images, cipher-
text images and reconstructed images are tested separately, and
the results are shown in Table 6. The information entropy of
the five ciphertext images are between 7.9983 and 7.9987, and
the average value is 7.99852, and the information entropy of
each ciphertext image is above 7.998, which is close to the
ideal value 8. This indicates that the ciphertext images have
high randomness and the proposed algorithm has better secu-

rity.

Table 6. The information entropy of different plaintext images, ciphertext images, and reconstructed images.

Image type Information entropy

Baboon Cameraman Lake Lena Peppers Average
Plaintext image 7.2925 7.0480 7.4570 7.4451 7.5715 7.36282
Ciphertext image 7.9986 7.9986 7.9987 7.9984 7.9983 7.99852
reconstructed image 7.3169 7.1924 7.5890 7.4909 7.6202 7.44188
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4.4. Key space analysis

The keys of the proposed algorithm include the 256-bit
hash key K, the external keys ¢; (i = 1, 2, 3, 4) and the inter-
mediate keys cA2min, CA2max, CVHD2min, cVHD2max, ki, ke.
If the computing accuracy of the computer is 10~'4, the key
space of the proposed algorithm is about (101)* x (10'4)6 =
10140 > 2400 5, 2100 Therefore, the key space of the proposed
algorithm is large enough to effectively resist exhaustive at-
tacks.

4.5. Key sensitivity analysis

The sensitivity of the algorithm to the keys is an important
index to evaluate the security of the algorithm, which can be
evaluated from two aspects: first, from the encryption point of
view, a small change in the encryption keys can lead to a com-
pletely different ciphertext image; second, from the decryp-
tion point of view, the plaintext image cannot be accurately
reconstructed even if there is only a slight difference between
the decryption keys and the encryption keys. The number of
pixels change rate (NPCR) and the unified average changing
intensity (UACI) are calculated according to

Lt Xji DG, J)

Lo 07 Dl(’a]):DZ(lv.])v
Dlii) = {1, Di(i. ) # Dali ). o
. 1 m n ‘D1<17]>_D2(l?.])|
vact = I3 Y P
x100%, (41)

where m and n are the sizes of the image, D (i, j) indicates the
pixel value of the correct ciphertext image at coordinate (i, j),
and D, (i, j) indicates the pixel value of the incorrect ciphertext
image at coordinate (i, j).

From the encryption point of view, the sensitivity of the
algorithm to the encryption key is tested for the above five im-
ages. The external keys 1, fp, 13, t4 are changed in turn by
the amount of A = 10~!# and the other three keys are kept
unchanged to obtain the corresponding ciphertext images, re-
spectively. The values of NPCR between them and the cor-
rect ciphertext image are calculated separately and the results
are shown in Table 7. It can be seen that the average value of
NPCR between each incorrect ciphertext image and the correct
ciphertext image is 99.6090%, which is close to the ideal value
of 99.6094%. Therefore, when the encryption key is changed

NPCR = mxn x 100%, (39 slightly, the correct ciphertext image cannot be obtained.
Table 7. The NPCR values of changing the encryption keys #;, #5, 3, and 4 in turn.
Keys NPCR (%)
Baboon Cameraman Lake Lena Peppers Average
n+1071 99.62 99.60 99.60 99.60 99.65 99.614
n+1071 99.61 99.60 99.63 99.60 99.59 99.606
410714 99.62 99.64 99.61 99.59 99.62 99.616
4410714 99.62 99.62 99.60 99.56 99.60 99.600

Taking the “Lena” image as an example, we change the
encryption keys 71, 2, 13, t4 in turn, and the corresponding ci-
phertext image and its difference with the correct ciphertext

image are shown in Fig. 13. It can be seen that there is a
big difference between the correct ciphertext image and the
ciphertext image after the small change of encryption key.

(a) (b) (c) (d) (e)

(f) () (h) (i)
Fig. 13. Ciphertext images of the “Lena” image: (a) ciphertext image under correct encryption keys; (b)—(e) ciphertext images after encryption
keys t1, to, 13, t4 are changed in turn; (f)—(i) difference images of panels (b)—(e) and (a).

From the decryption point of view, the algorithm is tested
for the sensitivity of the decryption key. The ciphertext images
are decrypted using the keys with minor changes respectively,
where the keys 11, 1, 13, 14 are changed by 10716, 10710, 1015,
10715, The decryption results are shown in Fig. 14. It can be

seen that when the decryption key used is changed slightly, the
ciphertext image cannot be decrypted correctly, and the plain-
text image is reconstructed. Therefore, the proposed algorithm
has high sensitivity to the key in both the encryption and de-
cryption stages.
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(b)

(©)

(d)

(e)

Fig. 14. Reconstructed images of the “Lena” image: (a) reconstructed image under correct decryption keys: (b)—(e) reconstructed images after

decryption keys t1, 2, 13, t4 are changed in turn.

4.6. Differential attack analysis

The ability to resist differential attacks is an important
metric to evaluate the encryption effectiveness of the algo-
rithm, and two numerical metrics, NPCR and UACI, are usu-
ally used to evaluate the degree of difference between two im-
ages.

Table 8. NPCR values of changing the pixels of different positions.

Image NPCR (%)

(1, 1) (256, 256) (512,512) Average
Baboon 99.60 99.58 99.59 99.5900
Cameraman 99.62 99.61 99.61 99.6133
Lake 99.58 99.61 99.59 99.5933
Lena 99.63 99.61 99.63 99.6233
Peppers 99.62 99.59 99.59 99.6000

Table 9. UACI values of changing the pixels of different positions.

Image UACI (%)

(1, 1) (256, 256) (512,512) Average
Baboon 33.46 33.42 33.46 33.4467
Cameraman 33.43 33.38 33.46 33.4233
Lake 33.50 33.51 33.46 33.4900
Lena 33.57 33.55 33.60 33.5733
Peppers 33.51 33.50 3347 33.4933

The pixel values at coordinates (1,1), (256,256), and
(512,512) of the above five plaintext images are incremented
by 1 to obtain their corresponding ciphertext images. The
NPCR values and UACI values between these ciphertext im-
ages and the correct ciphertext images are calculated and the
results are shown in Tables 8 and 9. It can be seen that the
average value of NPCR is 99.6040%, which is close to the
ideal value of 99.6094%, and the average value of UACI is
33.4853%, which is close to the ideal value of 33.4635%. This

indicates that the proposed algorithm has a high sensitivity to
plaintext image changes and can effectively resist differential
attacks.

4.7. Robustness analysis

Ciphertext images are vulnerable to noise and data loss at-
tacks during transmission, and the type and intensity of noise
and the degree of data loss affect the quality of reconstructed
images. The proposed algorithm is tested for noise attacks and
clipping attacks to analyze its robustness.

4.7.1. Noise attack analysis

Taking the “Lena” image as an example, we add different
levels of Gaussian noise (GN), Speckle noise (SN) and Salt &
Pepper noise (SPN) to the ciphertext image to obtain the cor-
responding ciphertext images. These ciphertext images are de-
crypted, and the results are shown in Figs. 15-17. The PSNR
values between the corresponding decrypted images and the
plaintext images are calculated, and the results are shown in
Table 10.

It can be seen that GN and SN affect the quality of the
reconstructed images, while SPN has almost no effect on the
quality of the reconstructed images. And the quality of the
reconstructed image gradually decreases with the gradual in-
crease of noise intensity. However, the reconstructed images
can still be clearly recognized.

The PSNR values of the images are in the interval
[14.4746, 23.6611] dB, [17.1695, 35.6329] dB, and [35.1842,
35.6329] dB when the intensity of the three noises increases
from 1 x 107® to 9 x 1076 in order. This indicates that the
proposed algorithm is robust to the three noise attacks.

()

(i)

Fig. 15. Ciphertext images and the corresponding reconstructed images under GN attack: (a)—(e) the ciphertext images under GN intensity in
order of the intensity of 1 x 1079,3%107%,5%x107%,7x107%,9x 107°, (f)—(j) reconstructed images corresponding to panels (a)—(e).
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(a) (b)

(2)

1

Fig. 16. Ciphertext images and the corresponding reconstructed images under SN attack: (a)—(e) the ciphertext images under SN intensity in
order of the intensity of 1 x 1079,3%107°,5%x107%,7x107%,9x 107°, (f)—(j) reconstructed images corresponding to panels (a)—(e).

(b)

(2)

(h)

@

Fig. 17. Ciphertext images and the corresponding reconstructed images under SPN attack: (a)—(e) the ciphertext images under SPN intensity
in order of the intensity of 1 x 1070, 3 x 1070, 5 x 10,7 x 107, 9 x 1079, (f)=(j) reconstructed images corresponding to panels (a)—(e).

Table 10. PSNR values under different noise attack intensities.

Noise type Noise intensity

1x107° 3x107° 5% 107° 7% 107° 9x 1076
GN (dB) 23.6611 17.0256 15.6565 15.0281 14.4746
SN (dB) 35.6329 23.3445 19.6822 18.1876 17.1695
SPN (dB) 35.6329 35.6329 35.6329 35.6329 35.1842

4.7.2. Cropping attack analysis

In this section, we use the “Lena” image as an example
to test the cropping attack on its ciphertext image. The cut
sizes are 32 x 32, 64 x 64, 128 x 128, and the corresponding
ciphertext images are decrypted, and the results are shown in
Fig. 18. The PSNR values between the corresponding images

are calculated, and the results are shown in Table 11. It can be
seen that the quality of the reconstructed image decreases as
the cut size increases. Even if 1/4 of the ciphertext image is
lost, the reconstructed image can still be recognized by human
eyes, which indicates that the proposed algorithm is robust to

the cropping attack.

(a) (b)

)

Fig. 18. Ciphertext images and the corresponding reconstructed images under cropping attack.

(g)

(h)

(d)

) ()

Table 11. PSNR values under different cropping attack intensities.

Cutting size 32 %32 64 x 64 128 x 128
Middle Four corners Middle Four corners Middle
PSNR (dB) 20.4576 15.2572 15.1284 11.0488 11.0078
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4.8. Known-plaintext and chosen-plaintext attacks analy-
ses

Known-plaintext attacks and chosen-plaintext attacks are

sian matrix, Bernoulli matrix, Toeplitz matrix, part Hadamard
matrix, sparse random matrix, and circular matrix.

The seven measurement matrices mentioned above are

two common attacks in cryptosystems, and this section ana-
lyzes the ability of the proposed algorithm to resist these at-
tacks.

On the one hand, the 256-bit hash key K based on the
plaintext image and the external keys #; jointly determine the
initial values xg, yo, 20, wo of the 4D MHS to generate the
four hyperchaotic sequences X, Y, Z, W. These sequences
will be used to generate the initial value so and the sequences
of system control parameters u;, v; of the 1D CCS, to scramble
the approximation component cA, to generate the two random
phase masks M1 and M2 of the DRPE encryption process, to
generate the Latin square matrix L, to participate in the confu-

tested separately, and their results are shown in Fig. 19 and
Table 12. It can be seen that the DCMM has a similar image
reconstruction effect with the remaining six random measure-
ment matrices, which shows the effectiveness of the DCMM
constructed in this paper. The average PSNR value of DCMM
is 34.1084 dB, which is only 0.397 dB less than the maximum
average PSNR value of 34.5054 dB. However, the DCMM can
substantially reduce the space consumption of keys in trans-

mission and storage.

sion process and the diffusion process. 607 [ The DOMM  ix
On the other hand, the row key &, and the column key k. 50 [ Rernoulli matrix
based on the plaintext image also participate in the confusion ][ fart Hadamard matrix
process and the diffusion process. Therefore, the whole pro- < 407 W Circulant. patrigy
cess of the proposed algorithm is closely related to the plain- g 307
text image information, and the algorithm can effectively resist & 20
both known-plaintext attacks and chosen-plaintext attacks. 101
4.9. Performance analysis of the DCMM 0 . . . .

Baboon Cameraman Lake Lena Peppers

In this section, we compare the performance of the deter- Fig. 19. PSNR values of the reconstruction results using different measure-

ministic chaotic measurement matrix (DCMM) with the Gaus- ment matrices.

Table 12. Comparison of PSNR (in unit dB) of reconstructed images with different measurement matrices.

Images Different measurement matrices

DCMM Gaussian Bernoulli Toeplitz Part Hadamard Sparse random Circular

matrix matrix matrix matrix matrix matrix

Baboon 30.1355 30.0567 29.9893 30.2449 30.2772 30.0732 29.9025
Cameraman 36.4641 36.4816 36.2704 36.6841 37.0158 36.6563 36.5611
Lake 32.3941 32.3537 32.2991 32.4731 32.4722 32.5032 32.3084
Lena 35.6329 35.7494 35.3874 35.6174 35.6915 35.5575 35.5535
Peppers 35.9155 36.3818 36.6666 36.5536 37.0705 35.8826 36.8952
Average 34.1084 34.2046 34.1226 34.3146 34.5054 34.1346 34.2441

4.10. Comparison with other compressed sensing encryption schemes

In this section, the proposed scheme in this paper is compared and analyzed with the schemes proposed in Refs. [30,52-56]
in terms of the performance of the algorithms. In order to provide a relatively fair comparison environment, the comparison data
are algorithmic data from the relevant literatures, where the test images are all 512 x 512 in size, and the comparison results are
shown in Table 13.

Table 13. Comparison with other compressed sensing encryption schemes.

Scheme Image PSNR (dB) MSSIM Correlation coefficient Differential attack (%) 1E CR  Key space
H v D NPCR UACI

Ref. [30] Lena 34.5560 0.9995  0.0069 -0.0028 -0.0047 - - - 0.5 23004144
Ref. [52] Lena 33.2299 0.9935 -0.0029  0.0058  -0.0025 99.60 33.46 7.9986 0.5 > 2260
Ref. [53] Lena 26.3369 - 0.0053  0.0193  0.0035 99.62 33.33 7.9984 0.5 1013
Ref. [54] Lena 35.51 - -0.0016  0.0010  -0.0015 99.61 33.42 - 0.5 ~ 214
Ref. [55] Lena 35.3844 0.9964 -0.0018 -0.0070 —0.0024 - - 7.9986 0.5 > 2372
Ref. [56] Peppers 35.3412 0.9944  0.0086 -0.0027 -0.0092 99.61 33.46 7.9987 0.55 > 2320
Ours Lena 35.6329 0.9941  -0.0019  0.0051  -0.0078 99.62 33.57 7.9984 0.5 > 2400
Peppers 35.9155 0.9921  0.0006 -0.0098  0.0071 99.60 33.49 7.9983 0.5 > 2400
Lake 32.3941 0.9938  0.0011  0.0030  0.0059 99.59 33.49 7.9987 0.5 > 2400
Cameraman  36.4641 09913  0.0007  0.0084  0.0083 99.61 33.42 7.9986 0.5 > 2400
Baboon 30.1355 0.9974  -0.0036 -0.0033  —0.0039 99.59 33.45 7.9986 0.5 > 2400
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It can be seen that compared with the schemes proposed
in Refs. [30,52-56], The proposed scheme has a good perfor-
mance in various tests, such as the quality of reconstructed
images is better and the security of the scheme is higher. The
average PSNR value of the five test images is 34.1084 dB,
which is higher than the average PSNR value of the compar-
ison schemes of 33.3931 dB. The average value of MSSIM
is 0.9937, which is close to 1. The average correlation coef-
ficient of adjacent pixels in the ciphertext images is 0.0045,
which is lower than the average of 0.0064 in the compari-
son schemes. In the differential attack test, the average NPCR
value is 99.6090%, close to the ideal value of 99.6094%, and
the average UACI value is 33.4855%, close to the ideal value
of 33.4635%; The average information entropy of ciphertext
images is 7.99852, which is close to the average of 7.99857
in the comparison schemes. The key space of the proposed
scheme is 10140 > 2490 5, 2100 "and among all the comparison

schemes, the key space is the largest.

4.11. Running time analysis

In this section, the running time of the proposed algo-
rithm is analyzed. Table 14 provides the time required to pro-
cess different images using this algorithm. It can be observed
that the average time required to encrypt a plaintext image of
size 512 x 512 is approximately 2.2028 s, while the average
time required to decrypt a ciphertext image of size 256 x 512
is approximately 8.9843 s.

Taking the “Lena” image as an example, the specific dis-
tribution of time required for encryption and decryption is an-
alyzed, as shown in Fig. 20. The encryption process mainly in-
cludes the stages of keys and sequences generation, DWT, first
round of confusion, CS, DRPE encryption, second round of
confusion (CMDPHL), and diffusion (DMDPH), which takes
a total of 2.1947 s. Among these stages, diffusion consumes
the most time, accounting for nearly 40%. The decryption pro-
cess mainly includes the stages of inverse diffusion, inverse
second round of confusion, DRPE decryption, OMP recon-
struction, inverse first round of confusion, and inverse DWT,
which takes a total of 8.9773 s. Among these stages, OMP
reconstruction takes the longest time, exceeding 80%.

Table 14. Encryption and decryption times for different images.

Image Time (s)
Baboon Cameraman Lake Lena Peppers Average
Encryption time 2.1883 2.2150 2.2025 2.1947 2.2136 2.2028
Decryption time 9.0379 8.9849 8.9434 8.9773 8.9782 8.9843
(a) - Keys and sequences generation - DRPE encryption (b) Il [nverse diffusion
B oW T I Sccond round of confusion I [nverse second‘ round of confusion
- First round of confusion - Diffusion Il DRPE decryption
B Cs B Others Il OMP reconstruction
Il 1nverse first round of confusion o
0.1171 (5.3356%) Bl nverse DWT 7.2677 (80.9564%)
0.8765 (39.9371%) 0.678 (30.8926%)

0.1342 (6.1147%)

0.0498 (2.2691%)
0.1508 (6.8711%) 0.1757 (8.0056%)

Total encryption time 2.1947 (in unit s)

0.0126 (0.5741%)

0.1417 (1.5784%)

0.0756 (0.8421%)
0.8583 (9.5608%)

06002 (6:6558%) | 00081 (0.0902%)
0.0257 (0.2863%)
Total decryption time 8.9773 (in unit s)

Fig. 20. The encryption and decryption time distribution of the “Lena” image.

5. Conclusion

In this paper, an optical image encryption algorithm based
on a new 4D MHS and compressed sensing is proposed.
Firstly, we designed the 4D MHS and proved that it has a
larger key space, richer dynamical behavior, and more com-
plex hyperchaotic properties. The system improves the secu-
rity proposed of algorithm. Secondly, we proposed a method
for constructing deterministic chaotic measurement matrix
(DCMM). The control parameter sequences and initial value
of the system are determined by four sequences of 4D MHS,
and the DCMM is obtained by bringing them into 1D CCS.

The DCMM obtained through this method has strong random-
ness, effectively reducing the transmission and storage space
of keys while ensuring the quality of reconstructed images.
Thirdly, DRPE encryption used fractional Fourier transform,
which increased the key space and improved the security of
the algorithm. Fourthly, the confusion method and diffusion
method needed the row key k, and column key k. based on
plaintext images. The generation of four sequences and the
DCMM are closely related to the hash key of plaintext image,
and the whole algorithm is sensitive to plaintext image. The
experimental results and performance analysis show that the
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proposed algorithm has a large key space, high key sensitivity,
better image reconstruction quality, good security, and effec-
tiveness, and can resist a variety of attacks.

Although the proposed algorithm has good security, it is

not efficient enough in terms of time efficiency. Taking the
image with the size of 512 x 512 as an example, the average
encryption time of this algorithm is 2.2028 s, and the average
decryption time is 8.9843 s. In the follow-up work, we will try
to combine with deep learning to improve the time efficiency
of the algorithm on the premise of ensuring sufficient security
of the algorithm.
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