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In the field of single-server blind quantum computation (BQC), a major focus is to make the client as classical as
possible. To achieve this goal, we propose two single-server BQC protocols to achieve verifiable universal quantum com-
putation. In these two protocols, the client only needs to perform either the gate T (in the first protocol) or the gates H and
X (in the second protocol). With assistance from a single server, the client can utilize his quantum capabilities to generate
some single-qubit states while keeping the actual state of these qubits confidential from others. By using these single-qubit
states, the verifiable universal quantum computation can be achieved.

Keywords: blind quantum computation, verifiable blind quantum computation, single server
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1. Introduction

As is well known, quantum computation has signifi-
cant advantages over classical computation in solving some
problems.[!?! This means that quantum computation may be-
come essential for many people in the future. However,
Feynman[®! pointed out that it is impossible to represent the re-
sults of quantum mechanics with a classical universal device,
this may prompt some people to explore how to build quan-
tum computers. Actually, when the first generation of quan-
tum computers comes out, they may be accessible to a few
people around the world. In other words, many people cannot
access to use quantum computers directly. Thus, when some-
one wants to use a quantum computer to achieve computation,
he may delegate his quantum computation to the owner of the
quantum computer. Unfortunately, some private information
may be leaked out in this process. To solve this problem,
researchers proposed the idea of blind quantum computation
(BQO).

Childs* firstly proposed the BQC protocol in 2005. In
that protocol, the client needs to prepare quantum states, store

Since then,
5-13]

quantum states, and perform the SWAP gate.
many BQC protocols have been proposed one by one.!
For example, Broadbent er al.!'?! proposed the first univer-
sal blind quantum computation (UBQC) protocol. Compared
with Ref. [4], that protocol further limits the quantum abil-
ity of the client. In the protocol, the client only needs to
prepare single-qubit states. Based on the fact that measur-
ing single-qubit states is easier than preparing single-qubit
states in experimental setups, Morimae and Fujii('3! proposed
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anew type of BQC protocol in 2013, where the client needs to
measure single-qubit states rather than to prepare single-qubit
states. Moreover, some BQC protocols have been experimen-
tally demonstrated. [!415]

To make the client completely classical in the BQC pro-
tocol, some scholars have made in-depth research. For exam-
ple, Broadbent et al. extended the UBQC protocol to a double-
server protocol in Ref. [12], in which the client is completely
classical. After this, Li ef al.!'®! proposed a triple-server BQC
protocol. Then, Xu et al.!"”! modified this protocol to a single-
server BQC protocol. They both declared that the client is
completely classical in their respective protocols. However,
Hung and Hwang!!8! pointed out a security loophole in those
two protocols. Even more unfortunately, Morimae et al.!'"]
declared that the client cannot be completely classical in the
single-server BQC protocol. Thus, making the client as clas-
sical as possible becomes a hot research in single-server BQC
protocol.

It is worth noting that verifiability is an important prop-
erty in the BQC protocol. This means that the client can make
sure the result of delegate quantum computation to be correct
or incorrect. In order to achieve this goal, some verifiable BQC
protocols are proposed. In 2015, Hayashi and Morimae!?"!
proposed a protocol based on the fact that graph states can be
completely specified by a set of stabilizer operators. In 2017,
Fitzsimons and Kashefil*!! proposed the unconditional verifi-
able blind quantum computation (VUBQC) protocol accord-
ing to the way of the UBQC protocol. In those two protocols,
the client can verify the correctness of the delegated quantum

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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computation according to whether the server is honest or dis-
honest.

In 2021, Li et al.'*”! proposed a new type of BQC proto-
col, where the client only needs to perform a few single-qubit
gates. Specifically, the client needs to perform the gates H, T
or the gates 7', X. As we all know, the gates H, T can be used
to fit any single-qubit gates. In order to further limit the quan-
tum ability of the client, we propose two single-server BQC
protocols in this paper. The first protocol allows the client to
perform the gate 7. In the second protocol, the client is al-
lowed to perform the gates 7', X. In addition, the client does
not have any quantum abilities in these two protocols. Al-
though we weaken the quantum ability of the client, our pro-
tocol can still achieve verifiable blind quantum computation.

The rest of this paper is organized as follows. In order to
better understand the proposed protocols, we first review a re-
lated protocol in Section 2. Section 3 will be divided into two
subsections to propose our two protocols. Section 4 analyzes
the proposed protocols from two aspects, i.e., correctness and
safety. Finally, we provide conclusions in Section 5.

2. Preliminaries

In this section, we review the VUBQC protocol, which
plays an important role in the proposed protocols. In this pro-
tocol, the client only needs to prepare some single-qubit states.
Specifically, the client can prepare the state of the qubits that
is one of the set {|0),|1),(0)}, 8 € {*F k=0,1,...,7}. The
VUBQC protocol can be described as follows:

(A1) Alice converts her input x and quantum computation
C into a pair (G,{¢;}), where G is a universal graph state and
{¢:} is the associated set of computational angles.

(A2) Alice prepares M +T + D single-qubit states, where
M qubits will be used for computation, 7 qubits will be used
as trap qubits, the state of these qubits is one of the set
8) = %(|o>+ei9|1>), 6 e {4 k=0,1,...,7}; D qubits will
be used as dummy qubits, the state of these qubits is |0) or |1).

(A3) Alice sends all single-qubit states to Bob. Then Bob
performs the gate CZ to entangle them according to the graph
state G, where an embedding of 7 trap qubits and D dummy
qubits can be admited.

(A4) Alice asks Bob to measure the following qubits: (1)
If the qubit is a computation qubit, it will be measured in the
basis {| £ 0)}, where 6 = ¢’ + 6 +rm, 6 is the angle of the
qubit in (A2), ¢’ is a modification of ¢ according to previous
measurement results, ¢ is the actual measurement angel, r is
encryption to the result. (2) If the qubit is a trap qubit, Bob
can use the basis {| = (6 + rx))} to measure it. Similarly, 6
is the angle of the qubit in (A2), r is encryption to the result.
(3) If the qubit is a dummy qubit, it will be measured in the
basis {0}, 0 € {4, k=0,1,...,7}. After Bob measures the
qubit, he sends the measurement result to Alice.

(AS) After all qubits were measured, Alice will check the
results of trap qubits. If all results of trap qubits are correct,
then Alice can think that Bob does not perform any malicious
operations. Finally, Alice undoes the impact of r to recover
the correct outcome of this delegated quantum computation;
otherwise the protocol will be stopped.

3. Main protocol

3.1. Blind quantum computation with a client only per-
forming the gate T

In this subsection, the client Alice only performs the gate
T. Suppose that Alice wants to achieve the same goal like
the VUBQC protocol. Now, she wants to finish her computa-
tion on the N-qubit graph state corresponding to the graph G,
where N =M +T +D. The graph G admits an embedding of D
dummy qubits and T trap qubits. The process of this protocol
is shown in Fig. 1.

Sy ’ Bob prepares the qubit and sends it to Alice ‘

[

Sa ’ Alice performs the gate T on it for ¢ times and return it to Bob ‘

l

S3 ’ Bob performs the gate H on it and send it to Alice again ‘

[

84’ Alice performs the gate T on it for j times and return it to Bob ‘

i

S5 ’ Bob performs the gate H on it again ‘

Fig. 1. Blind quantum computation with a client only performing the
gate T.

The specific steps are given as follows:

(T1) Alice asks Bob to prepare M + T + D + S qubits in
state |+). These qubits will be divided into three sets, the set
P; is made up of M + T qubits, in which M qubits for compu-
tation and T qubits as trap qubits; D qubits as dummy qubits
make up the set P»; the rest of S qubits as decoy qubits make
up the set Ps.

(T2) Bob sends a qubit to Alice, then Alice performs one
of the following operations: (i) If the qubit is from the set P,
Alice will perform the gate T on it for n times in order to make
the state of the qubit be |0), 6 € {*F,n=0,1,...,7}. (i) If
the qubit is from the set P>, Alice will perform the gate 7" on it
for 2 or 6 times, then the state of the qubit will be |Z) or [3F).
(iii) If the qubit is from the set P3, Alice will perform the cor-
responding single-qubit gate to make the state of the qubit be
one of {|+),|=),15), 1)}, where |+) = [+). |=) = T*+),
|5)=T24), [F) =T°|+).

(T3) Alice asks Bob to perform the gate H once on all

qubits.

(T4) Bob sends a qubit to Alice, then Alice performs one
of the following operations: (i) If the qubit is from the set P,
Alice will do nothing. (ii) If the qubit is from the set P;, Alice
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will perform the gate T on it for 2 times or 6 times in order
to make the state of the qubit be |+) or |—). (iii) If the qubit
is from the set P3, Alice will perform the gate 7" on it for 2
times in order to make the state of the qubit be one of the set
{]0),]1),]4),|—)}. Finally, Alice returns the qubit to Bob.

(T5) Alice reveals which qubits belong to the set P;, then
she asks Bob to measure these S decoy qubits in the basis
{|4+),]=)} or {|0),]1)}. After Bob measured these decoy
qubits, Alice and Bob will compare the results. If Bob can
always publish the correct result when he chooses the right
basis, Alice and Bob can make sure that there is no attack;
otherwise the protocol aborts.

(T6) Alice asks Bob to perform the gate H once on all
qubits again.

(T7) Alice and Bob use these qubits to perform the
VUBQC protocol.

When steps (T1)—(T6) are successfully performed, the
states of these qubits will be HT/HT!|+). We should note
that there are some certain constraints on the values of i and
j. Specifically, if j = 0, the value of i belongs to the set
{0,1,...,7}; if j = 2, the value of i only can be 2 or 6. Obvi-
ously, according to the value of i and j, the states of the qubits
belong to the set {|0),[1),]0)}, 6 € {4 k=0,1,...,7}. For
example, if i = 3, j = 0, the qubit will be in state |%‘); if
i =2, j =2, the qubit will be in state |0).

3.2. Blind quantum computation with a client performing
the gates T, X

In this subsection, the client Alice can perform the gates
T,X. Actually, based on the fact that HXH = Z, the client
can also perform the gate Z. Now, suppose that Alice wants to
achieve the same goal like the VUBQC protocol and finish her
computation on the N-qubit graph state corresponding to the
graph G. Figure 2 shows the process of the protocol, in which
the values of i, j,k will be O or 1.

Sl’ Bob prepares the qubit and sends it to Alice ‘

l

52’ Alice performs the operation HiX7ZF on it and return it to Bob ‘

!

SB’ Bob performs the gate S on it and send it to Alice again ‘

l

84’ Alice performs the operation H'XiZF on it and return it to Bob ‘

l

55’ Bob performs the gate S on it and send it to Alice ‘

l

Sg| Alice performs the operation HiXiZk on it and return it to Bob
6 p P

Fig. 2. Blind quantum computation with a client performing the gates 7', X.

The specific steps are given as follows:
(S1) Alice asks Bob to prepare M + T + D + S qubits in
state |0), where M = M) + My + M3, T =Ty + T» + T3. These

qubits will be divided into five sets, the set W; is made up
of M; + T; qubits, in which M; qubits for computation and 7;
qubits as trap qubits, i = 1,2,3; D qubits as dummy qubits
make up the set Wy; the rest of S qubits as decoy qubits make
up the set Ws.

(S2) Bob sends a qubit to Alice, then Alice performs one
of the following operations: (i) If the qubit is from the set
Wi, Alice will perform the corresponding single-qubit gate
to make the state of the qubit be |+) or |—), where |+) =
H|0) =XH|0), |—) =HX|0) = HXHXH|0). (ii) If the qubit is
from the set W5, Alice will perform the corresponding single-

qubit gate to make the state of the qubit be |0) or |1), where
|0y =10) = HXH|0), |1) =X|0) = XHXH|0). (iii) If the qubit
is from other sets, Alice will do nothing. Finally, Alice returns
the qubit to Bob.

(S3) Alice asks Bob to perform the gate T once on all
qubits.

(S4) Bob sends a qubit to Alice, then Alice performs
one of the following operation: (i) If the qubit is from the
set Wi, Alice will perform the corresponding single-qubit
gate to make the state of the qubit be \’%), k=1,3,57,
where |¥) = | %) = HXH|E), |3F) = HXHX|%) = X|%),
155) = HXH|Z) = |35), |7F) = X|%) = HXHX|3F). (i) If
the qubit is from the set W», Alice will perform the correspond-
ing single-qubit gate to make the state of the qubit be |+) or
|—). (iii) If the qubit is from other sets, Alice will do nothing.
Finally, Alice returns the qubit to Bob.

(S5) Alice asks Bob to perform the gate S once on all
qubits.

(S6) Bob sends a qubit to Alice, then Alice performs one
of the following operation: (i) If the qubit is from the set W;
or W, Alice will do nothing. (ii) If the qubit is from the set
W3, Alice will perform the corresponding single-qubit gate to
make the state of the qubit be |+) or |—). (iii) If the qubit is
from the set Wy, Alice will perform the corresponding single-
qubit gate to make the state of the qubit be |0) or |1). (iv) If
the qubit is from the set Ws, Alice will perform the correspond-
ing single-qubit gate to make the state of the qubit be one of
{10),[1),|+),|—)}. Finally, Alice returns the qubit to Bob.

(S7) Alice reveals which qubits belong to the set Ws, then
Bob measures these S decoy qubits on the bases {|0),|1)} or
{|+),]—)}. After Bob measured these decoy qubits, Alice and
Bob will compare the results. If Bob can always publish the
correct result when he chooses the right basis, Alice and Bob
can make sure that there is no attack; otherwise the protocol
aborts.

(S8) Alice and Bob use these qubits to perform the
VUBQC protocol.

When steps (S1)—(S7) are successfully performed, the
qubits from different sets will be different states. For example,
the qubits from the set W will be in state |%”>, k=1,3,57,
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the qubits from the set W, will be in state |0) or |1). Actually,
the state of these qubits will belong to the set {|0),|1),]0)},
0e{* k=0,1,..7}.

4. Analysis

Obviously, if there is an outside attacker in these two pro-
tocols, she or he will be discovered with a high probability
when Alice asks Bob to measure the decoy qubits. Thus, the
outside attacker will be ignored when complaining the correct-
ness of these two protocols.

Theorem 1 Assume that Bob follows the step of these
two protocols, then the outcome is correct.

Proof In the first protocol, when Alice and Bob per-
form the corresponding operations, the qubits will be in state
HT'H Ti\+>. Firstly, when j = 0, then the state of the qubit
will be |Z), i =0,1,...,7. Secondly, if j =2, i=6 or 2,
the qubit will be in state |0) or |1). Thus, Alice can gener-
ate ten types of single-qubit states, which is one of the set
{10),]1),12)}, @ € {¥¥ .k =0,1,...,7}. Using these qubits,
the VUBQC protocol can be realized. As we all know, when
the VUBQC protocol is successfully performed, the outcome
is correct.

In the second protocol, it can also generate the resource
states when Alice and Bob perform the corresponding opera-
tions. Firstly, if the qubit is from the set Wy, the state of the
qubit will be |%”>, k=1,3,5,7. Secondly, if the qubit is from
the set W5, the state of the qubit will be |) or |3). Thirdly, if
the qubit is from the set W3, the state of the qubit will be |+)
or |—). Fourthly, if the qubit is from the set Wy, the state of
the qubit will be |0) or |1). Thus, Alice can generate the re-
source state when she can perform the gates 7', X with the help
of Bob. Finally, Alice and Bob use these qubits to achieve the
VUBQC protocol. Similarly, the outcome is correct when the
VUBQC protocol is successfully performed.

Theorem 2 In these two protocols, Bob cannot learn any
useful information about the actual input, output and algo-
rithm.

Proof In the first protocol, the state of the qubit will be
HT/HT!|+) when Alice and Bob perform the corresponding
operations. In the whole process, Bob does not know how
many times Alice performed the gate 7 on the qubit. Based
on this fact, Bob does not know the actual values of i and j.
This is the reason why he cannot get any information about the
actual state of the qubit. Thus, Bob cannot learn any useful in-
formation about the actual input, output and algorithm when
they use these qubits to perform the VUBQC protocol.

In the second protocol, Alice will perform three quan-
tum operations in the whole process. These operations will
be recorded Uj, U;, and Us. Firstly, when Alice performs the
operation U; on the qubits, the states of the qubits belong to
the set {|0),|1),|+),|—)}. Secondly, when Alice performs the

operation U, on the qubits, the states of the qubits belong to
the set {|O>v |1>7 |+>7 |7>7 |%>7 |3T”>’ |%>7 |%>} Thirdly’ when
Alice performs the operation Us on the qubits, the states
of the qubits belong to the set {[0),]1),|2)}, 6 € {&F k =
0,1,...,7}. Obviously, when Alice performs the quantum op-
erations on all qubits, the states of these qubits are not orthogo-
nal. This is the reason why Bob cannot distinguish these qubits
from each other. Thus, Bob cannot learn any useful informa-
tion about the actual input, output and algorithm when they
use these qubits to perform the VUBQC protocol.

5. Conclusions

In the single-server BQC protocol, there are main three
models according to the quantum ability of the client. The

U2] jt allows the

first model is proposed by Broadbent et al.,
client to prepare the single-qubit states. Morimae and Fujiil'?!
proposed the second model, where the client needs to measure
the single-qubit states. The third model is proposed by Li et
al.,'* it allows the client to perform the single-qubit gates.
Obviously, the first two protocols proposed are based on the
third model. Compared to Ref. [22], the proposed protocols
further limit the quantum ability of the client. Specifically,
the first protocol allows the client to perform the gate T rather
than the gates H, T'; the second protocol allows the client to
perform the gates 7', X instead of the gates H, T

The proposed protocols require bidirectional transmission
of quantum states between client and server. As we all know,
quantum states will encounter some unavoidable problems in
the process of transmission. For example, they will be affected
by noise when they are transmitted in the channel. Compared
with one-way transmission of quantum states, bidirectional
transmission of quantum states is more affected by noise. Up

23-20] that can resist

to date, there are some BOC protocols!
the effects of noise. These protocols mainly use entanglement
distillation and error-correcting codes to resist noise, both of
which require some quantum power. If these two methods
are simply added to the proposed protocol, it may be contrary
to the original intention of the proposed protocol. When the
client only can perform a few single-qubit gates, what meth-
ods should be taken to resist the noise? This is a question

worth thinking about.
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