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Semi-quantum secret sharing (SQSS) is a branch of quantum cryptography which only requires the dealer to have
quantum capabilities, reducing the difficulty of protocol implementation. However, the efficiency of the SQSS protocol
still needs to be further studied. In this paper, we propose a semi-quantum secret sharing protocol, whose efficiency can
approach 100% as the length of message increases. The protocol is based on single particles to reduce the difficulty of
resource preparation. Particle reordering, a simple but effective operation, is used in the protocol to improve efficiency and
ensure security. Furthermore, our protocol can share specific secrets while most SQSS protocols could not. We also prove

that the protocol is secure against common attacks.

Keywords: semi-quantum secret sharing, efficiency, single particles, specific secret, particle reordering
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1. Introduction

Secret sharing (SS)[!! is a widely used and efficient pri-
vacy protection protocol. It allows a dealer to share a secret
among many agents, but only if they cooperate can the agents
recover the dealer’s secret or they obtain nothing alone.>1
However, classical secret sharing (CSS) is unable to address
the problem of eavesdropping if it is not combined with other
technologies such as encryption, and the introduction of quan-
tum algorithms brings a huge potential threat to classical en-
cryption algorithms.[>®! Fortunately, quantum cryptography
can solve these security problems. By determining whether
an eavesdropper has attempted to gain information about the
secret, quantum secret sharing (QSS) can provide for secure
secret transmission.

In 1999, Hillery et al.!”! proposed the first QSS protocol
based on the three-particle entangled GHZ states, attracting
extensive attention. Since then, many researchers have studied
the field of quantum secret sharing, and kinds of QSS proto-
cols have been put forward.[3-1>] However, those QSS proto-
cols require all participants (both the dealer and the agents)
to possess full quantum capabilities (e.g., quantum measure-
ment, quantum states preparation, and so on) while in general
quantum resources are valuable and quantum operations are
not easy to implement.

In 2007, Boyer et al.!'%! first presented the notion of semi-
quantum by presenting a protocol where one participant (Bob)
is classical. In the definition of semi-quantum, two kinds of
participants, quantum participant and classical participant are
proposed. The quantum participant has full quantum capabil-
ities and can perform all quantum operations while a classical
participant can only perform the following operations when

fCorresponding author. E-mail: dou@bupt.edu.cn
© 2023 Chinese Physical Society and IOP Publishing Ltd
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he accesses a segment of quantum channel: (a) generating
qubits in the fixed computational basis (Z basis) {|0), |1)}; (b)
measuring qubits in the fixed Z basis {|0), |1)}; (c) reflecting
qubits without disturbance; (d) reordering qubits (via different
delay lines). Since semi-quantum cryptography protocol only
requires one participant to have the full quantum capability,
it simplifies the execution difficulty of the protocols and has
been widely applied to various quantum cryptography fields,
such as semi-quantum key distribution,!'’-1°) semi-quantum
secure direct communication,!20-22]
comparison!>3-23! and semi-quantum secret sharin

In 2010, Li et al.'?! proposed the first semi-quantum se-
cret sharing (SQSS) protocol using the maximally entangled
GHZ states. Two years later, Wang et al.?’! considered an
SQSS protocol using the two-particle entangled states. In
2013, Li et al.!*] utilized easier two-particle product states
to implement an SQSS protocol. After that, Xie et al.**! de-
signed a new SQSS protocol with GHZ-like states, which can
share a specific bit string compared with the previous proto-
cols. In 2018, Li et al.*%! proposed an SQSS protocol where
classical participants can realize secret sharing without mak-
ing any measurements and quantum Alice does not need quan-
tum registers, which improves the relative efficiency. In the
same year, Ye et al.’!) proposed two circular SQSS protocols
using single particles where the second one releases the clas-
sical parties from the measurement capability. A more prac-
tical and flexible SQSS protocol based on the Bell states was

semi-quantum private
g.12632]

proposed by Tian ef al.!*?! in 2021, which can share specific
secrets with classical parties. However, inefficiency is still a
major problem of SQSS protocols.

In this paper, an SQSS protocol based on single particles
is presented. An encoding method is used to make quantum

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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Alice has the right to decide the shared secret message. After
this, we use particle reordering to maximally utilize particles
while ensuring security, so that there is no particle discarded
or wasted in our protocol, improving the efficiency to nearly
100%. The resources used in the proposed protocol are simple
single particles and are prepared only by the quantum party,
reducing the difficulty of the resource preparation. Besides,
the particles in our protocol are transmitted in a circular way,
which makes the role of the agents equal, so this protocol is
easy to be extended to multi-party secret sharing. And then,
we analyze the security of the protocol to prove that our proto-
col is secure and can resist common attacks, such as intercept-
resend attack and measure-resend attack.

The remaining parts of the paper are organized as follows.
In Section 2, a novel SQSS protocol is described in detail.
Next, the security analysis is in Section 3 while the compari-
son of the SQSS protocol with previous protocols is analyzed
in Section 4. In Section 5, a conclusion is given.

2. The proposed SQSS protocol

In this section, we first present an encoding method. Sec-
ondly, we propose a three-party SQSS protocol based on single
particles. Then, such SQSS protocol is generalized to the mul-
tiparty case. After that, we use an example to show the process
of the protocol in detail.

2.1. Encoding method

To encode any integer as a bit string with equal numbers
of 0 and 1, we try to present an encoding method, which can

be applied in the protocol proposed thereafter.

First, let us look at the properties of this bit string. If a
bit string has N 0 and N 1, it can express CéVN integers. From
the combined number formula C]2VN = Cévj\f_ll + CZZVN_ 1» We can
derive a recursive formula CéVN = Cévj\f_ll + Cév 7_12 4+ CZI\\,]:} .

Inspired by this, based on the location where the first 1
appears, a 2N-bit string can be divided into N + 1 groups. If
the first 1 appears in the i-th position, the remaining N — 1 1
can only appear in the later 2N — i position, so this group has
Cyy!. combinations. Then every group can be further divided
into sub-groups based on the location where the next 1 appears
and so on. Once the N-th 1 is located, all 1 are well positioned
and the remaining positions will be filled with 0. According to
this idea, we can propose an encoding method which is suit-
able for any number N.

An integer x within the range of [1, C)y] can be ex-
pressed as x = CO\, — by — by — -+~ — by, where

b = Oa ) ) Pi*l =X, (1)
P\ max {C) P —CY T > x}, Py #x,

1<i<N,a; € N". The g; is a parameter to build parameter
b; and indicates encoding positions. The P; is an intermediate
value

Py=Coy, P=Pi1—bi. @)

If each b; # 0, the positions from the first 1 to the N-
th 1 will be 2N — a;,2N — ay,...,2N — ay, or they will
be 2N —a1,2N —as,...,2N —ar_ |, N+ k,N+k+1,...,2N,
(k=min{i|b; =0}).

Table 1. Encoding method and encoded results for N = 3.

The location (in the i-th place)
where the first 1 appears

The location (in the i-th place)
where the second 1 appears

The location (in the i-th place)

where the last 1 appears The integer which

. The string determined Number of remaining

by this location combinations by this location

. The string determined Number of remaining |

The string determined will be encoded

combinations by this location

1 1 c? 2 1
3 01
4 001
5 0001
2 01 c 3 1
4 01
5 001
3 001 c 4 1
5 01
4 0001 a 5 1

Ci 3 111000 1
4 110100 2
5 110010 3
6 110001 4
¢! 4 101100 5
5 101010 6
6 101001 7
cl 5 100110 8
6 100101 9
c! 6 100011 10
Cl 4 011100 11
5 011010 12
6 011001 13
cl 5 010110 14
6 010101 15
c! 6 010011 16
cl 5 001110 17
6 001101 18
c! 6 001011 19
c! 6 000111 20
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Here take N = 3 for example, following the rule, the
6-bit string can express Cg’ = 20 integers and there will be
three 1 in the string. The integer 8 can be expressed as
8=C—C3—C3—Cl,s0b1 =C3, by =C3, b3=C}, a1 =
5, ap =2, a3 = 1, integer 8 can be encoded into 100110.
The integer 16 can be seen as 16 = C; —C; —0 — 0 with
by =C;, by =0, b3 =0, a; =4, k=2, so it can be encoded
into 010011. Based on the locations where the three 1 appear,
we can encode the integer 1-20 and write out all the encoded
results in Table 1.

2.2. Three-party SQSS protocol

Suppose Alice has quantum capabilities while the others
two participants Bob and Charlie are classical. Alice wants
to share a secret with Bob and Charlie securely. The proposed
three-party SQSS protocol is composed of the following steps.

Step 1 Alice decides the content of the shared secret at
will and encodes the secret into a bit string with equal numbers
of 0 and 1 by using the encoding method in Subsection 2.1.
Suppose the length of this bit string is 2a.

Step 2 Alice first randomly selects one basis from Z ba-
sis {|0),|1)} and X basis {|+),|—)}. Using the particles |0)
and |+) to stand for the classical bit and particles |1) and |—)
to stand for the classical bit 1, based on the encoded string,
Alice prepares all 2a single particles from the selected one ba-
sis. After that, Alice reorders these particles. Note that the
rearrangement order of particles is only known to Alice.

Step 3 Alice prepares m decoy photons, each of which is
+),|—)}, inserts
decoy photons to the reordered particles in random positions,

randomly in one of the four states {|0),[1),

and sends them to Bob.

Step 4 After confirming that Bob has received the par-
ticles, Alice publishes the insertion positions of a fraction of
decoy photons. Before she publishes the states of these de-
coy photons, Bob must measure those photons in Z basis. For
those photons in |0) or |1), Bob checks the error rate, and for
those in |+) or |—), Bob checks whether the measurements
are evenly distributed. He aborts the protocol if the error or
deviation rate exceeds a preset threshold. After the check, he
disturbs the order of the remaining particles. Only Bob himself
knows the rearrangement order of them. Finally, Bob sends all
particles to Charlie.

Step 5 After Charlie announces the receipt of all particles
from Bob, Alice publishes the insertion positions of another
fraction of decoy photons. Then Bob publishes the transposi-
tion order of those photons, so Charlie can accurately measure
those decoy photons in Z basis. She checks the measurements
just like Bob based on the states published by Alice. After that,
she does not need to do anything else but reorder the remaining
particles secretly and send them back to Alice.

Step 6 After receiving particles from Charlie, Alice pub-
lishes the original positions of the rest of decoy photons. Bob
and Charlie publish in turn their transposition order of these

photons so Alice could get the final positions of the decoy
photons in the existing particle sequence. Alice performs mea-
surements in the corresponding basis of the decoy photons at
these positions. By comparing the measurement results to the
originally prepared photon states, Alice can calculate an error
rate. If the error rate exceeds a preset threshold, they will abort
this communication and restart the protocol. Otherwise, they
continue to the next step.

Step 7 Alice measures all the remaining particles with
the basis selected in step 2 and publishes the measurement re-
sults, that is, the encoded string that has been reordered by
Alice, Bob, and Charlie. After that, Alice announces her rear-
rangement order. Only Bob and Charlie have cooperated, can
they recover the original encoded string by sharing their own
rearrangement order. Finally, they can get Alice’s secret by
decoding the encoded string.

2.3. Multi-party SQSS protocol

The three-party SQSS protocol is easily generalized to
multi-party SQSS protocol.

Steps 1-5 are roughly the same as our three-party SQSS
protocol, but at the end of step 5, Charlie sends the particles to
the next classical participant, David, instead of Alice.

Step 6 After David announces the receipt of all particles,
Alice publishes the insertion positions of a fraction of decoy
photons and previous classical participants publish their trans-
position order of those decoy photons. Subsequently, David
measures decoy photons and checks the measurements just
like the Bob in step 4 based on the states published by Alice.
After the check, he disturbs the order of remaining particles
and sends the particles to the next classical participant. The
remaining participants also operate as above, except that the
last participant Zach sends the particles back to Alice.

Step 7 After receiving particles from Zach, Alice could
get the final positions of the decoy photons with the help of all
classical participants. The same as in step 6 in Subsection 2.2,
Alice can make the corresponding measurements and calculate
an error rate to detect eavesdropping.

Step 8 Alice publishes her rearrangement order and the
measurement results of all the remaining particles measured
in the basis selected in step 2. Classical participants can re-
cover the encoded string only by cooperating. Finally, they
can decode the encoded string to get Alice’s secret.

The proposed multi-party SQSS protocol is implemented
as above.

2.4. Example

Now, an example of our proposed SQSS protocol will be
given in this part.

Suppose Alice wants to share an integer 40 which can be
encoded into 01101100. She first selects the Z basis to pre-
pare the sequence of {|0),[1),|1),]0),|1),|1),|0),|0)} and
reorders it to {[1),]1),]0),]|0),]1),]0),|1),|0)} by the order
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(1 2345678 . After being inserted decoy photons (in

65732184
positions 3, 6, 9, 12, 13, 14), the sequence of particles turns

into {[1);, [1)5, [+)3, [0)4, [0)s, [0)6, [1)7. [0)g, [1)g, [1)10,
10)115 |—=)125 10) 13, |1)14}. Alice then sends these particles to
Bob.

After measuring and checking the particle |1),, based on
the information Alice published, Bob changes the order into

{1=12:100115[110:[ 195 0)8:11)7:10)6:] 05,10} 45 [+)3, [1)2:[1),5

1 2 345678910111213
013} by the order | 15 41 19957654 3 2 1 13)

and sends it to Charlie.

Alice announces that the original position of the de-
coy photon for this detection is the 13-th position, while
Bob publishes his rearrangement order of this photon as
13 — 13. After measuring and checking the particle |0),,
based on these information, Charlie reorders it again into

{10)4,1008,10)11 5 [4)35 1o, [=) 125111510065 [1) 105105, 1)

1234567891011 12
1>7}bythe°m‘er(63952128101 411 7) d
sends it back to Alice.

Alice first announces the original position of the
decoy photons (3,6,9,12), Bob and Charlie then pub-
lish their transposition order of photons
responding locations (3 — 10,6 —7,9 —4, 12— 1) and
(10—-4,7—8,4—5,1—6). So, Alice uses Z ba-
sis measurements for positions 8 and 5 and uses X ba-
If there is
no eavesdropping, then the measurement result should be
{]0),|1),|+),|—)}. After the eavesdropping detection passes,
Alice measures the remaining particles using Z basis, and pub-

at the cor-
sis to measure particles in positions 4 and 6.

lishes the results 00011011 and the initial rearrangement order
12345678
65732184
der, Bob and Charlie can get the encoded 01101100. By de-

coding the encoded string, they can get the shared integer 40.

. By sharing their own rearrangement or-

3. Security analysis

In general, in the QSS protocol, internal attackers are
more powerful than external eavesdroppers because they know
more information about the secret. Therefore, we will focus
on the security of the proposed SQSS protocol for dishonest
internal participants below.

3.1. Intercept-resend attack

If Bob is a dishonest internal attacker, to obtain Alice’s
shared secret, Bob can try to launch an intercept-resend at-
tack as follows: he uses Alice’s particles as usual to perform
the step 4. Then, he prepares a string of fake single particles
and sends it to Charlie. After Charlie finishes his operation,
Bob intercepts the particles that Charlie sends to Alice. By
measuring this string of particles, Bob tries to obtain Charlie’s
rearrangement order of the particles.

However, Bob cannot determine the transposition order
for particles in the same state |0) or |1). For example, if the
sequence {|0),|1),|1),]0)} is reordered to {|0),|1),]0),|1)},
the |1) on the second position may be unchanged or may be
reordered to the fourth position. Consequently, Bob can not
get exactly how Charlie disturbs the particles. Even if Bob can
get Charlie’s rearrangement order, since he does not know the
positions and states of decoy photons when he sends the fake
particle sequence, his attack will introduce errors when Alice
and Charlie detect eavesdropping.

Therefore, Bob can obtain almost no information by
launching intercept-resend attack without being detected. As
a result, the intercept-resend attack fails.

3.2. Measure-resend attack

Without loss of generality, supposing Bob is a dishonest
internal attacker, to obtain Alice’s shared secret, he can take
two strategies below to perform measure-resend attack.

(1) Bob intercepts the string of particles transmitted from
Alice and measures all particles using the same basis (Z or
X basis). Based on the measurements, Bob generates a new
quantum sequence with the same measurement results and re-
sends it to Charlie. If Bob’s attack is not detected, Bob has
a 1/2 chance of choosing the right basis Alice selects and
obtaining access to the secrets Alice wants to share. How-
ever, his attack will introduce errors and be detected before
he obtains any useful information. Suppose Charlie checks u
decoy photons in Z basis and Alice measures 711 decoy pho-
tons. If Bob chooses to measure all particles in Z basis, the
probability that Bob will not be detected is (1/2)"2, and if
Bob chooses to measure all particles in X basis, the probabil-
ity that Bob will not be detected is (1/2)™/?*#_ Therefore,
the average probability that the attack will not be detected is
1-— (1/2)(”/2)+1 x [14(1/2)"], and when 7 is large enough,
Bob’s attack cannot be successfully implemented.

(i) Bob intercepts the particles sent to Alice and mea-
sures all particles using the same basis (Z or X basis). As
the rearrangement order of the particles is only known by the
operator himself, Bob cannot accurately obtain Alice’s shared
secret without the help of Charlie, and this operation will be
detected by eavesdropping detection.

Stated thus, the proposed protocol is secure against
measure-resend attack.

3.3. Entanglement-measure attack

Suppose a malicious internal attacker Bob attempts to
steal the secret shared by Alice through the entangle-measure
attack. As this protocol only uses decoy photons to detect
eavesdropping, we only consider the effect on decoy photons
for entangle-measure attacks. The entangle-measure attack
from Bob can be described as follows: the unitary operations
Ur attacking particles as they go from Bob to Charlie and the

unitary operations U attacking particles as they go back from
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Charlie to Alice, where Ur and Ur share a common probe
space with the state |€).

Theorem 1 For the entangle-measure attack (Ug, Ur) per-
formed by Bob inducing no error in eavesdropping detection,
the final state of Bob’s probe should be independent of Alice’s
measurement result. As a result, Bob gets no information on
Alice’s shared secret.

Proof After Bob has performed Ur, the following rela-
tions should be established:

Ur (10) €)) = [0) 200} + 1) leor) 3
U (|1)€)) = [0 le10) +11) lenn), @
Ur (1)) = 5 (10) ) +11) e )
7(|0>|810>+\ )1€11)), 5)
U (|- le)) = %<|o>|eoo>+\ Yleor))
- (O D). ©

where |€00), |€01), |€10) and |€;1) represent the un-normalized
states of Bob’s probe.

For particles of any order, Bob needs the final state of
the first register to be the same as the original state to pass
the eavesdropping detection, so Ur must satisfy the following
conditions:

Ur (Us (10) €))) = U (0) [eoo} + [1) leon)) = [0) |Fo , (7
Ur (Ur(|1)]€))) = Ur (|0) |€10) + |1} |€11)) = |1) |F1), (8)
Ur (Ur (|+) |€)))

- %UR(@|€00>+|0>|810>+|1>|801>+|1>|811>)

- %(\OHFOH'\ VIFD)

= S 1) (o) +1F) + 1) (1) — )]

= S () (Fo) + 1)), ©

Ur (Ur (]-) [€)))

=% w (10} [200) — [0} e10) -+ 1) [e01) — 1) en1))

- %(\OHF@*\ VIF)

= S 1) (o)~ 1Fu)) + 1= (o) + )]

= () (R} +1F)). (10)

From the equations above, it should hold that

[Fo) =1|F) =[F). (1)

After inserting Eq. (11) into Eqs. (7)—(10), we have

Ur (U (0)[€))) = [0)|F),
Ur (U (1)) = 1)), )
Ur (Ur (14 €))) = |4} |F)
Ur (Ur (1) le))) = | =) |F).

According to Eq. (12), if Bob is not detectable in the security
check, he can not distinguish his final probe states. As a result,
Bob gets no information on Alice’s shared secret QED.

3.4. Trojan horse attack

Here, Bob plans to use Trojan horse attack. After finish-
ing his normal operation, he attaches the invisible photons or
the spy photons to his particles and transmits all of them to
Charlie for Trojan horse attack.[**!
in this string of particles sent to Alice by Charlie, Bob tries to
obtain Charlie’s order of the particles. Nevertheless, by apply-

ing a photon number splitter (PNS) and a wavelength filter de-
[34]

By analyzing spy photons

vice (WF), the malicious operations can be easily resisted.
Hence, the presented protocol is secure against Trojan horse
attack.

3.5. Collusion attack

In collusion attack, some participants can collude to-
gether to get the shadow of the share of other participants.

In our protocol, to facilitate the description, we de-
note the classical participants of the (n + 1)-party protocol as
PP, ...
form the protocol dishonestly to get the P;’s rearrangement
order. Since particle reordering is an independent operation
and the rearrangement order is known only to P; himself, two
dishonest participants can attack no more than the previous

,P.. Suppose participants P;_; and Py try to per-

dishonest Bob did alone, they can not get this order by collud-
ing together to perform attacks.

Moreover, even (n — 1) dishonest participants collude to-
gether, they do not know the positions and states of decoy
photons before P; receives particles, which means they are un-
able to escape P;’s eavesdropping detection by publishing fake
transposition order of decoy photons. As a consequence, their
collusion attack will introduce errors and the protocol will be
aborted, so Alice’s secrets will not be leaked.

Therefore, our protocol is secure against collusion attack.

4. Comparison

We analyze and compare the performance of the pro-
posed protocol with existing SQSS protocols. Our proto-
col makes progress in the following three aspects: simplify-
ing the quantum resources, improving the protocol efficiency,
and transmitting specific secrets.
more detailed comparison with the typical SQSS protocols in
Refs. [26,28,31,32].

In Table 2, we make a

070308-5
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Here, b represents the net number of secret informa-
tion bits and ¢ represents the amount of information that
all particles used actually can express. According to the
above definition, the b/c of our proposed protocol should be
log, C}\/log, 2N =log, <2N!/(N!)2) /2N. By Stirling’s for-
mula, it can be derived that b/c is (2N —log, /7N) /2N.
Thus, the qubit efficiency is 2N/2N — o(2N) which ap-
proaches to 1 when the length of message 2N increases.

As shown in Table 2, our protocol is based on single parti-
cles rather than entangled states or product states, reducing the
difficulty of resource preparation. Moreover, we can see that
the qubit efficiency of the proposed protocol is higher than all
of the compared protocols, because it can approach 100% as
N increases (the decoy photons are ignored). Lastly, in most
previous protocols, the shared secret is not specific, whereas in
our protocol Alice can decide which secret message to share.

Table 2. Comparisons of the SQSS protocols.

Protocol Quantum Qubit efficiency ~ Sharing
resource /o) secret
The protocol of Ref. [26] GHZ state 0.125 unspecific
The protocol of Ref. [28]  product state 0.25 unspecific
The protocol B of Ref. [31] single particles 0.333 unspecific
The protocol of Ref. [32] Bell state 0.5 specific
Proposed protocol single particles ~1 specific

Through the above comparison, the proposed protocol is
more efficient and practical than existing ones.

5. Conclusion

We have presented a more efficient and practical SQSS
protocol. The efficiency of protocol could approach 100% as
the length of message increases. Our protocol is based on sin-
gle particles, reducing the difficulty of resource preparation. In
addition, the shared secret message can be determined by Al-
ice herself which cannot be realized by some previous proto-
cols. Finally, we analyze the security of the proposed protocol
and fully prove that our protocol can resist common attacks.
High efficiency is a big advantage of our protocol, and we will
explore how to improve the efficiency of protocols in other
semi-quantum cryptography fields in future work.
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