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A new four-dimensional (4D) memristive chaotic system is obtained by introducing a memristor into the Rucklidge
chaotic system, and a detailed dynamic analysis of the system is performed. The sensitivity of the system to parameters
allows it obtains 16 different attractors by changing only one parameter. The various transient behaviors and excellent
spectral entropy and CO complexity values of the system can also reflect the high complexity of the system. A circuit is
designed and verified the feasibility of the system from the physical level. Finally, the system is applied to image encryption,
and the security of the encryption system is analyzed from multiple aspects, providing a reference for the application of

such memristive chaotic systems.

Keywords: chaotic system, memristor, intermittent chaos, multi-transient behavior, image encryption

PACS: 05.45.—a, 05.45.Gg, 05.45.Jn

1. Introduction

Since the meteorologist Lorenz discovered the first
chaotic system from the weather model in 1963,[1J a large
number of scholars began to pay attention to and study the
chaotic phenomenon. With the deepening of research, a quan-
tity of chaotic systems have been discovered, such as Rossler
system,?l Chen system,®! Lii system,® Liu system,?® and
Chua system.[®! In 1971, Chua predicted that in addition to
resistance, capacitance, and inductance, there should be a
passive component for connecting charge and magnetic flux,
and named it memristor.!”] Because of its special nature, the
hypothesis has been widely concerned and studied by re-
searchers since it was proposed. However, it was not un-
til 2008 that HP Labs made a solid-state memristor, 8! which
marks that the research on memristors has officially changed
from theory to practice. With the deepening of the research on

(9,10

memristors,'” !0 the special nonlinearity and nonvolatility of

memristors have made them widely used in chaos,!'=13] neu-

5, [14-20] n,[21.22] 23]

secure communicatio memory, [

25,26]

ral network:
neurons, 2 and chaotic oscillators.!

More and more researchers have found that adding mem-
ristors to chaotic circuits will greatly increase the complexity
of the system and cause some other behaviors in the chaotic
system. For example, a tri-value memristor is added to a
chaotic system to make it a hyperchaotic system with hidden
and coexisting attractors.!”’ Bao et al. obtained hyperchaotic
phenomena by paralleling two memristors and the system has

fCorresponding author. E-mail: tianzean @hnu.edu.cn
© 2023 Chinese Physical Society and IOP Publishing Ltd

DOI: 10.1088/1674-1056/acdac3

extreme multistability,?8! replacing diodes in Chua oscillators
with memristors yields more complex dynamic behavior, ")
the introduction of memristors into a three-dimensional (3D)
chaotic system produces extreme multistability. 3"

Changing the parameters of a chaotic system can obtain
different attractors, and the number of attractors can reflect
the complexity of the system to a certain extent. By modi-
fying the control parameters, the system can obtain six dif-
ferent shapes of attractors.l*!l In a memristor chaotic circuit,
by modifying four system parameters, 15 types of attractors

[32

can be obtained.[®? There are also 12 different attractors that

can be obtained by modifying only one parameter, including

s.33 By adjust-

5 chaotic attractors and 7 periodic attractor:
ing one parameter, various attractors can be obtained, which
is more conducive to the application of the system in engi-
neering.

Transient behavior refers to the time evolution of a
chaotic system before reaching a stable state. Because it
can be applied in multiple fields, studying the transient be-
havior of a chaotic system is more instructive for practical
applications.**) However, most chaotic systems have very
few transient behaviors, typically only periodic to chaotic
transitions,3>3%! or transitions from chaos to periodicity. ]
Although a memristive chaotic system with four transient be-
haviors has recently been reported,**! and scholars have dis-
covered systems with two transient behaviors coexisting, 3!
as well as some other special transient behaviors,3°~*! such

systems are still rare. Due to its excellent characteristics, it is

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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necessary to study systems with multiple transient behaviors.

Due to the special chaotic sequence and high complex-
ity, chaotic systems are often used in the field of image
encryption.[*>~46] However, there are few reports on the ap-
plication of chaotic systems with multiple transient behaviors,
so it is necessary to apply systems to the field of image en-
cryption.

In this paper, a voltage-controlled memristor is intro-
duced into the Rucklidge chaotic system,”] and a new four-
dimensional (4D) memristive chaotic system is obtained. The
second section mainly introduces the memristor module and
system model. Section 3 analyzes the dynamic and transient
behavior of the system using methods such as degree of dis-
sipation, bifurcation diagram, and Lyapunov exponent spec-
tra. Section 4 describes the spectral entropy (SE) and CO
complexity ™ of the system. In Section 5, the chaotic sys-
tem is implemented in the circuit. In Section 6, the application
of the system in the field of image encryption is introduced in
detail. Section 7 is a summary of the article.

2. System description

A voltage-controlled memristor is wused in the

document, 1 and its equation is as follows:

i=W(o)v,
W(p) =A¢@>—B, (1)
(P = —dv—e(p+fv2(p,

where i and v represent the current and voltage across the
memristor connection, and A, B, d, e, and f are constants. The
Rucklidge chaotic system consists of the following nonlinear
self-made ordinary differential equations

X=—kx+1ly—yz,
y=x, 2
1= —z+)%,

where x, y, z are the state variables of the system, and &, [ are
constants. First, we introduce the state equation of the memris-
tor into the system 2, then replace yz term in system 2 with the
output yW (w) of the memristor and modify y? to the absolute
value of y. Finally, by modifying the Rucklidge chaotic sys-
tem to obtain a chaotic system based on memristor, the new 4D
memristive chaotic system proposed in this paper is described
as follows:

x=—ax+by—yW(w),

y=cx,

=—z+l,

W= —3y—0.5w+2wy?,

3)

where W (w) = 5w? —3.2,x,y, z, and w are the state variables
of the system, and a, b, and c are constants. Choosing this pa-
rameter can satisfy the characteristics of memristor and make
the system get better chaotic characteristics. The equilibrium

point of the system can be obtained by setting the following
equation:

—ax+by—y(5w? —3.2) =0,
cx =0,

—z+|y|=0,
—3y—0.5w+2wy? = 0.

“

Obviously, the system has only one equilibrium point O
(0, 0, 0, 0), and the Jacobian matrix of the system at this equi-
librium point can be obtained as

—ab+32 0 O
c 0 0 o0

=109 0o -1 0 | ©)
0 -3 0 —05
(a)
2
LE;=0.12158
S
~

LFE;=—0.011388
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LE,;=—2.5705

0 100 200 300 400

1
~— (b)
) S
< -
. .
—1}
_2 ‘ 'T“- e 2 )
—0.3 —0.2 —0.1 0

Y

Fig. 1. The Lyapunov exponent diagram and the Poincaré section di-
agram of the y—w plane of the system (3) at a = 2.14, b = —0.2, and
¢ = 1.75 with initial values of (1, 1, 0, 1). (a) Lyapunov exponent dia-
gram and (b) the Poincaré section of the y—w plane.

The characteristic equation corresponding to Jp at equi-
librium is

\),E—Jp|:l4+nll3+n212+n3l+n4, 6)

where ny, ny, n3, and nyq are shown below:

ny=a+1.5,
ny =1.5a—bc—3.2c¢+0.5, )
n3 =0.5a—1.5bc — 4.8c,

ng = —0.5bc — 1.8.

Taking a = 2.14, b = —0.2, and ¢ = 1.75 into Eq. (6), the
eigenvalue of the system is obtained as follows: A; = —0.5,
Ay = 1.4588, A3 = —3.5988, and A4 = —1. The eigenvalues
obtained from this equilibrium point are 3 negative roots and
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1 positive root, which means that this equilibrium point is an
unstable equilibrium point.>"

With the parameters a = 2.14, b = —0.2, and ¢ = 1.75 set,
the initial value is (1, 1, 0, 1). Set the time step to 7 =0.01, and
the simulation time to 5000 seconds. Use the ode45 solver to
obtain a Poincaré section of the system (3) on the y-w plane,
as shown in Fig. 1(a). The diagram contains many scattered
points, with the trajectory of the points being dense and not
forming a closed curve. At this time, the Lyapunov expo-
nents of the system are LE; = 0.12158, LE, = —0.011388,
LE; = —1.0002, and LE4 = —2.5705, as shown in Fig. 1(b).
(2D) and
dimensional (3D) phase diagrams obtained under the same

The simulated two-dimensional three-

conditions are shown in Figs. 2 and 3.

0.5
0.4
0.3
0.2
0.1

S »\\.\' \

0 0.2 0.4

0.6

Fig. 2. The 2D planar phase diagram of system (3) at a =2.14, b = —0.2,
and ¢ = 1.75 with initial values of (1, 1, 0, 1). (a) x—y plane; (b) x—z plane;
(c) y—z plane; (d) x—w plane; (e) y—w plane; and (f) z—w plane.
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0 \‘\\\ s
—1"

il —0
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Fig. 3. The 3D phase plane of the system (3) at a = 2.14, b = —0.2, and
¢ = 1.75 with initial values of (1, 1, 0, 1). (a) x—z—w; (b) y—z—w; (c) x—y-w;
and (d) x—y—z.

3. Analysis of system dynamic characteristics

This section delves into a comprehensive numerical anal-
ysis of the system’s dynamic behavior. We explore the non-
linear dynamics through various perspectives, including Lya-
punov exponent spectra, bifurcation diagram, phase diagram,
and time domain waveform diagram. Notably, the simulation
results presented in this section were obtained using the ode45
solver in MATLAB R2018b.

3.1. Degree of dissipation

The dissipation degree of system (3) can be obtained from
the following dissipation calculation formula:

_dx(r) n ay(t) Jr81'(t) Jr8v’v(t)

. 2
div(v) = I Jy %z 3 =2y"—a—15.(8)

By solving Eq. (8), it is obtained that when a > 0.994, div(v) <
0, the system is always a dissipative system. In this article, we
discuss that under the condition of initial values of (1, 1, 0, 1),
and a = 2.14, div(v) < 0, indicating that the system (3) is dis-
sipative, the phase space volume V}y will contract to the volume
element V(1) = Voe~(@t15) within time 7.

3.2. The effect of a single parameter on the attractor

Figure 4 shows the Lyapunov exponent spectra and bi-
furcation diagram with b parameters ranging from —0.5 to
5.5 when a = 2.14 and ¢ = 1.75. From Fig. 4(a), it can be
seen that when b € (—0.5, —0.35), the system presents a pe-
riod doubling, and then becomes chaos. When b € (—0.35,
1.07), the system mainly exhibits a chaotic state, but at some
points it exhibits quasi-periodic or limit cycles as the b pa-
rameter increases. When b €(1.08, 1.96), the system changes
from periodic to weak chaos and eventually becomes chaotic,
and there will be some values within this interval that are
in a single periodic state. When b € (1.96, 2.16), the sys-
tem becomes periodic again. As b continues to increase, the
system will again become chaotic, which will continue until
b = 2.93 when the system enters a periodic or quasi-periodic
state. When b € (3.01, 5.5), in this interval, the system is very
sensitive to the transformation of the b parameter. A small
change in the b parameter may produce different attractors
and may switch back and forth between chaos, periodicity, and
quasi-periodicity. Specifically, the system is in a chaotic state
over a large range, but on some individual values, the system is
in a quasi-periodic or periodic state. From the bifurcation di-
agram, we can see that the corresponding Lyapunov exponent
is greater than O when the bifurcation diagram is chaotic, and
0 when the bifurcation diagram is periodic. From the diagram,
we can see that the Lyapunov exponent spectra can well cor-
respond to the bifurcation diagram, indicating that the system
has good chaotic characteristics.
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(a)iLEl 7LE2 LE3 7LE4 20l (b)
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Fig. 4. The bifurcation diagram and Lyapunov exponent spectra of system (3): (a) the Lyapunov exponents spectra of b € (—0.5, 5.5); and (b)
the bifurcation diagram of b € (—0.5, 5.5).
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Fig. 5. When the parameters a = 2.14, ¢ = 1.75, and the initial value is (1, 1, 0, 1), different b parameters produce different shaped attractors: (a) b = 0.35;
(b) b=—-0.2; (c) b=0.174; (d) b = 0.42; (e) b = 0.6; (f) b =0.66; (g) b =1.12; (h) b =1.16; (1) b = 1.53; (j) b =2.05; (k) b =2.18; (1) b = 3.00; (m)
b=3.03; (n) b=4.15; (0) b=4.38; and (p) b = 4.4.

Figure 5 and Table 1 show some typical attractors and corresponding Lyapunov exponents spectra and system states as the

b parameter increases.
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Table 1. When the parameter a = 2.14, ¢ = 1.75, and the initial value
is (1, 1, 0, 1), the corresponding state and attractor shape of different
parameter b.

Parameter b State LEs Attractor
—0.35 chaotic +0-- a
—-0.2 chaotic +0-- b
0.174 quasi-periodic 00-- c
0.42 chaotic +0-- d
0.6 periodic 0——- e
0.66 chaotic +0-- f
1.12 quasi-periodic 00-—- g
1.16 chaotic +0-- h
1.53 quasi-periodic +0-- i
2.05 periodic 0——— j
2.18 quasi-periodic 00-- k
3.00 quasi-periodic 00-—- 1
3.03 chaotic +0-—- m
4.15 chaotic +0-- n
4.38 quasi-periodic 00-- o
4.4 chaotic +0-- p

3.3. Transient behavior

Transient behavior is a special phenomenon in chaotic
systems, which refers to a fixed initial condition in which a
signal exhibits a chaotic or quasi-periodic state for a certain
period of time, and then transitions to a different system state.
Another type of phenomenon is the alternating repetition of
chaos and periodicity in a certain time dimension, which is
called intermittent chaos.’! In this section, set the parame-
ters a = 2.14, ¢ = 1.75, and the initial values to (1, 1, 0, 1),
the simulation step size to 0.01, and the simulation time to (0,
5000 s). Use phase diagrams and time domain waveform di-
agrams to analyze the different transient systems obtained by
modifying the parameter b.

0 2000

Fig. 6. Waveform diagram and phase diagram at b = 3.948: (a) wave-
form diagram with time varying x at ¢ € (0, 5000) s, where the red part
is t € (0, 1684) s and the blue part is ¢ € (1684, 5000) s; and (b) y—z
plane phase diagram.

3.3.1. Transient type |

In the case of parameter b = 3.948, the time domain
waveform and the phase diagram of the yz plane of the vari-
able x varying with time are studied. As shown in Fig. 6, when
t €(0, 1684 s), the overall performance of the x time domain
waveform is disordered, so the system presents a chaotic state.
When ¢ € (1684, 5000 s), the system changes from a chaotic
state to a quasi-periodic state. Therefore, the system has a
transition behavior from chaos to periodicity.

3.3.2. Transient type Il

Set the parameter b = 4.03 and analyze the time domain
waveform of the variable x and the phase diagram of the y—
z plane. As shown in Fig. 7(a), it intuitively reflects that the
motion state of the system alternates between chaos and peri-
odicity, resulting in significant intermittent chaos. The system
changes from the initial chaotic state to a periodic state, then
switches according to chaos, periodicity, and chaos, and fi-
nally maintains a periodic state When ¢ € (0, 566.5) s U (1063,
1242) sU (1751, 2480) s, the time domain waveform of x
shows a chaotic state. Within this interval, the system (3) is
in a chaotic state, and the topological structure of the chaotic
state attractor is the same, as shown in the red part of Fig. 7(b).
When ¢ € (566.5, 1063) sU (1063, 1242) s U (2480, 5000) s,
the system (3) is in a quasi-periodic state, with the same topo-
logical structure of its attractors, as shown in the blue portion
of Fig. 7(b). Therefore, the system has the characteristic of
intermittent chaos.

Fig. 7. Waveform diagram and phase diagram at b = 4.03: (a) wave-
form diagram with time varying x at ¢ € (0, 5000) s, wherein the red part
ist €(566.5, 1063) s U (1063, 1242) s U (2480, 5000) s, and the blue part
ist € (0566.5) s U (1063, 1242) s U (1751, 2480) s; and (b) the y—z plane
phase diagram corresponding to the waveform diagram.
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3.3.3. Transient type Il

When parameter b = 4.83, the system is also intermit-
tent chaos, and the time domain waveform of x is shown in

15

il

10

—10

—15
0

2000 4000

Fig. 8. Waveform diagram and phase diagram at b = 4.83: (a) wave-
form diagram with time varying x at ¢ € (0, 5000) s, wherein the red part
is ¢ € (0, 1228s) U (1864, 2868) s U (3980, 5000) s, and the blue part is
t €(1228, 1846) s U (2868, 3980) s; and (b) the y—z plane phase diagram
corresponding to the waveform diagram.

(a) 5 (b) 0.6 ——
0.4
g 0 n
0.2
-5 0
0 2000 4000 —1.0 —05

t

Fig. 8(a). When ¢ € (0, 1228) sU (1864, 2868) sU (3980,
5000) s, the system is in a chaotic state, and its phase diagram
is shown in red in Fig. 8(b). When 7 € (1228, 1846) s U (2868,
3980) s, the system exhibits a quasi-periodic state, and the
phase diagram is shown in the blue portion of Fig. 8(b). Un-
like type 2, the periodic attractor of a system is different, and
the system will eventually remain chaotic after a period of in-

termittent chaos.

3.3.4. Transient type IV

Set the parameter b = 1.53 to obtain the time domain
waveform of x and the phase diagram of the y-z plane,
as shown in Fig. 9. When ¢t € (155, 1579) sU (1680,
2404) sU (2979, 4048) s, the system behaves as a quasi-
periodic, as shown in the blue portion of Fig. 9(b). When
t €(1579, 1680) U (2404, 2979) s U (4038, 4253) sU (4701,
4048) s, the system exhibits a chaotic state, and its phase dia-
gram is shown in the red portion of Fig. 9(b). When ¢ € (4253,
4701) sU (4808, 5000) s, the system exhibits another quasi-
periodic state, as shown in the black portion of Fig. 9(b). The
whole system presents intermittent chaos. It is worth men-
tioning that the two quasi-periodic states present a symmetric
result, as shown in Fig. 9(c). The system as a whole exhibits
a state in which quasi-periodic and chaotic systems are trans-
formed into another quasi-periodic attractor twice.

(c) 06
0.4
I
0.2
X 0. . i i "
0 0.5 1.0 —-1.0 —-0.5 0 0.5 1.0
Yy Yy

Fig. 9. Waveform diagram and phase diagram at b = 1.53: (a) waveform diagram with time varying x at ¢ € (0, 5000) s, wherein the red part is
t €(2404, 2979) s U (4038, 4253) s, the blue part is ¢ € (0, 2404) s U (2979, 4038) s, and the black part is # € (4253, 5000) s; (b) the y—z plane
phase diagram corresponding to the waveform diagram; and (c) phase diagram of two periodic attractors.

3.3.5. Transient type V

At b = 0.401, the time domain waveform and phase diagram of system x are made as shown in Fig. 10. At ¢ €(0,
1253) sU (1706, 1875) s U (2297, 2699) s, the time domain waveform is chaotic, and the system exhibits a chaotic state, as shown
in the red portion of Fig. 10(b). When r €(1253, 1706) s U (1875, 2297) s, the system is in a quasi-periodic state, and the phase
diagram is shown in the blue portion of Fig. 10(b). When ¢ € (2297, 5000) s, the system exhibits another quasi-periodic state,

0 2000 4000
t

0
-1.0 —-0.5

(c) 0.5
0.4
0.3
0.2
0.1

Q" 0 e
0 0.5 1.0 —-1.0 —-0.5 0 0.5 1.0
Yy Y

Fig. 10. The waveform and phase diagram at » = 0.401: (a) the waveform of x changing over time at ¢ € (0, 5000) s, where the red part is ¢ € (0,
1253) sU (1706, 1875) s U (2297, 2699) s, the blue part is ¢ € (1253, 1706) s U (1875, 2297) s, and the black part is # € (2297, 5000) s; and (b)

y—z plane phase diagram corresponding to waveform diagram.
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as shown in the black portion of Fig. 10(b). Like the two-cycle
quasi-periodic attractors of type 4, there is also a symmetry
between the two quasi-periodic attractors under this parame-
ter, as shown in Fig. 10(c). In the case of b = 0.401, the overall
behavior of the system is chaos followed by periodicity, then
switching between each other twice, and finally entering an-

other quasi-periodic dynamic behavior.

4. Complexity analysis

Complexity has always been an important indicator in
chaotic systems, because in the field of encryption, the higher
the complexity, the more secure the system. In this section,
we discuss the changes in the complexity of systems with
a=2.14,b=—0.2,and c € (0, 5.5) and initial values of (1, 1,
0, 1) through SE and CO.

SE based on discrete Fourier transform is a measure of
the complexity of a chaotic system. The larger the value of
SE, the stronger the randomness of the chaotic system. When
such a system is used for encryption, information security is
higher. The CO algorithm is based on fast Fourier transform,
and both algorithms can be used to describe the complexity of
chaotic systems. The variation of SE and CO values with pa-
rameter ¢ is shown in Fig. 11. Both SE and CO have the same
trend of change, which precisely indicates that both SE and
CO complexity can be used to describe the characteristics of
chaotic systems. The maximum values of the chaotic systems
SE and CO proposed in this paper are 0.8543 and 0.7591, re-
spectively, which indicates that the complexity of the system
is very high,[>>33] and the high complexity also brings higher
security for the practical application of chaotic systems, which
is of great significance for the practical application of chaotic
systems in the encryption field.

1.0 T
C0 —SE

C

Fig. 11. SE/CO complexity of ¢ € (0, 5.5) systems.

5. Circuit implementation

In order to further explore system dynamics, correspond-
ing electronic circuits can be designed, which has important
physical significance for the application of chaos theory. This

article compares the state differential equation with the actual
circuit state differential equation to determine the total param-
eters of the system, making it possible to use fewer electronic
components in the design of actual circuits.

The circuit system in this section is designed in Multi-
sim, where the inverse circuit, integrator circuit, and memris-
tor are converted into equivalent circuits using linear circuits,
linear capacitors, operational amplifiers AD711JN, multipliers
ADG633JN, and precision potentiometers. New state variables

Uy, Uy, Uz, and u,, are introduced using

X = Uy,

YT ©)
<= Uy,

W = Uy,.

By substitute Eq. (9) into Eq. (3), we obtain

d
e —auy + buy — uy(Su2,—3.2),
dr
d
du. (10)
O kT |y
du
d—tw = —3uy — 0.5u,, + 2uwu§.

In order to better match the circuit parameters with the
system, the time constant Typ = RC is introduced and the time
scale Ty is set to 10*. After time change, the relationship be-
tween T and ¢ is obtained to be T = ¢y, which can be further

deduced as dr = 79d . Therefore, equation (10) can be written

as
du, 2
=70 [—auy + buy — uy(5u?, —3.2)] ,
dt
du,
T,; =7 (uJC) ’
. (1
g (—uz+ [uy])
dr
du,,
i = To (73uy —0.5u,, +2uwu§) .

By applying circuit principles and the constraints of

Eq. (11), the circuit equation can be designed as

du, 1 1 1 g 5 1

i G [ RluxJFRz”y gl(R3”w R4)”y )

duy 1

dr - C1Rs the

du, 1 1 " 1 ‘ | (12)
— = —=u+ = |y

dt C3 R¢ ‘ R e

du,, - 1 1 1 8384 2

dt n Cy < Rg "y R9uw+ Ryo ttly )

where C1, C, C3, and Cy are integral capacitors; g1, g2, g3,

and g4 are the multiplication gains for each multiplier; R;
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i=1,23, ...,
tain the specific parameters of the circuit, combining Eq. (11)
and Eq. (12), we obtain

10) is the corresponding resistance. To ob-

1 1 8182
—— = —aty, —— = b7 = 57
CiR, an, CiR, 0, CiR 0
81 1
=321, —— T
C]R4 0 C2R ¢,
L _ T L T L _ 37
C3Re = 0, C3R7 = 10, CiR 0,
1 8384
—— = —0.51, =27 (13)
Cy4R9 Cy4Ry9
The resistance value obtained by solving Eq. (13) is shown
below:
R — 1 1
T a0 bC1 1
1
Ry — 8182
5C1’L'() 3.2C1 To
1 1
R¢=——
cCr 1 Gy
1 1
R E— =
7 G371 8 3C1 1
1
Rg _ 8384 (14)
—0.5C1 19 2C1 19
(a)
e I W(w)y
t——o
U
.
f Rb M. R,
Uly L] i ]\4(1\‘
N R,

To ensure the unity of circuit parameters, set the multipli-

83
and set four integrating capacitors Cy

cation factor g; = g» = g3 = g4 = 0.1 V for four multipliers,
=C2=C3=C4= 10 nF.
Taking the parameters a =2.14, b = —0.2, and c == 1.75 into
Eq. (14), we obtain R; =4.67 kQ, Ry = 50kQ, R3 = 0.02 kQ,
R4 = 3.125 kQ, Rs = R = R; = 10 kQ, Rg = 3.33 kQ,
Ry =20k, and Rjp = 0.05 kQ.

The analog circuit built according to Eq. (12) is shown
in Fig. 11. To determine the system parameters, R; (i =
a,b,c,...,j) = 10 kQ is introduced into the circuit diagram.
Figure 12(a) shows the equivalent circuit of the memristor
model, and figure 12(b) shows the schematic diagram of the
corresponding circuit.

According to the circuit schematic diagram, we build a
hardware circuit. Attractors of different planes can be obtained
as shown in Fig. 13. All experimental results were recorded
by an oscilloscope UNI-TUTD2102CM. After eliminating the
error between theory and practice, the experimental results ob-
tained are basically the same as the simulation results in MAT-

LAB, indicating that the system is feasible in practical appli-

cation.
. R @
P
b
—Y o—r -
U, "
Vo —mm— L

o R Cs
0 Yy
U,
L

Ry
Re | ¥ Dy L
Uy — ‘ R, | Cs
e ly
<R, ¥ D, (

Fig. 12. Schematic circuit diagram of chaotic system: (a) memory resistor model equivalent circuit and (b) main circuit.

(c)

(b)
Fig. 13. Voltage signal diagram and phase diagram of hardware circuit obtained from UNITUTD2102CM oscilloscope: (a) x—y plane, (b) x—z plane, (c) y—z
plane, (d) x—w plane, (e) y—w plane, and (f) z—w plane.

6. Application in image encryption

() ()

Compared to text data, image data has the characteristics of a large amount of data, strong data correlation, and a large

amount of redundant information, which makes traditional text-based cryptography no longer suitable for image encryption

systems.

As a nonlinear system, chaotic systems provide chaotic sequences with good randomness due to their processing

sensitivity and unpredictability. This is exactly what a good encryption system must have.
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6.1. Image encryption scheme

This article uses an encryption algorithm for plain asso-
ciated scrambled images, as shown in Fig. 14. The specific

process will be described below.

Step 1 Convert the plain image into a matrix P of M x N
size.

Step 2 Set the system key K = (xo,Y0,20,W0,71,72)s
where xg, yo, 20, wo are the initial values of the chaotic sys-
tem, and ry, rp are random integers from 0-256.

Plain independent

Plain image|— diffusion algorithm I

Plain association
acrambling algorithm

Plain independent

diffusion algorithm II —*| Cipher image

T

T

— Secret key [—¥

Chaotic cipher generator

The encryption process

Plain independent

Plain image|+— diffusion algorithm I

Plain association
acrambling algorithm

Plain independent |
diffusion algorithm IT|

T

f

Secret
channel

Chaotic cipher generator

The decryption process

Fig. 14. Plain association scrambling algorithm flowchart.

Step 3 Using the random sequence generated by the
memristive chaotic system, six pseudo-random matrices are
generated, which are sequentially recorded as X, Y, Z, W, U,
and V, the size of all matrices is M x N.

Step 4 Using the plaintext independent extension algo-
rithm I, the plaintext image matrix P is transformed into a ma-
trix A using a random matrix X.

Step 5 The scrambling algorithm for plaintext correlation
eliminates the correlation between adjacent pixel points in the
original image by disturbing the pixel position. Use the ran-
dom matrices Z, W, U, and V to traverse all pixel points in
image A in a scanning order from left to right and from top to
bottom in the coordinates of the A matrix, converting A into
image B.

Step 6 The plaintext independent diffusion algorithm re-
peats Step 4, with the difference being that it spreads forward
from the last pixel of the image, and uses the matrix Y to dif-
fuse image B for a second time to obtain the encrypted image
C.

The decryption process is the inverse operation of the en-
cryption process.

Set key K = (1.3254, 1.5321, 1.2356, 2.3265, 35, 201)
and encrypt and decrypt Lena, Baboon, and Pepper images.

The experimental results are shown in Fig. 15.

Figures 15(a), 15(d), and 15(g) show plain images, fig-
ures 15(b), 15(e), and 15(h) show encrypted images, and fig-
ures 15(c), 15(f), and 15(i) show decrypted images.

(a) (b) (c)

@ )

Fig. 15. Experimental results of image encryption and decryption: (a) Lena,
(d) Baboon, (g) Pepper; ciphered images: (b) Lena, (e) Baboon, (h) Pepper;
decrypted images: (c) Lena, (f) Baboon, (i) Pepper.
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6.2. Analysis of security performance of encryption
scheme

6.2.1. Key space

The key space is a collection of all the keys. In order to
resist exhaustive attacks, a good image cryptosystem should
have a large enough key space. For the image encryption sys-
tem proposed in this paper, the key K = (xo, 0,20, Wo0,71,+2)
is the initial value of the system (3) and two random integers
of 0-256, where the steps of xy and w are 10716, the steps of
yo are 10713, the steps of zg are 107'4, and the steps of two
random numbers are 1. Therefore, the size of the key space
is at least S = 1.2 x 10°3, and the corresponding key length
L =log, S ~ 176 bit. The large enough key space indicates
that the system is an excellent encryption system.

6.2.2. Histogram and y? statistical value analysis

Generally, ciphertext statistics are mainly discussed from
two aspects: the histogram of the ciphertext image and the cor-

tuates, indicating that the effective information in the image
can be well encrypted. Using x? the difference in the number
of statistics analyzes adjacent pixel points. Analyze adjacent
pixel points using quantitative differences in x? statistics. The
definition of x is

2 X": (fi —?i)z

X = ; 5)
8i

where f; is the observed frequency distribution and g; is the
theoretical frequency. The x? test is performed on the image
histogram, and the results are shown in Table 2. It can be
seen from the table that the 2 statistical values of the three
plaintext images are significantly greater than x§.01(255) =
310.45739, while the x statistical values of the ciphertext im-
ages are all less than 15.01 (255), indicating that the ciphertext
images are approximately uniformly distributed.

Table 2. Values of x? statistics.

relation of adjacent pixels in the ciphertext image. As can be Images Lena Baboon Pepper
seen from Fig. 16, the histogram of the ciphertext image is uni- Plain 1.5835% 103 1.8736x 10° 1.2017x 103
form and flat, while the histogram of the plaintext image fluc- Ciphered 218.2676 254.9785 272.6250
3000 3000 3000
2500 @ 2500 & 2500 (©)
2000 2000
1500 1500
1000 1000
500 500
0O 50 100 150 200 250 00 50 100 150 200 250 0 50 100 150 200 250
1200 1200 1200

(d)

1000
800
600
400
200

0

(e)

1000
800
600
400
200

0

£)

1000
800
600
400
200

0 50 100 150

200 250 0 50 100

0
150 200 250 0 50 100 150 200 250

Fig. 16. Histograms of plaintext and ciphertext images: histogram of plain image (a) Lena, (b) Baboon, and (c) Pepper; histogram of ciphered image: (d)

Lena, (e) Baboon, and (f) Pepper.

6.2.3. Correlation coefficient analysis

Another indicator for evaluating correlation is the correla-
tion coefficient, which mainly reflects the correlation of pixels
in different directions of the image. The correlation coefficient
D is defined as

po_ ITh-D0i-9
VEE (=22 x X (i 52

where x; and y; are the gray values of two adjacent pixel points

(16)

in the image, while X = %Z?’:l X, y= %Z?’:l vi. By changing
the value of the sum, the correlation coefficients of the image
in different directions are obtained. Table 3 records the cor-
relation coefficients of plaintext and ciphertext images in dif-
ferent directions and compares them with other literature. The
comparison reveals a notable distinction in the correlation pat-
terns between adjacent pixels in plaintext and ciphertext im-
ages. In plaintext images, there exists a strong correlation be-

tween adjacent pixels, indicating their close relationship. Con-
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versely, in ciphertext images, the correlation between adjacent
pixels approaches zero, suggesting that these pixels are essen-
tially independent and unrelated to each other. This observa-

tion underscores the effectiveness of our proposed encryption
method, which demonstrates comparable performance to the
other four methods under consideration.

Table 3. Correlation coefficient of images Lena, Baboon, and Pepper.

Ciphered image

Image Direction Plain image
This work Ref. [54] Ref. [55] Ref. [56] Ref. [57]
horizontal 0.9843 —0.0115 —0.0004 0.0197 —-0.0106 0.0171
Lena vertical 0.9724 -0.1290 0.0037 -0.0196 -0.0047 —-0.0009
diagonal 0.9566 —-0.0031 —-0.0378 0.0088 0.0105 —-0.0094
reverse diagonal 0.9655 0.0505 - - - -
horizontal 0.7533 0.0174 0.0124 0.0119 -0.0136 0.0101
Baboon vertical 0.8686 —-0.0319 -0.0118 0.0014 -0.0075 -0.0091
diagonal 0.7301 0.0236 —-0.0215 —0.0055 0.0156 —-0.0046
reverse diagonal 0.7019 0.0080 - - - -
horizontal 0.9797 -0.0112 0.0049 —0.0061 -0.0095 0.0192
Paper vertical 0.9764 0.0017 0.0099 0.0002 -0.0115 -0.0025
diagonal 0.9605 0.0366 0.0068 -0.0219 0.0118 0.0294
reverse diagonal 0.9699 0.0080 - - -

6.2.4. Key sensitivity analysis

Key sensitivity analysis refers to the difference between
two ciphertext images when the key undergoes very small
changes. After a key change, if there is a significant difference
between the two ciphertext images, it indicates that the key is
sensitive, and vice versa, it indicates that the key sensitivity is

Very poor.
Table 4. Key sensitivity analysis results

Indicator Lena Baboon  Pepper  Theoretical value
X NPCR (%) 99.6096 99.6095 99.6101 99.6094
UACI (%) 33.4650 33.4619 33.4640 33.4635
BACI (%) 26.7706 26.7717 26.7724 26.7712
Y NPCR (%) 99.6089 99.6095 99.6099 99.6094
UACI (%) 33.4645 33.4647 33.4648 33.4635
BACI (%) 26.7707 26.7740 26.7714 26.7712
Z NPCR (%) 99.6101 99.6102 99.6098 99.6094
UACI (%) 33.4649 33.4643 33.4657 33.4635
BACI (%) 26.7689 26.7670 26.7709 26.7712
W NPCR (%) 99.6087 99.6100 99.6099 99.6094
UACI (%) 33.4645 33.4650 33.4640 33.4635
BACI (%) 26.7729 26.7722  26.7738 26.7712

NPCR, UACI, and BACT are often used to analyze key
sensitivity. The number of pixels change rate (NPCR) is used
to compare the values of pixel points at corresponding posi-
tions in two images, recording the proportion of different pixel
points to all pixel points. The unified average changing inten-
sity (UACI) is used to record the pixel difference value, and
then calculate the average value of the maximum difference,
block average changing intensity (BACI) calculates the ratio
of the average value of several pixel points to the maximum
difference between the pixel points. Select a key randomly in

the key space, change the key at the corresponding magnitude,
and encrypt the image. All three parameters reflect the sen-
sitivity of the key. The three indicators and their theoretical
values obtained are shown in Table 4. It can be observed that
the average and theoretical values of the three indicators are
very close, indicating that the key of the image cryptosystem
is highly sensitive to encryption processing.

7. Conclusion

In this paper, a quadratic voltage-controlled memristor is
introduced into the Rucklidge chaotic system, and a dissipative
4D memristive chaotic system with only one equilibrium point
is obtained. Systematic analysis revealed the specific proper-
ties of the memristive chaotic system proposed here: (i) high
complexity, high values of SE and CO0; (ii) single-parameter
multiple attractors, 16 types of attractors obtained by changing
only one parameter, including 8 chaotic attractors, 3 periodic
attractors, and 5 quasi-periodic attractors; and (iii) rich tran-
sient behavior: among five transient behaviors one is chaotic
to periodic and others are intermittent chaos; Two of transient
behaviors also exhibit the phenomenon of symmetric periodic
attractors. The hardware circuit implementation of this chaotic
system proves its feasibility on the physical level. This sys-
tem is applied to image encryption, with the excellent security
proved from the aspects of key space, histogram, and corre-
lation. With its high complexity and diverse transient behav-
iors, this system can significantly reduce costs in engineering
applications while providing valuable guidance for practical

implementations.
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